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Abstract

The proliferation of PALs (Public Access Locations)fuelling the development of
new standards, protocols, services, and applicaf@nWLANSs (Wireless Local Area
Networks). PALs are set up at public locations tetcontinually changing, multi-
service, multi-protocol user requirements. Thiseaesh investigates the essential
infrastructural requirements that will enable ferthproliferation of PALs, and
consequently facilitate ubiquitous computing. Basmd these requirements, an
extensible architectural framework for PAL manageimsystems that inherently
facilitates the provisioning of multiple servicesdamultiple protocols on PALs is
derived. The ensuing framework, which is called &gd, is based on the
microkernel architectural pattern, and the IPDRtefinet Protocol Data Record)
specification. Xobogel takes into consideration aag@ports the implementation of
diverse business models for PALSs, in respect dimtisenvironmental factors. It also
facilitates next-generation network service usageoanting through a simple,
flexible, and extensible XML based usage recorde Tiamework is subsequently
validated for service element extensibility and @ioity through the design,
implementation, and experimental deployment of SEB®all Extensible Hotspot
System), a system based on the framework. The trodsss and scalability of the
framework is observed to be sufficient for SMME lbgpnent, withstanding the stress
testing experiments performed on SEHS. The rangefice element and charging
modules implemented confirm an acceptable leveflefibility and extensibility

within the framework.
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1 Chapter 1: Introduction

Public Access Locations (PALSs), defined as puliications where wireless network
access is available, are growing in eminence twigeoubiquitous connectivity to
users. PALs are currently implemented at airpodsffee shops, educational
institutions, recreational areas and shopping mdllse PALs market is slowly
emerging out of the build-up/growth phase into rteture phase with the worldwide
number of PALs expected to grow from 43 850 in 260200 000 in 2008 (ITFacts-
1, 2004). Gartnérreported that the number of worldwide PAL userseased from
9.3 million in 2003 to 30 million in 2004 (ITFac%-2005) and it is predicted to be
120 million by 2008. The proliferation of PALs hheen stimulated by the need to
access data on the move and by the trend to albaysonnected. In addition, the
proliferation of PALs has also been facilitatedtbg maturing and the advancements
in the wireless networking technologies and stasglaCurrently there exists a
plethora of different wireless networking technoésgeach catering for different

environmental conditions and implementations.

1.1 Wireless networking technologies

Wireless communication technology can be tracek hacl894, when Guglielmo

Marconi began experimenting with radio waves iratieampt to produce and to detect
radio waves over a long distance (JHSPH, 1999). fEbhnology has since been
adopted by governments, businesses, schools aed iostitutions to add value to
their communication infrastructure. Wireless netkgordiffer from the wired

counterparts in the way they handle the lower kayef the Open Standard
Interconnect (OSI) model (i.e., the transmissiorihaf data between communicating
devices). The current methods of wireless sigaisimission include infrared, laser,
narrowband microwave and spread-spectrum (JHSPHQ)19here are different

wireless networking protocols depending on theedé#hces in their implementation
(e.g., transmission mechanism, signal range, sigttahgth) and these differences

determine the applicability of these protocols WLPservice provisioning. Some of

! Gartner is a leading provider of research andyaisabn the global IT industry. Online at
http://www.gartner.com/

12



the current wireless protocols are outlined belbighlighting the main features and
the specific circumstances in which they are imgeted.

1.1.1 Mobile (Cellular) technologies

These are the wireless technologies used extewsifcgl mobile and cellular
telephony. They represent different generationsitdless technologies (e.g., GSM is
a second generation (2G) technology and EDGE ishiad tgeneration (3G)
technology).

1.1.1.1GSM

General System for Mobile communication (GSM) i2@ digital radio standard
developed by the European Telecommunications Stdrdstitute (ETSI) which runs
at 9.6 kbps. It is a standard that was developegévate in the high user density with
low-power mobile stations. GSM is used extensi¥elyoice and data transfer of up
to 9.6 kbps. GSM operation is very similar to normadio communication in that
signals are sent using free standing transmittaied base stations. The Physical

(PHY) layer in GSM is provided by radio transmiss{dlalonen et al, 2003).

1.1.1.2GPRS

General Packet Radio Service (GPRS) is anothedatdrior wireless communication
that runs at 115 kbps. It is a non-voice servie grovides transmission of Internet
Protocol (IP) data packets over existing cellulatworks. Any service available on
the internet (e.g., e-mail, web browsing, InterRetay Chat (IRC)) is available to
GPRS-enabled devices. GPRS is implemented as a @&8@ology and offers
enhancements, in terms of data transmission ancieeity, to the 2G technology
(Halonen et al, 2003) GPRS uses radio transmidsioits PHY layer and a suite of
other protocols at the data link layer to ensufabte transfer of message between

network nodes.

1.1.1.3EDGE

Enhanced Data rates for Global Evolution (EDGE3 BG technology that provides
up to 384 kbps data access to mobile devices. ED&Ebe viewed as a packet-
switched enhancement to GPRS, called Enhanced GEBBRS), and as a circulit-
switched data enhancement called Enhanced Cireuitited Data (ECSD). EDGE
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introduces a new modulation technique and chanoé@ing mechanism that allows
transmission of packet-switched and circuit-swittheice and data. EDGE runs the
same packet handling protocols as GPRS at the restwgork and only introduces
differences at the base station system side dtletoew transceiver unit that handles
EDGE modulation (Halonen et al, 2003).

1.1.1.4UMTS

Universal Mobile Telecommunications Services (UMT$Sa 3G broadband wireless
standard that offers packet-based transmissiorexdf voice, and multimedia data.
UMTS runs at speeds of up to 2 Mbps. UMTS providasincrease in network
capacity, data speeds and service capabilitiesivelto 2G mobile networks. The
three domains that make up a UMTS network are: @eteork which is responsible
for switching, routing and storage of databases ragtd/ork management functions,
UMTS Terrestrial Radio Access Network (UTRAN) whighnovides the interface
access method to the user equipment, and the Wgeprgent which is the mobile
device that access the UMTS network (Patil et@033.

1.1.2 IEEE 802.x standards

The Institute of Electrical and Electronic Engire@iEEE) has established a number
of wireless communication protocols and standardhvare defined within the 802
suite of protocols. The prominent of these proteeuk:

1.1.2.11EEE 802.15

IEEE 802.15 which is also known as Bluetooth, Wieeless Personal Area Network
(WPAN) radio standard that addresses short distgrd® meters) networking
requirements for portable, low power mobile compgitdevices. It is currently used
extensively for connecting cell phones, PDAs, auukadsets, computer keyboards
etc. Bluetooth operates in the unlicensed (Indaist&cientific and Medical) ISM
bands at 2.45 GHz (Naeve M., 2005) and providea ddes of up to 751 kpb§he
two modules that provide the data transmissiontfanality of the lower OSI layers
are the Radio module and the Link Manager moduenesof the other protocols in
the Bluetooth protocol stack are the Logical Linen@ol and Adaptation Protocol
(L2CAP), the Host Control Interface (HCI) and then@ce Discovery Protocol
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(SDP). The higher level protocols and applicati@yel protocols are then responsible
for the software-related data handling functiowyalit

1.1.2.2IEEE 802.15.3a

IEEE 802.15.3a, which also goes by the name WiMedidtrawideband (UWB), is a

high-speed WPAN standard for low powered devicdé® Federal Communications
Commission (FCC) has assigned the 3.1 GHz to 1618 §pectrum as the operating
frequency range for UWB. The fastest data rate rvlegeon UWB is 252 Mbps and
the theoretical max data speed is 480 Mbps. The UsMihg with a convergence
layer, is set to provide an underlying common radimsport mechanisms for many
different other applications, including Wirelessitrsal Serial Bus (WUSB), IEEE

1394, next generation Bluetooth and Universal Pang Play (UPnP) (Kolic R.,

2004).

1.1.2.3IEEE 802.15.4
IEEE 802.15.4 also known as Zigbee, is a low dat@ {20 — 250 kbps) specification

that is specifically designed for low power devieesl that operates in the unlicensed
ISM radio bands. The standard has been developedefonote monitoring and
controlling of devices. It defines transmission amteption on the PHY layer,
Personal Area Network (PAN) maintenance, and rigiatata transport Medium
Access Control (MAC) layer. Zigbee is designed foesh networking and it allows
for more nodes and a greater range than the 88pddification (Frank R., 2004).

1.1.2.41EEE 802.11

IEEE 802.11, known as Wireless Fidelity (WiFi), is a groupWireless Local Area
Network (WLAN) standards that use Ethernet protpbeince why the standards is
sometimes called wireless Ethernet. WiFi was deezloto "provide wireless
connectivity to automatic machinery, equipment, stations that require rapid
deployment, which may be portable or hand-heldwbich may be mounted on

moving vehicles within a local area” (Hayes V., @R9
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The original 802.11 standard specified three trassion methods for the PHY layer;
Infrared, Frequency Hoping Spread Spectrum (FH3$) @irect Sequence Spread
Spectrum (DSSS) (O’Hara et al, 1999). The infraradsmission uses light spectrum,
and FHSS and DSSS use the unlicensed 2.4 GHz @htz5adio frequencies (RF) in
the ISM bands. FHSS involves transmitting data iramge of frequencies using a
specified hop sequence. DSSS on the other handlves/osending the data
simultaneously over several frequencies. The standiso specifies MAC sub-layer
protocols implemented at the data link layer. Taegant revisions to the standard are
802.114a, 802.11b, and 802.11g.

1.1.2.4.1802.11a

The standard came out in 1999 and was designedntaat 54Mbps. In order to
operate at that speed, the delay spread prétilathto be countered and this was done
by using the Orthogonal Frequency Division Multipiegy (OFDM) modulation
technique and operating at the 5GHz RF spectru.18@ has not attained a higher
uptake due to of the following reasons:

» The 802.11b specification had already gained pojpyland more devices
were already shipped with the 802.11b chips. TH218( specification is
not interoperable with 802.11b.

» There was a slow availability of 5GHz componentedsl for the
development of the chips.

» The range of the 802.11a specification is shortantthe 802.11b
specification (Reynolds J., 2003).

1.1.2.4.2802.11b

This revision was released in 1999 and operatébar2.4GHz RF spectrum at raw
speeds of up to 11Mbps. 802.11b uses the CarrieseSKlultiple Access/Collision
Avoidance (CSMA/CA) method defined in the origirg02.11 specification. This
revision gained acceptance as the WLAN standard tdueore 802.11b chipsets
coming into the market (the DSSS modulation teammis used in this specification

and this made it easy for chip manufacturers taagh from the chips made for the

2 This is the problem that occurs when a signal besidf objects and echoes off walls. It results in
the same signal reaching the receiver at diffetiers.
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original specification). The range of the protocah be extended to approximately 8
km with fixed wireless point-to-point architectuard a usage of high gain antennae.

1.1.2.4.3802.11¢g

This standard got released in June 2003 and iatgerat the same frequency as the
802.11b specification (i.e., 2.4 GHz) with the ralata speed of 54 Mbps. The
specification uses DSSS with Complementary Codeir{eyCCK) for data speeds
below 20Mbps and OFDM for speeds above 20Mbps. sSpeeification is backward
compatible with the 802.11b specification. 802.1ises the same frequencies as
802.11b and this causes a reduction is 802.11glspken there’s a conflict with an
802.11b devices. Since the specification operateshe 2.4GHz spectrum, it's
susceptible to interference from microwaves ancemtievices that operate in the
2.4GHz frequency band. The 802.11g effective trassion rate is comparable to
802.11b because the higher data rates in 802.Elguaceptible to more interference
than 802.11b.

There are two architectural modes of setting up888.11 network. One is the
Independent Basic Service Set (IBSS) or the adrstworking mode (Figure 1-1),
which is when mobile devices establish direct catinas with each other without the

need for an Access Point (AP).

FIGURE 1-1 AD-HOC CONNECTION MODE

The other mode is the Infrastructure mode in wliehices connect to each other and

the network via an AP, effectively forming a BaSlervice Set (BSS) (Figure 1-2).
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When two or more BSSs are setup to form a subhet; &re called an Extended
Service Set (ESS). This is the mode that formsathhitectural basis for PALs, where

different devices communicate through an AP.

?\ml.ﬂ
E:' 'ﬁll.-
)

FIGURE 1-2 INFRASTRUCTURE CONNECTION MODE

1.1.2.51EEE 802.16

IEEE 802.16 is known as Worldwide Interoperabilitgr Microwave Access
(WIMAX). It is a Wireless Metropolitan Area Netwo(dVMAN) standard that allows
up to 50km No Line Of Sight (NLOS) communicatiorhi§ standard operates in the
2-11 GHz and 10-66 GHz (licensed and unlicensegkexasrely) frequency bands and
provides raw data speeds of up to 70Mbps. 802.&gifsgs a Physical layer and
Transmission layer that correspond to the PHY lafathe OSI model and a MAC
layer and Convergence layer corresponding to the lde layer of the OSI model.
The MAC layer supports a range of PHY layer speatfons. In the wireless
networking plethora of technologies, WiMAX standsprovide the ‘last mile’ access
to the service providers and to provide a wirelgension to cable and DSL (Chao
L., 2004).

1.1.3 The ETSI BRAN standards

Besides the wireless technologies developed by JEHESI has also released a group
of wireless networking standards under the projeeched Broadband Radio Access
Networks (BRAN). The following are some of the stards that have been developed
under BRAN.
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1.1.3.1HIPERLANZ2

HIPERLANZ2 (High Performance Radio Local Area Netlgois a mobile broadband
short-range access radio network specification theivers data speeds of up to
54Mbps at PHY layer. It allows internetworking wibther networks including IEEE
Ethernet, IEEE 1394 and ATM (Friedrichs B., 200H)is standard was developed in
close cooperation with the IEEE WiFi working groapd Working Group High

Speed Wireless Access Networks (from Japan), tondwize the operation of

standards in the 5GHz frequency band.

1.1.3.2HIPERACCESS

HIPERACCESS is a radio standard for broadband malfia fixed wireless access.
The standard is aimed at high frequency bands @615 to 43.5 GHz) and provides
a specification for the PHY layer of the standaithe standard allows for
interoperability with the IEEE 802.16 standard é@richs B., 2005).

1.1.3.3HIPERMAN

HIPERMAN is also a broadband fixed wireless staddaimed to operate at the
2GHz to 11GHz frequency range. The specificatiodasigned to utilize the basic
MAC specification of the 802.16 standard. This d&d has been developed in close
cooperation with IEEE 802.16 work group to enablesubset of the 802.16
specification to seamlessly interoperate with thE®ERMAN specification. The
standard offers some of the following service catigg; full Quality of Service
(QoS), fast connection control management, strecgrity and capability to operate
at non-line-of-sight (Friedrichs B., 2005).

1.1.4 WiBro

WiBro is a broadband wireless technology that dgsran the 2.3GHz frequency
band. This standard is developed by Korean teleaodustry and is aimed to provide
a throughput of 30-50Mbps and to have a 1-5km rasfgeperation. The WIiBRO
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standard is also developed to ensure interopesaliiih the IEEE 802.16 standard
(Lawton G., 2005).

1.2 Wireless technologies and PAL service provisioning

The available wireless protocols differ in terms fefatures (Table 1-1) and
applicability in PAL service provisioning. Curreptthe standard that is extensively
implemented on PALs, hence the focus of this reseas the WiFi standard (Lehr
W., 2004) and this is because:

* The WiFi standard operates in the ISM Radio FrequéRF) bands. The ISM
bands are reserved for usage by Industrial, S@iemind Medical equipment
and therefore there are no licensing costs associaith setting up a WiFi
PAL.

* WiFi is a data transmission protocol and suppdwsprovisioning of IP based
services.

* WiFi is a low-power protocol which makes it apphta for low powered
devices that are used at PALs (e.g., laptops, PiddisabletPCs).

* WiFiis a LAN (short range) standard and this makssitable in meeting the
range requirements which are characteristic of nmyglementations of PALS.

» Device manufacturers are shipping devices with Wikips and this has

created a demand for WiFi service provisioning.
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TABLE 1-1WIRELESS TECHNOLOGIES FEATURE COMPARISON

Protocol Data rates Radio spectrum Area  Usage ‘
GSM 9.6 kbps 900 MHz, 1.8GHz WAN  Voice, Data
GPRS 115 kbps 0.9, 1.8, 1.9 GHz WAN Data
EDGE 384 kbps 0.9, 1.8, 1.9 GHz WAN Data
UMTS 2 mbps 1.9-2,2.1-2.1 GHz WAN Voice, Data
Bluetooth 1 mbps 2.45 GHz ISM PAN Data
WiFi—Db 11 mbps 2.4 GHz ISM LAN Data
WiFi—g 54 mbps 2.4 GHz ISM LAN Data
WiFi—a 54 mbps 5 GHz ISM LAN Data
WIMAX 70 mbps 2-11,10-66 GHz WAN Data
WiMedia 480 mbps 3.1 -10.6 GHz PAN Data
Zigbee 250 kbps 2.4 GHz ISM PAN Data
HIPERLAN 54 mbps 5 GHz LAN Data
HIPERACCESS 25 mbps 40.5 - 43.5 GHz MAN  Data
HIPERMAN 25 mbps 2—-11 GHz MAN  Data
WIBRO 50 mbps 2.3 GHz LAN Data

The other emerging standard that is gaining popylas a potential complement to
the WiFi standard in PAL service provisioning i€ WWiMAX standard (Agis et al,
2004). WIMAX operates in both licensed and unliezhsadio frequencies and it
promises a wider coverage range and higher daedspgban WiFi. This standard is
also set to compete with other 3G cellular techgiel® in the provisioning of

broadband network access.

1.3 Focus on small PALs

PAL service provisioning is an undertaking by diffiet types of entities from
municipalities to private owners, large companesmall shops, telecommunications
companies to companies in the food industry. Eathhese entities presents a
different set of characteristics (e.g., businesgehased, level of technical expertise,
size of customer base) that affect and influeneetiovisioning of the PAL service.

The focus of this research is on small PALs, wlaich defined formally in Chapter 3.

The reasons for focusing on the small PALs are ndisdly related to their
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effectiveness in facilitating further proliferatiaf wireless computing. Other reasons
are as follows:

» The proliferation of large business and their indign into the wider areas of
societies is limited. For example, large corporsiare based mainly in large
cities and metropolitans and, while their densityetwork coverage in those
areas may be excellent, it is normally limited imadl and rural towns.
Therefore the one way in which the proliferationvafeless network and
hence the growth of ubiquitous computing can bditfaied is through the
network service being provided by small proprigtgrs (e.g., coffee shops,
book shops, cafes, and libraries) which are alreadl} spread into most
geographical areas of society.

« The large portion of current hotspot managementtsols and trends in
wireless networking favour large businesses impteimg these solutions.
This is based on the different assumptions on wthieke solutions are built.
The assumptions are about the availability of resesl (e.g., technical
expertise, hardware, and financial) at the PALs abdut the requirements
and the characteristics of the individual PALs. Fetample, there are
solutions that assume a specific billing model &edce fail to cater for a
different model or free PAL service implementatisome assume a specific
level of security needed on the PAL, and othersirassthe availability of
finance to invest in network components.

* The implementation of PALs by smaller businessesiges an environment
that facilitates further development and enhancésnanterms of new and
diverse network service modules being implemenidtese also provide a
platform for service level customization in ordey tneet the specific
requirements that each PAL faces.

» Availability of a large number of diverse Wireldsgernet Service Providers
(WISPs) would facilitate and encourage competibetween the providers in
such a way that the network service users areeaaf a wider range of

service options from which to choose.
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1.4 Research objectives

The primary objective of this research is to derare architectural framework for
small PALs management systems. In view of thisomprehensive requirements
investigation for PALs is undertaken, with a spiecfibcus on small-scale PALs.
Small scale is taken to imply the following featuravhich are best characterised by
small restaurants, coffee shops and take-away shops
e The business is usually a sole proprietorship (kisomes a crucial factor in
considering roaming partnerships and agreements).
* The large potion of the customer base is a nicheaad, loyal residents.
« The physical area covered by the business is gwialin coverage of an
AP).
* The first line of the business is not related tael@ss network service
provisioning (i.e., no dedicated IT expertise ia tusiness).

These requirements will be specific to small s service provisioning and will
constitute the different functional aspects needed ensure efficiency and
effectiveness of the PAL. Some of these functioeglirements include:

» Authentication, Authorization and Accounting (AAAjequirements -—
evaluating the requirements for small PALs withamely to Authentication on
the network, Authorization to network services aAdcounting for the
network usage.

» Billing — this is part of accounting for the netwarsage. Further evaluation of
the available billing and charging models with nelgato appropriateness to
small PALSs.

» Security — determining the level of security thaeds to be implemented at a
hotspot and juxtaposing that with the effects af@ased security on usability
and ease of use of the system.

* Network Management — determining the requiremewts rhanaging the
hotspot.

The main motivation and guiding design principle fbe architectural framework

will be to provide extensibility and simplicity ithe system. Extensibility, in its
simplest form, refers to the ability to change amddify the system data and
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functionality (Crawford et al, 2003). An extensil#gstem becomes necessary in the
light of the need for service level customizatiow @ahe ability to modify the different
aspects of the system to meet the specific custogemts and owner’s preferences. As
the proliferation of wireless PALs continues, seevdifferentiation will play a main
role as a marketing strategy to secure businedsmass. Extensibility of the PAL
management system will therefore become important facilitating the
implementation of network services that are tadote the exact preferences and

needs of the market niche target by the WISP.

Subsequent to the formalisation of the frameworkystem implementation that is
based on the derived architectural framework velréported on. The implementation
is undertaken on a proof-of-concept scale to vedidhe framework against actual
implementations of PAL management systems andstatgeapplicability in meeting
the identified requirements for small PALSs.

1.5 Thesis Overview

The rest of the thesis is organised as follows:

Chapter 2: highlights the fundamental features and requirementPALs with an
emphasis on their level of importance in a PAL iempéntation. These are discussed
under the broad -categories of hardware, Authemicat Authorization and

Accounting (AAA), network management, content mamagnt and roaming.

Chapter 3: provides a discussion of the specific requiremémtsmall PALs. This
discussion is based largely on a questionnairewiaatundertaken to determine both
the users’ and the providers’ expectations as falPAL service provisioning is

concerned.
Chapter 4. is a detailed discussion of the proposed arctitakt framework. This

chapter highlights the design considerations fa& ffamework and discusses the

building blocks of the architecture.
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Chapter 5. Subsequent to the formalisation of the architedttramework, a system
was developed that implements the proposed frantewidris chapter provides the

implementation details of the system.

Chapter 6: is the results and discussion chapter. The agplity of the architectural
framework and its efficacy in meeting the requiratsdor small PALs are discussed.
This is done through a juxtaposition of the implatee system with other currently

available PAL management systems.
Chapter 7: is a conclusion chapter that highlights the sucagsthe research by

assessing the degree to which the research meetshjiectives. It also discusses

further research that can be undertaken.
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2 Chapter 2: Requirements for PALs

Wireless PALs serve the main purpose of provindipuivoadband network services
to mobile users through WLAN (Minoli D., 2002There is a wide spectrum of
different services that can be offered on a wieleAL ranging from basic HTTP,
multimedia services to VPN solutions for accesprieate networks. The basic setup
for a wireless hotspot may simply consist of an @&nected to a LAN, but while
that could be a working solution, it lacks a numiwoérdifferent infrastructural
considerations that could be implemented in order improve the service
provisioning. Some of these considerations, whidhlwe discussed in detail in later
sections, include business concerns for profitgbdind cost-effectiveness of the
service, security concerns, hardware concerns meghard to scalability, and network

management.

A discussion on the requirements for wireless haitspequires a categorization of the
requirements on the continuum of ‘absolutely nemgsdeatures to ‘nice to have’
features. Necessary features are those that aspamsable in the implementation of
a wireless hotspot and without which the operatbthe hotspot is impossible. The
latter group of features, ‘nice to have’, are tipgianal features that aid the effective
and efficient implementation and running of a hotsp\nother way to categorize the
hotspot requirements is to use the keywords defineBFC 2119 to indicate the
necessity of each requirement. These words aredtedl in Table 2-1 and their
interpretation is specified in RFC 2119 (Bradnerl897).

TABLE 2-1RFC2119KEYWORDS

MUST MUST NOT REQUIRED
SHOULD SHOULD NOT OPTIONAL
MAY MAY NOT RECOMMENDED
SHALL SHALL NOT

Figure 2-1 shows a matrix of the requirements dgsos used in the categorization
of small hotspot requirements. The horizontal scadkcates the level of necessity
specified by the keywords; to the right are the vkayls that specify absolute

necessity and to the left are those that specifypioal features. On the vertical scale,

26



the top half indicates keywords that specify reegiifeatures and the keywords at the
bottom half indicate features that are prohibited.

- D
e e‘ ‘. -
< A SHOULD MUST 7
o) OPTIONAL RECOMMENDED REQUIRED o)
e >

— SHOULD NOT ‘ MUST NOT -
E | NOT RECOMMENDED c

- ! 0
0o >t =

FIGURE 2-1 REQUIREMENTS DESCRIPTORS MATRIX

2.1 Essential RECOMMENDED Hotspot requirement

The proliferation of wireless hotspots has beeilifaied, to a large extend, by the
ease of setting up hotspots and the demand frotoroess for the service. The ease
of setting up wireless hotspots is due to the ttaat the frequency spectrum in which
WiFi operates is the unlicensed ISM bands, and diso to the fact that wireless
hardware is becoming cheaper and is being intedjiate a lot of mobile devices. In
contrast to a few other wireless broadband teclymedo(e.g., GSM, GPRS), which
need a licence, WISPs do not need a license irr twdsgtart operating, which reduces
the start-up costs associated with hotspots. Teian® that anyone and everyone can
set up a hotspot and this, together with the faat there is no external regulation
from the government, places pressure upon each WISRy ahead of competition.
One of the effective strategies for staying ahehdompetition is through service
differentiation. While this argument for serviceffeientiation is based on the
assumption of a retail business model, where WISPs sell network resource usage
directly to consumers, service differentiation i#l :iecessary in order to meet the
customer’s need accurately. Therefore even if titefdot is provided as a free service
for hotel guests, or for airline passengers, serddferentiation would still be
necessary in order to accurately and closely d¢atdhe specific needs of that market

group or niche.
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Service differentiation is defined as developinggue product differences along key

features and minor details with the intent to ieflae demand (Piana V., 2003). Two

kinds of differentiation can be identified:

Vertical differentiation - where services can belesed according to an
objective quality or feature of the service. Thiserks on the customer’s
perceived difference in quality between services.ekample of an objective
feature that can influence perceived differencquality is price for the usage
of the service (Piana V., 2003).

Horizontal differentiation - occurs when productfedt according to features
that cannot be ordered. This is normally due taaruer’s individual tastes
and preferences (Piana V., 2003).

Service differentiation is facilitated by the atyilto customize specific features of the

service, in this case wireless hotspots, in ordeerhphasize those features which

would lead to higher perceived quality of the segyior those features which cater for

the preferences of the target market group foMth&P. Examples of customizations

that could be implemented on hotspots are theviaig:

Changing the business model of the hotspot.

Improving the QoS for the service.

Implementing a different billing model.

Implementing an authentication protocol that legesa on the customers
existing service accounts. For example, using tN&T. passport, or
authenticating against an existing third party cdrgerver.

Improving the security offering on the network.

The decision as to which service differentiaticatgtgy should be implemented is one
that rests entirely with the WISP. Therefore eanHdividual WISP should be

empowered enough to make the necessary custonmigdtiche hotspot management

system. This necessitates that the hotspot managesystem exhibits features and

characteristics that would enable the WISP to pamild effectively implement the

desired changes to the system.
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The RECOMMENDED features for hotspots management systems therefme
simplicity and extensibility. Extensibility is siffypthe ability to extend a program, in
terms of both the data and the functionality of pinegram. These two features are
normally inversely relatede. the more extensibility features are implemented in
system, the more complicated the system tends ¢onhbe (Allen E. E., 2001). A
balance therefore has to be maintained betweewiatiofor extensibility hooks into

the system and keeping the system as simple agblgoss

2.2 Hardware infrastructure

Setting up a wireless hotspot requires gettingaghigropriate hardware that ultimately
enables a customer to get access to the networkes@ffered. There are a number of
different hardware setups and physical configuretithat can be used depending on
different factors e.g. the expected number of ydues level of interference at the
location and physical considerations of the verauettie hotspot. Due to the integral
differences in the venues for hotspots, an extensite survey should always precede
the actual implementation and installation of tleedware components. The survey
SHOULDconsider the factors related to: physical envirentnobstructions, building
materials, antenna types and placement and daw @dinoli D., 2002). The different
hardware components that can be used on a hotsgladée routers, access points,

wireless bridges and repeaters, web servers and gelfers. (Minoli D., 2002).

Despite the different physical and logical netwegups possible, the one essential
piece of hardware thalUST be there in a hotspot deployment is an AccesstPoin
(AP) (Intel, 2003). An AP provides the wirelesseiriice between the mobile device
and the WLAN. There are different models for APgeteding on the wireless
standard supported (e.g., 802.11b AP, or 802.11g Airey also differ depending on
the feature set built into the AP and the levataidfigurability integrated into the AP.
There are also APs that support both the 802.11bthe 802.11g specification
(DataLink DWP 2000AP), while others feature tri-daantennae (e.g. HyperGain®
Model HG2458CU) that operate at 2.4/5.3/5.8 GHzxydency bands to provide
connectivity to 802.11b, 802.11a and 802.15 netmgrkrotocols.
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2.2.1 Scalability

Scalability, as far as hotspots are concernedheisability for the network to adapt to
increased demands. This means the ease with whé&mdtwork can handle more
customers or higher traffic demands. The hardwaf@structure implemented at a
hotspotSHOULD be able to be extended (e.g., via adding more ooemgs), for
example, more wireless repeaters or wireless lbsidge order to cater for the
changing demands on the network.

2.3 Authentication infrastructure

Authentication serves the purpose of identifying thsers on the network i.e.
validating the identity of the users. This is nollsnalone via a username/password
pair that uniquely identifies the network users ahds usually assumed that
knowledge of the password is a valid means of itlenyg a specific user.
Authentication on hotspots is based on the Univesacess Method (UAM)
mechanism which provides a web portal login (InB€03). While a basic username
and password pair is sometime adequate for audatioin, there is always the
possibility of passwords being stolen, or reveddgdaccident. Other authentication
mechanisms that can be implemented at a hotspatligic
» Authentication via global database servers. Thiddbuon the idea of
increasing the simplicity of using a hotspots sy allowing the users to
logon to the hotspot with their existing crederstiaé. msn.com, aol or yahoo
login credentials. This method effectively elimiestthe need to register at
every hotspot service that the user wants to use.
* Third party authentication is implemented by ussygtems that handle the
user authentication on behalf of the hotspot servic
» Hardware authentication is implemented at a delagel in a similar manner
that GSM networks authenticate cellular phoness Tinethod is facilitated by
the usage of a SIM module that contains the autteditn credentials of the
users (Balachandran et al, 2005).

The main reasons why authentication meas@8BEOULD be implemented on a

hotspot is for the purposes of controlling and fing access to the network resources
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usage and being able to identify the users on thevork for Authentication
Authorization and Accounting (AAA) purposes. Autkieation infrastructure also
facilitates non-repudiation, which is a featuret isabecoming crucial in the light of

business transactions that are carried on thengitéMcCullagh et al, 2000).

The underlying protocol for wireless hotspots, 802. defines two ways of
authenticating devices on the network. One is opgstem authentication (OSA),
where every device that needs connection to thel&0Betwork gets accepted
without any need for authentication. The other entication mechanism is shared
key authentication (SKA) where the access pointassa challenge-response with the
device based on a pre-shared key. This is autlaiaticat the physical layer of the
hotspot. Authentication SHOULD be implemented at éipplication layer as well, in
order to be able to identify the users on the ndtwaad not so much the devices.

2.3.1 Different authentication methods

A number of different authentication methods anatqrols exist that can be used on
a hotspot. These range from the simple authertitatgainst a database or using the
more advanced authentication against a RADIUS sems mentioned in the
preceding section even more advanced methods bémtitation are possible using
digital signatures and certification authoritieheTlevel of authentication and the
methods implemented are determined by their adggieameet the specific need of
the particular hotspot. Therefore while a basicadase authentication using a
username-password pair credentials may sufficeafesimple HTTP service at one
hotspot, it might not be as adequate for an e-caereansaction at another hotspot.
Some of the protocols and standards MAfY be implemented in the authentication

process include:

* Challenge Handshake Authentication Protocol (CHAB) a threeway
handshake protocol (Simpson W., 1994).

» Extensible Authentication Protocol (EAP) is usedwsen dial in user to
determine what authentication to use (Blunk e1998).

» Password Authentication Protocol (PAP) is a basermame and password
authentication system (Lloyd et al, 1992).
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« Remote Authentication Dial-In User Service (RADIUB) a system that
allows access servers to communicate with cengaless to authenticate
users and authorize their access to resourcesdRegral, 2000).

» S/Key — a one time password authentication system.

* Terminal Access Controller Access Control SysterAGACS) (Finseth C.,
1993)

» Kerberos - is a third party authentication servised to verify user’s identities
(Steiner et al, 1988)

2.4 Billing infrastructure

Billing is implemented within the context of accdumg for network usage. There are
different reasons why billing infrastructuMdAY be implemented on a wireless
hotspot. It is normally used as a means to gett@rreon investment (ROI), as a
means to control congestion, or as a charge forrfrastructure (e.g., reliability,
speed, and QoS) provided. The full discussion efatguments both for and against
charging for wireless hotspots is presented thdrtyugn the section on billing for
hotspots (Section 2.8.1). A flexible, extensiblellify infrastructure would
nonetheless allow the WISP to make the relevantsibec with regards to what

business model to adopt for the hotspot.

2.4.1 Different billing schemes

A crucial element thalUST be present in a billing infrastructure is a bijiacheme.
This is simply a method of charging for the netwasdage, it is the description of the
actual calculations that are made to determinditia& charge. A number of different
billing schemes, each with advantages and disadgast and each appropriately
applicable in different scenarios, can be impleménSome of these schemes include,
flat-rate pricing scheme, usage-based pricing sehama expected capacity charging
scheme (Section 2.8.2). The functionality t&&#OULD be provided by the billing
framework is that of allowing for the billing schenmplemented to be changed and
modified in order to meet the requirement of theipalar hotspot. The functionality
would also aid in the effective facilitation of gme differentiation because different

services would inherently need different billindhemes to be applied.
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2.5 Network management framework

The network management framework is necessarydoreran efficient and effective
operation of the wireless hotspot. Tasks in netwamknagement include the
initialization and the configuration of the assoethnetwork components, controlling
and monitoring of the network, managing the usershe network and implementing
the required security infrastructure on the netwoilketwork management
infrastructure SHOULD be implemented on wireless hotspots to ensure ttieat

available resources are used as efficiently asilgessPart of implementing the

features afforded through the extensibility hooksoives having a management

framework in place.

2.5.1 Nomadic usage of WiFi hotspots

The proliferation of wireless networking has greathcilitated the emergence of
technomads; people who use communication systethp@mable devices to connect
to data and internet at their home or work netwdBearchNetworking, 2003). This
functionality is also sometimes referred to asgpament virtual networking. The bulk
of functionality needed by nomadic users is endapsd and afforded by the roaming
infrastructure implemented. In order to facilitateage and to enable nomadic users
on the network, the following are a few of the tastthat SHOULD be taken into
consideration (Minoli D., 2002):

* Dynamic Host Configuration Protocol (DHCP) — thésan internet protocol
for automatic configuration of computers that rl®@FVIP. This protocol MAY
therefore be used for configuration of wirelesemis on a wireless hotspot.
When a client is configured to use DHCP, it carctefigured on any wireless
LAN that has a DHCP server. DHCP eases the tastoofiguring a large
number of clients that come onto a network.

* Network Address Translation (NAT) — simply allowsiamber of different IP
addresses to access the internet via one IP addrbessmain advantage
afforded by NAT is the ease of managing the netwblKT also facilitates

implementation of security measure on the netwoskalise it allows for
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connections to be easily initiated from within thetwork and by default
indirectly restricts access initiated from outsilde local network.

» Service discovery protocol — the nature of nomadiage is such that the
mobile devices do not know beforehand the stathehetwork that they are
going to attach to. As new and improved services deployed and
implemented, it becomes crucial for the devicedéoable to dynamically
identify and discover the type of services offemdhe particular network.
Service discovery protocoMAY be implemented on a hotspot depending on

the number of different services provided on thisat.

2.5.2 Security

The word ‘security’ in the context of informatioachnology and networking usually
raises a connotation of privacy, integrity and mepudiation. Privacy in simplest
terms means that data is read by the audiencedowithis intended and not any other
third parties. Integrity is the property of the aléeing accurate and not having been
modified between the sender and the receiver. dpndiation is a feature that has
become crucial on networks especially for e-commes@rvices, which ensures that
the communicating parties are who they are i.e@datihg identity, and that neither
can deny having undertaken the transactions. Sgcalso raises the idea of the
validity of the identity of the communicating padi(i.e., adequate authentication of
the parties). Adequate security measGidOULD be implemented at WLANS to
ensure an appropriate level of privacy and intgdot the particular type of service
and also to balance the cost of a security breath tiwe cost of implementing a

security feature.

A large number of wireless security breaches aesalt of 802.11 wireless networks
that are deployed with insufficient security measun place. This is reiterated in the

following statement that was released by Gartnea(@ra P., 2002).

“By the end of 2002, 30 percent of all enterprises will risk security breaches
because they've deployed 802.11b wireless local area networks (WLANs) without

proper security.”
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2.5.2.1WEP

WEP is used on WLAN to authenticate radio Netwarteiface Cards (NICs) to an

AP and to ensure privacy of data that is commuadtaetween the AP and the client.
The protocol allows for a one-way authenticatiomNo€s on APs but it doesn’t allow

for mutual-authentication i.e. validation of mobdevices to APs and AP to mobile
devices (Geier J., 2002).

The WEP protocol has been shown to be insecure surnessful attacks that were
carried out to exploit the vulnerabilities in theofmcol. Some of the attacks carried
out by Borisov et al included passive attacks torga traffic and active attacks to
inject traffic (Borisov et al, 2001). The main vahability is due to the static nature of
the keys and the short length (24-bits) of theidh#ation Vector (IV) which, for a

very busy AP, leads to the same key being useohfwe that one packet of data.

2.5.2.2802.11 TGi

The 802.11 Task Group | has, since the vulneraslin WEP were exposed, been
working on a security protocol that would replabe WEP protocol. The interim

solution was Temporary Key Integrity Protocol (TKIRvhich replaced the 24 bit

keys that are used in WEP with larger keys (64-aitd 128-bits) (Fleishman G.,

2002).

The other security standard for use on WLAN is &R2which is simply an
authentication framework that can be used with mber of different authentication
protocols e.g. Lightweight Extensible Authenticati®rotocol (LEAP), Extensible
Authentication Protocol-Transport Layer Security AEETLS) or Remote
Authentication Dial-In User Service (RADIUS). 80%.provides port-based access
control to mobile devices and mutual authenticabetween mobile devices and APs.
The issue with using some of the proprietary proigcsuch as Cisco’s LEAP is that

they are not flexible enough in terms of interopéity (Geier J., 2003).

In late 2002, the WiFi alliance released a newdsath called WiFi Protected Access
(WPA). The WPA protocol includes both the TKIP atig 802.1x authentication

35



mechanism which provide mutual authentication aywiachic key encryption. Since
WPA implements 802.1x, it can be interfaced witheotauthentication protocols such
as RADIUS and EAP (Linderman et al, 2004).

The ultimate security standard for WLAN developadtbe task group is 802.11i
a.k.a. WPA2. This standard uses the Advanced Etorytandard (AES) and
includes Wireless Robust Authentication ProtocolRAP) as the authentication
protocol and Counter-Mode CBC-Mac Protocol (CCMBPJe to the CPU-intensive
computational requirements for implementing AES,rdheare upgrades and

replacement are a must for implementing the WPABAdsrd.

2.5.3 Quality of Service (QoS)

Quiality of Service is the term that is used toréddevel of guarantees in terms of the
performance (e.g., uptime, throughput, latency, amdr rate) results that can be
delivered on the network (Mitchell B., 2005). Tissnormally achieved by increasing
the priority of one service on the network and rdg the priority of another service
using congestion-management mechanisms. The 8024K Group E is responsible
for implementing QoS at the protocol level, i.eotinating between AP and devices
to give different priorities to packets that arentounicated between them (Mangold
et al, 2002). QoS measugB\Y be implemented on a wireless hotspot to proviée th
needed performance guarantees for different sexviQeS also becomes essential
when seen in the light of billing and charging tbe network usage. For example a
WISP could use QoS as a means of service diffetsmti on its hotspot or QoS could

be used to justify different pricing packages.

In a discussion of QoS in WiFi hotspots it is esisémo understand the nature of the
underlying communication medium and the factorsciltould compromise the level
of QoS on the network. Since 802.11 operates inuttieensed ISM bands, there is a
possibility of interference from other devices tbperate at the same frequencies e.g.

microwaves and other access points.
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2.5.4 Network usage auditing

The Accounting requirement of the AAA functionalityolves collecting data about
network usage for purposes of trend analysis apdaiy planning, billing, auditing
and cost allocation. The information that is cdlecincludes session statistics and
network usage data. Network usage accounting adidiregiserves the main purpose
of controlling, monitoring and aiding in decisioraking and hence is a functionality
that MAY be implemented at hotspots to ensure effectiveedindlent operation of a

wireless hotspot.

2.6 Content management framework

The management of the content that is made availala functionality thaMAY be
implemented on a hotspot to facilitate and to enbharser’s experience. The scope of
the content management framework would be to détermhat content is displayed,
how content is displayed and other factors thacafthe content displayed to users.
For example, content filtering functionality can ingplemented by a WISP to block
out websites with undesirable content. The othectionality that could be provided
within the content management framework is web yrax which improves

performance by caching web pages, and website mmg.o

2.7 Roaming infrastructure

Roaming is the ability for a user to use multipléSR's while maintaining a formal
customer-vendor relationship with only one WISPi¢Bewater, 2003). Roaming is a
functionality thatMAY be implemented to improve customers experiencenwiseang
hotspot services. It allows a customer the fullrismobility with the ease of paying
for the network usage. A roaming infrastructure utiooffer measures for the
management of the business relationships betweenWMSPs, it should take into
consideration the issue of trust and security wb@mmunicating transactions data
between WISPs, it should address the issue of ctiifpg between the systems used
by the different WISPs and it should also be abldéé¢ improved and extended to

accommodate the new improvements in roaming stdedar
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Different protocols exist that seek to establigtamdard way for facilitating roaming
between service providers. These protocols defieenethods and the procedures
that must be adhered to in a roaming transaction.ekample they define the data
types that should be used, the transport protdodie used, encoding techniques for
all the data that is communicated between the nmgnpartners. Some of these
protocols also define the business aspects relateskttling the bills between the
involved service providers. Some of the currendfirted roaming protocols include:

* BARG - Billing Accounting Roaming Group

» TADIG - Transferred Account Data Interchange Group

» TAP — Transferred Account Procedure

* |OT - Inter Operator Tariff

* GRX - GPRS Roaming eXchange

* CIBER - Cellular Inter-carrier Billing Exchange &uer

2.8 PALs Network Services Billing

The uptake of wireless networking service provigignby companies is fuelled by

the potential profitability and financial benefttsat can be derived from offering the
service. One aspect of hotspot service provisiortingt greatly determines its

profitability is its billing infrastructure. Changg and billing serve the purpose of
recovering the investment costs, generating pfofithe shareholders and the WISPs
and it can also be used as a means of regulatidncannteracting congestion on

networks (Scalise K., 1999)

In an attempt to answer the question of how to pést internet services, different
proposals have been put forward (Mason R., 2000):

* Non-pricing mechanisms — this proposal suggests ahaTCP unfriendly
traffic should be restricted and controlled on thetwork. One of these
mechanisms was suggested by (Floyd et al, 1997).

» “First Best” pricing mechanisms — in this mechanishe individual packets
bid separately for priority on the network. Thisahanism was proposed by
Mackie-Mason et al in a paper title “Some Econoroiethe Internet”.

» “Second Best” pricing mechanisms — this model sstgeharging for the

network based on the demand for different serviasses. The basis of this
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proposal is the application of price discriminationcharging for network
services. This mechanism was suggested in (OdIpzk®003).

Different charging models and methods exist intdllecommunications industry and
most of these are derived from the models that wsezl on circuit switched voice
networks (Da Silva R., 2000). The introduction @itket switched services on the
cellular networks (e.g. SMS, WAP, GPRS) prompted dorevision of the billing
models that were used on the GSM networks in otdeaccommodate for the
difference in charging metrics, i.e. while GSM misdeharge for time and the
distance that the call is made for, GPRS modelsgehfor the amount of data that is
transmitted on the network. Besides the differeincthe metrics, the actual cost of
providing a packet switched service is differennifrthat of circuit switched services.
Analysts have calculated that the cost per bitaicket switched services is 2% of that

for circuit switched services (Mutooni P., 2000).

In order for a model to be appropriate and relevarg network service, it has to be
balanced between different constraints. Reicat Bl (1999) describe this situation as
“the feasibility problem of the internet” and thegtermine that each pricing model
has to balance out three requirements; technieailigity, economic feasibility and

user acceptance (Reichl et al, 2001). The resuttptgmal model (Figure 2-2) is then
the appropriate model to be implemented for pri¢chgspecific service.

%
/ Usage-based Market \

/ User Economy =

wgi rate
h Technology

FIGURE 2-2 THE SPACE OFPRICING SCHEMES(REICHL ET AL, 1999)
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2.8.1 Hotspot billing considerations

Different considerations and factors have to benakto account when implementing
a WiFi hotspot service. These considerations reftec the different issues, some
economic in nature and others as a matter of tgabih terms of convenience to the

user, that influence the successfulness of a hotsypdementation.

2.8.1.1Free WiFi hotspots

The Internet is a global network connecting milsoof computers for exchange of
data, news and opinions and as a result the vgstityaf information available on
the Internet is free of charge. Alongside this exde of data and information, the
internet also facilitates commerce via e-commem®ices (e.g., online shopping,
internet banking). The free availability and exaparof information on the internet
doesn’t nonetheless say anything about the valukeoinformation that is provided.
The value of a commodity, and for that matter tlsdue® of anything, using the
principle of demand and supply is conferred bydbesumer seeking that commodity
(Ballvé F., 1956). The free availability of inforti@n on the internet forms the basis
for the arguments against charging for PAL seryioavisioning. The proponents of
free WiFi argue that WiFi should not be charged dlscause:
e The ISM bands in which WiFi operates are free
* ISM bands are inherently unreliable and there’sigper limit to the speed on
the wireless networks. This is normally a countethie argument that WiFi is
charged because of the reliability and the speatigioffered.
* Free WiFi is desirable to many users.
Further suggestions put forth by free WiFi propdeenith regard to the billing for
WiFi hotspot include the following:

» WiFi should be provided as a freebie or an ameaitg used as a marketing
strategy to secure a competitive advantage forptioeider. WiFi is not a
stand-alone business, rather an add-on to othemcmmsations business
(Needleman R., 2005).
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» If offering WiFi is relatively cheaper than the mairoduct or service offered,
then it should be provided free of charge. (erge WiFi for the international
airline passengers.)

* Other revenue channels for WiFi hotspots shoulcekxgored. An example
would be to finance WiFi from advertisements or dn@acompany Sponsor a

WiFi hotspot for marketing purposes.

Despite the arguments between pro-fee versus peoMWiFi proponents, one thing
remains clear and that is the fact that the trawiti business model of charging for
internet is not always appropriate for WiFi hotgp@Cook J., 2004). Other business
models that are being explored for WiFi include ielsale business model where
providers charge for setting up WiFi networks dfedlent venues while the owner of
the venue administers the distribution of the reseueither free or for a fee. This is a
model that is used by Wayport Inc. (Meisner J. let2804). WiFi is a great
technology that is in search of a market. The Wifarket is also in search of a
business model and without doubt the business derations of implementing WiFi,
rather than the technological drive, is what isdivad back extensive deployment and
proliferation of WiFi hotspot (Deans H., 2004)

2.8.1.2Network usage payment models

Current methods of paying for network usage inclpaepaid and post-paid charging
(Sherlekar, 2003). The former method, with regardsWiFi hotspots, can be
implemented via a coupon system, where the uses dwpupon and the amount due
for the usage gets deducted from the coupon, ocubtomer can use the system and
settle the bill in a similar manner to settlingestaurant bill. The latter method is
facilitated by maintaining an account for each uaed crediting the respective
accounts with the amount due for the resource ustrgepaid tariffs are normally less
complex than post-paid tariffs which are based omumber of different network
usage factors. Traditionally, most operators haewved post-paid customers as the
primary customer group and the pre-paid customerge hbeen viewed as the
secondary customer group (Kokko J., 2003). Thidus in part to the fact that the
Average Revenue per User (ARPU) is relatively lofeempre-paid customers than for

post-paid customers. Post-paid charging is preferatd ideal for the situation where
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the user of the system is a permanent customexlways comes to the same provider
for using the service, or resides in the localityttte service provider. These two
methods of charging for network usage are also ose@SM networks, where cell
phone users can either be charged on an accowtitese they opt for the immediate

payment for the usage of the service (e.g., thegsayou-go option on MTH).

2.8.1.30ne bill roaming model agreements

With the proliferation of mobile devices, the ne&ften arises for users to attach to
any service provider convenient to their curresaiteon (Minoli D., 2002) (e.g., when
travelling to a different location where there’s hoanch of the customer's home
provider). While this situation can be remedieddpting for the prepaid payment
option, it is still desirable to have the chargeduded in their monthly bill from their
home provider. This roaming arrangement is implaéemquite successfully by
cellular telephone providers, where they have rogmagreements established
between the providers to allow subscribers from pravider to use the services of
the other provider. Roaming is formally definedtlas ability to use multiple service
providers, while maintaining a formal, customer-den relationship with only one
(Aboba et al, 1999). Roaming agreements are faiglit by roaming protocols which
define how roaming clients should be authenticatedat level of authorization
should be given to them and how to perform the @ated accounting functionality.
A roaming architecture or framework that caters floe above mentioned AAA
requirement therefore facilitates the mobility éénts while maintaining integrity of
the customer-vendor relationship between the chedtthe home service provider.

2.8.2 Billing Models used in other network services

Billing models are implemented within the contekttloe networking service that is
being provided. The network service in its simplestn is an exchange of content
between a client and a content provider. Da Silletifies three domains that make
up a network service in particular mobile netwogkvices (Da Silva R., 2000):

3 MTN is a South African cellular telephone provider
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Mobility Domain - this is the domain that coversthreas related to the
position or the location of the client. This infaation can be used along with
the metrics from other domains to provide a sersjecific to the location of

the client and to charge for that service.

Connectivity Domain - this is also known as the-fgie domain and is

concerned with the actual delivery of data or testisns between the
operator’s core packet network and the contentcgodrhis domain also caters
for the duration of the service delivery and angming requirements between
the different providers.

Content Domain - The content domain is responditrethe content that is

offered to the clients and this is perhaps by @ domain with the greatest
challenge for the operator because some of theesbmind services that are

implemented are created by third parties.

A combination of the different chargeable elemenithin each of these domains

creates a service that is differentiated from off®vices. The model therefore allows

for some flexibility in terms of grouping the difnt elements for different services
(e.g., GSM, GPRS, and WiFi) and integrating thertihiwithe overall billing/charging

architecture of the service provider.

2.8.2.1Charging/billing models for GSM

The diverse service implementations in the telecamication industry especially in

cellular telephony have resulted in various billingpbdels being developed and

adopted to support the billing infrastructure irodd networks. The following are

some of the models used in GSM networks:

Metered charging - in this model the subscribercli@rged a monthly
connection fee and then for a metered usage cfahéce.

Fixed price charging: a fixed monthly charge isidevon the subscriber and
then all the local calls are free of charge andj{distance calls are charged

on metered usage.
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Packet charging - this is the model that is usetdrsively with packet
switched networks. It involves capturing and cougptdata packets that are
exchanged in a session and charging based on awmiodata exchanged.
Expected capacity charging - this model involvededuining the level of
network capacity for a subscriber under congestedlitons and then based
on the subscriber’s usage profile, to charge aeeatjupon price for that level
of service.

Edge pricing - in this model the subscribers a@rghd for the network usage
along the edges of the network scope and not almm@xpected path. Edge
pricing is more about the capturing of the charginfprmation. Once
captured, the information can be used with anyratharging model.
Paris-Metro charging - this method is based onipiog differentiated levels
of service to the subscribers and charging theesponding amount for that
service.

Market based reservation charging - this modelibatied to Mackie-Mason,
is based on the notion of simulating a public aucif network bandwidth
and services. The subscribers place monetary badsdetermine the level of

service that they get in terms of QoS.

2.8.2.2Charging/billing models for wired networks

The two pricing models that are used predominantie internet based services are

flat-rate pricing model and usage based pricing.pla

2.8.2.2.1Flat rate pricing

In flat rate pricing, the customers are chargectedfprice for unlimited access to the

network per period of time (Reichl et al, 1999).

Advantages

Flat rate pricing is very easy to implement. It slagot impose any extra
technical requirements on the service provider gsiccomputation is very
simple.

Flat rate pricing has a high level of customer ptaece (Scalise K., 1999).

44



e It has reduced administrative and implementatiostsco(Hernandez C. E.,
2000)

* It enables accurate planning and budgeting forstheice provider since the
amount that is going to be charged is known befmdh

» The flat rate pricing model has already been ininghe telecommunication
industry and so there is a general high level gpsat and uptake from the
telecommunication industry.

* Flat rate pricing encourages the proliferation ofernet usage and e-
commerce since customers are given an incentigpéod more time on the

internet.

Disadvantages
The main disadvantages of flat rate pricing modeloatline by Hernedez C. E
(Hernandez C. E., 2000) are:

» The price in flat rate pricing does not reflect timage on the network. The
person who is using a lot of network resource msrgbd the same amount as
the person who is using fewer network resources.

* The model does not take into consideration the estign on the network.

« The different network requirements imposed by odfeé network
considerations are not taken into consideratiothénflat rate pricing model,
e.g. media services generally require higher Qa8 thsimple web browsing
service but this difference in the requirementasneflected in the price that is
charged.

* Flat rate pricing exhibits the problem of ‘The teay of the commons’. This
means that since people are not charged for thmlasource usage on the
network, they are encouraged to use more and mbtheoresources and
leading to congestion and over usage.

* In flat rate pricing, small users subsidize heaweras because costs are
recovered through the connection fees.

* It hinders the implementation of new network sesice.g. there is no
incentive for services that require higher bandwiokecause the prices would

not reflect that increase in the network resource.
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2.8.2.2.2Usage based pricing

Usage based pricing takes into consideration tlageusnetrics of the user on the
network (e.g., time spent or data downloaded). iffaén role and aim of prices in

usage based pricing is to present information éoubers about the true cost of their
actions on the network so that users can compae&dbt and benefit of using the

network and hence make informed decisions.

Advantages

Some of the advantages of usage based pricing are:

* It is relatively better than flat-rate pricing aflecting the accurate usage of
the network resources.
* It minimises congestion since it discourages ugera spending lots of time

on the network.

Disadvantages
» Although per minute pricing is a simpler form ofage based pricing, it has a
higher administrative and implementation cost thatrate pricing.
» User acceptance of the pricing method is lowepfarminute pricing than for

flat rate pricing.

As a result of the awareness that consumers afmgvib change their behaviour

based on the charging model used (Scalise K., 1988)lels have been developed
that capitalize on that behaviour. One of this he Paris Metro Pricing (PMP)

method.

2.8.2.2.3Paris Metro Pricing Method

In the Paris Metro Pricing (PMP) method, the useesgiven a choice of the class of
service that they want to utilize which differ ontyterms of the prices that the user
has to pay in order to use that class of servites Teads to a control measure in
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which cheaper services classes get more congdstadthie more expensive service
classes (Mason R., 2000).

Advantages
Some of the advantages of the Paris Metro Priathgme as identified in (Mason R.,
2000) are:
» Simplicity: this is due to the fact that PMP redsitlee complexity of network
management
* Low efficiency loss
» Congestion control: the model provides an automabtagestion control

mechanism as less people chose to go for the mqrensive classes of
services.

Disadvantages
* This model may not survive in a non competitiveikdopum.
* It places a need on the network to be able to ke of each user’s choice
of service class.

 The model does not provide an explicit QoS whichyrba necessary for

certain services requirements.

An extensive evaluation of the different pricinghemes had been undertaken by
Falkner et al (2000) in which they evaluated flatipg, priority pricing, Paris Metro
Pricing, smart market pricing, responsive priciagpected capacity pricing, expected
capacity pricing, edge pricing and effective bardttvipricing (Falkner et al, 2000).
The models were evaluated on the basis of com@iavith existing technologies,
measurement requirements for billing and accounsagport for congestion control,
provisioning of QoS guarantees, degree of netwdiikiency, degree of economic

efficiency, impact on social fairness and priciimge frame.
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Compliance P IF, VN IP ATM, RSVP ATM, VN ATM ATM, IP

Billing Measures No No Yes Yes Yes (local) Yes Yes (local) No
Cong. control No Yes (rel.) | Yes (rel) | Yes (rel.) Yes (CAC) Yes Yes (CAC) Yes
traffic management

Individual QoS No No No No Yes Part Yes No
Network efficiency Low | Var. High High High High High High
Economic efficiency | Low | Var. High High Var. High High High
Social fairness Yes | Yes No No Yes Yes Yes Yes
Time frame Leng | Leng Short Short Medium/long Short Short Short

FIGURE 2-3 PRICING SCHEMES FEATURE$FALKNER ET AL, 2000)

The different pricing schemes have different fezduand characteristics (Figure 2-3)
that influence their applicability in different s@&ios.

2.9 Summary

This chapter forms a basis of the analysis of thquirements for PALs by
documenting the requirement for small PALs. The eesal recommended
requirements for PALs is identified as the ability extend and modify the
functionality implemented at a PAL and the simpjyicof managing it. Further
investigation into network usage billing is carriedt, with an introduction to the

different billing methods and schemes from thecahemunication industry.

48



3 Chapter 3: Small PAL requirements

In order to define and design network solutionssimall PALS, it is crucial that their

characteristics and those of the associated useferanalized. Chapter 2 provided an

overview of the fundamental features of PALs imterof the characteristics and the

functional requirements that have to be considéedny implementation of a PAL.

In this chapter the focus is now on the specifgquieements that have to be taken into

consideration for small PAL implementations.

In designing solutions for the PALs, two factoredego be well documented and
understood (Intel, 2003). The first factor is thpectations of the PAL users, which

differ depending on the different conditions in alhithe hotspot is implemented. The

general categories that should be taken consideratclude:

Customer cost expectation - this takes into accdtet value that the
customers place on the network service that theyuslizing and hence the
amount they are willing to pay for its usage. Tkeigion of whether to bill for
network usage or not is a function of the environimie which the hotspot is
implemented. This leads to various billing scerafiar different PALs, with
free PALs on one end of the billing continuum aeé based PALs at the
other.

Performance expectation - is normally the usergpeetation with regards to
the amount of bandwidth available on the hotspbis Ts influenced to a large
extend by the type of use of the PALs and the nurobasers expected on the
PAL simultaneously. Intel recommends a minimum 00 kbps per active
user on the PAL (Intel, 2003).

Security expectation - the level of security measumplemented at a PAL
should cater for users’ expectation as far as pyivaonfidentiality and
protection from malicious acts are concerned. @lgs depends on the type of
use of the service. A WISP is responsible for daggng the level of adequate
security needed on the PAL and to balance the simviof that level of
security with the associated cost. This could beerms of the monetary cost
of getting the right infrastructure in place orterms of the usability costs

associated with users having the go through maeddeof security.
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Avalilability and reliability expectation - as fas austomers are concerned, the
PAL service should just work. They expect the serwihen they need it. The
PAL should provide a service that offers an acddptéevel of reliability and
availability to meet users’ expectation. The sexsbould be able to handle an
increasing number of users on the network and nallegpotential interference

issues from neighbouring APs.

The second factor that should be taken into corsiib® when designing solutions

for PALs is the hotspot environment in which thdasgpot is implemented. This is

determined as well by the type of the hotspot ihditeing implemented. This should

take into account the following factors:

Physical size - this is the area of coverage offtAé. This together with the
user density helps to determine the number of ARRs must be installed on
the PAL.

Number of users - is a factor that determines tiization level of the APs.
There could be a higher user density per AP, ellengh one AP covers the
whole PAL area, which would entail deploying mor@sAto alleviate the load.
An Intel guideline for the reasonable user densi®0-25 users per AP (Intel,
2003).

Usage models - of the PAL should be determineddieroto provide a service
that meets the usage requirements of the usersuddge models indicate the
type of services and applications that are utilized the PAL. This
information together with the user density inforiroatshould aid the PAL in

determining the total bandwidth requirements ofRiAd..

These two factors are explored in the context cdlsPALS in order to ascertain the

specific requirements of these PALs and hencedwige a formal basis on which to

implement the network solutions for small PALs.

3.1 Small PALs environmental characteristics

In a study done by Intel, a number of differentspot implementation environments

and scenarios are described. These range fromdist$at are implemented at coffee
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shops to hotspots that are implemented at largaege(e.g., convention centers and
shopping malls). In their study, different envircemal characteristics for small
hotspot are highlighted and described (Intel, 200&hce there is no standard
classification for small or large hotspots, thedeniified factors are used as the
defining factors and the basis for the classifaratiof small hotspots and the
formalization of their associated requirements:
* The number of simultaneous users is less thamqualeo ten.
* Therefore the maximum user density is ten user&\per
« The horizontal physical coverage is approximate#@rif and the vertical
physical coverage is approximately 1.8m (i.e. witbdoverage of a single AP)
* The network access may be required both indooroatabors.
» The level of security required on the PAL is simp$ser authentication and no
encryption.
» There is potential interference from neighbouridd.g.

» Billing is required for the network usage.

A further study, conducted via questionnaires, wadertaken to consolidate the
small PALs characteristics described by Intel amd/alidate their applicability for

small South African businesses.

3.1.1 Outline of the questionnaire

The main aim of the questionnaire was to ascertiag characteristics of small
businesses in terms of the different factors thaaild/ influence a PAL environment
should the businesses implement a PAL service. Tdugestions (see
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Appendix D: WISPs gquestionnaire) can be roughlygeal as follows:

* Infrastructure - aimed at determining if the busbBes were interested in
setting up a PAL service, the kind of infrastruettiney had in place, in terms
of computing resources (e.g., number of PCs, awditla of a LAN,
connection to the Internet, OSes running on thggtesns), and in-house
technical expertise.

» Characteristics - aimed at determining the assetibusiness characteristics
in terms of the business industry sector, the nunabecustomers that are
handled at the business per period of time, andohysical coverage of the
business venue.

* Preferences - aimed at ascertaining the requirena@nihe business in terms
of the factors that are relevant in PAL servicevpsioning. The questions
included the business preference in terms of thel lef security desired on
the PAL, roaming relationships with other hotspdesirable billing schemes,
flexibility in altering the billing model and theharging methods to be

implemented (i.e., pre-paid or post-paid charging)

3.1.2 Business profiles

The businesses among whom the questionnaire wasated are all businesses in the
food industry (i.e., restaurants and coffee shopsgse businesses range from small
sole proprietorships to large franchise businesis@shandle hundreds of clients per
week. The main means of revenue for these busimess®od provisioning and
therefore a PAL service would be an option thatiglemented as an enhancement to
the customers’ experience and to add value to uhemtly offered service (i.e., food
provisioning). Consequently, the businesses’ custenhave a primary demand for
food that is augmented by the availability of th&lLPservice. This factor has strong
ramifications in terms of the pricing consideraticend the billing arrangements for

food and PAL provisioning service at the business.

3.1.3 Observations from questionnaire

All of the businesses (5 in total) that particighte the questionnaire were interested
in setting up and providing a PAL service for theurstomers. The provision of the
PAL service is seen by these businesses as a adhled service offering to their

customers, and not as an alternative line of bssindhe results from the
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guestionnaires could be categorized into three isect (i.e., infrastructure,

characteristics, and preferences) that definethtiseness profiles:

3.1.3.1Infrastructure

All the businesses have at least one personal dempostalled on their
premises, this usually hosts the business manadesystem used for food
provisioning service.

80% of these businesses have access to the internet

The level of technical expertise available at thHesginesses divides into two
extremes, with 60% having a high level of expertisd 40% have a minimal
level of expertise. The minimal level of expertisedefined as the ability to
utilize basic computing functions and applicati@ftware and the high level
of expertise means the ability to set-up, configamd utilize both application
and system software and the ability to handle w&rmomputing problems.
80% of the businesses run a Microsoft Windows™ afpey system and the

rest run a variant of the Linux operating system.

3.1.3.2Characteristics

The smallest of these businesses handled on avabagg 250 customers per
week and the largest serves more than 1000 cusiqreemweek.

All of the businesses are in the food industry.

3.1.3.3Preferences

The businesses preferences in terms of billing meelseand the charging
method were also ascertained in the questionnaire.three billing schemes
that were considered are free internet, flat-ratendp and usage based billing.
The most preferred billing model by the businessessage based billing
(Figure 3-1). In terms of overall performance irased at 46 % compared to
29% and 25% for flat rate billing and free interaetess, respectively. The
reason commonly identified for this is that usagséda billing provides a very
accurate matching of the value that the customevetefrom the usage of the

system and the associated cost for the usage sf/gtem
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Free Billing

N $HUsage Based Billing

FIGURE 3-1BILLING SCHEME PREFERENCES

* The two charging options that were considered e dhbestionnaire are pre-
paid and post-paid charging. All the businessegatdd a strong preference
towards charging the customers immediately andonadccount. This is due
in part to the fact that the majority of these besses do not have formal
business relationships with their customers andnitvenal charging method
for the food industry is charging immediately fbetfood consumed.

* There was a varied perception of the importana®aming between different
hotspots. Forty percent of the businesses aschilggdimportance to roaming,
while another 40% indicated that roaming was ngiartant at all to take into
consideration. Roaming is an option that opens ap mpossibilities for
business partnerships. It is a meaningful arrangene the context of
permanent customer-vendor relationships (i.e., inast post-paid charging
scenarios which introduce situations where custserfrem one PAL need to
use another PAL service).

These business environment factors cover half dnsiderations that should be taken
into account. The other half of factors to be cdesd has to do with the customers’
characteristics and preferences.

3.2 PAL users characteristics

A study was undertaken to determine the charatiteyiand the expectations of PAL

users. Again a questionnaire survey was conducted Appendix E: PAL users
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guestionnaire), with the aim of ascertaining thersiscost, performance, security and

availability expectations of a PAL.

In order to best understand the results of thetguresire it's important to understand
the sample space characteristics; the bulk of tlestgpnnaires were handed out at a
national telecommunications conferehudere a large proportion (48%) (Figure 3-2)
of people were in the IT and the telecommunicatimwlsistry. This user group was
targeted as they are the most likely users of PAtvises and potentially early
adopters of new technologies surrounding PALs. Téwmlts of the questionnaire
indicated a number of relevant factors that mustaben into consideration when

designing network solutions for PALSs;

Infarmation
Tec hnol agy

% Education

O Health
48%

O Entertainment

.Dther

FIGURE 3-2 QUESTIONNAIRE RESPONDENTSINDUSTRY GROUPS

* A large portion (61%) of the respondents are inspssion of a WiFi enabled
mobile device (e.g., PDA, laptop, tablet PC) (Fey8¢3).

4 SATNAC 2004 — sehttp://www.satnac.org.za
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FIGURE 3-3 QUESTIONNAIRE MOBILE DEVICE OWNERSHIP

In determining the frequency of usage of the Ireerd8% of the respondents
indicated an internet usage of more than 40 hoarsveek (Figure 3-4). Only

10% of the respondents indicated spending 5 haulsse on the Internet per

week.

OLezzthan 1
haur

NS hours

R
10% ;_:-,_L.-_':,:.MEI haourz

— 20 hours

y 30 h
% ours

More than 40
hourz

L 16%
\I
|

48% P

23%

FIGURE 3-4 QUESTIONNAIRE INTERNET USAGE RATE

Seventy one percent of the respondents spentsatd@anours per week (about
4 hours per day) on the Internet. This becomesngoitant factor to take into
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consideration as it influences capacity planningigiens that have to be
undertaken by the WISPs.

In order to work out the type of services that neele offered for a PAL, it is

important to determine the common and top usesetivark access. This
helps in determining the different features thatehto be implemented on a
hotspot. For example, if a large potion of userg ke Internet for

downloading multimedia files, this directly influees the bandwidth

considerations for the PAL. If most people use ititernet for services that
required a high level of confidentiality, privacyica non-repudiation, this

directly dictates the level of security that hash® offered on PAL. To

determine this, the respondents were asked toatelitheir top three uses of
the internet ranked accordingly.

The top two uses of the internet were e-mail antd We@wsing at 33% and
30% respectively (Figure 3-5). 9% of the responsientlicated that Instant
Messaging (IM) is one of their top three uses efititernet. The proportion of
the people who used the internet for connecting ¢orporate network was at
6%, this becomes an important factor in determinirggneed for VPN service
provisioning on the PAL. Two percent of the respamtd indicated the usage
of the network for downloading music files from timeernet.
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FIGURE 3-50VERALL TOP USES OF THE INTERNET

» PAL service provisioning has to take into consitiera AAA functionality
(Section 2.3). Authentication mechanisms need tprogided on a PAL for
the purposes of identifying network users. Authation is necessary to be
able to control access to network services. Acaogrgnsures that the users’
usage of the network is accounted for and subséguelepending on the
business model implemented on the PAL, chargedrdicgy. Part of the
accounting activities on a PAL may include billimnd charging for the
network usage. Amidst a plethora of billing modatgl schemes, it becomes

important to identify the users’ associated prafees.

The four common biling models that the users wasked to indicate
preferences on are (Section 2.8.1):
o Free PAL usage — where the network access ses/p®vided free of
charge
o Flat rate billing — where users pay a fixed amopet period (e.g.,
month) and then use the network service as thayireeq
o0 Usage based billing — is where users are chargedht® network

service based on some usage-related metrics flgegamount of time
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they spend on the network, or the amount of datat tthey
communicated on the network).

o Paris Metro Pricing (PMP) — is a kind of a diffggAimoto et al,
2000) mechanism, in which the network service igmsnted into
different classes that differ based on the chaegedl. The users then
choose the service class they want to operate ¢h gat charged

accordingly.

The users were asked to indicate which billing nhadey would desire the
most to be implemented at a PAL, and also whidmgiimodel is most likely
one to be implemented at hotspot. The latter quessimply takes into
consideration the WISPs' interest in terms of padfility and economic

efficiency of running the PAL.

The most desirable billing model came out as tke fnternet access at 33%
followed by flat rate billing at 29%. This pattembilling model preferences,
in particular the preference of flat rate billingen usage based billing, was
also documented in a study done at University dif@aia Berkeley (Scalise
K., 1999). Usage based billing was desired by @#%o of the respondents
(Figure 3-6) while PMP was favoured by 16% of tegpondents.

33%

Free Internet
Access

||||| Frat Rate billing

ﬁUnge based
billing

7/ PMp

29%

FIGURE 3-6 QUESTIONNAIRE PREFERRED BILLING SCHEMES
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When taking into consideration the profitabilityno@rns of the WISPs, the
majority (31%) of the respondents indicated thagesbased billing is the
most reasonable billing model (Figure 3-7). An iagting fact to note is the
decline in the ‘proponents’ of free access in tgatlof profitability concerns
of WISPs. Only 21% of the respondents thought thest access is a likely
billing model, as compared to 33% who said theyrdddree network access.
Flat rate billing also decreased, with 29% of thgpondents saying that it was
a likely billing model. More respondents (22%) tgot PMP was a likely
model than desired it (16%) as a billing model.

1% § ir::i 5I:te rnet

E Flat Rate billing

u bazed
i gae o=

7/ PMP

FIGURE 3-7 QUESTIONNAIRE REASONABLE BILLING SCHEME

The users were then asked to comment on the immuertaf roaming for PAL
users. Roaming is a feature that has thus far betmsively implemented in
cellular telephony services. It essentially allawe service provider to offer
their customers a better service in terms of thityalo use foreign (implying
not home WISPSs) providers to access the netwonkicgervhile maintaining
only one formal customer-vendor relationship witte thome WISP. This
feature becomes very crucial in the context of snR#Ls because as

identified in their characteristics, they are mpsHingle proprietorship
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businesses that are not extensively spread to geegraphical areas. This
means that if the PAL users are permanent custoitiegd benefit from the
roaming feature by maintaining a customer-venddatimnship with one
WISP while being able to use other PALs for theast@nal instance when

they are not at their home PALSs.

ONot important at all

B not important

"l"umledtletl
49%

ﬁ somewh at impotant

T _
::E:E Very important

FIGURE 3-8 QUESTIONNAIRE ROAMING RATING

The results from the users indicate a large prapofB1%) of the users are in
favour of a roaming facility at a hotspot (Figur8)3

Closely related to the question of roaming is e of billing for network
usage. The earlier question ascertained the usderpnce in terms of the
billing model that should be implemented at a hotsphe users were asked
to indicate their preferences in terms of how tegh to pay for network
usage. The two prominent ways of paying for thevoet usage are paying on

account and paying on use (Section 2.8.1.2).
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FIGURE 3-9 QUESTIONNAIRE PAYMENT OPTIONS

The majority of the users (53%) were indifferentlie payment method being
implemented on a hotspot. Only 7% of the userscatdd that they would
prefer to pay immediately after use while a sulistad0% said they would
prefer to pay on account (Figure 3-9). This questimsely relates to the type
of payment options that have to be implemented R&AR. If the majority of
users would prefer to be billed on account, themtitoduces a number of
interesting factors that have to be taken into i@mation in the light of
roaming relationships with other hotspot providers.

One of the means of financing a service provisignindertaking like hotspots
is through the use of advertisements. In essemsallbws businesses to have
their advertisements communicated to the wirelessice users. The users
were asked to indicate their preferences as fadasrtisements that pop up

during web browsing are concerned
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FIGURE 3-10QUESTIONNAIRE POPUP ADVERTS PREFERENCE

The vast majority of the users (71%) indicated ttety absolutely do not
want advertisements during web browsing (Figure0B-1Ten percent
indicated that they do not mind pop-up advertssHas a direct influence on
the billing functionality implemented at a hotsf@cause it indicates that the
WISP cannot for example, finance network servicagasby allowing third-

party advertisements.

3.3 Observations

The above surveyed features and preferences ofthethusinesses and the hotspot
users are foundational in guiding the design ofrtéivork solutions for small PALSs.
These observations are referenced in Chapter Heircantext of how they influence
the implementation of both the architectural fraradnand the resultant management
system that is implemented in this project. Théofeing conclusions can be drawn

from the data collected from both questionnaires.

3.3.1 Network usage billing

There is a seeming conflict in terms of the billingpdels that the users and the
providers prefer (i.e., free internet access igliadp model of preference for the users,

while it is the least desired by the providers).t®m other hand, usage based billing is
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the mostlesired by the providers while it's only the thpaeferred model by the users
(Figure 3-1 and Figure 3-6 respectively).

The hotspot users recognize, however, that fregrriet access is the least likely
billing model to be implemented at a hotspot takimng consideration the profitability
considerations of WISPs. Users also indicated ukage based billing would be the

most likely to be implemented at a hotspot.

The seeming conflict therefore balances out atléguim where the providers and
the users both prefer usage based billing. Thetfettthere’s a fraction of providers
who considered free internet access as an optishthee fact that free internet access
is the most desired model by users, allows roomflexdility for the providers to be
able to alter the implemented billing model at pots say at different times (peak,
off-peak, lunch time) or to different customers de+off customers, customers who
buy lunch meals, business clients), or at differeetasions (Christmas free usage
special, business birthday specials). There isra hmited prospect of financing free
internet access from third-party pop-up advertisgsias the majority (71%) of the

users were strongly against their use.

3.3.2 Paying for network usage

A larger proportion of the users indicated a prefiee to pay on account than those
who specified paying immediately as their preferoption. Fifty three percent of the
user did not have any preferences with regardsow they pay for network usage
(Figure 3-9). On the other hand, all the small besses indicated that charging for
network usage immediately would be their most pretemethod.

This highlights the need for a compromise to behed between the providers and
those users whose preference is for paying on atcdiis could be in terms of
establishing a long term customer-provider relaiop with those users. This also
highlights the potential ramifications associateithwproviding a roaming facility

between the different hotspots. Roaming makes senge light of permanent user-

provider relationships
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The majority of the users (with 49% choosing ‘vargportant’) indicated that
roaming was an essential functionality to have labé (Figure 3-8). The
requirement for immediate billing of users almastrms to diminish the relevance of

the roaming functionality at small hotspots.

3.4 Other guiding factors

The above mentioned characteristics provide a fatio for the development and
implementation of solutions for PALs. Other factdiat have to be taken into
consideration in the design of the PALs networlgntutions include:

* The extensibility of the solution implemented, dige the fact that most
businesses are stand alone businesses that woultl tevaplug-in extra
functionality modules and to change the systemhaseed and requirements
arise. Extensibility also becomes an issue wheimgakto consideration the
different business model that each business malemegnt.

» Simplicity of use of the solution is also cruci@his does not necessarily refer
to the simplicity of the design of the solution bese implementing
extensibility mechanisms into the solution almostarriably introduces further
complexities into the system.

* It is also important that the solutions are easitggrated into the systems
(legacy or not) that are already being implememtethe business.

* A system that relies on technologies that are wideled and standardized
would provide a solution that is easy to use, asldo understand. It would

also facilitate the technological support that rhayneeded for the solution.

3.5 Summary

The defining features of small PALs (e.g., AP dinesf 10 users, physical coverage
of single AP) are outlined based on the study e conducted by Intel. A
guestionnaire based profiling of the businessesatels:
* An availability of an adequate infrastructure @nms of available computing
resources and connectivity to the Internet) witiméted technical expertise.

* A strong preference towards usage based billingreehand pre-paid billing.
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These findings together with the user charactessiutlined below, provide an
insight and a guideline in designing the framewiorksmall PALs, discussed in
Chapter 4.
* The majority of the users spend at least four hpargday on the internet with
the common uses being e-mailing and web browsing.
» Users prefer free internet access on PALs but rézegisage based billing as
the reasonabile (i.e., taking into considerationpttoditability concerns of the
provider) and likely billing scheme.

» Post-paid billing is more favoured by the usersthige-paid billing.
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4 Chapter 4: Xobogel architectural framework

Wireless service provisioning solutions for smallSKs need to inherently address
and take into account the PAL environmental factord PAL users’ characteristics
previously identified (Chapter 3). The solutionsposed address these issues at a low
architectural level, by defining a framework thataimed directly at meeting the
specific requirements of small WISPs. The architedtframework proposed in this
thesis is named Xobogel and this is a play on tldwiego™-Box which
encapsulates the extensibility, simplicity and itbdky sentiments and functionality
that this framework proposes to provide.

4.1 Xobogel Overview

Xobogel is an architectural framework that facibs the implementation of small
scale, easily deployable and extensible PAL managéemaystem. The framework
takes into consideration the following factors laase the findings of chapter 3:

» Extensibility - the framework should afford the ldapi to extend the
implemented system’s functionality.

* Simplicity and ease of implementation - ease ofars®implementation of the
framework is necessary in order to facilitate thaiferation of PALs.

» Service differentiation and proliferation - moredamore diverse IP-based
services are being implemented and developed td theediverse customer
networking needs. The framework should support ithplementation of
different network services on the implemented syiste

* Business Integration - the framework should allaw both a stand alone
implementation and an implementation that easitgrfaces with the legacy

systems in the business.

4.2 Xobogel Introduction

The Xobogel framework is derived from and desigtediake advantage of the
currently available technologies and protocolghéirefore builds upon the established
knowledge and the experience from the design anplemmentation of other

technologies. The underlying design pattern tha eesen for the architectural basis

for Xobogel is the microkernel pattern (Buschmahmle 1996) and it is interlaced
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with the IPDR reference model (IPDR, 2005). Therokernel pattern provides the
basic structure that facilitates extensibility, andurn services differentiation, in the
framework. The IPDR specification, on the other chaprovides a means for the
exchange of usage data among different serviceeglenin the system thus enabling
the integration of the implemented system withie tBusiness Support Systems

(BSSs) in the organisation.

4.3 Microkernel Pattern

4.3.1 Pattern overview

Microkernel pattern is used for systems that shdddadaptable and that should
change based on the requirements (Buschmann £9%6). It encompasses a basic
minimal core that provides the functionality to oent the different components and
to provide the communication facilities between slggstem components. The services
implemented by the microkernel are referred to naschanismsand the extra

functionality that is constructed on top of thesechmnisms is called the system
policy. The main problem addressed by the microkerndiepatis the need for

adaptation based on evolving functional requiresiand changing technologies.

4.3.2 Pattern solution

The microkernel pattern encapsulates the core cseraf the system into a
microkernel component that has the following fuowcélity:

» Facilitates communication between the different ponents of the system

* Responsible for management of system wide resources

* Provides the interfaces that allows componentstess its functionality

The other system components in the microkerneépatre (Figure 4-1):

1. Internal servers - these are the components then@xthe functionality
of the system. They implement extra functionalibatt the system
needs and thus are the basic building blocks imgeof providing
extensibility to the system. The internal servaes @nly accessed by

the microkernel via service requests.
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2. External servers - also known as personalities camponents that
implement a view of the underlying application damalrhe clients
communicate with the external servers, which imtinterpret the
request, execute the request, and communicateetipomses back to
the clients.

3. Adapters - provide a communication layer betweendients and the
associated external servers. Adapters protect liemts from the
specific implementation details of the externalees.

4. Clients - these are the entities that require émeices implemented by
the system. Each client is associated with exawily external server,

and they execute the services by calling the iatex$ on the external

server.
Microkernel . Internal Server
External Server calls activate
+executeMechanism() +executeService()
+receiveRequest() +initCommunication() +receiveRequest()
+dispatchRequest() +indReceiver()
+executeRequest() +createHandle()
+sendMessage()
sends +calllnternalServer()
initializes
calls Client
Adapter
+doTask()
+callService()
+createRequest()

FIGURE4-1 MICROKERNEL PATTERN

4.3.3 Pattern Discussion

The main benefit provided by the microkernel pattés the enhanced ability to
extend the system functionality and the ease ohtamability of the system. The
drawbacks associated with the pattern are relatedné¢reased complexity of

implementing extensibility measures in the pattern.
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4.4 Internet Protocol Data Record (IPDR)

4.4.1 IPDR Overview

IPDR is an emerging standard that is developed byopen consortium that
collaborates to facilitate the exchange of netwasige and control data between the
network elements and the Business Support SystB®Sg). The main aim of this
specification is to enable cost-effective usage agament and data exchange to
harness the implementation of next generation m&twervices (IPDR, 2005). The
specification offers a usage record that is opahthat encapsulates the metrics and
the parameters for any network service transactibalso provides an extension
mechanism that facilitates the exchange of opti@eavice metrics and parameters.
The standard specifies the encoding and transpotogols that can used in the

exchange of the data records.

4.4.2 IPDR reference model

The IPDR reference model is based on the Teleconuaiion Management Forum'’s
(TMF) Enhanced Telecommunication Operation Map (B)Qor the purpose of
defining the functional roles of different netwaglements and the interfaces between
the elements and the BSSs. The eTOM model is usedube it is the industry-
accepted and widely implemented model of the tetenanication operations
business processes. The IPDR model uses a layetdteature to define the different

modules in the model (Figure 4-2).

Business Support Systems [e.q. billing, analysis ...]

U

Mediation Layer [e.q. usage data collection ...]

U

MNetwork and Service Elements [e.q. service modules, hardware]

FIGURE4-2IPDRHIGH LEVEL MODEL
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* Network and Service Elements layer - is made upllothe service modules
and elements that essentially provide the netwerkise to the clients. These
are the elements that implement the basic funditgnthat makes up a
service. This could include authentication serviasesb servers, file servers,
and bandwidth management systems.

* Mediation layer - sits between the Network ElemdhIs) layer and the BSS
layer to provide an interface to the BSS and toNelayer. The Mediation
layer also serves the purpose of usage data dolteat collects the usage
information from the NE layer, encodes the infonoratand then passes it on
to the BSS layer.

* Business Support Systems layer - supports the éssioperations that are
relevant for the service provider. Some of the hes$ operations that could
be implemented in the BSS layer include, billing foe network usage and

data mining operations based on the network usage.

The IPDR specifies different nodes in each ofaigels and also defines the interfaces
and the different interaction scenarios betweersé¢hoodes. Figure 4-3 depicts the

basic interaction between the nodes in the system.

service

consumer
(sC)

[42]
m
g
=
[I=]
AT

Service
Element
(5B)

Mediation
System

Supplier}
Partner
BSS

FIGURE 4-3IPDR REFERENCE MODEL(IPDR,2005)

» Service Consumer (SC) - is the entity that requesteices from the SE. This

is usually a user’s device.
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Service Element (SE) - this is basic building blatkhe functionality of the
system. It is usually a set of software modules Wark together to provide a
service or equipment that implements a certain irequfunctionality (e.g.,
bandwidth management).

Mediation System (MS) - this is the system thagrnfsices with SE on the one
end and the BSS on the other hand. It comprisesegits that collaborate to
implement the mediation functionality:

o IPDR Recorder (IR) — performs two basic functioliscollects the
usage information from the SE, which may involve dragng
proprietary protocols, and produces well-formattB®R documents
from the collected information

o IPDR Store (IS) — provides the necessary persistéoc the IPDR
documents by storing them in a format that carr lageretrieved and
retransmitted to other BSS if necessary.

o IPDR Transmitter (IT) — delivers the IPDR documetudsthe BSSs.
This element packages the IPDR from the IR andnéatessary,
organises them according to service groups and tfagsmits them
using the transport protocols that are implemented.

BSS - this is the entity in the system that impleteghe business functions
associated with the processes defined by the sepiovider. The serving
BSS is the one that is associated with the systenthie local BSS and the
Supplier/Partner BSS is that of the associatechpestin a case of a roaming
transaction. The clearinghouse may be necessatheirsettlement process

between the different service provider’s BSS.

The IPDR reference model defines interfaces thaitittte communication between

different model components. These interfaces adécated in (Figure 4-3) and

include:

Interface A - this is the interface between the&® the MS. This interface
delivers usage information from the SE to the IRe TPDR does not constrain
the format, the naming conventions and the tratgpatocol to be used for
this interface. This interface could implement prefary protocols and

conventions to communicate the usage data from SE.
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Interface B - interfaces the IR to the IS and thelt does not specify the
transfer protocol to be implemented at the intexfac

Interface C - provides the connection between $hand the IT.

Interface D - delivers the IPDR documents from M@ (via IT) to the BSS.
This interface defines the transfer to be usedHercommunication between
the relevant components.

Interface E - provides the connection from one B&%nother BSS, e.g. a
supplier's BSS or a partner's BSS. This interfadey® a crucial role in
facilitating the implementation and operation cfedtlement system.

4.4.3 IPDR information format

The exchange of the usage information between iffereht elements in the IPDR

model is facilitated by a common information fornthat encapsulates the usage

metrics of diverse network service. The IPDR recmuohprises 5 attributes that cover

the different usage metrics of IP based networkices:

Who - this specifies the entity that is responsfblethe usage of the network
service. A user ID normally suffices for this ditrie.

When - this attribute specifies associated time tifia network services usage
took place (i.e., the end time or the event time).

What - details the services that were utilised #r@dassociated usage metrics
and quantities (e.g., bytes, time duration, flowgs, transactions). This
attribute can also contain the QoS measures, statsition information and
event codes.

Where - this attribute provides traceability foe thetwork service usage. It
details the context within which the usage toolkcela

Why - this normally specifies event trigger typesy(, the reason why the NE
is reporting a data element).

The IPDR record is based on XML, which allows itléwerage on the extensibility

features of XML to include the usage attributes #ra specific to a particular service

that is implemented.
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4.4.4 IPDR transport protocol

The IPDR specification specifies transport protedblat have to be used to transport
service specific documents between the differetities in the reference model. This
could be the transportation of information on afhyhe interfaces that are defined in
the reference model. The main models of delivergt thre supported by these
transport protocols are:
* IT Push, where the IT is responsible for delivering IPDR documents to the
associated BSS
* BSS pull in which the BSS requests the IPDR docusieam the IT
 Demand Poll, where the IT notifies the BSS of thailability of the IPDR
documents and then the BSS pulls them as needed.
The IPDR specification currently defines File Tr@nsProtocol (FTP) and an IPDR
streaming protocol (IPDR, 2005) as the main trartspootocols to use with the

implementation of IPDR.

4.5 Xobogel High-Level Model

The Xobogel architectural model (Figure 4-4) encasges elements from the IPDR
specification and the microkernel pattern to defiae model that meets the
requirements identified as necessary for smallesasily deployable and extensible

management system for PALs.
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FIGURE 4-4 XOBOGEL HIGH LEVEL MODEL

This model comprises different components thatataliate to provide adequate

services for the implementation of a PAL managersgstem.

Kernel - is the central core component of the maldal implements minimal
functionality to facilitate communication betwedre tdifferent components of
the model.

Service Element (SE) - provides the functionalitatt makes up a network
service. The model highlights two examples of smwi that can be
implemented in the system; the Authentication Serviwhich could be
implemented via a RADIUS server, and the HTTP serthat allows clients
devices to browse the Internet. The service elesnging into the core Kernel.
Extending the functionality of the system wouldergglly entail developing a
new SE module and plugging it into the Kernel.

Mediation System (MS) - implements the functionyaliieeded to allow the

BSS to operate of the information from the SEnktagpsulates the functions of
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the IPDR Recorder, IPDR Store and the IPDR Trariemilt collects the raw
usage information from the SEs and formats it &age by the BSS.

* Business Support System (BSS) - implements thenbssilevel operations
that are necessary for the provision of the netvgerkice.

» Adaptor - provides a connection between the clieatsl the system
functionality. It provides an interface into thessym via which the clients can

request services and receive results.

4.6 Xobogel Service Elements

The Xobogel framework implements a plug-in architee that allows the different
service elements to be plugged into the kernelhEservice element provides the
functionality necessary for the provisioning of tlservice. For example, an
authentication SE would provide the necessary mmeshe for authenticating users
on the network (third-party authentication, RADIEdBthentication or global servers’
authentication), and a HTTP SE would provide neknamcess to the Internet. Once a
service element module has been loaded, the dearntes are then able to request the
service via an adaptor (Figure 4-5) that provides communication channel to the

service element.

client_device adaptor kernel SE

| handle_request() | |

generate_request()

|
|
|
|
|
|
|
|
i
execute(request) !
1

response

setSendData(response)

FIGURE 4-5 SERVICE ELEMENT USAGE SEQUENCE DIAGRAM
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4.7 SE Extension Mechanism

The Xobogel framework defines, through an interfaeaveen the Kernel and SEs, a

set of common operations that must be implementedcedch SE. These set of

operations provide the bare essentials for effecéxecution of SE modules. The

following is a list of some of the operations, witkamples from the HTTP SE, which

are defined in the interface:

accept request — this is the method that accepts requests fanace.
For the HTTP SE this method would accept formaHa@d P requests (Figure
4-5).

execut e_servi ce — this method implements the functionality for the
execution of the service. In the case of the HTHE ®is would involve
fetching the resource associated with requested biiRl_passing the relevant
HTTP headers to the server (Figure 4-5).

get _response — once the service request has been executedgghense
is returned via this method. This equates to adfdalP response in the case
of the HTTP SE (Figure 4-5).

descri pti on — provides a textual description of the SE for plieposes of
usability and documentation.

get _schema_defi ni ti on — this method gets the XML schema definition
for the usage metrics associated with the SE. Woigld return an XSD file
(Listing 4-1) associated with the HTTP SE usagericset

get usage_dat a — this method returns the usage data for the SEtHe
HTTP SE, it would return the actual network usagtade.g. the IP addresses
of the devices that made requests, the time theests) were made, and the

bandwidth usage for each session.
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<Z2¥ml wersion = "1.0" encoding = "UOTF-272>

<achewma Xmlns = "hetp: S wmww. vl org/ 2001/ XML Schema™
targetlamespace = "http: /S vww. ipdr . org/ namespaces/ ipe
¥mlns:ipdr = "http:/fwww. ipdr . orgd nawespaces ipdr™
wversion = "3.0-4.0%
elementFormbefault = "gualified™
attributeFormbefault = "ungqualifisd™:

<include schemalocation = "IPDEDocd . 0. xsd™/ >

EéiﬁﬁleTﬁpeS
<restriction bhase=sMatring®™:s
<enumeration value="timeIecs™/ />
<enumeration value="timeMins"/>
<ehuweration valuse="databBytezs"/ />
<enumeration value="datakha™/>
</restrictions>
</simpleTypes
<felemeEnts

b X_HTTE">

EcmmplexT?_ T
foomp lexCantents

cextension base = ™ipdr: IPDEType™s
“EeqUencer
<element ref = "ipdriclientIP™/>
<element ref = "ipdristartTime™ >
<element ref = "ipdriendTime™ />
<element ref = "ipdriuzagelnic™d s
<element ref = TipdricuantitySs
</ Zequencer

cfertensions
<foompledContents
<fcomplexTypes
</ schemar

LISTING 4-1 A SAMPLE XSD FILE

The SE modules can define further operations thatige the functionality for the
implementation of the network service. Further fior@ality that needs to be provided
by the framework is for the purpose of meeting Ala¢hentication Authorization and
Accounting network management requirements, iniqdar the need to account for

network usage.
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4.8 Xobogel Network Usage Accounting

In order to facilitate network usage accountingtfeg PALs, each SE module defines
the metrics associated with its usage. This is dwme@n XML schema definition file
which is used by the mediation system to formatubage data into IPDR Document

format.

For example, a HTTP service element module coulthelesimple usage metrics
shown in (Table 4-1). The data type and the categssociated with each usage

attribute should be determined and documented.
TABLE 4-1USAGE METRICS FOR A NETWORK SERVICE

Category Usage Metric Data type

Who ClientIP String
When StartTime Date/Time
When EndTime Date/Time
What UsageUnit String
What Quantity Integer

Subsequent to the identification of the usagehaiteis associated with a SE module,
an XML schema definition file that implements tHeDIR specification is developed
(Listing 4-1). This XSD file is used by the medaatisystem to determine how the

usage data should be formatted.
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zteml version="1.0" >
- <IPDRDoc xmins="http:/ fvww.ipdr.org. fnamespaces fipdr" zmins: zsi="htl
#siischemabkocation="http:/ /vswye.ipdr.org./namespaces/ipdr »x_http.»
Da9bcDa800e4" creationTime="2005-01-22T08:38:41.3927" IPDRRecord
- <IPDR ssiitype="¥_HTTP">
<IPDRCreationTime=2005-01-22T08:38:41.3927 </IPDRCreationTime:
m=1l</seqhums

«/IPDRz=
- <IPDR xsi:type="X_HTTP"=

IPORCreationTime=2005-01-22T08:38:41.3927 </IPDECreationTime=
Zeegqhumz2</saghiums=

</IPDR>

LISTING 4-2 FORMATTED USAGE INFORMATION

Once the data has been formatteetigg 4-2), it is then accessible to the BSS or any
other business unit for further processing. ThHms every SE to be self describing
and self contained (i.e., each SE encapsulatesitisionality to execute the required
service and also the information on how to accdontts usage). The ability of SEs
to be self describing also facilitates the exchaofgesage information with business

partners (e.g., roaming partners, clearing houses).

4.9 Benefits of the Architecture

The Xobogel architecture combines the flexibilitydaadaptability of the microkernel
pattern with the portability of the IPDR documeantrhat. The framework provides
the following benefits which are verified by thepglementation in chapter 5 and the

experimentation in chapter 6 (Thinyane et al, 2005)

* Reliability - due to the separation of the SEs frtiva rest of the system, a
more robust architecture is achieved which isola@wice related problems
from crippling the whole system i.e. a problem ve tHTTP service module

does not bring down the Authentication service n@du
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Portability - the architecture separates the sergpecific implementation
factors from the high level system management denations. The kernel is
separated from the SEs by a level of abstractiahdkfines an interface that
should be implemented by the SE.

Modularity - the architecture comprises componémés$ are modular and that
encapsulate elements of the system functionality.

Flexibility - the decoupled architecture allows fbexibility in terms of
changing and modifying the components of the systéimout having to alter
the whole system. SE modules can be added andhedran the fly without
having to bring the whole system down. If a WISPeslonot need
authentication service at the PAL they simply reedhe authentication SE
from the system.

Integration into WISP business systems is easilyexed. This is due to the
fact that the architecture provides the networkgasdata in an IPDR Doc
format which allows WISPs to use it as fits theisimess model.

Ease of implementation - the framework implememtestablished and well-
understood architecture, the microkernel pattetre functionality related to
the IPDR specification is also easy to implemerd ttuthe free availability of
open IPDR libraries. The framework’s plug-in arebiure allows for the
system to be implemented using already developegponents e.g. service

elements, billing modules.

4.10 Summary

An architectural framework named Xobogel is deritedmeet the requirements

previously identified in Chapter 3 for small PALEhe basic building blocks of the

framework are the microkernel pattern and the IP§pRcification which provide

system extensibility and an extensible usage ad¢owuframework respectively. The

framework provides for the extensibility of bothettassociated service element

modules and the billing modules implemented at & .PFhe service elements are

implemented in a self-contained module that defiaesXML Schema Definition

(XSD) file that is used to format the usage data IPDRDoc format. Some of the

benefits realised through the architecture incluegability, portability, modularity

and ease of integration with the BSSs.
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5 Chapter 5: The Xobogel based PAL solution

The previous chapter provided an architectural éaork for the implementation of a
system that would address the requirements assdaorth small PAL management.
This chapter provides a description of the impletagon of the system named SEHS
(Small Extensible Hotspot System). SEHS implemdim¢s Xobogel framework and
has been developed as a proof-of-concept protdtypalidate the applicability and
the effectiveness of the Xobogel framework in nmagetthe previously identified

requirements (Chapter 3).

5.1 System Hardware components

The SEHS system is simple and comprises an ARh@ptovisioning of the wireless
interface to the system, the system PC that hd&sSEHS application and the

associated databases (Figure 5-1).

. Access Point
- DHCP

FIGURE5-1 SEHSSYSTEM OVERVIEW
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The system PC has two NICs, one for connectionht® AP and the other for

connection to the LAN/Internet. The specificatidrntieese hardware components are

as follows:

5.1.1 D-Link Access Point

A D-Link DWL-2000 access point (802.11g/b, 2.4GHhaOFDM) is used in the
implementation of SEHS. The DWL-2000AP providesfingctionality that is needed
to facilitate connectivity between the mobile deg@and the LAN. Its also provides a

number of management features that are essentiddeirprovisioning of network

services by small PALs such as:

Web configuration - The configuration of the DWLE&IAP can be done via a

web browser. This feature is crucial in the lighttloe fact that the level of

technical expertise at the different PALs may beited. A web interface for

the AP configuration therefore increases the ugglof the AP, in terms of

ease of use.

Authentication Options - The DWL-2000AP offers amer of different
authentication options that can be implementechemtireless interface.

o

0]

0]

Open system - all the devices that request cororet¢ti the AP are
accepted without any authentication measures beipgmented.
Shared key: this option allows devices with thétigeys to connect to
the AP.

WPA - WiFi Protected Access is a WLAN standard thveas
introduced to replace WEP and to address some @f stturity
concerns of the WEP standard. It authorizes anetiftes used based
on a secret key that is changed regularly. It warksonjunction with a
RADIUS server and employs the TKIP for key managame
WPA-PSK - is a WiFi Protected Access mechanism tisss Pre-
Shared Keys.

WEP encryption - The DWL-2000AP provides WEP entiypfunctionality

(see section 2.5.2.1).
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 DHCP - In order to facilitate nomadic usage of PAkse section 2.5.1), the
DWL-2000AP provides a DHCP functionality to assidh addresses to the
mobile devices that connect to the PAL.

* MAC filtering - An added security functionality thaan be implemented on
the DWL-2000AP is the MAC filtering function whichllows only the
specified (in the MAC filter table) computers tonoect to the AP. This
functionality introduces a limitation onto the PAL terms of requiring the
users to first have their MAC recorded before ushrggnetwork service.

e 802.1x - Further security features provided onBWEL-2000AP include the
802.1x port authentication functionality (see sat®.5.2.2).

» AP status reporting function - A number of repagtings are generated for the
usage of the DWL-2000AP and these can be viewhdaneb interface. Some
of these logs include the DHCP table and connectiohile devices log.

5.1.2 Computer

The SEHS system is implemented on an Intel P4 3@ ocessor, with 516 MB

RAM and 40 GB disk space. The two NICs used orPtBeare an Intel PRO/100 VE
card and the Realtek RTL8139 Family PCI Fast Ettecard. The PC is running the
Window XP Professional operating system.

5.1.3 Mobile Devices

One of the mobile devices that was used in thigeptas the Fujitsu Pocket LOOX
PDA. The PDA is running on MS Windows Mobile 20Q&0ating system on an Intel
XScale PXA255 400 MHz processor. The wireless cotivigy provided on the PDA

is via Bluetooth, IEEE 802.11 and IrDA. The PDA lt@sMB RAM and a TFT 240 *

320 3.5” display.

The other mobile device utilized in the projectie HP Onmibook XE The laptop

runs the Windows XP Professional Operating Systeman Intel P4 1066 MHz
processor, with 256 MB RAM and 20 GB disk space.

84



5.1.4 The system as a unit

The central component in the hardware infrastreciarthe PC (henceforth called
SEHS PC) running the SEHS system. It is the oneitkercepts communication from
the client devices and subsequently handles allefeests for network resources on
behalf of the clients. To facilitate this intercept behaviour, the SEHS PC has two
NICs installed, one connecting to the LAN and thibeo connecting to the AP.
Configuring the SEHS PC to function properly in M%ndows simply involves
altering the routing table (see Appendix A: SEHSde@figuration).

The AP is configured to provide DHCP functionality the requesting devices.
Therefore all the mobile devices that request comnore to the AP are assigned an IP
address within a specified range (192.168.0.10®2:168.0.199), which should be
sufficient to cater for IP addressing needs of alsRAL. The second NIC on the
SEHS PC is also assigned an IP address by the ARatdt’s in the same network
subnet as the rest of the requesting client devices

5.2 Implementation variables

Since the architectural framework is designed tocfion as a guideline for the
implementation of the system, it can be implementgidg any language and on any
platform that provides the basic networking funeéiity needed for PAL services.
This particular implementation of the system isdahen the JAVA language and is

being implemented for the Windows OS.

5.2.1 Use of JAVA
SEHS is implemented using the JAVA 1.5 SDK. Theislen to use JAVA is

influenced by the following advantages that thisglaage provides for meeting the
requirements for small PALSs:
* Low cost - The JAVA SDK is free of charge and ttaduces the Total Cost of
Ownership (TCO) associated with implementing SEHS.
* Platform independence - The main advantage of JA8/As portability and
this is an essential feature as it would allow SEESe implemented on

different operating systems depending on the W{BPrences.
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Class libraries - JAVA provides a growing collectiof class libraries that are
applicable for a wide range of application domains.
JAVA Virtual Machine (JVM) - Shields the rest of ethcomputing
environment from problems that arise in the JAVAledi.e., a problem in a
JAVA application does not bring down the whole systdown rather just the
JVM).
JAVA is a dynamic language - Which means that dvjgtes features that
allow it to adapt to an evolving environment andlgo for runtime loading of
JAVA classes.
Object orientation - The fact that JAVA is objedtiemted facilitates the
development of modular, flexible and reusable code.
JAVA is easy to learn - JAVA was designed to beygasuse and hence easy
to write, compile, debug. The simplicity in the damge is provided by
features that include (IBM, 2004):
o0 The use of an interface structure to eliminate tbenplexities of
multiple inheritances.
o JAVA provides an automatic memory allocation whigmoves the
need on the part of the programmer to do memoogation in code.
0o The garbage collection feature in JAVA eliminatée tneed for
programmers to collect garbage.
o The number of language constructs is relativelylleméhan in other

languages.

The disadvantage of using JAVA, though negligibl¢his implementation, is the fact

that it is an interpreted system and thereforetivelly slower than compiled

languages. Program execution in JAVA involves tyie lzode being converted by the

JVM into native instructions which correlate to thiatform’s instruction set. This

conversion cycle consumes some processor time (@aouP., 2001).

5.2.2 Implementing on the Windows platform

Windows is the OS of choice in this particular iemplentation because it is widely

used among a large portion of small businessekidimg those that were profiled in

Chapter 3. Thus it would make it easier to adogiSken their current QS
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The costs associated with acquiring the MS Winddeesnce is one of the main
prohibitive factors that would lead to considerataf alternative platforms. The total
cost of ownership of MS Windows is also increasgdthe costs associated with

dealing with viruses, spyware, and malware.

In a study undertaken to compare the total cosivaiership of Ms Windows and
Linux, it was found that the total cost of ownepsig higher for Windows than it is
for Linux. This was taking into consideration tlators related to installation of the
operating system, usability of the system, maimeaaof the system, system
upgrades, and purchase of application software €gurce, 2002).

5.3 SEHS UML

UML is the underlying object modelling techniguettiinas been used for the design
of SEHS. UML provides various tools that can bedusedescribe the static structure
of a system, the relationships between the datectsbjpnd the dynamic behaviours
implemented in a system. The sections below proaidgescription of the system

using the UML notation.

5.3.1 Object Diagram
The SEHS object diagram (Figure 5-2) indicates tagious objects that are

implemented in the system to provide the overaicfionality that is encapsulated in
the system. These objects are closely relatecetontbrokernel objects in terms of the
functionality that they provide. The object diagrdfigure 5-2) also provides an
overview of the behaviour that is provided by eatthe objects in the system.

* Ni oSocket - is a class that provides the non-blocking sofkahework on
the JAVA platform. This class is based on the JAYWAWO API which
provides, via the selector object, the ability t@andle hundreds of
simultaneous /O requests. The JAVA NIO API elintesathe high thread
overhead associated with the 1:1 thread to cliatib rof the pre JAVA 1.4
network applications (Shirazi J., 2005).

 X_adaptor - provides a communication layer between the tdiemd the
engine. Thex_adapt or is responsible for reading and writing to the mlie

devices. It overrides the methods in tNeoSocket to provide system-
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specific implementation of network operations (ipgotocol related socket
operations).

x_engi ne - this is the core object in the system and itvjges the
functionality for facilitating communication betweethe different system
objects, management of system wide resources anidprg an interface for
objects to execute the functionality provided by service elements.

X_mai n - is responsible for launching the system.

Xx_me - this is the mediation system that handles al tisage accounting
related functions of the system. It provides thecfionality to read the usage
data from the service elements and to format itheo IPDR Doc format. It
provides persistence to the IPDR Doc and also gesvihe functionality to
forward the IDPR Docs to the BSS

X_bss - provides the business functionality relatedh® provisioning of the
network service (e.g. billing and data mining).

x_servi ceEl enent - this interface represents the basic unit of oetw
service functionality implemented in the system.shof the network service
specific functionality provided in the system is capsulated in the
X_servi ceEl enment object.

X _dat abase - this is the class that provides the functiogahieeded to
perform operations on the system database.

x_bi | I Modul e - is the module that is associated with deterngirihre cost
of the usage of the network service based on tlageusnetrics from the
service element modules.

X_request - this is the object that represents client’s esfiior a network
service.

X_response - represents responses that are sent back toethessting

clients.
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#_main

tm_ii:{}-

FIGURE 5-2 SEHSOBJECT DIAGRAM

5.3.2 Use Cases

These Use Cases detail the steps involved in thiealyusage of a system based on
the Xobogel framework and also highlights the iattions between the associated

components of the system.

5.3.2.1Use Case: Service Request

The basic usage flow (Figure 5-3) for a client devrequesting a service on the

network is as follows:
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» TheClient Deviceassociates with aAdaptor which then handles the rest of
the communication between ti@ient Deviceand the systenkngine, also
known asx_engi ne ( Figure 5-3 A)

* TheAdaptoraccepts a request from t@&ent Device(Figure 5-3 A).

* TheAdaptorgenerates a request and sends it t&ctiggne (Figure 5-3 B).

* The Engine executes the request on the associ&eice Elemen{Figure
5-3 C).

* The service response is passed from3berice Elemento theClient Device
via theAdaptor (Figure 5-3 C, B, A)

client_device A x_adaptor B x_engine C x_serviceElement

i handle_request() i
L 1

? generate_request()

execute(x_request)

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
acceptRequest(x_request) }

executeService() |

X_response U
e ,,,,,,,,,,,,,,,,,,,,,,,,,,

X_response

setSendData(x_response)

FIGURE 5-3 SERVICE REQUEST SEQUENCE DIAGRAM

5.3.2.2Use Case: System Start-up

This use case highlights the processes that arertakeén when the system is
launched (Figure 5-4):

» TheAdaptoris initialised (Figure 5-4 A).

» TheAdaptorinitialises theEngine (Figure 5-4 B).

* TheEngine determines the availab&ervice ElementgFigure 5-4 C).
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* TheEngine generates an aggregation of all 8&vice Element# has loaded

and exposes these to thdaptor (Figure 5-4 C).

A B C

X_main x_adaptor Xx_engine

I x_adaptor(name, port) |

x_engine()

service_discover()

service_components_discover()

FIGURE5-4 SYSTEM START-UP SEQUENCE DIAGRAM

5.3.2.3Use Case: Usage accounting

Usage accounting scenario (Figure 5-5) encapsuthgegunctionality of collecting
and generating usage records that are then fornatt® a standard format that can be
interpreted by the BSS layer modules.
* An Adaptor requests a service on behalf o€Chent Devicevia the Engine
(Figure 5-5 A).
» After executing the request, tlingine queries theService Elementor the
usage data and then forwards this toNtegliation Systen{Figure 5-5 B, C)
* The Mediation Systenformats the usage information into the IPDR format

and writes it to a persistent storage.
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A B C
X_adaptor Xx_engine x_serviceElement x_me

i execute(x_request) !
1 1

get_xsd_name()

xsdName

_________________ L

getUsage()

usageData

e~ L]
x_write(xsdName, filename, usageData)

FIGURE 5-5USAGE ACCOUNTING SEQUENCE DIAGRAM

5.3.2.4Use Case: Billing

Billing scenario (Figure 5-6) shows the processeslved in billing for the network
usage based on the usage data from the servicergl@nodules.
* An Adaptor requests a service on behalf oChent Devicevia the Engine
(Figure 5-6 A).
* TheEngine determines if charging is enabled (Figure 5-6 B).
» If charging is enabled, thEngine forwards the usage data to tBdling
Module (Figure 5-6 B, C).
* The Billing Module calculates the charge for the usage and forwands th
information to theBSS(Figure 5-6 D).

* TheBSSin turn updates the system database to reflediiliveg information.

92



x_adaptor A x_engine B x_serviceElement x_billModule x_bss

| execute(x_request) 1

I

|

\ ! |
|

charging == TRUE !
|

|

|

|

|

|

getUsage()
usageData U C D
e ,,,,,,,,,,,,,,,,
charge(usageData)

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

! >

creditAcc(id, charge)

FIGURE5-6 BILLING SEQUENCE DIAGRAM

5.4 Implementing Services

5.4.1 Xobogel services interface

Xobogel service modules must implement tkeser vi ceEl enent interface
(Figure 5-7) defined in the Xobogel framework. Tdssociated request and response
objects must implement the r equest andx_r esponse interfaces respectively.
This facilitates a standard means of communicdbieveen thex_engi ne and the

service elements.
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«interface»

x_serviceElement
+acceptRequest(in x_request)
+executeService()
+getResponse()
+description()
+get_response_name()
+get_request_name()
+get_xsd_name()
+getUsage()
+configure()

FIGURE 5-7 SERVICE ELEMENT INTERFACE
The service element interfacex_(servi ceEl ement) defines the following

methods:

accept Request ()

This is the method that receives the associatagestgbject for the service element.
The request object MUST implement therequesinterface in order to facilitate the
communication with the other system components. X hrequestinterface (Figure
5-8) defines the following methodstient_id() which is an accessor method for the
client device identificationget_se names(gturns the class name for the associated
service elementand message(which returns the data encapsulated by the request

object.

«interface»

X_request
+client_id()
+get_se_name()
+toString()
+message()

FIGURE 5-8 REQUEST INTERFACE

execut eServi ce()

This method executes the service based on the seqbgect. This is the bulk of the
functionality that is offered by the service elemnéerhis method returns a response
object associated with the service element. Theorese object must implement the
x_responseénterface which defineslient_id(),an is an accessor method for the client
device identificationget_se _namesgyhich returns the class name for the associated
service elementmessage(yeturns the data encapsulated by the responsetasge

string andgetData()returns the encapsulated data as a byte array.
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«interface»
X_response
+client_id()
+get_se_name()
+toString()
+message()
+getData()

FIGURE 5-9 RESPONSE INTERFACE

get Response()
Returns the results of the service execution endajesl in the response object. This
method offers an alternate means of accessingeiponse from the execution of the

service.

description()
Each service element should be self describing (muman readable form) and this

method returns a definition of a service element.

get _response_nane()
Returns the class name of the response objectiassbavith the service element
module. This method is used in the initialisatidnttee system components which

need to be instantiated before execution begins.

get _request _nane()
This method returns the class name of the requgetiassociated with the service
element and is used for instantiating system compisni.e. service element modules

components.

get _xsd_nane()

This method returns the name of the XML schemandefn file that specifies the
usage fields associated with the usage recordsaedeby the service element. The
schema definition file is for the formatting of gearecords by the mediation system.
This allows for the seamless exchange of usagenvation across business units and
between business partners based on the commores@&ement schema definition.
The service element schema is extended from th& I&fhema and defines the fields
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that represent the usage data. Every service eteshenld have a schema definition
in order for the mediation system to format the REIdcs accordingly.

get Usage()

This method returns the usage data for the seelament. The usage data should be
in a format that the mediation system can inter@ned hence format using the
associated schema definition.

configure()

SEHS interface for the SE modules defines a cordigmethod that must be
implemented by the service elements that are usdableosystem. This method allows
for the configuration of the SE modules via the Gh#t is implemented in the SE

module.

5.4.2 Example Service Element (x_se_htt p)

One of the top uses of PALs, as ascertained imogse8t2, is web browsing. The web
browsing functionality in SEHS is provided via these_htt p service element.
The description of this service element module isonplementation is hereafter
detailed. A description of the other service elenmeadules implemented in SEHS is

detailed in Appendix B: Example service elements.

5.4.2.1x_se_htt p description

This service element module provides HTTP functibonto browse the Internet. It
intercepts the client's HTTP requests, forwardsriiie a web server or a web proxy
server, reads the response from the web serveioandrds the response back to the

client. It also provides the associated usage axtogufunctionality.

5.4.2.2x_se_ht t p usage scenario

The steps below detail the usage ofthese htt p service element module and its
interaction with other system modules.

* AvrequestX_reqg_http)isreceived from thg_engi ne

* The service element modulg (se_htt p) determines the URL of the

requested resource from the request and fetchesesimeirce. It handles
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both local resources and remote resources, in wtask it provides web
proxying functionality.

* Aresponse X_res_http) is constructed from the information fetched
from the internet

» The response is send back to the request device

5.4.2.3x_se_htt p object diagram

The data objects associated with these _htt p service element module are

depicted in Figure 5-10.

x_res_http
+message()
X_req_http +C|ient_id()
+fetch()
+get_se_name()
+message() +getData()
+client_id() +toString()
x_se_http +get_se_name() +setVersion()
— +toString() +setStatusCode()
+parse() +setPhrase()
+acceptRequest(in x_request) +getMethod() +setData()
+executeService() +getURI() +usageSize()
+getResponse() +getProtocol()
+description() +getStatusLine()
+get_response_name() +getPostData() x_se_http_proxyAuth
+get_request_name() +getHeaders() - =
+get_xsd_name() +getLocalURI()
+getUsage() +isLocalReq() +x_se_http_proxyAuth()
+configure() +isRootReq() +getPasswordAuthentication()

FIGURES-10X_SE_HTTP DATA OBJECTS

Implementing the HTTP service is achieved by comgilthe associated service
element objectX_se_htt p), the request objeck(req_htt p) and the response
object & res _http). The x res _http object is associated with a
Xx_se_http_proxyAut h object in order to allow the service to operat®uigh a

web proxy.
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5.4.2.4x_se_htt p usage accounting

Accounting for thex_se_ht t p service element usage in SEHS is achieved via the
mediation system which is implemented in xhere data object. The mediation
system takes as its input the schema definitien(Elsting 5-1) of the usage metrics
associated a service element module. X hee ht t p service element usage metrics
are defined in Table 5-1, categorised accordirntgedPDR attributes categories

discussed in section 4.4.3.

TABLE 5-1X_SE_HTTP USAGE METRICS

Category Usage attribute name| Data type Presence
Who ClientIP String REQUIRED
When StartTime Date/Time REQUIRED
When EndTime Date/Time REQUIRED
What UsageUnit String REQUIRED
What Quantity Integer REQUIRED
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<?wml wersion = "1.0" encoding = "UTF-537 2>
"http:/fwww. w3 org/ 2001/ XML3chema'
targetMamespace = "http://www. ipdr.org/ namespaces/ ipde™
xmlns:ipdr = "http://www. ipdr.org/ namespaces/ ipde™
wversion = "3.0-4.0"
elementFormbefault = "gualified™
attributeFormbefault = "ungqualified™:>
<include =schemalocation = "IPDRDocI.0.xsd"/ =
< name = "olientIP™ type="string™/ =
< name = "startTime"™ type = "dateTime"/ =
< name "endTime" type = "dateTime"/ >
< name = "usagelnit:>
<simpleType:
<restriction bhase="string:>
<enumeration valuse="timeSecza"/>
<enumeration valuse="timeMinz"/;>
<enumeration value="dataBytez"/>
<enumeration valuse="datalha"/>

<schema =mlns

<frestriction>
</zimpleTypes
</ =
< name = "guantity™ type="int"/>
< name = "E HTTP'"=>
= =
< bhase = "ipdr:IPDREType s>
<Zequence:
< ref = "ipdr:clientIP"/ >
< ref = "ipdr:startTime"/ >
< ref = "ipdr:endTime"/ >
< ref = "ipdr:usageUnit"/ >
< ref = "ipdr:guantity™/ >
</ Zequences
</ =
</ =
</ =

</ achemar

LISTING 5-1X_SE_HTTP SCHEMA DEFINITION FILE

5.4.2.5x_se_htt p screenshots

The compiled service element modules are madeadlaifor use in SEHS by

loading them into the system modules directory. 3ystem automatically scans the
modules directory for service element modules aadd them into the system for
configuration. Figure 5-11 shows tkese_ht t p in the list of available service
element modules. Once tkese_ht t p module is set as the current service element,

all the clients requests are handled and execudetth® new service element.
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Configuration

~Service Elements

~Current Service Elerment
Service Element : x_se_hitp

~Available Service Elements

Set
¥_se_auth
¥_se_hitpGatekeeper Refresh
¥_se_echo

FIGURES-11X_SE HTTP SERVICE ELEMENT CONFIGURATION

Figure 5-12 shows the operation of these _ht t p module in the provisioning of a

web browsing service to a PDA.

The End of the
Internet

Congratulaticns! This s the last

page,

FIGURES-12X_SE HTTP SERVICE ELEMENT UTILIZATION
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5.4.3 Implementing Extensibility in JAVA

The microkernel architecture which forms the basigding block of this system
provides an inherent mechanism for extending tmetfanality of the system. The
actual implementation of this in JAVA is achievey using a feature of JAVA that
allows runtime loading of classes. Dynamic loadiisgachieved by using the
forName()method of the Class object. The method takes a radrttee JAVA class

that should be loaded by the JVM.

In SEHS, the SE modules are loaded in a simildridasduring the system start up.
All the classes in the modules directory that immat the defined interfaces are
loaded and made available to the system for ex@tuiihese classes are loaded into a
HashTable to allow for an easy, indexed accedse@lass objects as they are needed
by the system (Listing 5-2). The extensibility tie@provided in this manner is for the

service element modules and for the billing modules

ifii=z_x =e || is_x bm)
{Object class ohj = (Class.forMName (filename)] ] .newlnstance(]

ifii=s_x_=e)
{®_ses.put (filename, class obj]:
¥

ifii=s_x bm)
{®_Jm=.put (filename, class obj):
¥

LISTING 5-2 SYSTEM MODULES DYNAMIC LOADING

5.5 SEHS Functionality

The system provides the functionality that is neleéte the provisioning of PAL

network service. The other functionality worth Highting in this system follows:

5.5.1 Authentication

The authentication implemented in SEHS is builtlos Open System Authentication
(OSA) architecture of the 802.11 protocol. All dms are allowed to associate with

101



an AP and depending on the requirements of the uéixgc service element;
authentication is only performed on service requésim the clients. Authentication
is not a PAL wide requirement as ascertained inrdogiirements for the PALs i.e.
some PAL service may need client authenticationersthmay not, therefore
authentication is implemented via a service elenmantlule calledx _se_aut h

(Appendix B: Example service elements) and this meds utilized by all the other
service element modules that require authenticatiothe current implementation of
the system the modules that implement authenticafionctionality are the
X_se_htt pGat eKeeper and thex_se htt pCouponKeeper SE modules. To
facilitate the implementation of the authenticatiorfrastructure, the following

connection states are defined in these SE moduisting 5-3):

f*% let the regquest execute on the serwver */

pulrlic final int X LET IN = 1;

A*% reject the request and block it from executing */
pulrlic final int X REJECT = 2;

%% guthenticate the request on the serwver */

pulrlic final int X AUTHENTICATE = 3;

A¥% inwvalid authentication credentials - reauthenticate *f
pulrlic final int X INVALID = 4:

F%% zuccessfully authenticated the client */

pulrlic final int X AUTHENTICATED = 5:

F%% zuccessfully logged out of the system */

pulrlic final int X ADIOS = &;

LISTING 5-3 AUTHENTICATION STATUSES

X_LET_I N - the client has already been authenticated orsystem

(i.e., let the request in).

* X REJECT - the client is blocked from using the network vees,
therefore reject this client’s request.

X AUTHENTI CATE - redirect this request to the login page and
execute the authentication procedure.

e X INVALID - the client has provided invalid login credertial
therefore re-authenticate.

* X _AUTHENTI CATED - the login credentials provided by the client are

correct and therefore the client has been autlagatc

X_ADI CS - the client has successfully logged out of theteay
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The associated state diagram for a client connectivia the
x_se_htt pGat eKeeper is depicted in Figure 5-13. When a new request is
received, the connection is eithrefectedif it's a blocked IP address or it is required
to authenticate(i.e., redirected to an authentication portal)e Tisers is then required
to enter their credentials and if they are corréoty areauthenticatedor else an
invalidated. The authenticatedconnections are thdet in to make multiple requests

on the system until they log out to end their ussegsion.

X_REJECT
.%I: X_INVALID
X_ADIOS

X_AUTHENTICATE

X_AUTHENTICATED X_LET_IN

-/

FIGURE5-13CLIENT CONNECTION STATE DIAGRAM

The authentication process for the client devisediscussed thoroughly in section
6.2.3.1 in the context of comparing it with the exthauthentication mechanisms

currently being implemented for PALs.

5.5.2 Billing

The inherent extensible nature of the system pas#mllenge as far as network usage
accounting is concerned. This is due to the faat tthere are various service element
modules that can be implemented on the system lamckfore there is no prior
knowledge of the usage attributes that are revdajyeelach service element module.
This creates a problem of semantic ambiguity assegiwith the usage metrics of the
service elements because the billing modules ateaware of the meaning of the
usage metrics and hence are unable to operateearsfiye data. Semantic ambiguity
generally arises when the meaning of a senteneevasrd must be determined with
the help of a greater knowledge sources (Bakel #084). To illustrate the challenge
posed by semantic ambiguity in SEHS, Table 5-2 shitv@ usage metrics associated
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with a service element module. This informatioagdsessible to the mediation system
and consequently to the bss via the schema definition file that is associateth

every service element module.

TABLE 5-2HYPOTHETICAL USAGE METRICS

Category Usage attribute| Data type Presence
name

Who clientID String REQUIRED

When startTime Date/Time REQUIRED

When endTime Date/Time REQUIRED

What guantity Integer REQUIRED

The meaning of this information however cannotriderred by these system modules
because the attributes could have different meamépgnding on the service element
module that is being implemented. For example, witlse htt p (the basic http
service provisioning module) the attributes coudavdnthe following meanings Table
5-3.

TABLE 5-3USAGE METRICS FOR HTTP SERVICE

clientld The IP address of the requesting client
startTime The time that the session started
endTime The time that the session ended
Quantity The number of requests made

And for thex_se_htt p_gat eKeeper (the authenticated http service module),

the metrics could have a different meaning Tabfe 5-

TABLE 5-4 USAGE METRICS FOR AUTHENTICATED HTTP SERVICE

clientld The username of the user on the network

startTime The start time of the session
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endTime The end time of the session

Quantity The amount of data download in that sessio

Ambiguity is an area that is well researched egigcin the field of Knowledge
Based Machine Translation systems where computerssed to translate documents
from English into different target languages (Bakeml, 1994). It's a problem that
arises where more than one interpretation is ples$dr a sentence. The different
types of ambiguity that arise in language are Exambiguity, syntactic ambiguity
and semantic ambiguity. There are different apgreadhat are normally used for

disambiguationin machine translation systems:

» Constraining the lexicon - this is done by limititlge words and phrases in the
language to those words that do not exhibit lexarabiguity.

» Constraining the source language constructions itihrolves the elimination of
syntactic and semantic ambiguity by defining a ektrules, or a controlled
grammar that guides the language sentence conetruct

* Interactive disambiguation - In the cases whereoragatic disambiguation is
impossible, human interaction is consulted to &ssishe disambiguation of the

sentences.

These above mentioned approaches are specificallgigambiguation in the field of
machine translation systems. Close parallels candrben though with regards to
solving the challenge of ambiguity in SEHS. Applyithe first approach, constraining
the lexicon, in SEHS would imply having to defineset of attributes or tokens that
would commonly be used by all SEHS service elemmaotules to define the
associated network usage metrics. For examplef afsasage attributes say (e.qg.,
clientID, <clientlP, startTime, endTinme, nunCOfRequests,
sessi onl D) would have to be defined and each of these nsetvimuld have to be
described. This would essentially eliminate hawiifferent service element modules
using different metrics for same usage attribut,(thecl i ent I D metric would be
used exclusively to represent a username for ieatalising the network service and

not describe a client device’s IP). This approaculd in a sense allow the billing

® The process of reducing or eliminating ambiguity
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modules to have a pre-knowledge of the usage reeatrid hence the ability to operate
on the usage data. There are a few drawbacks atssbevith this approach:

* It would require a very large base set of pre-aafinusage attribute
descriptors.

* It would necessitate an update and version contemlhanism of the attribute
descriptors as new service element modules, with aed different usage
attributes, are developed.

* It would necessitate standardization of the attekdescriptors so that all the
service element modules and billing modules deweslogre using the same

standard descriptors.

The approach that is implemented in SEHS for disguattion of the service element
usage metrics is interactive disambiguation. Teiddne by allowing for the dynamic
configuration of the billing modules based on tmalerlying service element usage
attributes. It essentially allows for an attributepping to be done between billing
module variables and the service element modutéuatits. Figure 5-14 shows an
attribute mapping between a simple usage baseadgithodule and a VolP service
element module. The variables that are need bydpithodule to complete the billing
transaction are al i ent | D, minimum charge and unit cost (which are suppbgd
the user) andini t Quanti ty. The VolP module on the other hand records a large
number of usage attribute associated with a VoA but for the purpose of usage
billing, only subscri ber | D (which is mapped to thel i ent | D variable in the
billing module) and thecal | Dur ati on (which is mapped tanit Quantity

variable) are essential.
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service element moduls

[volP]
ﬁ .F‘:‘ég.._ £ i
_’,,,.v‘"f ipAddress
billing module #x“’ startTime
[Ustge Basad Billing] ™ andTirme
/-‘ timelonedffset
= callompletionCodse
%ﬁ:h%{j?r‘:ir”"é: — otiginglestiantionld
uni’rCos’rgz [R'_'ag L uniqueCallld
R imzilngress
oty LY esnlngress
i callProgressstate
\ disconnectReason
"\ destinationld

thirdParhyld
ani
aLliDigits
\\\ dnis
=11g}
", senviceConsumearType
\ startaccessTime
endAccessTime
Sl eslie DRBu b
callburation
totalDuration
tearownDuration

FIGURE5-14ATTRIBUTE MAPPING FOR AVOIP SERVICE

Figure 5-15 shows the attribute mapping betweerutiage based billing module and
a different service element module (i.e., a sinijptp module). In this particular case,
thecl i ent| Dandunit Quantity variables in the billing module map on to the
cl i ent | Dand thedat aDownl oaded usage metrics in the service element module

respectively.
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service element module
[http]

- clientid
-‘__/-"'"-‘- -'.-"? C“e-'ﬁ“P
numofRequests

billing module
[Usage Based Billing]

SR e el startTime
minCharge = [R%] endTime
unitCost = [R¥] sessionld

Uﬁ?f@ Uhﬂt‘? '—'—w-—________ sessionDuration
T databDownloaded

FIGURE5-15ATTRIBUTE MAPPING FOR A HTTP SERVICE

When a billing module is configured, it queries thederlying service element
module for the schema definition file (Listing 5-4f) then extracts the usage metrics
from the schema definition file and allows the usermap the billing module
variables with the associated billing module attrés (Figure 5-16).

private woid schema attributes (3tring sSchema name)

{ArravList attributes = new ArravyList(]:
try
{Dezcriptor descriptor = new Descriptor () :

Ztring[] ark = new 3tring[1l]:
attributes = descriptor.parsefchems (schema nsme, arb)

attrilbutelames = new String[attributes.sige() F 3]:
attrilbuteTypes = new String[attributes.sige() 7/ 3]:

for(int & = 0; & < (attributes.sige() 7/ 31! at++)
{attributelame=[a] = (String)attrilbutes.getia ¥ 3):
attrilbuteTypezs[a] = [(String)attributes.get((a ¥ 31 + 1):

K
K
catchiorg.ipdr.util=s. IPDRException e)
{S3vstem.err.println ("IPDE exception : " + e.getMessage ()]
K
catchiorg.xml.=2ax.34XException )
{S3vstem.err.println ("34X XML exception : " + e.getMessage(l):
K
catchijava.io. I0Exception )
{E8vstem.err.println (IO exception @ " + e.getMeszage ()] :
K

LISTING 5-4 QUERYING THE SCHEMA DEFINITION FILE
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¥ _bm_usage

li ’7 quantity

FIGURE 5-16 CONFIGURING USAGE BASED BILLING MODULE WITHX_SE_HTTP

Figure 5-17 depicts the same usage based modulen(dSgure 5-16) being
configured for thex_se_htt pGat eKeeper service element module. It highlights
the different usage metrics that have been defioethex_se_ht t pGat eKeeper

module versus those defined forse_ht t p in Figure 5-16

FIGURE 5-17USAGE BASED BILLING MODULE FORX_SE_HTTPGATEKEEPER
This functionality, of interactive disambiguationrough attribute mapping, allows

the different billing modules to be used in conjime with different service element

modules. In order for a module to be operationalS&HS, it has to implement a
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simple x_bi | | Modul e interface (Listing 5-5), that defines the methakat are

called by thex_engi ne to perform the billing transaction.

import java.util. *:

pubhlic interface x _billModule

tpublic void configure (3tring se xsdname) ;
public String descriptioni():;

public void charge (Arravlist usage) ;
public void reset();

public Ztring formulal) ;

+

LISTING 5-5BILLING MODULE INTERFACE

A brief description of the methods defined in theerface follows:

Configure(String se_xsdnane) is the method that is called to
configure the billing module. It is passed the schalefinition file associated
with the service element module as a parameter.

Description() is a textual description of the operation of thiing
module.

Charge(ArraylLi st usage) is the method that is called to compute the
charge associated with usage data. The methodssegdhe usage data as a
parameter, it then extracts the required varialidased on the configuration
settings and calculates the charge. This method thesses the charge
information to thex _bss to handle the business activities related torglli
users.

Reset () is used to reset the settings of the billing medul

Formul a() is used to provide a textual description of therfola that is

used in the calculation of the charge.

5.5.3 Coupon Billing

Section 3.1.3.3 highlighted that the billing methrodst preferred by small businesses

is the pre-paid as opposed to post-paid billing. drder to facilitate the

implementation of pre-paid mechanism on the PALsp@pon billing infrastructure
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has been implemented. This allows users to goR&la buy a coupon for a specific
usage quantity (e.g., for a specific time, or didanloaded), and use the coupon ID

to authenticate.

Coupon Billing is implemented in a service elemembodule called
x_se_htt pCouponKeeper. The coupon billing infrastructure is implemented
using a different mechanism from the post-paidrgllbecause the need to maintain
the persistence of usage accounting informatiompferpaid billing is more minimal
than for post paid. The coupon billing infrastruetumplemented bypasses the
functionality of the mediation system because Rel86 and IT functionality that it
provides is not an absolute requirement and alsthéosake of maintaining simplicity

in the system.

One of the utilities provided as part of the coupdhng infrastructure is the coupon
generation functionality (Figure 5-18). This allotte® WISP owner to generate two
kinds of coupons (i.e., time-based coupons (Fida#i9) and data-based coupons
(Figure 5-20)). These correspond to the usage badkdg scheme options of
charging per time spend using the service or theuamof data downloaded during

the service usage respectively.

Hobogel w1.0 EEEE

Cnnﬂguratinn] Lng] Elilling] Infn] Ut”itiES}

~Users Configuration

coffes
moi

Add Lser Llzer Details

Femuove Lser Generate Coupons

FIGURE 5-18 GENERATE COUPONS FUNCTIONALITY
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The actual coupon IDs are generated using a simlglerithm (Listing 5-6) that

calculates the coupon Id using temporal metrice@sted with the time of creation

of the coupon and also introduces a random seedti calculation. While this

algorithm is not adequate for a full functioningp@uction scale system, it is sufficient

for testing purposes on the system and for thefpbthe concept of embedding the

coupon billing infrastructure into a service eleteodule.

Generate Coupons (===l

~Caupons

GEnera... A ‘ f‘time ‘ f‘

Coupon Id ; CPalUGxT 2M53a378

FIGURE5-19GENERATE A TIME BASED COUPON UTILITY

Generate Coupons [=I=ie=]

CCoupons

Genera... data ‘ f‘ 30 ‘ f‘

Coupon Id : CPaERx1 2MA3a630

FIGURE5-20GENERATE A DATA BASED COUPON UTILITY

Calendar cal = Calendar.getInstance():
String arbword = "AEHICOUPONIEED™:

int

int
int
int
int
int

int
int

rund = (int) (Math.randomw() ¥ arbword.lengthi]):

month = cal.get (Calendar . MONTH) ;

day = cal.get (Calendar.DAY OF WEEK) :
hour = cal.get [Calendar.HOUR_OF DAY ;
min = cal.get (Calendar. MINUTE) ;

sec = cal.get (Calendar.3ECOND) ;

thetime = 0O;
thedata o:

String id = "CP" 4+ month + arbword.chardt (rnd) + day + "x" 4+ hour +

"M" + mwin + "a"™ + (sec ¥ arbword.lengthil)]:

LISTING 5-6 COUPONID GENERATION

Once the coupon has been generated, it is immédstteed in the system database

and it is then used for authenticating the userthersystem. The coupon ID is used
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as both the username and the password (Figure. B21ing the user’s session on the
network, the system keeps a check on the amouirhefspent on the network or the
data downloaded depending on whether the coupodiimis-based or data-based

respectively.

hazilla EIEEE
EEiIe Edit  Wiew Go  Bookmarks  Tools  Window  He

|| 29

FIGURE5-21 AUTHENTICATION WITH A COUPONID

The x_se_ht t pCouponKeeper introduces three other connection states, to the
five already defined states, that are used in theigioning of coupon billing (Listing
5-7):
* X _EXPI RED - indicates a connection that has expired dubdabupon value
having been exhausted
e X CP_AUTHENTI CATED - indicates a client connection that has been
authenticated via the coupon infrastructure
« X CP_ADI Os - this is a coupon authenticated connection thatlbgged out
of the system. When the clients log out of theaystthe coupons are updated

to reflect the remaining value.
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/%% the session has expired */

pulbrlic final int X EXPIRED = 7:

A*% guthenticated the coupon login */
pulbrlic final int X CP AUTHENTICATED = &:
F*% logged off the coupon */

pulrlic final int X CP ADIOS = 9;

LISTING 5-7X_SE_HTTPCOUPONKEEPER CONNECTION STATES

5.5.4 Automatic Proxying

There is underlying need in the usage of networkises for simplicity and ease of
use. In the context of WiFi hotspots this tranddtethe ease of associating with an
access point (i.e., configuring the device to Umedccess point, the ease of logging
onto the network, and the ease of using the netwerkices). Configuring a mobile
device to use a wireless access point can be arivaal-task to a vast majority of
PAL users who are not technically competent. Sesshlasage of the network
services would benefit these users and improveuslaility of the PAL. The typical
device reconfiguration that needs to be done t@gebd a hotspot may include:

» Setting an IP address that is within the subnéhefaccess point. This goes
along with setting the subnet mask, and the defgaleway to all IP
communication from the device.

e Setting up proxies servers for access to resouiees, web proxy server
address and port for web browsing).

One of the solutions currently available for alling some of the device
reconfiguration task is using Dynamic Host Confagion Protocol (DHCP) (Hunt et
al, 1998). DHCP solves the problem of configuritigrds IP addresses and other IP
configuration information. It doesn’t however haadhe configuration of web proxy
servers because this is done at the applicatiot (wewser) level. This therefore
necessitates a solution that would allow for hamgdbf client requests without having
to do any reconfiguration on the client deviceypital HTTP transaction (discussed
in Appendix C: A Web Browsing Transaction) involyasrforming a DNS resolution
to determine the IP address associated with a Diw&erand then performing an ARP
resolution to determine the MAC address associaiddan IP address. Intercepting

client requests can be done at each of these &ps.st

® denotes the ability to get on the network withisaring to reconfigure their devices
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5.5.4.1Intercepting the Client’'s Request

The commencement of the HTTP request only happiégistae three-way handshake
has occurred between the web server and the réggesachine. That depends on the
MAC address of the web server having been detednirem ARP which resolves

the IP address received from DNS.

Intercepting the client’s request basically invalve&oofing the identity of the web
server such that the requesting host sends thestxqto the intercepting host, which

in turn processes the request on behalf of thenatimg host.

A
weh client
server - - i
P - -
- D E
“?m R
C "'\-\._\x"‘\\.\_\ .f"'/.f'
Y - B
intercepting
host

FIGURE5-22INTERCEPTIONHT TP COMMUNICATION
‘A’ REPRESENTS THE NORMALUN-INTERCEPTED COMMUNICATION BETWEEN THE CLIENT AND THE
WEB-SERVER WHEN THE CLIENT S COMMUNICATION IS BEING INTERCEPTERTHE REQUESTS ARE SENT
TO THE INTERCEPTING HOSTB), WHICH IN TURN FORWARDS THE REQUEST TO A WEBERVER(C). THE
WEB-SERVER THEN RESPONDS TO THE INTERCEPTING HOE) WHICH IN TURN FORWARDS THE
RESPONSE TO THE CLIENTE). IN ESSENCE THE INTERCEPTING HOST ACTS AS A TRANSPAREWEB

PROXY TO THE CLIENT

In order to get the client to send requests toirthercepting host, the client has to
‘think’ that the intercepting host is the web-seartieat it needs to query. The two
main ways that the client determines the identitytlee web server is first by
performing a DNS request, to determine the IP atdend by performing an ARP
request to determine the MAC address of the webese€Consequently the two ways
that can be implemented to intercept the clientiestjare via spoofing an IP address
(during the DNS resolve process) or spoofing a Madiress (during the ARP

process).

5.5.4.1.1Spoofing the IP address
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DNS poisoning is when a fake IP address is semesponse to a DNS request from a
client. For example, if a client sends a DNS regdeswww.cs.ru.ac.za, the DNS
server would respond with 146.231.120.71, the I8resbs of spiderman.ict.ru.ac.za
(www.cs.ru.ac.za is an alias for spiderman.ictoza). In order to intercept the
requests, a DNS response could be constructedhatt? address of the intercepting
host (e.g. 146.231.123.12) and then send backetaltant. For all communication
purpose the client supposes that 146.231.123.tt2 i8> address for www.cs.ru.ac.za
and so it continues to resolve the MAC address ftbenIP address, executes the
three-way handshake and then continues with conuation. The intercepting host,
146.231.123.12, then connects to the web-servecamnunicates the web response

to the client.

5.5.4.1.2Spoofing the MAC address - (ARP poisoning)

ARP poisoning occurs when a reply to an ARP regiseat fake MAC address. As
opposed to a DNS request, where there is a dedi€S server that handles DNS
requests, ARP relies on the individual hosts redpanto the ARP request broadcast.
When a host receives an ARP request, it checkP itgldress to determine if it's the
requested one. If that is the case, the host theponds to the ARP request by
sending a reply with its MAC address. Since the ABfuest is a broadcast i.e. send
to ff:ff:ff.ff.ff:ff MAC address, it is received byevery host on the network. The
intercepting host also receives the ARP requestsand also constructs an ARP
response containing its MAC address and senddlietalient. On receipt of the ARP
response, the client updates its ARP table, exsdie three-way handshake and

continues with communication.

5.5.4.1.30ther request interception methods

Other methods of providing client request intermpfunctionality are:
» Hardware based solutions: these are normally vesglecific implementations

that provide a gateway device that intercepts alhuthenticated client
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requests and forwards them to an authenticatioe.pagamples include the
Nomadix Gateway Cisco BBSM-Hotspdtand the Aptilo Access Gateway
 NAT — (Network Address Translation) is where clieajuests are mapped
onto a different network address, essentially esdiing the clients’ requests to
a different address. An example of this functidyais provided in linux by
iptables and it allows one to define a rule in tHAT table using the
PREROUTING chain. The rule simply does a DNAT basadthe protocol
(TCP) and the port that’s used for incoming climguest on the SEHS PC.

The availability of these different options thahdae used for increasing the usability
of the PALs leaves the final decision with the indual WISPs. The choice of the
method to implement is influenced to a large extbgdthe costs associated with
implementing that solution and also by the levekcomputer expertise of the PAL

users.

5.5.5 SEHS Backend

The backend component of the system is respon&blmaintaining the persistence
of the data objects that are used by SEHS. The daa objects that are used by the
system are:
 The USERS table which is responsible for keepirgkrof the PAL user
details. The information that is stored in thisléals the username and
password of the users, the account balance whitdcte the amount that is
owed by the user for the network usage and thedtifess field that is used
for the purpose of validating the users’ identity.
* The COUPONS table that is responsible for keepiagktof all the coupons
that have been generated for use on the system.tdlblie keeps track of the
ID, the type (data or time) and the value of thepmms. This table is used
particularly by the service element that providde tfunctionality to

authenticate of the system using coupons.

" http://www.nomadix.com/products/platforms/hsg/
8http://www.cisco.com/en/US/products/sw/netmgtswiSproducts_user_guide_book09186a0080126

bfe.html
® http://www.aptilo.com/solutions_public_access.htm
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* The other need for persistence in the system is reigards to the IPDRDoc
(i.,e., usage records, which need to be stored)s Thnctionality is
implemented in the mediation system component di&SEThe mediation
system encodes the usage data from the servicemigrmnd then stored this
information to a local storage medium and it matkés information available
to request components via a communication protttat is established for
the exchange of usage information between the rdiftesystem/business

units.

The coupons and the users’ information are stored dMySQL DBMS as simple
database tables. The main advantage provided byQUy8 context of small PAL
management systems is with regards to the costcias=sd with acquiring the
software. MySQL is freely availabfe under the Open Source License (MySQL,
2004) which allows for the use of the applicationder the condition that the

application that is utilizing it is open sourceves|**.

5.6 Summary

This chapter provided an overview of the SEHS sydbty detailing the data objects
and the sequence diagrams associated with the o$alge system. The extensibility
of the system is also highlighted with a detailedraple of implementing a service
element modulex(_se_htt p). The example also discusses how usage accousting
achieved in SEHS and how it is facilitated by tR®OR standard. The functionality
that is implemented in the system is discussed witipecific focus on the billing
infrastructure, interactive disambiguation of tlsage metrics, and the coupon billing
functionality.

% Downloads available dttp://sunsite.mff.cuni.cz/MIRRORS/ftp.mysgl.comyauoads/index.html
" The full licensing policy can be viewedkitp://www.mysgl.com/company/legal/licensing/
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6 Chapter 6: SEHS Experimentation and Discussion

The system that has been implemented sought to tmeefpecific requirements that
were determined in chapter 3. Various experimentstast have been undertaken on
the system to determine the applicability of thsetegn and the framework in meeting
the identified requirements and design goals. Ttpeements performed provide a
conclusive validation of the system and an indaatof the successfulness of the
research. The experiments are discussed in det&@irhafter and the specific features
of the system are also detailed. This is done ktaposing the functionality achieved
in SEHS with the functionality available in otheAlEs management systems that are

currently available.

6.1 Load testing SEHS

The experiments run on SEHS were to test the speriéas and functionality of the
system in terms of how they meet the requiremehtd have been previously
highlighted. This is in terms of both the usersdahe WISPs’ expectation of the

system (e.g., performance expectations, availglakpectations).

The experiments were executed with the SEHS runronga PC with the
specifications mentioned in section 5.1.2. The HRnook Xk was the wireless
client that was used to generate the requests 6tSSE Buffalo 802.11gwireless
PCMCIA card was used for connecting the laptoph&AP.

6.1.1 Aim

The first experiment performed on SEHS was for phepose of stress testing the
application to determine how it handles increasusgr loads. In Chapter 3, the
performance and availability expectations of thersisvere highlighted. Through this
experiment, it can be ascertained how the systerforpgs and depending on the
specific metrics assimilated from user requiremeahtsan be concluded if the system
is applicable in meeting those user requiremertte. fésults of this experiment also
helped in predicting and pre-empting the behavioluthe system under different
loads and also in determining the reliability oé thystem as far as increasing usage

density is concerned.
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6.1.2 Methodology

The tool that was used in executing this experinierRroxy Sniffer™? web load
testing tool. Proxy Sniffer™ operates by first netiog a web surfing session, after
the session has been completed, it is saved amdathest script is generated. The
recorded session script is then used to simulateenario where a specified number
of users are executing the recorded session.

The experiment was designed to simulate the actibrusers requesting new
connections to the system. The number of simulateds ranged from 1 to 20. This
range is representative of and above the expectedber of small PALs users at any
one time period (see Section 3.1). The upper lDhiR0 users in the experiment
allows for an observation of how the system operateder normal usage (i.e., ten
users) and how it scales and performs to an inergathe number of users (i.e., 20
users). The experiment simulated requests on SEH& fesource that was stored
locally on the SEHS PC. In undertaking the expenintghe aim was to emulate as
much as possible the typical usage of the hotggstem (i.e., in terms of the number
of users and the nature of the usage session)niimbder of user has already been
defined to be approximately 10 and it has beenrasoed as well that one of the top
uses of the Internet is web browsing. Studies liaae been undertaken suggest that
the typical average size of web pages is 60 KB(B&a, 2000) and for the purpose
of this experiment, a number of web pages wereuetadl in order to validate the
average size claim. The websites that were proféeel online news websites
(assuming that they are representative of a typisal’s browsing session) that were
chosen randomly (Table 6-1). The average total wgbsize was determined to be
182 KB.

TABLE 6-1 RANDOM NEWS WEBSITES PROFILE

Webpage Files Total

abc news http://abcnews.go.com/ 51 139 190
bbc news http://www.bbc.co.uk/ 34 36 70
cbs http://www.cbs.com/ 87 123 210

12 Available athttp://www.proxy-sniffer.com
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cnn http://www.cnn.com/ 52 153 205
fox http://www.foxnews.com/ 83 175 258
gnews http://news.google.com/ 130 76 206
google www.google.com 21 8 29

hotmail www.hotmail.com 19 31 50

iol www.iol.co.za 96 55 151
mng http://www.mg.co.za/ 123 86 209
msnnews http://www.msnbc.msn.com/ 68 133 201
news24 www.news24.co.za 105 104 209
sapost http://www.southafricapost.com/ 83 257 340
usatoday http://www.usatoday.com/ 81 184 265
wired http://www.wired.com/ 33 50 83

yahoo www.yahoo.com 55 38 93

ynews http://www.foxnews.com/ 237 94 331
Average 79.9 102 182
smallest 19 8 29

Largest 237 257 340

In this experiment, the file that was requestednfitbe server was made to be larger
than the expected average webpage i.e. the fil®0® KB large instead of 182KB.
This is simply to push the system to higher usayel$s in order to observe how it
deals with the intensity of handling larger filasdamore connection requests. The
assumption behind this is that if the system cardlgathe larger files and more users
efficiently, then it would be able to handle normahge and to scale to higher usage

levels.

The parameters of the experiment are detailed bélawle 6-2).

TABLE 6-2 STRESS TEST PARAMETERS

Number of concurrent users 1-20

Loops per user 10

Applied HTTP protocol version 1.0

Start-up delay per user 0 milliseconds
Request Timeout per URL 60 seconds
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6.1.3 Experiment results and discussion

Once the experiment parameters had been set, FBoifer™ executed the test

resulting in the following observations (Table 6-3)

TABLE 6-3 STRESS TEST RESULTS

Number of Users 1 5 10 15 20
Total URL calls: passed 10 50 100 150 200
Total URL calls: failed 0 0 0 0 0
Average network connect time (mg)8 12 19 17 25
Recycled Network connections 0.0% 0.0% 0.0% 0.0% 0.0%
Average Session Time per user/lopp.53 2.54 5.08 7.84 10.80
(sec)

URL response time per user (sec)| 0.53 2.54 5.08 7.84 10.80
Average response time per pdde53 2.54 5.08 7.84 10.80
(sec)

Network throughput per user (kbpq)2111.71 | 439.83| 219.3§ 142.2p 103.3
Web transaction rate (calls/sec) 1.65 1.84 1.84 1.82 1.75
Session failure rate 0.0% 0.0% 0.0% 0.0% 0.0%
Total network throughput (kbps) | 1843.86 | 2056.482057.05| 2029.16| 1949.17

¢ milliseconds —— Linear (milliseconds)

30

Average Network Connect Time

y = 0.8094x + 7.9445
R? = 0.8852
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FIGURE 6-1 AVERAGE NETWORK CONNECT TIME
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The trend depicted in Figure 6-1 is the time iteko establish a connection to the
server. This is the time that is spent before amgraunication between the server and
the client is initiated. As the number of users@ases on the PAL, the time it takes
for the connections to be established also incee@esg., 12 ms for 5 users and 17 ms
for 15 users). The network connect time adds topteeived performance of the
server, from the users’ point of view, in that tbeger it takes for the connections to
be established the slower the server is perceiodoetand vice versa. The time to
connect to the server has a linear relationship Qy8094x + 7.944572= 0.8852 and
p-value = 0.017) (Figure 6-1) to the number of ssSkecause an increase in the
number of users means an increase in the numlg@ooésses which are handled by
limited system resources. A unit increase in thenlper of users corresponds to
approximately a 0.8094 millisecond increase in drerage network connect time.
This corresponds to a steady, gradual performaregradation associated with

increasing number of users as far as network carnimeg is concerned.

Total Network throughput

y = 3.3502x + 1953

¢ Throughput —— Linear (Throughput)
R? = 0.0775
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FIGURE 6-2 TOTAL NETWORK THROUGHPUT
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The metric of concern as far as meeting the pedoe expectations of the users, is
the throughput available on the network. Figure $hx@ws a scatter graph of the total
network throughput associated with different uslagels. This gives a more accurate
indication of the overall performance of the systidwan the throughput per user per
session metric because it takes into considerati@n total network throughput
associated with all the users on the system. Thaugimput level attained on the
system works out to approximately 198.7 K¥pshich is above the 100 Kbps per
user range that is recommended by Intel (Chapter 3)

One of the metrics that influence the users’ exqmee of the system is the average
session time per user per loop. This metric shdwesalverage time that it takes for
each emulated user to complete a usage loop osy#tem. A loop in this case is a
pair of HTTP request and response messages betiveatient and the server. This
metric is the observable system performance fram#rspective of the users. Figure
6-3 indicates the average session time and thefibestnd line drawn through the
points. The trend line shows a linear relationslyip0.5389x — 0.1385,%+0.9988,
p=0.000018) between the number of users and thageeession time. The average
session time increases (by 0.5389 seconds perass#rg number of users increases.

13 An average of the observed total network througdjpided by the number of users i.e. (1843 +
2056.48 + 2057.05 + 2029.16 + 1949.17) divided Gy 1
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FIGURE 6-3 SCATTER GRAPH AVERAGE SESSION TIME

Within the range of 1 to 20 users, the system’soperance as far as average session
time per user is concerned is linear. From tRev@lue associated with this model
(Figure 6-3), it is observed that 99.8% of the atwon in the system’s performance (in
terms of average session time) is attributablehi® linear relationship with the
number of users. The linear relationship (versysoegntial or logarithmic) indicates

that the system is able to scale well to an inea@ashe number of users.

Another experiment was run on the system to sugperfindings about the average
session time per user. The aim of this experimernbiobserve the change in the
average session time per user over time. The earpatiwas setup with 10 emulated
users each with 50 (the maximum number of sessopsl available on the test
application) session loops. The number of userxexl at 10 because that is the
assumed usage density on PALs (section 3.1).
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Average Session Time per User — per Loop
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FIGURE 6-5NUMBER OF CONCURRENT USERS PER TIME

The observed average session time per user peraeem@mges out and balances at
approximately 6.2 seconds (Figure 6-4). This canabsumed to be the average
session time per user over the period of the sysfetime. The throughput per user

per loop can be worked out as follows:
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Data downloaded per session loofGH0 KB
Average session time per user per lodgh2sec
Therefore, L000KB / 6.2 sec = 161.3 KBps

Average throughput =161.3 KBps

The average throughput per user, at this highegeukavels (i.e., 10 users (Figure 6-5)
at 50 loops per user) still works out above theomsmended throughput (i.e.,

100Kbps (Chapter 3)) as far as the user’s expeotatire concerned.

The above results indicate the efficacy of the esysin meeting the performance
expectations of the users. This is despite the tfaadt the experiment is performed
under increased usage loads (i.e., a larger resplessource and number of users)
than the normal operating conditions of small PAAs. far as system availability
considerations are concerned, the system has lestedtat a usage load of 20
concurrent users which is twice the anticipatedgas@ad on small PALs (section
3.1), and the average session time per user pehlas been positively linear with 0%
failed connection errors. This indicates the apfliity of the system and its
appropriateness for small PALs as far as meetiagpérformance and the availability
expectations associated with small PALs environment

6.2 SEHS vs. Other PAL management systems

SEHS has been designed to meet the specific regeims of small PALs and to
provide a solution that allows for an extensiblasily deployable and simple PAL
management system. A number of systems and sadugaust that also seek to
provide the needed functionality of managing PALke functionality provided by
these systems is detailed below and subsequenthpa@d with the functionality
implemented in SEHS in terms of the specific reguients that have been determined
for small PALs;

6.2.1 LESS Networks Hotspot Server

LESSnetwork¥' have developed a hotspot server that managessprbhisioning of

free wireless service. The LESSnetwork server s$friduted as a bootable CD or a

1 http:/lwww.lessnetworks.com/
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single .isd” file from which a bootable CD can be created. dilisig the Hotspot
server on a machine completely reformats the heve @f the computer and installs
the server components. The Hotspot server (ver8i6A) is based on Redhat 8.0
operating system and NoCatAuth (section 6.2.3\wsoft. System requirements for
running the Hotspot server are:

* Processor - 133MHz Pentium

* RAM -64 Mb

* Hard Drive - 1Gb

* Networking - 2 NIC cards

+ CD-ROM - required

The functionality provided by the Hotspot server idetailed below
(LESSnetworks.com, 2005):
* To Users
o0 One world wide login credentials
o Consistent, reliable free WiFi
0 Venue-to-venue chat
o Promotions
 To Venues
o0 Service branding with logo and website
o Functionality to email clients
0 Access to usage statistics
o Sell advertising space
* To WISPs
o0 Manage multiple locations via a web interface
o Diagnostics tools to boost traffic and to respanttouble
0 A trouble-ticked system to track issues in large lthvenue
deployments
0 Monitoring and alerting functionality
* Other

0 Runs NoCat in passive mode for authenticating ¢éostirver

15150-9660 filesystem image file extension
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0 Runs a cronjob to periodically ping the centraleemwith information
to keep the hotspots listing updated

o Downloads and installs software updates from tmerakserver

0 Runs a DHCP for the local clients

o Centralized authentication, management and sedunittions

One of the main advantages of the LESSnetwork botsgrver is the fact that is it
available on the GNU Public License (GPL) (GNU, 2D0cense hence it is freely
available for businesses that want to implemerdtagdot service. In terms of meeting
the requirements for small PALs, the distributiaoehce provides the initial
justification of the applicability of the Hotspoerwer in terms of reduced cost of
acquiring and deploying the system. The cost egbiect considerations are both for
the WISPs in terms of how much they are preparedvest into the hotspot and also
for the users in terms of the cost of the usag®fservice. A majority of the users
indicated a strong desire for free internet billsgheme (section 3.2) and hence by
providing an application that is freely availabledahat handles the provisioning of
free internet access, the LESSnetorks server isosepture the initial stakeholders
cost preferences more accurately. The server geted specifically towards free
hotspot provisioning. This can be a disadvantagaume it puts a limitation on the

WISPs in terms of the business model that theyiroplement on the hotspot.

The Hotspot server is based on the Linux operagysggem. The study undertaken in
section 3.1.3.1 indicated a strong propensity amtrmg businesses to use MS
Windows operating system. This is normally the afig system that is implemented
for the business support systems. Installing thespta server formats the hard drive
of the PC used and installs the RedHat operatiatgsy. This becomes a drawback as
far as small WISPs are concerned because it ehtatisg to set aside or acquire one
PC for hosting the server and also acquiring theerise that might be required to
administer the system. These factors might incrédasé¢otal cost of ownership of the
hotspot. LESSnetwork has a network of partners at@able to provide technical
assistance although these are concentrated ardendeployments in the United

States of America.
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Third party administration of the Hotspot serveadyvantageous as far as providing a
central portal for management of the available pmtts and for allowing for
centralized security updates to be done. It howeeduces the autonomy of the
business implementing the hotspot and it might netessarily be the desired
arrangement for every business. Using third pauthentication servers would be an
advantageous arrangement in the light of roamidgtioaships between different
hotspots because it would make authenticating @seeasy operation. In cases where
the business is a stand alone PAL that offersifregnet access however, third party

authentication servers are not as beneficial.

6.2.2 PubliclP ZoneCD

ZoneCD is a bootable live CD that allows for creatof an automatic WiFi gateway.
The ZoneCD is a product that brings together dsffiérprograms that have been
written and implemented to provide different fuootlity needed for network
services provisioning. It is based on the Knoppoperating system and implements
the NoCat authentication infrastructure. HTTP smxis provided and facilitated by
the Apach&” web server and the Sqtfigrroxy server for caching. DansGuardisis
used to provide the web content filtering functiigavhich operates in conjunction
with the squid proxy server. The ZoneCD can operatevo modes, the open mode
and the closed mode. In the open mode of operattan,following features are
provided (PubliclP, 2005):

* Homepage redirection

* Customize ZoneCD splash page

* Content Filtering

* Customized Firewall rules

In the closed mode, the features that are provided
» User authentication
* Homepage redirection
» Bandwidth shaping

* Dalily time limits

18 http://www.knoppix.org/
7 http://httpd.apache.org/
18 http://www.squid-cache.org/
19 http://dansguardian.org/
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Daily download limits

Zone open and close times

Block by MAC address

End-user permissions — user classes
Customized firewall rules per user class
Content filtering

Daily log mailing program

Customize ZoneCD login pages

Usage statistics

End-user reporting

Some of the advantages of the ZoneCD implementatien

The ZoneCD is distributed on the GPL license whizdans it's available to
the business to use and to modify as per theirfspaeeds.

The cost of acquisition of the system is minimuncsiit's a free software.
ZoneCD is a live CD distribution, which means ihsufrom the CD without
needing to be installed on the hard drive. Thisnsadvantage as it entails the
business can run the ZoneCD without altering thiéwswe setup on their
systems.

I's a modularized implementation as far as thded#nt components that
achieve the total WIFI provisioning functionalityrea concerned. The
advantage is that the individual components of dhgtems are continually
maintained and improved e.g. a newer version ofAjb@che server, or Squid
proxy server, which can be included in the distiifiu to provide added

functionality.

And the disadvantages associated with ZoneCD are:

The level of technical expertise required may bghhfor non-standard
implementations of the system.

Since the system runs as a live CD, it is recommeértiat regular system
auto-restarts be schedule in order to alleviatelessregarding memory
allocation and resources overload.

The perceived ease of use of the system mightwelle to the fact that it's a

Linux based system.
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6.2.3 NoCatAuth®

NoCatAuth is an open source Linux-based authemtitasystem that can be
implemented in a variety of wireless service deplepts. The system provides a
centralized authentication infrastructure that cosgs the gateway server, the
authentication server and an access point (Figt6e &he function of the gateway
server is to handle incoming client connection e=gs, issue IP address, enforce
access permission to resources and handle bandtiditiling. The authentication
server on the other hand is responsible for lookipgiser’s credentials in a MySQL
database and notifying the gateway server of teesustatus. NaCatAuth provides a
functionality of capturing the unauthenticated gseequests and redirecting them to

an authentication portal.

Access Point
CRtaWYy Authentication Server
Server

FIGUREG6-6 NOCATAUTH SETUP

The connection process via the NaCatAuth servas i®llows (Nocat, 2005):

* Redirect - a user associates with an AP and i€$san IP via DHCP. At this
point all access is denied except to the Auth sersd when a user attempts to
browse the internet, the system redirects themm t862L authentication portal.

» Connect Back - after providing the login credestighe Auth system creates a
PGP signed message of the outcome of the authtmticitempt and sends it
to the gateway.

» Pass Through - if the user provided accurate ctedgnthe gateway modifies

its firewall rules to grand further access to teeru

2 bownloadable fronhttp://nocat.net/download/
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6.2.3.1NoCatAuth vs. SEHS Authentication

The authentication infrastructure implemented inHSEis different from that

provided by NoCatAuth in a sense that it is not hirdt party server based
authentication. In SEHS, the authentication proceéss implemented in a
servi ceEl enent module (i.e.,x_se_httpGat eKeeper). This allows for

authentication to be service-specific since some/ig=s might not need user
authentication on the system (e.x.,se_htt p which provides free open internet
access). The different authentication related fonelity and how it's implemented
both in NoCatAuth™ and SEHS is as follows.

Functionality NoCatAuth™ SEHS
Redirecting users Gateway service x_se_htt pGat eKeeper (SE)
Authenticating users Auth service X_se_aut h (SE)

Connection management Gateway service x_adapt or
Access permissions Gateway service x_se_htt pGat eKeeper (SE)
DHCP Gateway service AP

Connection authentication process via SEHS is l&sife

a &
1 [ﬂ
32

=,

%_se_auth

FIGURE 6-7 AUTHENTICATION PROCESS INSEHS
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The steps in the authentication process in SEH@ictel in Figure 6-7, are as
follows:

1. DHCPREQUEST message: When a client associatesamitAP it sends a
DHCPDISCOVER message to determine the availabilfta DHCP server.
The AP, which provides the DHCP functionality, thessponds with a
DHCPOFFER message specifying the configurationmpatars. Subsequent
to the offer, the client then sends the DHCPREQUE®§sage.

2. DHCPACK message: When the AP receives the DHCPRESJUBessage, it
constructs a DHCPACK to acknowledge and confirm tféer. Other
messages that can be sent are DHCPNOACK to refeet offer and
DHCPDECLINE to indicated that the address is inaiseady.

3. Connection to SEHS server port: Once the netwoylerlaonfiguration is
done, a client connects to theadapt or through an open SESH port that is
configured via a client’s proxy settings. At thitage, the client is given access
to the system in terms of requesting serviceshaxt adapt or . Depending
on the authentication requirements of the execusiexyice element, further
authentication would be done.

4. Service Request ®_se htt pGat eKeeper : before providing the service
to the userx_se_htt pGat eKeeper checks their authentication status.
The different statuses that are defined for a gsenection are discussed in
section 5.5.1.

5. Redirect to authentication page: The user entes thgin credentials and
submits the login request to these_ht t pGat eKeeper .

6. Authenticate viax_se_aut h: The login credentials are forwarded to the
X_se_aut h for authentication.

7. Authenticate request status: se_aut h responds with the status of the
authentication request i.e. whether the client pley correct credentials or
not.

8. Service execution: on successful authenticatiaauser is then able to access

the service that is provided by these _ht t pGat eKeeper SE.

The authentication infrastructure that is providgdNoCatAuth is provided on the

Linux platform because it is based on ip&@blesfunctionality that is implemented in
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the Linux operating system. As indicated in secti®d.3.1 Linux is not the
prominently used operating system among the snwlesbusinesses that were
profiled and hence the limitation is introduced@nms of usability and applicability
for small PALs who may not prepared to install thieux operating system. The
SEHS architecture on the other hand is designdzk tamplemented across different

platforms.

The authentication infrastructure implemented inHSEis provided via service

element modules. This is motivated by the extelisibiesign goal of the system.
This infrastructure allows for different authentioa method and protocols to be
implemented in the service element modules as @uptusbeing hard coded into the
gateway component of the system. In the currentlementation of SEHS,

X_se_aut h provides an authentication against a MySQL dattasnce the reason
why the authentication process is executed viathHeat abase component (Figure

6-7). It's also a more flexile architecture aslibws for a pluggable infrastructure for
the authentication service element modules. Thentdiare able to write their own
authentication modules and to then plug them ite system to extend the
authentication functionality or to use third pasaiythentication modules that provide
predefined authentication operations (e.g., RADI&8hentication, central server

authentication).

6.3 Applicability of IPDR within the context of small WISPs

The IPDR specification provides an interface tsatised by IP networks and service
providers to capture network data usage informa{i®¥DR, 2005). The classical
implementation of mediation solutions necessitaeedevelopment of new adapters
for every service element module due to the diffetessage accounting protocols that
are implemented. The IPDR specification providasage accounting format in the
form of Network Data Management-Usage (NDM-U) sfieation which alleviates
the problems associated with providing a mediasokution for different service
element modules and also the problem associatdd thét exchange of usage data

between different business units.
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The NDM-U specification is an XML based usage farntiaat allows for the

extensibility of the network usage record. The IPBpecification also defines a
communication protocol for a secure, efficient s@ortation of usage information
between the business units. Due to the extensHtieran of the specification, it can
support usage accounting for a large variety ofwost services (e.g., VOIP,
streaming video, WLAN).

The IPDR specification provides an accounting anediation solution that is
designed to cater for current and next-generaffondtwork services. It is a solution
that spreads through a large spectrum of netwankcgs provisioning supply chain,
from the service providers, mediation systems vendbilling system vendor to

carrier network operators, clearance houses, etc.

The advantages associated with the IPDR standartharfollowing (IPDR, 2005):
* The specification allows for an implementation ofstems that support
evolving business requirements.
» It provides support for real time and high perfontea requirements of next

generation data networks

Other advantages of the IPDR specification areigeml/below juxtaposed with other
usage accounting solutions:

* IPDR Versus RADIUSRadius has limited extensibility features asaggal to
IPDR which implements a usage format that is intigyeextensible.

* IPDR Versus SNMPSNMP requires lot of processing and bandwidtbrater
to handle the usage data. IPDR on the other hapénds on a defined
streaming protocol for the exchange of usage in&tion and a simple text
based encoding standard for the actual data (M)X

* |IPDR Versus DIAMETER Diameter is inadequate in addressing accounting
protocol issues while IPDR is specifically gearedards solving accounting
related issues and for handling different servipeegic accounting protocols.

* IPDR Versus CDR CDR is based on one specific service usage atiogn
The data record is not extensible to be implemefaed different service.
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The functionality that is beneficial to small hasp management system

implementation that has been realised through gageil of the IPDR specification

includes:

Usage accounting - At the core of the IPDR standard mechanism that
allows for network usage accounting. Small hotspwed the accounting
functionality in order to be able to perform busiseelated operations based
on the usage of the system, e.g. charge for usangdysis of the accounting
data to identify usage patterns of the users. Eige8 is an example of a usage
record on the SEHS using the IPDRDoc format. Itwshohe usage of the
SEHS on theX_ HTTP_COUPONKEEPER service element.

<7?urml version="1.0" 7>

- =IPDRDoC =mins="http:/ fvmvww.ipdr.org. /mamespaces/fipdr" «mins: xsi="http:/ Svovew . w3.0rg /2001 / XMLSchema-

instance" xsi:schemalocation="http:/ /www.ipdr.org./namespaces /ipdr x_http_couponkeeper.xsd"
docld="2f401524-0105-5000-eac9-d933c0a80064" creationTime="2005-07-19T13:19:53.124Z"
IFDRRecorderlnfo="IPDR-Xobogel" version="3.1">

- <IPDR zsiitype="X_HTTP_COUPONKEEPER">

<IPDRCreationTime>2005-07-19T13:19:53.1247 </IPDRCreationTime=
<segqhum> 1</ /seqhums
zclientiD=userthree</clientID=
=clientlP=146.231.121.160</clientIP=
“ctartTime=792536258</startTimes
<endTime=792710604</endTime=
<usagelnit=dataBytes</usagelnit=
<guantity=108719</quantity=
<requestCount=32</requestCounts

</IPDR=

- <IPDR #sitype="X_HTTP_COUPONKEEPER":

<IPDRCreationTime=2005-07-19T13:19:53.1247 </IPDRCreationTimeaz
<segMum=2<//segMum:=
zclientiD>userone</clientID=
zclientlP>192.168.0.101</clientIP=
<startTime=792480725</startTime=
<gndTime=792728853</endTime=
<usageUnit>dataBytes</usagelnit=
<quantity>54471</quantity =
<requestCount>16</requestCount>

</IPDOR>

FIGURE 6-8 USAGE ACCOUNTING ONSEHS

Implementation of an extensible, flexible billingamework - The IPDR
standard has facilitated the implementation of lingi framework that is
generic and flexible to handle different billing cwbes and different service
element modules. The standard has also facilitéted provisioning of a
solution to the usage metrics ambiguity problenculsed in section 5.5.2.
Usage accounting for diverse service elements - TRBRDoc format
specification is based on XML and as a result iem®sible to accommodate
the different usage metrics associated with divessevice elements. As

discussed in section 4.8, implementing accountiegsures for a new service
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element is just a matter of defining a new scherafnidion file for the
specific module and plugging it into the system.

* Access to third party modules - The IPDR speciftcajprovides a standard
interface that allows interoperability with thirdngty accounting and mediation
packages. Since SEHS implements the IPDR standandeans that other
billing modules that are IPDR compliant can beizgdl on the system and
other mediation systems can be integrated into SEHS

* Industry standard solutions - The IPDR specificatias been developed in
collaboration with large, well established companrethe telecommunication
service accounting industry (IPDR, 2005). ImplenmeniPDR in the context
of SEHS (small PAL system) allows for industry stard solutions and
expertise to be implemented on a smaller scald@nithe associated benefits

to be realised by small PALs.

6.4 Efficacy of the microkernel architectural pattern

The central building block of the Xobogel framewahd hence the architectural
basis of SEHS is the microkernel architecturalguatt The pattern is introduced in
section 4.3 in the context of providing an overvieinthe Xobogel framework. This
section provides the motivation for the choicelo$ tpattern over other architectural
patterns that have been developed and subsequaotydes an overview of the

associated advantages.

Architectural Patterns provide a high level ovewief how the individual system
components should interact and inter-operate. dstd# providing implementation
specific instructions, they provide a very genesdistracted guideline to how the
system implementation should be approached. Exampfe other architectural
frameworks and the context within which they arpligygl are shown in Table 6-4.

TABLE 6-4 ARCHITECTURAL PATTERNS

Distributed system Broker

Interactive Systems Model-View-Controller
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Presentation-Abstraction-Control

High level decompositions Layers

Pipes and filters

Blackboard

Adaptable Systems Microkernel

Reflection

The microkernel architecture provides an implemimaapproach for systems that

must adapt to changing requirements and envirorsnémntensibility and adaptability

are some of the most essential features that redx tprovided in a system that

address the requirements for PALs. This is dubéddllowing reasons:

The computing industry (hence networking) is a v@ypamic industry where

changes and improvements are always happeningiew. protocols, new

standards, operation improvements etc, and as alt réBe systems

implemented for wireless network service provismgnimust be able to adapt
to the rapidly changing environmental (industryjtfas.

The users’ requirements for PAL systems differ delrgy on the specific

environment within which the system is implemented.order to cater for

these specific requirements, the system must bgtalola and extensible.

The advantages that are realised through the u#ieeahicrokernel architecture for

the PAL management system are as follows:

Porting to a new environment does not need chatmése external servers
(i.e., changing the operating platform for the Xgbbbased system does not
necessitate changing any functionality in the serelement modules).
External servers can be maintained independentijeokernel. In the case of
Xobogel; the service element modules can be mamdaindependently of the
kernel and it provides a mechanism for third padwice element modules to
be used in the system.

Extending the functionality of the system is a matif adding new external
servers and in the case of Xobogel it is a mattdrdefining and adding new

service element modules.
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6.4.1 Microkernel vs. Monolithic architecture

The microkernel architecture is a more flexible hetecture than the monolithic
architectures. This is because monolithic architest provide for a fixed limited
functionality that is embedded into the system.eBging the functionality of a
monolithic architecture-based system requires tistem to be shut down, the new
functionality added in the system, the whole systeoompiled and then restarted to
allow the new functionality to take effect. Thispapach is cumbersome and can be

expensive to undertake.

6.4.2 Microkernel vs. Reflection pattern

The other architectural pattern for adaptable systdhat could have been
implemented is the Reflection pattern. The basiddimg block of the reflection

pattern is to allow the system to be able to previtformation about itself. This is
done via meta-level information about the systeih laynimplementing the ability for

the system to modify its behaviour. The Reflecpaittern is defined formally as:

“The Reflection architectural pattern provides a chanism for changing
structure and behaviour of software systems dyraliyic It supports the
modification of fundamental aspects, such as typectsire and function call
mechanisms. In this pattern, an application istsjlio two parts. A meta level
provides information about selected system properind makes the software
self-aware. A base level includes the applicatiogid. Its implementation builds
on the meta level. Changes to information kephérheta level affect subsequent

base level behaviour.(Suzuki et al, 1999)

The meta level allows for a definition of base ebgewhich are specific to the
requirements within which the system in being immated. It is at the meta-level
that the functionality of the system is changed altow for extensibility and

adaptability. The application level objects subsaly provide the functionality that

is defined in the meta-level base objects. Thedgglin pattern’s advantage is that it
provides for a decoupled definition of the metaeleand the application level base
objects thus allowing for a transparent indepen@sotution of both the meta level

and the application level (Suzuki et al, 1999).
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The reflection object introduces an increased ceripl to the system since the meta
level definition of bases objects increases thebmmof application level objects that
have to be defined. Executing an operation on te#eBtion pattern based system
requires communication between the meta level hadapplication level objects and
thus it is slow and inefficient as far as task ctetipn is concerned. The efficient
running of the system is dependent on the robustokthe meta level objects which

may render the system not operational if not pigpandified.

The micro-kernel on the other hand provides addptathrough a plug and play
mechanism that is implemented in the central cbthesystem (i.e., the kernel). The
functionality of the microkernel system is extendeal the external servers which are
autonomous self contained modules. The externaéseonly need to be aware of the
interaction interface with the kernel in order tug into the system. This is the
desired functionality since the external servecfiomality in Xobogel is provided via
service element modules which need to be self awedaThe service element should
encapsulate the total functionality for the servibat they provide (i.e., the http
service element should provide the functionalityeded for the http service
provisioning). The basis of interaction between skevice element modules and the
kernel is the predefined interface that both thenékeand the service element are
aware of. This architecture minimises the needitlier high level meta information
about the system which is implemented in the Reflacpattern. The microkernel
architectural pattern is best suited for the puepaf meeting the identified
requirements for PALs as it provides an approacsystem design that is adaptable,

modularised, extensible and easy to implement.

6.5 One thread per client vs. selector model

The classical implementation of socket programmyprg,java v1.4, involved creating

a new thread for every new client connection tod@éever socket (Listing 6-1). This
multithreaded model was, and currently still isgdiso implement server applications

in java. In this model, a new path of executiorcieated for the new connections
while still sharing the original data area of ttergnt thread. This model is less CPU
intensive than an explicftor k() statement which creates a different address space

both for code and for data.
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pulbrlic woid goi)
i
Lry
{listen = new Zerveriocket [(port):
while (true)
inew handleConilisten.accept(])] .starti)l:
+
+
catch(Exception e)
{3ystem.err.printlnie.getMessage () ) ;
+

private claszs handleCon extends Thread
{2ocket socket = null:
Input3tream in = null:
ODutput3tream out = null;

public handleCon(Zocket al
{socket = a:
+

LISTING 6-1 ONE THREAD PER CLIENT MODEL

Java introduced, with the release of Java v1.4,Jth@a New I/O (IJNIO) API that
allows for a new model of handling multiple conness. This model uses selectors to
manage multiple connections executing on a sirigkead. A selector is an object that
maintains and monitors the recorded socket charamelshen serializes the requests
for the server to handle. The function of the deleobject is to provide a built-in
multiplexed 1/O functionality. This is done by retgring a socket channel with a
selector object specifying the task that the chiawileperform in the program.

Table 6-5 shows the different tasks that a sodkahiel can perform and Listing 6-2

shows an example of registering a channel that taattis and writes.

TABLE 6-5SELECTIONKEY TASKS
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Field Summary

atatic int|pp ACCEPT
Oiperation-set bit for socket-accept operations.

atatic int|pp COHHECT
Oiperation-set bit for socket-connect operations.

gtatic int|pp READ
Operation-set bit for read operations.

atatic int|pp WRITE
Oiperation-set bit for wiite operations.

Zelectionkey readWritekKey = channel.register(selector, Zelectionkey.OP READ | ZelectionKey.OP WRITE) :

LISTING 6-2 REGISTERING A READ AND WRITE SOCKET CHANNEL WITH ABLECTOR

When a channel is registered with a selecto§eaecti onKey is generated to
which thesocket channel is attached for further usage. T8el ect i onKeys
have boolean flags associated with the task thatuwhderlying socket channel

performs;

» key.isAcceptablef)for a channel that performs the OP_CONNECT.
* key.isWritable() for an OP_WRITE channel.

» key.isReadable)for a channel that performs OP_READ.

» key.isConnectable()for a channel that has the OP_CONNECT task.

The main loop of the application simply queries $l&ctor object for available keys.
As the keys are returned from the selector objbet,program queries the boolean
flag of the key to see what type of a key it is #meh performs the required function
for that task. For example, if the key is readatile, program simply queries the key
for the underlying socket channel and then reaals fihe associated input stream, if

the key is writable, the program writes some daté associated output stream.
In an experiment that was undertaken on the pedonom of JNIO vs. the thread per

client model (Cowan T., 2004). It was found that tiNIO architecture scales better

than standard 10 and that JNIO handles many cliittsa fixed number of threads.
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This experiment was performed on a Tomcat 5.0 semd a JNIO server. Tomcat is

a 100 percent java solution that implements thedstad Java 10 API.
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FIGURE 6-9JNIO SERVER VS TOMCAT (COWAN T., 2004)

The two architectures show similar, comparableqveréince up to a user load of 200
clients (Figure 6-9). Beyond that point (i.e., tB80 clients point) the Tomcat
performance begins to deteriorate while the JNI@tiooes increasing. The JNIO

begins decreasing in a linear fashion past theu8@@s point.
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FIGURE 6-10JNIO SERVER VS TOMCAT 5.0SOCKET ERRORCOWAN T., 2004)
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The number of errors generated from the Tomcatesdfigure 6-10) also indicates
the lower performance of standard 10O versus thai\NdO architecture.

These results indicate the overall performance eoispn for the two APIs in the
context of large scale server implementations. Adicated in section 3.1 the
maximum user density on the PAL is ten and at puat of usage of the APIs, it
appears from the graphs that the performance ipamble. In order to validate this
observation, an experiment was set up in which itmglementations of SEHS were
evaluated in terms of performance. The one versbnSEHS is the initial
implementation that uses standard Java IO API.dther version uses the Java NIO
API and is the current implementation of SEHS. émris of the functionality that
these versions have, the earlier version providesnmgple http request handling
functionality for local resources, while the curreersion has all the functionality
that is sufficient for PAL service provisioningg(, billing functionality, extensibility
infrastructure based on the Xobogel framework, @asagccounting, and

authentication).

The experiment entailed a single HTTP GET requasaflocal resource that is 1IMB
large. The experiment was set up to simulate onterioclient connections to the
server, looping ten times per client. Different riust were observed and plotted for
the standard Java IO server implementation and ther Java NIO server

implementation.
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FIGURE 6-11WEB TRANSACTION RATE

The web transaction rate (Figure 6-11) is a comgnased measurement for web site
performance. A web transaction is defined in tlisecas a single HTTP request and
response pair. This metric indicates the total remub completed URL calls that the

server was able to handle per second. This metrimmdasured over al the emulated
users.

Average Session Time per User — per Loop
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FIGURE 6-12 AVERAGE SESSION TIME PER USER PER LOOP
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Average session time metric (Figure 6-12) indicdtes average time that a single
user spent per web surfing request on the netwidnks time is measure per each

emulated user’s usage loop.
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FIGURE 6-13HIGHESTURL THROUGHPUT

This highest URL throughput metric (Figure 6-13glicates the average number of
kilobytes per second of the fastest URL which hashanged at least 4096 bytes of
data with the server. The index of the fasted URindicated in the red brackets.
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FIGURE6-14TOTAL NETWORK THROUGHPUT
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The total network throughput metric displays thattoumber of kilobytes transferred
per second across all the users.
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FIGURE 6-15AVERAGE NETWORK CONNECT TIME

The average network connect time metric (Figur&spshows the average time per

URL call to establish a network connection to teever before the data is exchanged.

Figure 6-11 to Figure 6-15 indicate the resultsnfrine experiment. The solid line in
the graphs represents the results observed omNtReAIPI server implementation and
the dotted line represents the standard Java N&rsenplementation. The following
observation can be made from the results:

* At low usage levels, the performance of standardsi@omparable to that of
JNIO API.

* Aslightly better performance is observed for ttendard Java 10 in the above
experiment than for JNIO (i.e., an overall highexbaransaction rate and a
lower average session time per user per loop). Abaus of reasons suffice to
explain this observation:

o The JNIO server architecture is more complex tha of the standard
IO server. The Xobogel architectural framework vihie implemented
in the JNIO server is based on the microkerneligecture which has a

more complex request handling mechanisms.
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0 More functionality is implemented in the JNIO sarwban in the
standard Java IO server.

o0 The HTTP handling functionality in the JNIO seri®handled in a SE
module which increases the function call time asded with the

JNIO server.

While the performance of the two APIs seem comgarabthe usage levels at which
the system is implemented, the JNIO is a better &Rhuch higher usage levels and
also it eliminates the issues associated with linead per client model of pre Java
v1.4 (e.g., deadlocks, thread safety violationsicaorency, and conflict resolution).
Another reason why the JNIO API is more preferabldue to its non-blocking 10

capabilities.

6.6 Synchronous vs. Asynchronous I/O

Synchronous 10 is the method of doing 10 operationghich program execution
halts until the 10 operation is completed. While t#© operation is executing, the
running thread is not able to execute anything elsehe system. This is a large
amount of time as far as CPU time is concerned.cl@ymous 10 is the 10
implementation that is provided in the pre-versidd standard Java API.
Asynchronous 10 on the other hand allows for a raatdm where program execution
does not halt for the 1O operation to complete. Wttee 10 operation is called, the
program only has the ability to determine how mdeka has be send or received or
whether the 10 operation is complete. Asynchrori@idoes not entail that the actual
IO process is faster than in synchronous IO ratietrthe program is able to execute

some other section of the code while 10 is beingedo

The asynchronous 10 API forms the basis of the ag&WO operations in SEHS and
as thus allows the system to leverage on the dlailaenefits associated with the
API. These are in terms of efficient utilization syfstem resources, fast execution (in
terms of available CPU time to execute other codefl an improved IO
infrastructure. SEHS therefore provides a morecieffit usage of processing

resources.
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6.7 Simplicity and Extensibility

The two RECOMMENDED requirements for small PALswmns are simplicity and
extensibility (section 2.1). The extensibility regument has been met in both the
Xobogel framework and the SEHS system in the falhgywwvays:

o0 The Xobogel framework is built upon an extensiblerokernel architectural
framework (section 4.3).

0 The extensibility of the SEHS system has been atdi by the
implementation of various service element extensimalules (section 5.4 and
Appendix B: Example service elements).

o Extensibility is also achieved in the billing indtaucture of Xobogel and this
has been validated by the implementation of diffelelling modules in
SEHS (section 5.5.2).

o The IPDR specification implemented in the systeailifates and enables the

usage accounting for various services providedersystem.

Simplicity can be articulated both in terms of twerall system design and in terms
of the ease of use of the system. In the Xobogehéwork, simplicity and has been
balanced out with the provisioning of the exterlgibmechanisms in the framework.
In providing extensibility hooks into the Xobogehmework, the microkernel
architecture was utilized, which has a relativaynplicated message passing
mechanism between the components of the archite(ter, communication between
the client device and the service is not dire¢herit goes through an adaptor, an
external server, an engine and then ultimatelynaseelement module). The notion
of simplicity that is important to consider howevewith regards to the user’s
experience of utilizing the system. The followirande noted in this regard:

o The administration of SEHS is facilitated by a den@UI front-end (Figure
6-16), which exposes the basic functionality (entanaging service element
modules, managing users, managing billing modaled,viewing system
logs) needed to run the system. This simplifiesube of the system and adds

to the usability of the system.
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0 Since an elaborate usability test has not beepeed on the system
(because it is beyond the scope of the projeaty)idation of the simplicity of
the system is based on the inherent simplicitygiratted in the overall design
of both Xobogel (section 4.1) and SEHS (e.g., maxdly, flexibility).

6.8 Chapter Summary

The SEHS system has been tested and validatedetotn@eperformance
requirements that were highlighted in chapter 3s Was done through load testing
the system and observing its performance undeeased user loads. The unique
characteristics and features of the SEHS havebalsn highlighted in juxtaposition to
the other currently available hotspot managemestesys; these include the

flexibility and extensibility of the system which facilitated by the IPDR
specification. Measures that are implemented irsytlstem to meet the overall
requirements of extensibility and simplicity arealissed and showed to be sufficient

for the purposes highlighted in chapter 3.

151



7 Chapter 7: Conclusion

This research has been prompted by the currentfggedlon of PALs, which is
increasing the levels of ubiquitous computing. Tieeus of the research was
specifically on small PALs in terms of deriving amchitectural framework and
implementing, on a proof-of-concept scale, a psgetthat implements the derived
framework. In view of the need to implement solnsofor small PALs, a
comprehensive requirements elicitation was undertdsoth for PALs users and the
small businesses that are potential PAL serviceigeos. The requirements that we
determined formed the basis for the Xobogel franfewSubsequent to the derivation
of Xobogel (discussed in chapter 4), SEHS was implged to concretize and to
validate the applicability of the Xobogel framework terms of providing an
architectural framework that is sufficient for megt the requirements for small
PALs.

7.1 Xobogel: the applicability of the architectural framework

The design of the Xobogel framework is built updre tmicrokernel architecture
which provides inherent extensibility features vie role of the kernel and the
external servers (Section 4.3.2). It is also boiittop of the IPDR standard which
provides the functionality needed for AAA operasom terms of providing an

extensible usage accounting mechanism. The suffigief this architecture is in the
fact that it is extensible and adaptable to difiéienplementation environments, and
to different user requirements. The framework ft&elnon-specific in terms of the

implementation variables (i.e., it is not tied teecific platform, or implementation
language) and hence in this particular case it wgdemented on the MS Windows
OS using JAVA. This flexibility in the framework rkes it applicable in a plethora of
scenarios and environments. The flexibility is aoly in terms of the implementation
of the framework but also in terms of the operatérthe implemented system. This
is achieved via an extensibility mechanism whidbves$ different service elements to

be plugged onto the system in order to achievedteired overall functionality.

The applicability of the framework has been vakdhtby the successful

implementation of SEHS which is based entirely lo@ $pecification of Xobogel. A
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number of different service element modules havenbéeveloped (Appendix B:
Example service elements) and implemented to cuonfine extensibility and
flexibility of the framework. The adequacy of thBPOR standard in providing a
flexible usage accounting mechanisms has also \&fated via the implementation

of billing infrastructure in SEHS, detailed in Seat5.5.2.

7.2 Efficacy of SEHS for small PALs

The implementation of SEHS has been to validate<tit@ogel framework in terms of
its applicability in providing solutions for smalALs. As discussed in section 4.1,
the design of the Xobogel framework has been guimethe requirements that were
ascertained both for users and small WISPs. SEHSwerking PAL management
system that can handle basic provisioning of publiernet access. The features that
have been provided in the system include:

* An open mode via a service element modwiese htt p) which allows
every device access to the http service.

» A closed mode in which only authentication uses @fowed access to the
http service. This is also provided via a serviceement module
(x_se_htt pGat eKeeper).

» Basic User management features that allow for @ddaw users, deleting user
accounts and checking users’ balances.

A simple system usage log that keeps an audit iehtciconnections and
service element module changes on the system.

* A billing infrastructure that allows for plugging of different billing modules
and their configuration based on the preferencéseotWISP. The system also
allows for a mechanism to by-pass the billing syste cases where WISPs
prefer a free access business model.

* A prepaid mechanism, implemented via a coupon systhich allows WISPs
to generate time or data based coupons (sectioB)3dr users to utilize on
the system.

* A plug-in mechanism implemented both at the lewd#lshe service element

modules and the billing modules. This is the cerigature of the system as it
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allows the necessary (depending on the specific@mwental conditions and

user requirements) features to be implemented.

The experiments that have been performed on SERSjistussed in chapter 6,
highlighted the capability of the system to handhL service provisioning and also
to handle usage loads that are characteristic afl$?Ls. There are however a few

limitations in the system in terms of productioadg implementation.

7.2.1 The limitations of SEHS

These are limitations in terms of the plug-in medulthat would provide the
necessary functionality:

e Security - the amount of security that has beenlempnted in SEHS is
currently minimal. There are no 802.11 securitytdess that are provided by
the system (e.g. 802.1x, WPA, WEP). Service elemewidules (e.qg.
Xx_se_httpCGat eKeeper) are currently implementing the necessary
security measures for their particular operationg.(e authentication,
encryption). The architecture of the system is ghelh the necessary security
modules can be plugged into the system and haradléoe application layer
via associated protocols and standards.

e Currently there are no elaborate reporting, conthilling and invoicing
functionality implemented in the system. These the feature that would
enhance the usability of the system as far the WI&FR concerned. The
billing modules that are currently implemented Ire tsystem are flat-rate
billing and usage-based billing. The other commilimp scheme that would
be applicable in this context is Paris Metro Pgcfsection 2.8.2.2.3).

* The system is currently implementing a subset efHITTP1.0 specification.
This is a limitation as it means that some of thecfionality provided via
HTTP1.1 specification would not be available on #&Ls (e.g., chunked
encoding, connection persistence).

* The system has been implemented on the MS Windgesating system.
Porting onto a different platform might necessitadelitional setup operations
particularly related to IP routing and handlingwetk related functionality.

For example, setting up routing between two NICEimux would necessitate
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configuring iptables or ipchains accordingly, whishdifferent from simply

modifying the routing table in MS Windows via theut e command.

7.2.2 Applicability of SEHS

The Xobogel framework and subsequently the SEHSigeoa platform for the
proliferation of ubiquitous computing. The develar of the framework with a
specific focus on small PALs allows for networkisglutions that cater for a market
segment that has a wide geographical penetratimall Husinesses can be found in
almost all areas of society, from rural to urbaeasr from small cities to large
metropolitans. Providing a PAL management solutioat caters for this specific
group of businesses ensures wider connectivityooptand a truly ubiquitous usage
experience for the users. The biggest contributibthe framework and the system
might be in rural wireless access provisioning,pogviding the framework and the
tools for the currently existing businesses in ¢haseas to establish PALs. The
flexibility that has been integrated into the framoek ensures that it can be
implemented in different scenarios (e.g., a simylgorietorship business in the rural
area, a coffee shop in town, a franchise storea ahopping mall). The easy
implementation of Xobogel and deployment of SEHSulMoalso provide an
underlying network connectivity infrastructure, sgpieally in rural areas, for the
implementation of IT based projects aimed at conityuevelopment, bridging the

digital divide and establishment of Information fieology Societies (ITS).

7.3 Future research in this area

Possible extensions to the project and furtherarebethat can be undertaken are as
follows:

* There are current efforts from different stakehoddéo bridge the digital
divide between the developed countries and devedpopbuntries or nationally
between urban areas and rural areas. An elabdratg mto the efficacy of
small PALs in facilitating the bridging of the dae, and in particular through
the implementation of Xobogel and SEHS, would b#efinite extension to
this project (Raven F., 2005).
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* Another area of research that can be undertakehtrbig in terms of how
WIMAX will be integrated in to the PALs industryn the context of last-mile
access provisioning for rural deployments in patéic This could be done in
conjunction with a study of the applicability ofhetr broadband access
technologies in the provisioning of small PALs, ahd extent to which the

Xobogel framework could be applied in those corgext

7.4 Overall conclusion

The research undertaken provides a detailed imad&in into the requirements of
small PALs and also provides a framework that sebleon those requirements. The
Xobogel framework and the prototype (i.e., SEHS)cawhtely meet the requirements
identified for small PALs in terms of both the useand the WISPs’ expectations.
Small scale PALs management systems that are egglgyable and extensible are

therefore a feasible solution as has been validatgte implementation of SEHS.
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Acronyms

AAA Authentication, Authorization and Accounting
AES Advanced Encryption Standard

AP Access Point

ARP Address Resolution Protocol

ARPA Advanced Research Projects Agency
ARPANET ARPA Network

ATM Asynchronous Transfer Mode

BARG Billing Accounting Roaming Group

BRAN Broadband Radio Access Networks

BS Base Station

BSS Basic Service Set

CCK Complementary Code Keying

CCMP Counter-Mode CBC-Mac Protocol

CDMA Code Division Multiple Access

CHAP Challenge Handshake Authentication Protocol
CIBER Cellular Inter-carrier Billing Exchange Roame
CM Call Management

CPS Cumulus Pricing Scheme

CRC Cyclic Redundancy Check

CSMA/CA Carrier Sense Multiple Access/Collision Adance
DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol

DLL Data Link Layer

DNAT Dynamic Network Address Translation

DNS Domain Name Service

DSL Digital Subscriber Line

DSSS Direct Sequence Spread Spectrum

EAP Extensible Authentication Protocol

EAP-TLS Extensible Authentication Protocol — Tramsgp.ayer Security
ECSD Enhanced Circuit-Switched Data

157




EDGE Enhanced Data rates for Global Evolution
EGPRS Enhance General Packet Radio Service
ESS Extended Service Set

eTOM Enhanced Telecommunication Operation Map
ETSI European Telecommunications Standards Institut
FCC Federal Communications Commission

FHSS Frequency Hoping Spread Spectrum

GPRS General Packet Radio Service

GRX GPRS Roaming Exchange

GSM General System for Mobile communications
GUI Graphical User Interface

HCI Host Control Interface

HIPERLAN High Performance Radio Local Area Network
HIPERMAN High Performance Radio Metropolitan AreatiNork
HTTP Hyper Text Transfer Protocol

IBSS Independent Basic Service Set

IC Integrity Check

IEEE Institute of Electrical and Electronic Engiree
IM Instant Messaging

IMAP Internet Mail Access Protocol

10T Inter Operator Tariff

IP Internet Protocol

IPDR Internet Protocol Data Record

IR Infra-Red

IRC Internet Relay Chat

ISDN Integrated Services Digital Network

ISM Industrial Scientific and Medical radio bands
ISO International Standards Organisation

ISP Internet Service Provider

ISP Internet Service Provider

vV Initialization Vector

JVM JAVA Virtual Machine
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L2CAP

Logical Link Control and Adaptation Protocol

LAN Local Area Networks

LAPD Link Access Procedure D-Channel

LAWN Local Area Wireless Network

LEAP Lightweight Extensible Authentication Protocol
LLC Logical Link Control

MAC Medium Access Control

MD4 Message Digest 4

MM Mobility Management

MS Mobile Station

MSC Mobile Switching Center

MS-CHAP Microsoft Challenge Handshake Authenticafyotocol
MTA Message Transfer Agents

MTP Message Transfer Part

NAT Network Address Translation

NIC Network Interface Card

NIST National Institute of Standards and Technology
OFDM Orthogonal Frequency Division Multiplexing
(O Operating System

OSA Open System Authentication

oSl Open System Interconnect

PAL Public Access Location

PAN Personal Area Networks

PAP Password Authentication Protocol

PC Personal Computer

PDA Personal Digital Assistants

PDA Personal Digital Assistants

PHY Physical Layer

PMP Paris Metro Pricing

PPP Point-to-Point Protocol

QoS Quiality of Service

RADIUS Remote Access Dial In User Service
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RF Radio Frequency

ROI Return On Investment

RR Radio Resource

SDP Service Discovery Protocol

SIM Subscriber Identity Module

SKA Shared Key Authentication

SKID Secret Key Identification Protocol

SLA Service Level Agreement

SMS Short Message Service

SPAP Shiva Password Authentication Protocol
SPAP NT-RAS SPAP NT Remote Access Server

SS7 Signalling System 7

SSID Service Set Identifier

TACACS Terminal Access Controller Access Controstsyn
TADIG Transferred Account Data Interchange Group
TAP Transferred Account Procedure

TCP Transmission Control Protocol

TCP/IP Transmission Control Protocol/Internet Pcoto
TKIP Temporal Key Integrity Protocol

TMF Telecommunication Management Forum
TTP Trusted Third Party

UAM Universal Access Method

UML Universal Modelling Language

UMTS Universal Mobile Telecommunications Services
UPNP Universal Plug and Play

URI Uniform Resource Identifier

URL Universal Resource Location

UTRAN UMTS Terrestrial Radio Access Network
UuwB Ultra Wideband

VolP Voice over Internet Protocol

VPN Virtual Private Networks

WAP Wireless Application Protocol
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WEP Wired Equivalent Privacy

WIBRO Wireless Broadband

WiFi Wireless Fidelity

WIMAX Worldwide Interoperability for Microwave Acss
WISP Wireless Internet Service Provider

WISP Wireless Internet Service provider

WLAN Wireless Local Area Network

WLANAS WLAN Accounting and Settlement

WORA Write Once Run Anywhere

WPA WiFi Protected Access

WPAN Wireless Personal Area Networks

WPA-PSK WiFi Protected Access using Pre-Shared Keys
WRAP Wireless Robust Authentication Protocol
WUSB Wireless Universal Serial Bus

XML eXtensible Mark-up Language

XSD Xml Schema Definition
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Appendix A: SEHS PC configuration

The steps to configure routing between 2 NIC in Widows XP Professional:

* D:\Documents and Settings\Mamello>route print

o0 To print the current routing tablError! Reference source not found.

B C:AWINDOWS\system32\emd.exe N [=] 53

M8 TCP Loophack interface
Intel<R> PRO-18@ UE Metwork Connection — Packet Scheduler Miniport
Realtek RIL813%? Family PCI Fast Ethernet NIC — Packet Scheduler Miniport

Active Routes
MNetwork Destination Netmas Gateway Interface
8.6.8.8 a a.8 146.231.128.1 146.231.123.12
]

127.8.8.8 255.8.8.8 127. 127.8.8.1
146.231.128. 255.255.248.8 146.231.12 146.231.123.12
146.231.123.12 255 127.8 127.8.8
146.231.255.255 146.231.12 146.231.123.
24.8.8.8 248. . 146.231.12 146.231.123.12
255.255.255.255 146.231.123.12 146.231.123.12
255.255.255.255 255.255.255.255 146.231.123.12
Default Gateway: 146.231.128.1

Persistent Routes
None

D:“Documents and Settings“Mamello>

FIGURE A-1 ROUTING TABLE BEFORE2" NIC

* D:\Documents and Settings\Mamello>route print
o The route table after enabling th&’NIC Error! Reference source not

found.

B8 C:\WINDOWS\system32\cmd.exe N [=] 53

“Documents and Settings“Mamello>route print

Interface List
M8 TCP Loophack interface
Intel<R> PRO-18@ UE Metwork Connection — Packet Scheduler Miniport

-BB cB df 88 2o 8% Realtek RIL813%? Family PCI Fast Ethernet NIC — Packet Scheduler Miniport

Active Routes

Network Destination

127.8.8 255.8.8.
146.231 12 255 .255.248.08
146.231.123.12 255 _255_255 255
146.231.255.255 255.255.255.255
19 6 255.255.255.8
255.255.255.255
255.255.25 55

R A

] 248.8.6.8
255.255.255.255 255.255.255.255
255.255.255.255 255.255.255.255
Default Gateway 192.168.8.188

Persistent Routes
None

D:~“Documents and Settings“Mamello>

Gateway Interface

146.231.128.1
- - 13?

192.168.8
146.231.123.12

192.168.8.19808
146.231.123.12

192.168.8.188

146.231.123.12
192.168.0.180
127.8.8.1
146.231.123.12
127.8.8.1
146.231.123.12
192.168.8.188
127 a.1
192.168 1868
146.231.123 .12
192.168.08.1080
146.231.123.12
192.168.8.188

FIGURE A-2 ROUTING TABLE AFTER2'® NIC
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* D:\Documents and Settings\Mamello>route deletedD@O.
0 To delete the 2 conflicting default routes
* D:\Documents and Settings\Mamello>route add 0.0.MASK 0.0.0.0
146.231.120.1
o0 To restore the default gateway to the initial LAMNerface Error!

Reference source not found.

B C:AWINDOWS\system32iemd.exe N [=1E3
D:“Documents and Settings“Mamello>route delete B.A.8.8

D:~Documents and Settings>Mamello>route add B.8.8.8 MASK B.8.8.8 146.231.128.1
“Documents and SettingssMamelloXroute p

Interface List
M8 TCP Loopback interface
Intel<R> PRO-18@ UE Metwork Connection — Packet Scheduler Miniport

B8 c@ df B8 26 A5 Realtek RTL8B13? Family PCI Fast Ethernet NIC — Packet Scheduler Miniport

Active Routes
Metwork Destination Hetmask Gateway Interface
8.6.8.8 8.68.8.8 146.231.128.1 146.231.123.12

14 - ] 255 a a.1

6.231.12
146.231.123.12
146.231.255.255
192.168.8.8
192.168.8.1988
192.168.8.255
224.8.08.8
224.8.8.8
255,255 255 _255
255,255, 255,255

Default Gateway

255.255.248.8
255 _255 255255
255255255255
255.255.255.8
255.255.255.255
255.255.255.255
249.8.0.9
24A.0.08.08

255 255 255255
255255 255,255
146.231.128.1

127.8.
146.231.123.12

127.8.8.1
146.231.123.12
192.168.08.1680

127.8.8.1
192.168.0.100
146.231.123.12
192.168._08.10808
146.231.123 .12
192.168.8.180

Persistent Routes
None

D:“Documents and Settings“Mamello>

FIGURE A-3 ROUTING TABLE AFTER CONFIGURATION
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Appendix B: Example service elements

X se htt pGat eKeeper

Description this service module extends tkese _htt p module to provide
AAA enabled HTTP service i.e. authenticated acteslse Internet.

Usage Scenario

0 a request X_reqg_httpGat eKeeper) is received from the

X_engi ne

the service module determines if the client haslzeghenticated

If the client device has not been authenticateds redirected to the
login page

If the client device has been authenticated, thesic® module
determines the URI of the requested resource fieenréquest and
fetches the resource. It handles both local ressurand remote
resources, in which case it provides web proxyumgfionality.

a response x(res_http) is constructed from the information
fetched from the internet

the response is send back to the request device

At the end of the service usage (when user logsausage report is

displayed on the client device.

Object Diagram
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x_req_http

T

x_req_httpGateKeeper|

x_res_httpGateKeeper,
+setUsageData()
+message()
+what_to_do()
x_se_httpGateKeeper +action()
+client_id()
+acceptRequest() *get_se_name()
+executeService() +toString()
+disconnect() +getData()
+getResponse()
+description()
+get_response_name()
+get_request_name() X_res_http
+get_xsd_name()
+getUsage()
+configure()

+message()
+client_id()
+get_se_name()
+toString()
+isLoginReq()
+isLogoutReq()
+getUsername()
+getPassword()

FIGUREA-1 X_SE HTTPGATEKEEPER DATA OBJECTS

» Usage metrics

Table B-1x_se_ht t pGat eKeeper usage metrics

Category Usage attribute name| Data type Presence
Who clientlD String REQUIRED
Who clientlP String REQUIRED
When startTime Date/Time REQUIRED
When endTime Date/Time REQUIRED
What usageUnit String REQUIRED
What Quantity Integer REQUIRED
What requestCount Integer REQUIRED

» Usage Schema Definition
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<?Hml wersion 1.0" encoding = "UTF-87 2>
<achema xmlns Thttp: /S www. w3 org/ 2001/ XML 3 chewma™
targetNamespace = "http://www, ipdr.org/ namespaces/ ipdr™
¥mlns:ipdr = "http://www, ipdr . org/ hamespaces/ ipde™
wversion = "3.0-4.07
elementFormbefault = "gualified™
attributeFormbefault = "ungualified™:
<incelude schemalocation = "IPDRDoc3.0.xad™ >
< name = "olientID™ type="string™/ >
name = "olientIP™ type="string™/>
name = "atartTime™ tvpe = "dateTime™ />
name = "endTime™ type = "dateTime"/ />
name = Musagelnic™>
<aimpleTvpe:
<restriction hase=string™:>
<enumeration walue="timelecs"/>
<enumeration walue="timeMins"/>
<enumeration value="dataBEyteza"/ />
<enumeration walue="datakhz"/>
</restriction>
</gimpleType:
</ =
narme foguantity™ tvpe="int"/S >
name = "regquestCount®™ type="intt/s
< nawe = "X HTTP GATEKEEPER"™:
= =
< ha=ze = "ipdr:IPDRTvype™:>
<Sedquence:
< ref = "ipdr:clientID™ /=
< ref = "ipdr:clientIP"/ >
< ref = "ipdr:startTime™ />
< ref = "ipdr:endTime™/ >
< ref = "ipdr:usagelnitc™ >
</ gequencex
<f >
<f >
<f >
</ schemas

F L )

FL Y

LISTING B-1X_SE_HTTPGATEKEEPER SCHEMA DEFINITION

e Screenshots
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¥_se_httpGatek

FIGURE B-2 X_SE_HTTPGATEKEEPER MODULE SELECTION

FIGUREB-3X_SE_HTTPGATEKEEPER LOGIN PAGE
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Se

FIGURE B-4 X_SE_HTTPGATEKEEPER END OF SESSION PAGE

echo

Description:this module simply echoes the request back taltat device.

Usage scenario:

o ArequestX_req_echo) is received from thex_engi ne

0 The service module reads the request

0 The request data is send back to the client device.

Object Diagram

x_se_echo

+acceptRequest(in x_request)
+executeService()
+getResponse()
+description()
+get_response_name()
+get_request_name()
+get_xsd_name()
+getUsage()

+configure()

x_req_echo

x_res_echo

+message()
+client_id()
+get_se_name()
+toString()

+message()
+client_id()
+get_se_name()
+toString()
+getData()
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FIGUREB-5X_SE_ECHODATA OBJECTS

» Usage metrics

Table B-2x_se_echo usage metrics

Category Usage attribute name| Data type Presence
Who clientlP String REQUIRED
When startTime Date/Time REQUIRED
» Usage schema definition
<?xml wersion = "1.0" encoding = "UTF-S" 2>
<achema wmlns = "htotp:/Swww. w3 .orgf 2001/ XML 3chema™
targetamespace = "http://www, ipdr.org/ namwespacesy ipdr™
¥mlns:ipdr = "http:/ www. ipdr.orgf hamespaces s ipde™
wversion = "3.0-4.0%
elementFormbefault = "gqualified"™
attributeFormbefault = "ungqualified™:>
<include schemalocation = "IPDRDoc3.O0.xsd" =
< name = "olientIP™ type="string™S >
< name = "atartTime™ type = "dateTiwme"™ >
< name = "X ECHO":»
= =
< bhaze = "ipdr:IPDETvype™:>
<oequUencer
- ref = "ipdr:clientIP™/ >
- ref = "ipdr:startTime"™ >
</ 3equencex
< >
< >
< >
</ achemar

LISTING B-2 X_SE_ECHO SCHEMA DEFINITION FILE

e Screenshots
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Hobogel w10 (===

Configuration

—Setvice Elements

~Current Service Elerment
Service Element : ¥_se_echo

~Availahle Semvice Elements

¥_se_hitp ot
¥_5e_auth

L

Fefresh

Add

Femaove

L

FIGUREB-6 X_SE ECHOMODULE SELECTION

FIGUREB-7 X_SE _ECHO FOR AHTTP REQUEST

X se auth
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Description this service allows requests to be authenticatdg a specified

authentication protocol or method. This servicesdoet run as a stand alone
service but is rather used by other service elesnirit need to enforce client
device authentication before handling their recgie&h example of a service
that would utilize modules is the

element thex_se_auth

Xx_se_htt pGat eKeeper module.
Usage scenario:

o0 ArequestX_req_aut h) for authentication is received.

o0 The service element extracts the authenticatioderrgals from the
request object.

0 The service element authenticates the providedeat&ds using the
implemented method (e.g. simple database auth&nticaRADIUS
authentication)

0 A response X_res_auth) is constructed and returned to the
requesting element

Object Diagram

FIGUREB-8 X_SE_AUTHDATA OBJECTS

» Usage metrics

Table B-3x_se_aut h usage metrics

¥_se_auth
+acoaptRequestiin x_request) = x_req_auth
+exaculaSanics) X_res_au
+geiResponse|) -
+description() - *+message()
+gel_response_name) +message() +client_idy)
+gel_request_name|) ralient_idy) +gel_se name|)
+gat_xsd_name() +get_se_name()|  |+oString()
+getUsage|) +HoStringy) +usernamel)
+authenticate{in username, in password) +setResult]) +password()
Fauthenticate{in usesname, in password, In type)|  +authed() +setCredentials()

Category Usage attribute name| Data type Presence
Who ClientIP String REQUIRED
When StartTime Date/Time REQUIRED

» Usage schema definition
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<?Hml wersion 1.0 encoding = "UOTF-27 2>
<achewma Mmlns "http: S www. w3 L orgf 2001/ ML 3chema ™
targetMNamesnace = "http://wuw. ipdr.org/ namespacesy/ ipdre™
wmlns:ipdr = "http:/www. ipdr. orgf hatespaces/ ipde ™
wersion = "3.0-4.0%
elementFormbefault = "gqualified™
attributeFormbefault = "ungqualified™:
<include schewmalocation = "IPDRDoc3.0.xsd™ >
<z lement nawe = "olientIPT type=Ustringtds
<z lement nawe = "atartTine™ type = "dateTime™ >
<complexType name = " AUTH™:
<ocomplexContents>
<extension base = "ipdr:IPDRType™:
<SEquencer
<element ref = "ipdr:clientIP™/ >
<element ref "ipdr:startTime"/ >
</ Zequences
</extensions>
<foomplexContent>
<foomplexTypes
</ achemas

LISTING B-3 X_SE_AUTH SCHEMA DEFINITION

e Screenshots

FIGURE B-9X_SE_AUTH MODULE SELECTION
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Appendix C: A Web Browsing Transaction

Web browsing is facilitated by the HTTP protocoligfhsimply allows for formatting
and transmission of messages between web serversbramvsers. On the OSI
reference model, HTTP runs at the presentatiorr Jayetop of TCP at the transport
layer and IP at the network layer.

A typical web browsing transaction is depictedmor! Reference source not found.

1] NotAvalable]  MotAvalable] ARF Hegquest) Mot Avalable]  MNotAvalable)  NotAvalable)  NotAvalable) Mot Avalable
FP2 146231123, 1462311151 Mot Available] Mot Available theBoxictru....| semerrucus... 1169 53
F73146.231.1151]146.231.123...| Mot Available| Mot Available|serverrucus.r.| theBoxictriu.... 43 1169
T74| mMotAvailablel MotAvailable| ARP Request ®ot Available] Mot Awailable) Mot Awailablel Mot Available) Mot Available
Fr5|  MotAvailable| Mot Available ARP Reply| Mot Available| Mot Available) Mot Available] Mot Available] Mot Available
FPE[ 146231123 146.231.120....) Mot Available MotHTTP He...| theBoxictru... |[dilbertict.rua..| MotAvailablel MotAvailable
FI7 146231120,/ 146.231.123..|  Not Available| Not HTTP He...|dilbertictrua.. | theBoxictru..| MNotAvailable] Mot Available
TT8 146231123,/ 146.231.120....| Mot Available| Mot HTTP He...| theBoxictru...[dilbertictrua..| MNotAvailable] Mot Available
FrO 146.231.123..| 146.231.120....| Mot Available|GET i HTTPA .| theBoxictru... | dilbertict.rua..| MotAvailable] Mot Available |28
FEO0[ 146231120, 146.231.123...) Mot Available] HTTPM 1 30.. [ dilbertict.ru.a..| theBoxictiu...| MNotAvailablel MotAvailable
T8 146231123,/ 146.231.120....|  Not Available| Mot HTTP He...| theBoxictru...[dilbertictrua..| MNotAvailable] Mot Available
T82 146231123,/ 146.231.120....| Mot Available| GET fheader....| theBoxictru...[dilbertictrua..| MNotAvailable] Mot Available
T8I 146231120, 146.231.123. Mot Available] HTTP/M.1 20, | dilbertictrua. | theBoxictru..| NotAvailable) Mot Available| =3

AT

Y=Y

1 Packet Information |00 04 de 5c1e 01 0010[.0.]

=7 Ethernet Frame ildecd 231305004500 [#.E)
1 IPvd ‘oo 3darse 00008011 (=)
I UDF 277 7d 92 e7 7h 0c 92 o7 [w}.f.]

7301 0491 0035 0028 [5..5)]
Ao ca 04 9c 01 0000 01 [.....]
“|oo oo 0o 00 00 00 03 77
if77 77 0268 7302 72 75 pawis.ru]
‘o261 63027261 0000 [acza.]
doro0o1

FIGURE C-1 WEB BROWSING TRANSACTION

Sequence of events in web browsing
A user enters the URL in the web browgé&irror! Reference source not
found).

File Edit \Mjew Go  Bookmarks Tools  Help

@ O @ |Q hitbpe f v is.ru . ac, zaf

@ Google Search: packet s... " Q Java MIO Metworking For, .. ]Q The Servlet AP and NI, .. " antranet Journal: Inkran, .. l Q C

FIGURE C-2URL REQUEST IN A BROWSER

* In order to send the HTTP request to the right nme;hthe URL has to be

resolved into an IP address and this is done byglisgra DNS request to a
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DNS server (server.rucus.ru.ac.za) on port(BBor! Reference source not

found).

F7 il il fobdrlpprerterit Fef=Fremreei—ttoirritrire—ttrrrer——teisbraibakd feladofyenilab wailahle
T2 146231123 146.231.1151 Mot Availahle] Mot Availablel theBoxictru..| serverrucus.. . 11649 =
O] TR T T e e S il bl admlinahalad - Bl S L K} 1169
Trd4| MotAvailablel MotAwailablel ARP Request Mot Awailable] Mot Available] Mot Availablel Mot Awvailable) Mot Available
Tral Mot Availablel Mot Available ARF Reply| MotAvailable| Mot Availablel Mot Availablel Mot Awvailable] Mot Availahle
TYE 146231123 | 146.231.120....) Mot Available| Mot HTTP He...| theBoxictru... |dilbertictrua...| MNotAvailable] Mot Available
TP 1462311200 146.231.123.. Mot Available| Mot HTTP He...|dilbertictru.a.. | theBoxictr...| MNotAvailable] Mot Available
FFE 146231123 (146331120, Mot Available Mot HTTP He.. | theBowictru. [dilbertictria.| Motfvailable) Mot Available) |
FEO 146231123/ 146231120, Mot Available| GET FHTTPM .| theBoxictru... |dilbertictrua. | NotAvailable Mot Available |5
T80 146.231.1200..| 146,231,123, Mot Available] HTTPM.1 300 | dilbert.ictrua. | theBoxictru...| MNotAvailable] Mot Available
FE1 146231 123146231120, Mot Available| Mot HTTP He...| theBoxictru... |dilbertictrua...| MNotAvailable| Mot Available
7E2[146.231123. 146231120, Mot Available) GET theader...| theBoxictru.... dilhertictrua.| MNotAvailable] Mot Available
FB3|146.231.120..[146.231.123...| MNotAvailable] HTTPA .1 20, |dilbertictru.a. | theBoxictru..| MotAvailable) Mot Available| 7

3 Packet Information

3 Ethernet Frame

004 dcsc1ed1 0010
cod 2313080045001 .
03d af 86 00 0080 11 [=4..]

7 P FTd92ef Th0c92er [whi.]
e £ 9287 [wi.
= uop 301049100350029[5..48)]
cc8049c 01000001
0o00noo00ooo03 ...
FTTITO2B9730272F5 [ww.is.ru)
2616302736100 &) [acza.]
FIGURE C-3DNS REQUEST
» The DNS server (server.rucus.ru.ac.za) replies thighresolved IP address of
the web server host machifterror! Reference source not foupd.
£ Mot Avallable] Mot Avallable] AREF Heguest) NotAvallable]  NotAvalable)  MNotAvalable]  MotAvalable)  NotAealable
] I Y i 14F *31 1151 Bot Available Bot Available theBox ict o) ERvEr FUCL 1169 a3
773 1462311151 146231123, Mot Available] Mot Available|serverrucus.r.. theBoxict.ru... 53 1169
778 MOt Avallanle| ot Avanahle] ARP Request Mot Avalania] Mol Avalanle] ot Avalanie] Mol Avanaple] ol fvananie
775 Mot Availahle| Mot Available ARP Reply] MNotAvailablel Mot Available] Mot Available] Mot Available| Mot Available
FIGURE C-4DNS RESPONSE
* The next event is to resolve the IP address iMtCahardware address (MAC

address) using the Address Resolution Protocol (jAf?Pror! Reference

source not foungl. This is done by broadcasting an ARP request.€0eipt of

the ARP request, the owner of the requested IPeaddsends an ARP reply
that specifies the MAC address.

LR I o D I I o DO I o Y I e I | MULAVEIIER I MULAVEIERIE NESUEICLIW... SEIVETTULWS. .. [ k] jale)
TT3 146.231.115.1)146.231.123...| Mot Available] Mot Available|serverrucus.r.| theBoxictru.... 53 1169
774 Mot Available| kot Availablel ARF Request Mot Availablel Mot Available] Mot Available) Mot Availahle] Mot Availahle
775 Mot Availahle| Mot Available ARP Reply] Mot Available) MotAvailable] Mot Availahle| Mot Available] Mot Available
TTB[ 146231123 [146.231.120....] Mot Available| Mot HTTF He...| theBoxict.ru... [dilberictrua..|  MNotAvailable] Mot Available
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FIGURE C-5 ARP REQUESTRESPONSE

This is followed by a three-way handshake betwedre tclient
(thebox.ict.ru.ac.za) and the web server (dilbstrtu.ac.za)lError! Reference
source not foungl In the three-way handshake, the originator sen@&YN
packet to establish communication and synchroneguence numbers, the
destination host then sends a SYN/ACK which ackedgks the receipt of
the packet and synchronization of the sequence argnhastly the originator
sends and ACK packet to acknowledge the receipghefpacket from the

destination host.

g UL AV E UL AR E ARE R UL AYELER R ML AR E UL Al R UL AV UL AR E

TTE 146231123, 146.231.120....) Mot Available Mot HTTP He...| theBoxict.ru.... | dilbertictrua.. Mot Available)  MNot Available
FY7 146231120 146231123, Mot Availahle Mot HTTP He .| dilbertictru.a...| theBoxictru..| MotAvailable) Mot Available
TTB[ 146231123 146.231.120....| Mot Available| Mot HTTP He...| theBoxictru....|dilbertictrua..| Mot Available] Mot Available

Trd TA0 231123 146 231 120 ot Awalahle GET THT TP ... TEB ML, ONBErLICLria. | 190l fvanatle] ot Avallamne 2

FIGURE C-6 3-WAY HANDSHAKE

After the three-way handshake, the connection i®nthopen for
communication to commence and in this case thé¢ fpiagket send to the

destination is a HTTP GET request famww.is.ru.ac.za(Error! Reference

source not founyl.

778 146.931.123. 146.231.120. | MNotAvailable Mot HTTP He..| theBoxictru.dilbertictrua..)  NotAvailablel Mot Available

770(146.231.123..[146.231.120...] NotAvailable|GET fHTTPA..| theBoxictru.. [dilbertictrua..| MNotAvailable] Mot Available|5]
780146231120,/ 146231123, NotAvailablel HTTPM.1 30, dilbertictrua. | theBoxictru...| Mot Available Mot Available] |

781 146231123,/ 146.231.120....| NotAwailable Mot HTTP He...| theBoxict.ru... |dilbertictrua..| NotAvailable) Mot Available
T82 146231123,/ 146.231.120....| MNotAvailable GET sheader...| theBocict.ru... |dilbertictrua...| NotAwailable) Mot Available

FIGUREC-7THTTP REQUEST
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Appendix D: WISPs questionnaire

EVALUATING THE VIABILITY OF SMALL SCALE , EASILY DEPLOYABLE AND
EXTENSIBLE HOTSPOT MANAGEMENT SYSTEMS

[Questionnaire]

1. Would you be interested in setting up a hotspot? Yes | No
2. Do you have a computer network currently setwmoat premises Yes | No
If yes, have you got a connection to the internet Yes | No

3. What is your occupation (industry)? — Please tick

O Information Q Education O Food (Restaurants,
Technology etc)

O Entertainment O Other, please specify

4. Please rate your level of computer expertise stade of 1 — able to use basic applications,

5 — confident and able to configure a computerus®lsystem ap@ti@ @ @ @

5. What level of security (privacy, confidentialityata integrity) do you think needs to be
implemented on a hotspot (1 — Low, 5 — High) @ @ @ @ @

6. How important for you is the ability to roam begwmewireless hotspots. (1 — not important,

5 — very important) @ @ @ @ @

Description Roaming is the ability to have a vendor-custonedationship with one hotspot
provider but to be able to use other hotspotsusing single authentication credentials and
getting billed on one account. WiFi roaming opesab@ the same principles as cellular
telephony roaming.

7. What is the approximate average number of cligretsyou handle per week

Q Less than 10 Q 20 Q 30
Q 50 O 75 Q More than 100

8. What operating system do you currently have rumoim your computers?
Windows *nix

9. Rate the following internet billing schemes orcals of most desirable to least desirable (1
— not desirable, 5 — very desirable).

1. Free internet access @ @ @ @ @
2. Flat rate billing @ @ @ @ @
OOOOG
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3. Usage based billing
4. Paris Metro Pricing (PMP) @ @ @ @ @

10. Bearing in mind the service provider’s interestg, profit making motive, and the user’s
interests e.qg. efficiency, security and qualitysefvice, Rate the following on the basis of
which scheme best represents both parties interesta/hich is reasonable and the most
likely scheme (1 — very unlikely, 5 — very likely).

5. Free internet access OIOIOIOIO)
6. Flat rate billing @ @ @ @ @
7. Usage based billing OIOIOIOIO)
8. Paris Metro Pricing (PMP) OIOIOIVIV)

Description:

» Free internet access is when access is providadrasbie or an added amenity to
another product or service. E.g. free internet s&gdth your cup of coffee, free
access at a waiting lounge for SAA passengers.

» Flat rate billing is when a flat charge is leviedy monthly, and then access to the
internet is unlimited for that period.

» Usage-based billing is when charging for interreeeas is based on some usage
metric e.g. the amount of time spent on the intethe amount of data downloaded
from the internet.

» Paris Metro Pricing is when the network servicdiigded into different classes
which are charged differently e.g. Class A = RASSIB = R60, Class C = R80. The
users then choose the service class they woulddikgerate in and they get billed
based on that choice. The catch though is thathieaper classes will invariably be
of less quality that more expensive classes maing/to congestion in those classes.

11. As a service provider, how essential would itdweyiou to have the flexibility to alter the

billing scheme implemented (1 — not essential V@ry essential). @ @ @ @ @

12.The two predominant ways of paying for networkvgss are; paying immediately i.e.
cash or a coupon, and paying on account i.e. gdiilted at the end of the month. As a
provider how would you wish to charge for interaetess (1 - pay immediately, 3 — do not

mind either, 5 - pay on account).
OO®

13.The need for the wireless access dodrs Outdoors
14. Potential interference from closeby access points Yes No
15. The approximate physical coverage
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Appendix E: PAL users gquestionnaire

EVALUATING THE VIABILITY OF SMALL SCALE , EASILY DEPLOYABLE AND
EXTENSIBLE HOTSPOT MANAGEMENT SYSTEMS

[ Questionnaire ]

1. Have you ever used a wireless hotspot? (Pleade tire right answer) Yes | No
2. Do you own a laptop or a personal digital asst8tan Yes | No
If yes, is it enabled to use wireless networks Yes | No

3. What is your occupation (industry)? — Please tick

Information Education Health
O Technology O Q And Medical

O Entertainment Q Other, please specify

4. Please rate your level of computer literacy onadesof 1 — able to use basic applications, 5

— confident and able to configure a computer amdsystem appl@)n@ @ @ @

5. What level of security (privacy, confidentialityata integrity) do you think needs to be

implemented on a hotspot (1 — Low, 5 — High) @ @ @ @ @
6. How important for you is the ability to roam beswewireless hotspots. (1 — not important,

5 — very important) @ @ @ @ @

Description Roaming is the ability to have a vendor-custonedaitionship with one hotspot
provider but to be able to use other hotspotsusing single authentication credentials and
getting billed on one account. WiFi roaming opesate the same principles as cellular
telephony roaming.

7. What is the approximate average number of howtsyibu spend on the internet per week
(i.e. web browsing, IRCing, logged on to remotevees, etc)

O Less than 1 hour O 5 hours O 10 hours
O 20 hours Q 30 hours Q More than 40 hours

8. How intrusive do you find pop-up adverts duringwvi@owsing i.e. do you mind pop-up
adverts when you are browsing the internet? (1 sofAltely do not want pop-up adverts, 5 —

do not mind the adverts)
OOOOE

178



9. Please tick your top three uses of the interiet. ljighest usage, 3 — least usage)

Q E-mailing O Online radio broadcasts
O Web Browsing Q Instant Messaging

Q File transfer O Internet telephony

O Online gaming O Electronic Commerce
O Connecting to company network

Downloading music

O

10. How much would you be willing to pay for highenfigmance guarantees on a hotspot?
(1 — not willing to pay, 5 — willing to pay) @ @ @ @

11. Rate the following internet billing schemes orcals of most desirable to least desirable
(1 — not desirable, 5 — very desirable).

©

9. Free internet access

10. Flat rate billing

OOOG
OOOO
11. Usage based billing @ @ @
12. Paris Metro Pricing (PMP) @ @ @ @ @

12.Bearing in mind the service provider’s interestg, profit making motive, and the user’s
interests e.qg. efficiency, security and qualitysefvice, Rate the following on the basis of
which scheme best represents both parties interesta/hich is reasonable and the most
likely scheme (1 — very unlikely, 5 — very likely).

13. Free internet access OIOIOIVIO)
14. Flat rate billing @ @ @ @ @
15. Usage based billing OIOIOIOIO)
16. Paris Metro Pricing (PMP) OIOIOIVIO

Description:

» Free internet access is when access is providadrasbie or an added amenity to
another product or service. E.g. free internet s&gdth your cup of coffee, free
access at a waiting lounge for SAA passengers.

» Flat rate billing is when a flat charge is leviedy monthly, and then access to the
internet is unlimited for that period.

OOV
HOO
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» Usage-based billing is when charging for interreeieas is based on some usage
metric e.g. the amount of time spent on the intetthe amount of data downloaded
from the internet.

» Paris Metro Pricing is when the network servicdiigded into different classes
which are charged differently e.g. Class A = RASSIB = R60, Class C = R80. The
users then choose the service class they woulddikeerate in and they get billed
based on that choice. The catch though is thathbaper classes will invariably be
of less quality that more expensive classes mainé/to congestion in those classes.

13. As a service provider, how essential would itdweyiou to have the flexibility to alter the

billing scheme implemented (1 — not essential Very essential). @ @ @ @ @

14. The two predominant ways of paying for networkvgas are; paying immediately i.e.
cash or a coupon, and paying on account i.e. gdiifited at the end of the month. As a user
how would you wish to pay for internet access ay immediately, 3 — do not mind either, 5

- pay on account).
OOG
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