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Abstract 

Although there are several Software Development kits and Application Programming Inter­

facess for client-side location-based services development. they mo::;tly involve the creation 

of self-referencing location-based services. Self-referencing location-based services include 

services such as geocoding. reverse geocoding. route management and navigation which fo­

cus on satisfying the location-based requirements of a single mobile device. There is a lack 

of open-source Soft\Yare Development Kits for t he development of client-side location-based 

services that are cross-referencing. Cross-referencing location-based services are designed 

for the sharing of location information amongst different entities on a given network. T his 

project was undertaken to assemble. through incremental prototyping. a client-side J ava 

~ licro Edition location-based services Software Development Kit and a l\ lobicents location 

server to aid mobile network operators and developers alike in the quick creation of the 

transport and privacy protection of cross-referencing location-based applications on Se::;sion 

Init iation Protocol bearer networks. The privacy of the location information is protected 

using geolocation policies. Developers do not need to have an understanding of Session Ini­

tiation Protocol eYent signaling specifications or of t he X:\1L Configuration Access Protocol 

to use t he tools that we put together. The developed tools are later consolidated using two 

sa,mpk applications, t he friend-finder and child-t racker scrvicr.s. Developer gnidclinr.s ar<' 

also provided. to aid in using the provided tools. 
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Chapter 1 

Introduction 

The rapid increase in the number of smart mobile communication devices as well as the 

~rowth of mobile broadband services have kd to an increase in t he data traffi c that is nsed 

on mobile operator 's networks [5]. This growing bandwidth consumption has resulted in 

consumer-dri,·en market-; where :\Iohile I\et\York Operators (:t\11\0 ss) no longer enjoy the 

benefits of the delivery of voice-centred services [7~ . T here is growing pressure for :.\ INOss 

to aggressively and quick!~· provide rich and innovative consumer services. T hese new 

services may be a combination of multiple media and data such as voice, video. presence 

and location . 

.t\lNOss already have at their disposal Service Delivery Platforms and Service Creation 

Environments (SDPs and SCEs) to quick!~· and efficiently create, deploy and control per­

sonalised network-based multimedia services [7. 41]. One of t he growing dimensions of 

multimedia services is location. Recent trends have indicated t hat both the user base and 

revenue of the location-based servic£>c.:; (LBSs) market are expected to grow considerably in 

the near fut ure as di:->cussed in section 1. 1.2. The rapid growth of LI3Ss can most likely be 

attrilmtcd to the incrcn:->iug prcscucc of affordable cffideut ha.nhnne (~uch as GPS-cnablcd 

phones) and software to deliver these sen ·ices cost-effectively and at acceptable privacy 

protection levels. 

Eventhough LBSss are still not a significant generator of rt>vE'nue for many I--L\Oss. this 

project was designed to put together a client-side Java l\Iicro Edition Location-Based Ser­

vices Development Kit (DIE LBSs SDK) and a :\Iobicents LBSs server to aid "\ INOss and 

developers alike in the quick creation of cross-referencing LBSs applicat ions. The empha­

sis in cross-referencing LBSs is on the sharing of location information amongst different 

1 
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LBS~ entities on a given network. Thi~ chapter give~ the main rea~ons for undertaking 

t his research , the scope. the problem statement and the goals that we aimed to fulfill upon 

completion. The chapter concludes \Yit h a brief presentation of the layout of the rest of 

the t hesis. 

1.1 R esearch Motivation 

1.1.1 The Importance of the Fast D evelopment and D eployment 

of Services 

To meet the growing demand for rich mult imecl.ia services, :.. Il\O~s must form new strategic 

partnerships with key technology and development organisations [5. 7]. T hey should also 

expose network-side Application Programming Interfaces (APis) for quick service creation 

and management. A good example of t his is Verizon which started providing APis for 

location and mes~aging services in September 2011 [81. 19]. 

In addition to the SCEs. l\lNOss may also neecl. to provide client-side Service Development 

Kits (SDKs) for putting together client-based mobile device applications. These SDKs may 

aid developers in quickly developing and deploying client-based solutions to communicate 

with the services provided on t he network in similar fashion to the Verizon 1\avBuilderinside 

(l\IBI) SDK discussed in [19]. 

1.1.2 Location-Based Services Growth and D evelopment 

Recently. trends have indicated that LBSs adoption and development are on the increase 

and will be even more widespread in t he near future. According to Juniper Research . 

global market revenues for LBSs are expected to exceed $12 billion hy 2014 [1 7]. The total 

user base of consumer LBSs is predicted to reach 1.4 billion by 2014. according to Gartner 

[50]. Gartner also named LBSs applications as one of the top ten consumer applicat ions to 

watch for in 2012. On top of these predictions, smart phone LBSs applications and games 

such as Foun;quare. Go,Yalla. Facebook and Coogle places. have all grown considera bly in 

the pm;t two years. 

It is evident t hat :.. IT\O::;s could benefit t.rcmeutlously from focusing more on the LBSs 

market. This opinion is based on the expected incre~se in the revenue and usage of LBSs 
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in t he ncar future. The main motivation behind this research project is tha.t ~lKOs need 

to haYe facilities to create a.nd deliver LBSs applications quickly and efficient ly. T hese 

facilities should be basic and reusable so that they may easily be integrated into mult inwdia 

applications. 

1.2 Scope 

--1. Provide Location----- -- -- -

·2. Get Location- Related Services -- - -

Target and LC Service Provider 

Figure 1.1: Self-referencing location-based services. adapted from [26] 

1.2.1 Se lf- and Cross-R eferencing Location-Based Services 

In the context of LBSs. client entities that generate location information are known as 

Targets while those that consume this information are known as Location Recipients or 

Clients (LCs) [66]. These two terms (i.e. Targets and LCs) are used extensively in this 

thesis to distinguish bet.,veen these different LBSs client entities. 

LESs can be categorised as either self- or cross-referencing as discussed in [26]. T he em­

phasis of self-referencing services is on satisfying t he location information needs of single 

client entities mostly by querying network-based content and mapping providers. This is 

depicted in Figure 1.1. In self-referencing LBSs. the LC and Target entit ies are co-located 

at the same client terminal Au example of such an LBSs is au application t hat allows a 

user to find shops in dose proximity. 

Cross-referencing LBSs allow different client terminals (i.e Targets and LCs) to share lo­

cation information with each other on a network. This is depicted in Figure 1.2. A Child 

Tracking service that allows parents to locate their absent children is a good <>xample of a. 

cross-referencing service. 
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Our scope is limited to ~ddressing the communication needs of cross-referencing LBSs . 

~ 'ro'"' '-o<oNoo 

.•. / 
/ 

/ Location Client A 
2. Provide Information/ Service Related to Target's Location 

/./ 

Target service Provider 

2. Provide Information/Service Related to Target's Location 

Location Client B 

Figure 1.2: Cross-referencing LBSs, adapted from [26] 

1.2.2 The Mobicents Service Creation Environment 

The \\·ork presented in this thesis is part of a bigger research effort to set up a fully­

functional Next Generation N'et works(NGI\'s) testbed at. Rhodes UniYersity. The testbed 

runs on the open-source J a.Ya-ba.sed :\lobicents SCE by Redha.t. For this reason. the work 

performed as part of our project was undertaken using ?-.Iobicents as t he SCE. 

:t>. lohicents is designed around the idea of abstract ing complexities of basic services such as 

presence and call-cont rol by organising them into reusa.ble Service Building Blocks (SBBs) 

or enablers [54]. For instance. to provide a quick and innovative service. a developer might 

use a presence SBB and a call-control SBB \vit hout. getting caught up in the complexities 

of any of these SBBs. The ne\Y service's SBBs can then. in turn. he combined with other 

SBBs to build new sen·ices. This approach offers t he opportunit~· to reduce drasticall~· the 

time and effort needed during sctTice neation and. deployment. T lw aspec-ts of :\Iohicents 
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that are important in unden;tnnding the contents of this thesis are discussed in Chapter 3. 

1.2.3 Java M icro Edition 

Work on t his research project st arted at the beginning of 2009. At t he t ime. around 

eighty percent of all mobile handsets shipped supported the mobile Java 2 Platform. i\licro 

Edition ( J2).IE) [9]. It was the most popular development and run-time environment 

a<Toss the different mobil<' pla.tforms <twtilahk <\t t h<' tinw. In add ition to this. it JH'OYi(k s 

good support for the composition of LBSs. Hypertext Transfer Protocol (HTTP) and 

Session Init iation Protocol (SIP) applications. through its libraries. \Vc recognise that 

newer mobile platforms such as Android and iPhoue Operating System (iOS) have gained 

a lot of popularity in recent :vca.n; [18]. However . t he iOS plat form is YCIH.lor-specilic and 

we had made a commitment to J . IE before Android got popular on many devices during 

2010 and 20ll . 

1.3 Problem Statement 

t-. Iobicents provides SBBs for media signalling. registration. proxy. presence and call control. 

:..Iobicents does not provide any facili ties for the development t ransmission and manage­

ment of LBSs. A t-. Iobicents location server composed of SBBs to manage the private 

communication of location information could easily be used to support the location needs 

of Targets and LCs and those of other multimedia services . 

A second problem is that there are several SDKs and APis for client-side LBSs development 

such as the Garmin LBSs toolkit : the Nutiteq t-. Iapping SDK: Navteq APis and SDKs (e.g. 

DeCarta) : and the ArcWeb J2;\IE mobile toolkit.. T hese toolkits are mainly focused on 

t he creation of self- referencing services such as geocoding and reverse geocoding: creating 

and downloading map images: route management and navigation. Others like the Verizon 

~avBuilderlnside SDK are t-. I ;os-specific. So. there is a lack of open-source SDKs for the 

deYelopment of client-side LBSs that are cross-referencing. 
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1.4 Goals for the T hesis 

This thesis seeks to adrlress the problems mentioned in t he preceding section through the 

attainment of t he following goals: 

1. Putting together a :..Iohicents location sen· ice (composed of SBBs) that can he used 

for the sharing of cross-referencing LBSs infor mat ion amongst different client entities. 

This \Yould allow Target entitirs to publish t heir location information and for LCs to 

subscribe to it. The SBBs that make up the location server ::;hould he reusable and 

extensible to support the quick creation of location-aware multimedia services. 

2. Building a Jt\IE LBSs SDK for the quick development of client-side cros::;-referencing 

LBSs application::;. The SDK will be used to develop Target and LC applications 

that share location information u::;ing the .). lobicents location server. 

3. LCs may be applications running on the mobile phones of close friends. family mem­

bers or servers of marketing and government organisations. Therefore, Targets should 

be able to control which LCs sec their location information and how it is ::;hared 

amongst those LCs. T he third goal involves putting together facilit ies to ensure the 

privacy of t he sensitive information shared by the Targets. 
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Specific LBS 

Implementation of 
service-specific 
requirements. 

The JME LBS SDK and 
Location-based SBBs 

Implementation of relatively 
common and known requirements of 

LBS such as location information 
transport and privacy protection. 

7 

Complete LBS 
developed w ith 

Toolkit 

Figure 1.3: An overview of t he envisaged location-based services toolkit 

Figure 1.3 shows a picture of the goals of the envisaged client-side Jl\lE LBSs SDK and 

l\lobicents SBBs for the quick creation of LBSs. Common LBSs transport and privacv 

requirements will be implemented as part of the client-side Jl\IE LBSs SDK and ?\ lohicents 

SBBs. This will allow developers to focus on the core requirements of their cross-referencing 

LBSs. shortening development t ime in t he process. 

1. 5 Metho dology 

The development approach used in this research project is incremental prot.otyping. T he 

building blocks for t he J.l\ IE LBSs SDK and the ).Iobiceuts location service \Vere designed 

and implemented incrementally. They \\·ere later integrated into a complete s~rstem. 

First l~r. priority \vas giYen to developing t he t ransport facilities of the J~IE LBSs SDK and 

on ensur ing that these facilities \vork \vel! \Vith a l\ Iobicents location server. Secondly. the 

priva.c~r facilit ies on both l\Iobice11ts and the J l\IE LBSs SDK were put together. Las tly. 
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the .L\lE LBSs SDK was improved by providing interfaces and abstract classes to aid in 

the creation of different LBSs entities. 

1. 6 Thesis Layout 

The remaining chapters of this thesis are organised as follows: 

Chapt<'r 2 introdn('es the diffN<'nt LDSs components and dassifi C"ation scheme's and dis­

cusses previous work and concepts relevant to understanding the contents of t his thesis. 

Approaches to LBSs transport and privacy are discussed. A commitment to pro\·iding 

server-side SBBs and a client-side SDK to support cross-referencing LBSs using SIP event 

signalling system is made. Fina lly. t he usage of geolocation policies to ensure t he privacy 

of the location information is defended. 

Chapter 3 discusses aspects of t he two environnwnts. !\Iobicents and J:..IE. that are needed 

to understcllld the work undertaken in our project. Firstly. important l\Iohicents SCE 

components such as SBBs are discussed. An introduction of .J~IE components such as the 

location and SIP libraries then follows. The end of the chapter discusses the components 

that needed to be put together using the two environments to achieve the goals of t he 

project. 

Chapter 4 begins with a descript ion of t he Jr..IE LBS::; SDK prototype and t.hc' uwdifica­

tion of the l\lobicents P resence Service (:\IPS) such that it supports location information 

signalling. The focus here is on enabling the transport of t he location information between 

Tari!;cts, the modified :..IPS and LC's. The .JME LDSs SDK prototype facilities that snpport 

the development of the location transport of LBSs arc exposed to developers as part of one 

class. The chapter narro\\'s the transport of the location information to only a fe\\' geodetic 

shapes and ciYic location levels. 

The focus of Chapter 5 is on putting together Jl\IE LBSs SDK prototype components to 

ensure the privacy of the location information transport facilities discussed in chapter 4. 

The first part of the cha{Jt('r discu::;::;es the addition of the geolocation policy apiJlication 

usage (appusage) to the l\lobiceuts X:..IL Document ~Ianagement Server (XDMS). The 

geolocation policy appusage enables the geolocation policy documents of Targets to be 

stored at the XD:.. IS. The second part focuses on the creation of JI\IE LBSs SDK proto­

type facilities to help in creating. modifying and deleting gcolocation policy documents at 

the XD:..IS. These facilities arc exposed as part of one interface to the developers. The 
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last part of the chapter focuses on enabling the use of the gC'olocation policy documents to 

privatdy share the location information of Targets. 

Chapter 6 consolidates the facilities of the Ji\IE LBSs SDK prototype put together in 

Chapters 4 Rnd 5 hy proYiding intprfaces a nd abstract classes to aid developers in using 

them. Interfaces and a.bstra.ct cla.-;scs to help in the creation of Target. LC and policy­

making entities using the D IE LBSs SDK prototype are discussed here. The chapter also 

discusses the de,·elopment of t he fr iend-finder and ehild-minder sen·ices which \\'ere used 

both to add new components to the prototype and to showcase its functionali ty. The 

clcn~lopmr.nt of the prototype is finall~· frO?:en in this c·hapter. 

Chapter 7 concludes the work done in this thesis by providing a brief discussion of the tools 

developed to meet the objectives stated in the introduction. The chapter also high lights 

the major cont ributions of the thesis. These contribut ions include client- and server-side 

tools that could be used by ).II\Os and developers alike to quickly create cross-referencing 

LBSs. Other tools aid developers in ensuring that the location information transmitted in 

LBSs is protected by using geolocation-policics. The chapter concludes by discur:;sing the 

limitations of the tools developed and recommending future work that could be conducted 

to further improve the research. 

Chapters 4, 5 and 6 focus on the building of the H-IE LBSs SDK and the modification of 

the !\IPS. Appendix A focnses on the services produced as part of the project and provides 

guidelines on how they could be set-up and used by developers. 
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Related Work 

In t his chapter we provide a discussion of the literature that is pertinent to the private 

transmission of LBSs information on SIP networks. Firstly. we discuss the general com­

ponents thaL make up an LBSs, looking at the important dassificaLion schemes used in 

categorising different LBSs. Se('oncll:v, we discuss the potential protocols that we ha,·c 

considered using to commnnicMe LBSs information between the network-side :.Iobicents 

LBSs SBBs and the client applications that are developed using the J:.IE LBSs SDK. YVc 

chose to use the SIP protocol for the transport of location information. Our discussion 

therefore focuses on the different architectures used in transmitting LBSs in SIP-based 

networks. Finall~r, we provi(k an on~rview of the different approadws to LI3Ss information 

privacy and focus particularly on geolocation policies. 

2.1 Location-Based Services Components and Classi­

fication 

2.1.1 Location-Based Services Components 

LBSs can be realised through se,·cn:tl architectures and produced a.ncl consumed through a 

plethora. of clcYices. ~lost. hm\·ever. arc comprised of the same key components. According 

to [75. 12]. tlwse components are mobile devices. a communications network. positioning 

components and data. and content providers. These are illustrated in Figure 2.1. 

In surveying work related to ours we are going to refer to some of these components to 

10 
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Ser v ice and Content Providers 

Mobile Devices 

~tionBased 
Service 

\__ / 
Positioning Technologies 

Figure 2.1: LBSs components. adapted from [12] 

11 

describe and analyse the different architectures related to om research. Looking at these 

components also provides us with a better insight into the organisation of our toolkit and 

SBBs. 

2.1.1.1 Mobile D evices 

The mobile devices in Figure 2.1 represent mobile phonC'<;. Personal Digital Assistants(PDAs) , 

laptops and pads used by t he end users to produce and consume LBSs. A mobile device 

may run soft"·are that may query location information from a service provider or other 

network ent ity. In such a case. the mobile device takes the role of an LC. Other software 

on a mobile device may also provide location information to he processed or used at a 

service provider or other network entity. In such a case the mobile device takes the role of 

a Target .. 
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2.1.1.2 Positioning Technologies 

T he positioning technologies shown in Figure 2.1 refer to t he hardware and software compo­

nents that are used in determining the location of the Targ<>ts. These technologies include 

sat ellite positioning (e.g Global Posit ioning System (GP S). Global Navigat ion Satellite Sys­

tem (GLOKASS)): cell tower poi'3itioning (such as that realised wit h the Ericsson ~Iobile 

Location API [11]): Radio Frequenc~· Identification (RFID): and nct\,wk-hased protocols 

such as thr. Dynamic: Host Configuration P rotocol(DHCP ). Loc:ntion ddcrmina.tion tech­

nologies are not the main focus of our work and we make an assumpt ion that the locat ion 

determination hardware and sofh..-are is cwailable at the Target. Our focus is on privately 

communicating t he location information with other network entities. 

2.1.1.3 Service and Content Providers 

LBSs are provided by sen·ice providers that are capable of answering requei'3ts about t he 

posit ion of Targets. T hese services include navigation and routing to points of interest , 

emergency handling and yellow pages. Cont ent proYiders own or lease content that can 

be used to develop more engaging applications [12]. Content distribution formats such 

as Geographical-Rich Site Summary (GeoRSS). Geographical-Ja\·<lScript Object otation 

(GeoJSOK) and Keyhole ~Iarkup Language (Kl\IL) are commonly used to communicate 

location-based information by content providers [12]. Our work focuses on allowing service 

providers and 1If\Oss to create. deploy and manage LBSs easily. Content and mapping 

provision services are outside t he scope of our work. 

2.1.1.4 Communications N etwork 

Last but not least , we come to the communications network which represents the hardv,rare 

and softv.:a.re used for carrying t.he communications messages between t he mobile devices 

an d the service and content providers. The carrier network on which a mobile device resides 

plays an important role in t he architecture used to communicate LBSs information to and 

from it . For our \YOrk, the focus is at the Open Systems Interconnection ( OSI) model's 

application layer level. \\.'c discuss only issues t hat are relevant at this level. 
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2.1.2 A Taxonomy of Location-Based Services 

The domain of LBSs is huge and we need a taxonomy for choosing the LBSs in which we 

are particular!:· interested. There are ctifferent classification schemes for LBSs and they 

may l.>c· used for cliffereut purposes. For example, [00] categorise' LI3Ss along functional 

lines such as naYigation . tracking and games. [6-l] discuss a scheme that classifies LBSs 

on whether they are device-oriented or person-oriented. For our purposes. however. we 

are interested in only four aspects of LBSs: push or pull: self- or cross-referencing: single­

or multi-Target and centralised or distrihuted. The descriptions and cliscussions of these 

categories follow helow. 

2.1.2.1 Push and Pull Location-Based Services 

Pull or reactiYe LBSs are based on t he LC making the initial request for a service [85]. 

The service provider proYides the LC with the requested information. An example of a 

pull-based LBSs b an emergency service that a user can invoke in an emergency situation. 

Push or proactive services. on the other hand. involve a service provider pushing location­

ba:secl information to a Target. This is usually perfonuC'u upon au occmTeuce of a predefinecl 

location event. For example. if a user enters a particular area of town. an advertisement 

could be pushed to them indicating discounts offered by stores in close proximity as dis­

cussed in [63]. 

In this project, we are interested in facilitating the development of applications that support 

both pull- and push-based LBSs. 

2.1.2.2 Self- and Cross-Referencing Location-Based Services 

The distinction between self- and cross-referencing LBSs was providecl in section 1.2.1. 

2.1.2.3 Single- and Multi-Target Location-Based Services 

[2G] differentiate between single- and multi-Target LBSs. In single-Target LBSs the focus 

is on a single Target ·s position in relation to static featu res in which the user at the target 

might be interested. A child-tracking application serves well in exemplifying such an LBSs. 

The focus in such a sen·ice is on one Target. t he child. 
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!\lult i-Target LBSs focus on mor~ than one Target at a time and. most-likely. tlw rela­

tionships between those Tctrgets as welL An example of a multi-Target LBSs is a fleet 

management service or a multi-user proximit~' sen·ice t hat allows us~rs to see others who 

are close to them. In our project we are iutcr<>sted in developing tools to facilitate the 

development of both single- and multi-Targ<'t LBSs. 

2.1.2.4 Centr a lised and Distributed Location-Based Services 

T he final classification scheme we are interested in differentiates between cent ralised and 

distributed (peer-to-peer) LBSs. Centralised LBSs are provided and managed by a cen­

tralised server. Peer-to-peer services. on the other lumd, are self-organising, which means 

t hat location data is exchanged directly between LCs and Targets without the need of cen­

tralised servers. In our project . the interest is only in centralh;ed LBSs since the i\Iobicents 

SCP is usually deployed on IP networks as a centralised signalling server. 

In the next section, we discuss candidate protocols and LBSs communication architectures. 

2.2 Candidat e Prot ocols and Location-Based Services 

Communication A rchitectures 

In the LBSs ' classification section. we indicated our interest in all categories of LBSs but 

self-referencing peer-to-peer ones. \Ve indicated in the introduction that one of our environ­

ments of implementation is t he !\Iobicents SCE. In this section. we focus on the candidate 

protocols and architectures t hat could be u~ed for communicating cross-referencing LBSs 

info rmation implemented u~ing the ~lobicents SCE. 

[58] identifies the important dimensions of location-based information as: 

• T he t ime the location was determined: 

• T he identity of the Target : 

• The location information itself; 

• Privacy protection and the repre~entation of uncertaint. '. if any exi~ts. 

The four application-len·! protocols that \\'C considered arc: 
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• T he HTTP-Enabled Location Delivery (HELD): 

• The Location-to-Sen·ice Translation Protocol (LoST): 

• T he X:\IL Instant ?\Icssagiug and Presence Protocol (X::-.IPP): 

• SIP with a Presence Information Document Format - Location 0 b jcct (PID F-LO) 

pa~rload . 

2.2 .1 HTTP-Enabled Location Delivery 

Standardised in the Internet Engineering Task Force Request For Comments (IETF RFC) 

5985. t he HELD protocol is used b:r the LCs without location determination technologies to 

query their location information from a Location Server (LS). The LS on an access network 

such as a LA!\ or WLAN contains the location of the network devices and computers. 

In t his project we make the simple assumption that a mobile device has the relevaut 

location determination technology. Therefore. we do not usc HELD as a communications 

protocol for our work. However. we recognise that HELD could play an important role in 

querying the location information of other Targets on the network [39]. HELD requests can 

be used in novel ways for cross-referencing LBSs that allow LCs to get location information 

of the Targets the~- are interested in. This approach. however. is out of the scope of this 

dissertation and may be considered as future work. 

2.2.2 The Location-to-Service Translation Protocol 

There are scenarios where an LC. given its current location. may need the location and 

contact information of particular sen·ice providers on the network. For instance. a user 

might be in an emergency and need to make a, call the nearest Public Service Ans\vering 

Point (PSAP ) as cksrril)('d in [ 3 ~ . A PSAP is a pnhlic service officr snc·h as a police or firr 

station or an ambulance service. Even in non-emergency situations. t he need might arise 

to call the closest product retailers [82]. The LoST is the IETF protocol used to perform 

these tasks [G8. 16]. 

LoST is particularl~r useful in emergency services proYision for PSAP discovery. Other uses 

of LoST. such as discovering the closest retailers arc self-referencing. As we mentioned 

earlier. self-referencing LBSs arr outside t he scope of our work. It therefore \vas not 

appropriate to continue considering this protocol. 
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2.2.3 The Extensible Markup Language Instant Messaging and 

Presence Protocol 

Another protocol we looked closely at "''a::; the X?\IPP. X:..IPP i::; ::;tandardbed by the Xl\1PP 

Standards Fmmdation and the IETF for purposes of pre::;ence, instant nws::;aging. and real­

t ime communication acro::;s the Internet [24] . 

The \\·hole architecture is based around the publish-sub::;cribc mechanism. T ho presence 

entity (prescntity) broadcasts their presence information. Presence watchers subscribe to 

the published information. The X:\IPP Extension Protocol-0080 (XEP-0080) is a specifica­

tion tailored specifically to location transmission [2{. The schema specified there t ransmits 

all of the three dimensions of LBSs conummications we mentioned earlier: time. identity 

and location. The SIP Communicator discu::;sed in (73] . implements a geolocation aware 

contact list that conforms to this Specification. 

An examination of the XEP-0080 SpPcific:ation exposes some shortcominp;s rep;ardinp; the 

t ime. identity and location that could be communicated: 

• For t he time dimension: the timestamp allows only for t he expression of the time 

when the location of the Target was detenniued. It does not allow for the expression 

of the period during which the location information is valid or for how long recipients 

arc allowed to retain it. 

• For the location informat ion: the Specification allows only for the expression of a pair 

of coordinates as the location of a Target (when expressed spatially). The accuracy 

field in t he specified schema expresses the horizontal inaccuracy in metres. There 

is no provi::;ion for the transmission of other two dimensional and three dimensional 

shapes. The human-readable location information (known in the LBSs context as 

civic location information) ha.':! levels ranging from country to room level. A single 

location can be expressed as a combination of civic and geodetic (spatial) formats. 

• In t erms of privacy. XEP-0080 proposes that a Target should not publish its actual 

location. Instead. the published location information masks t he actual location by 

introducing deliberate errors. The deliberate error for a given Target should be the 

same for all LCs to minimise t he likelihood of triangulation b~· potential attackers. 

In our opinion. this might be a limitation in implementing some LBSs Hs the Target 

might want to share the actual location information with some of the LCs. \Ye will 

discuss different privacy approaches in a later section. 
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2.2.4 Transmitting Location in Session Initiation Protocol-based 

Systems 

The IETF and its child body known as the Geolocation and PrivClcy Group (GEOPRJV) 

have put forward standards for location information transmission in SIP-based systems. 

The X:t\IL document used to encode presence information in such systems is known as t he 

Presence Information Document Format (PIDF) [14]. To include location. X:.\IL elements 

from namespac:es specified by the GEOPRIV are added to the PIDF document. The 

elements are collectively known as a Location Object. The abbreviation of the document 

then changes to PIDF-10. 

2.2.4.1 Advantages of Session Initiation Protocol-based Systems Over Exten­

sible Markup Language Instant Messaging and Presence Protocol from 

a Location Point of View 

TlH' PIDF-LO document provides fields to carry th<' three dimensions of locat.ion informa­

tion namely time, identity and location. B)' studying the schemas and comparing them 

with those of X:t\IPP location extensions. the following points may be noted: 

• For the time dimension: the PIDF-10 allows for not. only the time stamp of when 

the location information was determined. but also a means of expressing the time the 

recipients are allowed to retain it. or have access to it.. It is t herefore more expressive 

than the Xl\IPP alternative. 

• For location information: the Location Object of the PIDF-10 allows for more resolu­

tion tha.n the XEP-0080 Spe<.:ifit:ation for both t he geodetic and t:ivit: lot:a.tiou options. 

The geodetic option uses a special subset of Geographical !\Iarkup Language (G:.\IL) 

that allO\YS for the communication of not only simple coordinates, but also other 

two-dimensional and three-dimensional shapE's. uncertainty can be expressed with 

the Gl\IL Geoshape circle. 

• The PIDF-10 docunl<'nt schema has special fields for privacy related information. 

These allow for the indication of ho\v long an LC is allowed to retain the location 

informn,tion. AnothE'l" vahH' spf'rifit>s whether tht> recipients are allm\·f'd to rt>transmit 

it to other network entities or not. In addition. an IETF draft focuses on the private 
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di~tribution of a PIDF-LO docnment atuong~t different LC~ in term~ of the Target'::; 

geolocation policy. This \Yill be di~cu~l:led later in the privacy section 2.3.3.1. 

It is evident that. from a location point of vie\V. SIP-based ~tandards specify a more 

expressive and private format than t hose provided for Xl\IPP. 

2.2.5 Choice Of Protocol 

From the candidate protocols we have oiscussed. we have given reasons why \Ve did not 

select the HELD and LoST protocols. That leaves us with two candidate protocols for the 

transmission of LBSs information over the Internet, X:I'LPP and SIP. 

From the comparisons in the previous section. we have concluded that Xt-.IPP location ex­

tensions are both less expressive and less private then those specified for use in SIP-based 

systems. However. one can still argue that Xt-.IPP might have superior real-time signa lling 

capabilities and we can modify Xl\IPP location extensions to he a .. 'i expressiYe and as pri­

vate as those specified for SIP-based systems. In section 2.2.5.1, we provide a comparison 

between Xl\IPP and Sit-.IPLE from the im;tant messaging and real-time signalling pers­

pectives. Slt-.IPLE is the SIP-ba::;ed alternative to X:"\IPP for instant nw ·saging. real-time 

signalling and presence. 

2.2.5.1 A Comparison of Extensible Markup Language Inst ant Messaging and 

Presence Protocol and Session Initiation Protocol for Instant M essa­

ging and Presence Leveraging Extensions 

In this section we begin the comparison between X:"\IPP and Slt-.IPLE by highlighting the 

main advantages that Xl\IPP as a real-time and messaging protocol has over Sll\ IPLE 

(which is SIP based). The advantages are as given below: 

• X?\IPP is mostly X:"\IL-hased and it is more compact and lightweight than SniPLE. 

and as a result it is more ~calable. SI!\IPLE is based on SIP. Therefore mo~t infonna­

tion is com·eyed in t he headers and a larger mnnbE'r of specifications (RFCs) n<'ed to 

be implemented for SIP stack~ . X:"\IL document management and in~tant messaging 

s~·stems. This may be disadvantageou~ especially on mobile sy~tems which are low 

on re~ources [83] . 
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• X~IPP i~ more \Yidely adopted on the Internet than Sll\IPLE. One of the reason~ for 

thi~ i~ that X:..IPP "·as the initial instant mes~aging and presence protocol. SD.IPLE 

\\·a::; realised later to bring Xf\lPP-likc functiona li ty to SIP-ha::;ed sy~tcms [83]. X~IPP 

is more popular amongst web-based companies like Google while SL\lPLE b expected 

to gain more popularity amongst ~II\O~s and telecommunication vendor~ [27]. 

Next. \YC highlight the adYantages that SD.IPLE has on'r Xf\IPP \vith regards to our 

objectives. These advantages are: 

• Slf\IPLE is based on SIP. It is inherently closer and more easily integrated into a tele­

communications platform ~uch a::; !\lobicents than X}.IPP. SL IPLE applications may 

also inherit other SIP aspects such as authorisation. aut hentication and compr~sion 

(SigComp) [27, 83]. 

• Sl!\lPLE h~lli been ~elected a::; the main instant messaging protocol for the IP ~Iul ti­

media Subsy~tem (I.i\ IS) and it i~ predicted that many l\INOss arc going to opt for 

it over Xl\lPP [83 , 27]. 

The ad\·antages of SIP-bal:ied systems in the area of t ransmitting location and ensuring 

privacy are more pertinent to our objectives than the compRct lightweight environment 

prm·ickd by XMPP. Additionally, SIP-based location extensions offer more opportnnitiC's 

for integration into telecommunications applications. vVe chose to implement our LBSs 

components using SIP-based systems instead of X~IPP-based systems. 

2.2.6 A Discussion of Location-Based Information Transport Over 

Session Initiation Protocol Networks 

Having chosen SIP as the main protocol for t he purposes of transmitting location. we 

present the standards. a rchitectures and previous \Vork undertaken in this area. All the 

approaches discussed in this section t ransmit the location information as part of the PIDF­

LO document mentioned previously. \\·e provide a brief discussion of this document first. 

Thereafter, we discuss the c!ifferent approache~ to location transmis~ion. These approaches 

are grouped into three general categories: SIP location conYeyance: location information 

transmission reusing the presence C\·ent system or package; and location transmission using 

a presence-independent location eYent system or p1-1ckage. 
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2.2.6.1 The Presence Infor m ation Document Format with a Location Object 

Presence proYidcs '·real-time information regarding the willingness and ability of a presence 

ent-ity (presentity) to partic-ipate in commun-ications·· [3] . T he ::;ecnre tran::;port and com­

nmnicatiou of location data over the Internet is e::;sentially the same as that of pre::;ence 

[49]. Therefore presence documents (PIDF) are reused for the carriage of Location Objects 

(PIDF-LO). As explain<'d earlier. t he Location Object carrie::; thE> va.riou::; location as pects 

that a Target shares in civic or geodetic format [79]. 

The PIDF -LO document is a bettE>r and more expressive alternative as compared to th e 

Spatial Location (SLO) format. earl ier defined by the IETF and used in implementations in 

[o]. SLO docs not usc G ~IL and offers little rcsolut,ion for expressing locations. [44] defines 

a custom Generic Positioning Protocol (GPP) for location transport. G PP supports G::\IL 

for d ifferent p ositioning mechanisms but it has not been standardised , and PIDF-10 offers 

richer extensions . 

1\ext, we take a look at the different approaches to location information sharing in SIP 

networks. 

2.2.6.2 Simple Location Conveyance in Session Initiation Protocol Systems 

The approaches taken by [38 . 6. 52] propose the carrying PIDF-10 documents in SIP mes­

sages (i.e INVITE . OPTIONS. REFER. 'CPDATE. :\IESSAGE. SUBSCRIBE. P'CBLISH. 

REGISTER. BYE). A SIP request should contain a Geolocation header indicating that 

i t carries location information or a reference to it. The general scenario is depicted in 

Figure 2.2 . A SIP INVITE request is conveyed with the location information (PIDF-10). 

through intermediary servers to the LC. 200 OK SIP messages are sent in response as an 

acknowledgem ent of their a rrival. 

[6] also proposes location conveyance by means of SIP REGISTER requests. The approach 

used embeds SLO documents in t he body of SIP requests and helps Targets discover t heir 

location from the LS. [69] also propo::;es t he use of SIP REGISTER requests t o indicate a 

device's presence in a logical entity such as a conference room. 

From our observations . t he disadvantage::; of this approach are as listed bclO\Y: 

• T he Target initiat<'s communication t o the LC t hrough an intermediary server. This 

might be a. limitation for some cross-referencing LBSs such as friend finders where the 
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1. SIP INVITE With PIDF-LO 2. SIP INVITE With PIDF-LO 

Intermediary Server 

4. SIP 200 OK 3 . SIP 200 OK 

Target Location Client 

Figure 2.2: Location conveyance using SIP INVITE requests. adapted from [52] 

LC is required to pro-actively acquire the location of the Target . The SIP location 

conveyance approach provides no mechanism for LCs to initiate dialogues to Target 

to get their location information. 

• There is a general absence about the support of locatiorH.;haring privacy in these 

architrc:t.nn's apart from the ron tin~ privacy specified in [52]. 

Because of the aforementioned reasons. we stopped considering this approach to transmit 

LBSs information for our system. In the next section , we discuss an approach of transmit­

ting LBSs information in SIP presence systems which are based on a SIP event signalling 

system. 

2.2.6.3 Location-Based Session Initiation Protocol Presence Systems 

Some LBSs implementations in SIP-based systems t reat location as a special extension to 

presence information. This means that t hey communicate t he availability and willingness 

to communicate of a Target or presentity. [21. 22. 69. 72. 2] are some of the LBSs imple­

mentations based on the presence event package (SIP presence system) in SDPs such as 

L\IS. [48] propose the use of peer-to-peer presence agents that are enhanced v,;ith location. 

[2] implement a friend-locator protot.vpe using a location-enhanced presence sen·ice. The 

Ericsson [\IS-Innovation project in [10] also takes a similar approach. for an Android Il\IS 

client. 
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3: SUBSCRIBE: location + presence 

1: PUBUSH: location+ presence in PlDF·lO 

Presence Server 4 . SIP 200 OK 

2. SIP 200 OK 
5: Notify: PJOF•LO 

6 . SIP 200 OK 

Target 
Location Client 

Figure 2.3: Location transmbsion using the presence event package, adapted from [45] 

The general flow of messages in these implementations is as depicted in Figure 2.3. T he 

Target (which is also a. presentity in presence terms) publishes its location together with its 

presence information in a PIDF-LO document at step 1. The LC (which is also a presence 

watcher) s11bscribes to that information in step 3. The LC is t hen notified every time a 

new publication is mack by t h0 Target. to t h0 Presence S0rviC'c. For notifications from 

multiple Targets. the LC may subscribe to resource lists (such as a buddy list) instead of 

subscribing to individual Targets as discussed in [21]. 

Conveying location and presence in the same messages may be advantageous as explained 

in the following points: 

• LCs and the service providers readily have both types of data (presence and location) 

and do not need to maintain states of two separate event systems (packages) . T he 

combination of the two data types can lead to the development of more informative 

context-aware applications. This is well exemplifi ed in the veh icle t racking solution 

developed at Columbia University [72] and in the call-control example implemented 

in [86] . 

• Although no literat ure was found that foc uses on the bandwidth utility benefits deri­

ved from the combination of location and presence in one event system. it is apparent 

that combining presence and location might utilise less bandwidth t han if separate 

event system~ were \l~(~d . If prt'sencc awl location update.s and notification~ are 

performed at the samr time in the same SIP messages for the LC and Target. com-
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pnmt ivcly lc:;::; band\\"idt.h may be m;ec.l. Thi::; may be the case ,,·ith sending diH'creut 

updates and notifications from diffcrPnt location and presence event signalling sys­

tems as discussed in [39]. This assumption is based on the fact that the SIP header::; 

on the different mrssagrs '"ill lw associatrd with their m ·n owrhcad. and so using 

one SIP message instead of t\vo will be more band,vidth-thrifty. 

Combining pre1:>ence and location in a singlr evf:'nt package also has dh;advantages. as listed 

in the following points: 

• Some applications ma~· have different requirements for location and presence notifi­

cations. By design. presence is specified by picking values from a pre-defined list of 

alternatives. Location. on the other hand. can be taken from a range of contiguous 

values as spat ial or civic locationr:; . For location we may h;.we to specify \Yhat location 

changes are enough to warrant notifications [38]. For presencE> information , notifi­

cations may be performed after a certain presence element has changed to another. 

Conflicts may arise. especially in toolkit anc.l service creation em·iromnents where e1 

wide range of requirements need to be catered for. 

• SBBs and enablers are supposed to be basic: so t hat they can he easily and efficiently 

reused in puttiug together other service..'>. If presence and location are in one event pa­

ckage, t hen a service that requires only presence cannot have it without t he overhead 

of the location system. This may be disadvantageous. 

2.2 .6.4 Presence-Independent Session Initiation Protocol Location-Based Ser­

vices 

The Open ~Iobile Alliance (OJ\ IA), instead of reusing t he presence event package, specifies 

a whole new event package exclusively for location-based event signalling [37, 45] . Location 

events are carried within the PIDF-LO document, hut no presence information is included 

as explained in the previous section. The general flo"· of events is as described in section 

2.2.6.3. However. publications and subscript ions are made to a Location Server as depicted 

in Figure 2.4. [37] discur:;ses the work-in-progress of the implementation of this ap proach 

in the IJ\IS. 

[38] also implement a presencc•-indepeudent enabler. namely the I~IS Location Service 

(ILS) in the E\1S Service Layer. Any service that wants to request location within the 
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1: PUBLISH: locatton In PIOF~LO 

2. SIP 200 OK 

Target 

Location Inrormatoon Server' .. 

2-! 

3: S UBSCRIBE: location 

4. SIP 200 OK 

S; Notify; PJOF· LO( Iocation) 

6 . SIP 200 OK 

Location Client 

Figure 2.4: Location tram;rnission using the location event package. adapted from [45] 

IMS Scrvkc Layer can usc SIP SCBSCRII3E rcqucsb to the ILS. The ILS notifies the sub­

scribing applications with the information they hcn-e requested. This ILS enabler provides 

a.n opportunity for new value-added LBSs to be composed within the Il\IS. The prototype 

services used to test and realise the ILS are the Push-based Location Aware l\lessaging 

(LA).l ) and the Location-aware Push-to-talk (LaPoC) Services. 

2.2.6.5 Choosing a Location Transmission Approach and Architecture 

We have discussed in section 2.2.G.2 t hat the SIP location conveyance is mostly suitable 

for self-referencing LBSs. We have also given other reasons why we have not chosen that 

approach . That leaves us '"·ith either reusing the SIP presence system or using a separate 

SIP location event signalling system. At this point of the project. we refrained from 

making a choice behveen these t\',·o approaches. Since !\Iobicents provides a presence sen ·ice 

(!\IPS) . \Ve made a decision to implement a location system that reuses this UPS rather 

than putting together a presence-independent location ::;ystem from scnctch . In future, a 

separate ).tlobicents location service can easily be extracted from our end product. 

I3cforr we move on to lori"\t ion priva<:~·. we rl.iscnss location CYcnt notification filtcrin~. This 

is a mechanism that ma~· enhance SIP location event s~·stems to pro\·ide only the relevant 

information. Location event notification fil tering is critical in enabling push-based LBSs. 
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1: PUBLISH: ICJC;ltio n 

2. SIP 200 OK 

Target 

Location Information Server .. 
3: SUBSCRIBE: loeatioo 

4. SIP 200 OK 

5: Notiry: when a pre·derined locatlon event has occurred 

6. SIP 200 OK 

25 

Location Client 

Figure 2.5: The flow of events for location event notification fi ltering. adapted from [78] 

2.2.6.6 Location Event Notification Filtering 

In SIP event sy~;tcms, notifications arc made to the subscribers when the iufonnatiou 

subscribed to changes. Notifications are also made upon subscription and subseqnent 

subscription refresh requests (dbcussed in Chapter 4). According to [38, 78] not all location­

based systems can rely on this mcc:h<tnism as different applications might rcqnirr different 

location resolutions and may haYe critical timeo; for notification. [-18. 38. 63 , 25] propose a 

fi ltering solution that reduces the transmission of updates over the air in Cellular networks. 

This is done by specifying events that should warrant notifications. 

In SIP event systems, location event notification filtering provides the means for LCs to 

indicate the kind of location events they are particularly interested in. The general location 

fi lt<'riug scenario is depicted in Figure 2.5. Location filters arc conveyed as X:\IL documents 

vvithin SIP SuBSCRIBE request payloads. ::'\otifications are sent to an LC only when the 

events, pre-defined in the filters, have occmTed. 

[26] point out that the querying or polling is suitable for pnll cross-referencing LBSs and 

periodic e\·ent-based (pre-defined eYents) updates for pnsh LESs. We have also made 

the observation t.hat in many SIP and 1\JS implcmr.ntations. location fi ltr.rs arc kr.y to 

implementing cross-refr.rencing push-based LBSs. [38] uses filters for t.he push-based LA}.l 

and the LaPoC Se1Yice. [2] also uses filters for a location-based messaging application 

kno\Yll as LocalNote and [63] uses t hem for pushing information to Targets in location­

bas~cl marketing application. 
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To co!H.:lude t he revie\\' of work related to om ::;, we discuss the diH'erent approaches n'gardiug 

LBSs privacy. 

2.3 Location Privacy 

Location is a. ,·cry sensitive form of information and [29. 87] highlight the importance of 

privacy in any form of LBSt>. Approaches such as psendononymisation and anonymh;ation 

attempt to hide the identity of t he ut>er to protect their privacy during location queries. 

Privac~' policiet> provide the means to cont rol the information shared between Targets and 

LCs. In this section, '"e take a brief look a.t these different approaches and their relevance 

to our objectives. 

2.3.1 Pseudononymisation 

Pseudononymisation is an approach to location privacy that attempts to mask the iden­

tities of the LCs or TargetH by using false identity information (pseudonyms) [40] . [70] 

discuss architectures that have a trusted service provider or third party which provides 

psendononymisation to the mobile device. T his trusted t hird party may become t he single 

point of failure. To counter this shortcoming. [58] employ an architecture where a trusted 

service provider is given the time. location and pseudonym but not the actual identity of 

the mobile device. The pseudonym is changed periodically at the mobile device. The mo­

bile device then communicates the pseudonym amL at times, itt> identity to third-parties 

who are authorisecl to see it. The mobile device has to make alternative connections to 

these third part ies to inform them of the psC:'udonym they are using at a given time. 

[4] recognise t he shortcoming of pseudononymisation: it concentrates only on the identity 

part of the location information. This could be problematic especially in anonymous self­

referencing LBSs because the location and t ime of the LC are exposed. To counter this 

false locations are introduced. The mobile application sends its correct location to the 

server in a set of other false locations. The server responds to every one of the locations 

in t he set and t he client picks the correct response. 

The reasons why we do not use pseudonon:vmisation are as follows: 

• By design. this solution looks mostly suitable for self-referencing pull-based LBSs 

which are out of the scope of our project. 
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• For our purposes the overhead of prin1cy proYided by pseudononymisation ma~· he 

high for both the serYer and the mobile applications. especially in SIP s~·stems where 

identities may be used for purposes other than location. 

• Although pseudononymisation is a sound approach to location privacy. we decided 

to focns morr on how <\. 'H1.rp;ct c:onld ntry its location information amongst cliffcrcmt 

LCs. This is a practical concern in real life social networks as specified in [1]. 

2. 3. 2 Anonymisation 

Another approach to location privac~' is anonymisation. This approach provides privac~r 

by ensuring location queries cannot he linked to the LCs from which they originated. A 

trusted location anonymi:>er. which may become the single point of failure as in pseudono­

nymisation. is located bet\veen the LC and the service provider and aggregates user requests 

to be processed by the service provider at once. The anonyrniser processes the request of 

a part icular LC by grouping it with k- 1 rea l or dummy requests. removing any identity 

information; changing location data using cloaking algorithms and only then sending these 

queries to the service provider. This approach makes the LC's location indistinguishable 

at least amongst other k-1 users at the LBSs proYider [53. 70]. 

Anonymisation has weaknesses. Careful analy:>is of context informat ion about the k re­

quest:> may give away the information about t he users. Also attacks can be launched by 

introducing malicious requests into the k requests for a particular area [70] . In fact. [70] 

reported that even with anonymised location data it could be possible to predict locations 

up to ninety-three per cent of the time. [15] points out t he weaknesses of auonymisation 

and proposes Private Information Retrieval (PIR) as the solution. T he approach utilises 

cryptographic t echniques that do not require third parties that may present a single point 

of failure . As previously mentioned. cryptographic techniques are out of the scope of our 

project. Anonymisation is a sound approach towards providing location privacy. However. 

we do not use it in our project because of t he following points: 

• From our observations. a.non,vmisatiou is more suitable for self-referencing pull-based 

services because it is all about LCs querying for locations . 

• Like pseudonon?misation. this approach also does not focus on hmv a Target could 

vary its location information amongst different LC's. 
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In the next section. we discuss an approach that uses prin1cy policies \vhich is more in line 

with our project objectiYes. 

2.3.3 Privacy Policies 

Users are more concerned about the prin1cy of cross-referencing and tracking LBSs than 

t lwy are of self-referencing ones [29]. Research by Google has shown that in social networks 

people disclose information according to levels of trust [1]. In location information disclo­

sure, the important factors from the end-user 's point of view are: their current location. 

their current general context. the identity of the requester and the time of the request [66]. 

Privacy policies are dcfinecl to allow users to specify t heir location-sha.ring preferences in 

line with all or some of these factors. 

[53] propose a richer privacy policy architecture with more information regarding the 

context of the Target and LC. This includes factors such as the role of the reque..<.;ter and 

the reason for the location request (e.g commercial. administrative). Another viewpoint of 

[53] is that anonymisation. pscudononymisation and privacy policies could be combined for 

more pri\·ate location-sharing solutious. [~] propose a similar architecture that approaches 

privacy by Yarying t he location precision of an LC based on the trustworthiness of different 

service providers. In our project we provide privacy by using geolocation policies which 

are tailored to work with the SIP event signalling system. 

2.3.3.1 Geolocation Policy 

The IETF and the 01viA specify the gcolocation policy as an extension of common policy 

defincu in [66. 45. 67]. It. is dcsigueu to allow Target~ to specif~· t heir preferences pertaining 

to the location information they publish in the PIDF-LO documents described earlier [79]. 

Geolocation policy parameters are specified within an X).fL document. We shall discuss 

more about the document structure in chapter 5. 

\Ye have chosen to usc geolocation policies to provide location privacy because: 

• They arc mor(' suitable to cros~-rderencing LBSs as the Target explicitly spccifk <; 

the LCs that are allowed to see its information. 

• They focus on how a Target may Yary its location information amongst different. LCs. 
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• The approach is designed to work with the SIP cYent signalling system, so it can be 

implemented for presence and location CYCnt packages discussed earlier. 

The quE-stion that logically follO\YS from this discw;sion is: how does the Target specify 

the privac~· policies (geolocation policy)? The answer is: by using the X:\11 Configmation 

Access Protocol (XCAP). 

2.3.3.2 The Extensible Markup Language Configuration Access Protocol 

Each Target ma.y own a privacy policy document that is stored at the XD.t\ IS. Storing t hes<' 

documents at the XD:\IS allows the presence or location services to access them during 

location information subscription as implemented in [21]. This also allows users to use 

multiple clients as the privacy policy documents could be stored on the XD!\IS and can be 

downloaded as long as the client is authenticated. The communications protocol used by 

the Targets to perform the creation, updating and deletion (CRCD) operations on their 

documents. located at the XDf\IS. is known as the XCAP [23. 21]. 

XCAP is ba:;cd on HTTP ctttd works by constntcting l·uifonu Resource Idcutificrs (CRis) 

identifying whole Xl\IL documents. their elements or their attributes for CRUD purposes. 

The Targets take on the role of XCAP clients to communicate CRCD operations to the 

XD.i\IS. The XD:\IS may have an interface for serving XCAP requests known as the XCAP 

Server. 

2.3.3.3 Application Usages 

It is not only geolocat.ion privacy policy documents that may he stored on the XD~IS . 

Other data for other applications such as presence privacy policy and buddy lists can 

be stored there as well. In the XCAP context, the specific applications for which t he 

documents stored on the XDJ\1 server arc being managed are known as application usages 

( appusages). Following from this definition. geolocation polic·y and presence policy are 

both appusages. Buddy lists fall under the resource-lists appusage [61. 21]. 

2.4 Chapter Summary 

\Ye have reYiewed the literature that is pertinent to the private transmission of location­

based information in SIP core networks. At the beginning of the chapter. we provided 



CHAPTER. 2. RELATED n·onK 30 

a di~cu~~iou regarding the da::::::ificatiou of LBS~ and pul cmpha~i ::: on the categoric~ in 

''"hich we arc interested. namel~· centralised cross-referencing LI3Ss. \Ye then reYiewPd 

the cwailable standards. technologies and protocols and made decisions regarding their 

importance in meeting our go<1ls. \Ve made a decision to start using the SIP event signalling 

system that combines presence with location becaw;e ?\ lobicents already provides a presence 

service. In future. a separate locat ion system may be extracted from such a system. Finall)'. 

\Ve discussed the different approaches to LBSs privacy. The approach we chose is that 

of privacy policies because they are more relevant to cross-referencing LBSs than other 

approaches. 



Chapter 3 

Software Environments Used 

This chapter provides a. discussion of the important aspects of our implementation en­

vironments. namely the ~Iobicents SCE and DIE. We use ~Iobicents as the host and 

development environment for t he server-side LBSs application. The central part of the 

~ 1obiccnts SCE is the .JAIN-SLEE Core, so we briefly discuss it first. We then look at 

other important components snch as Resource Adapters (RAs) and SBBs. We ernphasiHed 

in Chapter 2 that we decided to start our server-side implementation by modif:ving the 1\IPS 

and provide priv.-1.cy protection using the XDI\IS. vVe provide a discussion on the ~IPS and 

XD~IS components and the SBBs that they comprise. For the client-side enviromnent. the 

J!\IE. we focus on SIP. Location and HTTP APis that arc available for the development 

of the .JME LBSs SDK. Finally. we highlight the modifications that should be performed 

on the I\IPS and the components that should be put together on n .IE to meet the goa.ls 

of our project. 

3.1 The Mobicents Java APis for Integrated Networks 

- Service Logic and Execution Environment 

i\ Iobicents is a Java-based SCE for KGK applications [54] . It is based on the Java APis 

for Integrated Ket,vorks - Service Logic and Execution Environment (JAIK-SLEE) [13]. 

JAI ·-SLEE is a. .Java component model and architecture that is designed to provide high 

throughput. low-latency and fail-oYer capabilities to event-based applications [56]. Through 

JAIK-SLEE components called RAs. ~Iohicents can work with data from various IP proto-

31 
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Activity 

SBB Entity SBB Entity SBB Entity 

Figure 3.1: Events. activities and SBB entit ies [28] 

cols. At the time of writing (in June 2011) . ?\lobicents had SIP. HTTP. Diameter. S~IPP 

and X~IPP RAs. For the creation and composition of services. i\Iohicents uses JAIK-SLEE 

components known as SBBs. In the next subsection, we provide a brief discussion of the 

JAIK-SLEE Core. the t\ Iobicents event routing engine. 

3.1.1 Event Flow in the Java APis for Integrated Networks -

Service Logic and Execution Environment 

The JAil\-SLEE Core runs on top of JavaBeans Open Source Software Application Server 

(.JBoss) middleware and it is the central part of the ~lobicents SCE. It is a.n application 

server comprised of components that are optimised for event-driven applications. v\'hen 

events are recei,·ed by t\ lohicents from the net\vork. they are processed by the RAs. The 

RAs adapt the data in particular protocols. such as HTTP into Java objects known as 

SLEE Events. 11As then fire these SLEE Events to the SLEE for hanrllin~ [13]. 

Every SLEE Event has an Event Type that determines the routing of the instances of that 

Event Type in SLEE. Thr SLEE Event Router controls the flow of thrse asynchronous 

SLEE Events and passes them to SBB Entities that are inter<'sted in them. SBB Entities 

are logical instances of specific SBBs (discussed in 3.1.3). A related stream of events is 

known as an Activity [13. 28]. T he forwarding of SLEE Events in an Activity to interested 

SBB Entities is illustrated in Figurr 3.1. 
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SBB Entity SBB Entity SBB Entity 

SLEE 
Domain Activity Context 

1 
ActiVIty Context Activity Context 

Resource 
Acbvrty Acttvity Activity 

Domain :::0....0 

Figure 3.2: SBB entity and resource adapter communication [28] 

3.1.2 The Resource Adapters 

[ 13] fkfhws resonr<'es as systems that are Pxternal to the SLEE. T his may indude prot.ocol 

stacks such as SIP. HTTP. Diameter. X?\IPP. network devices that are in communication 

with SLEE. and databases. As mentioned before, RAs serve the function of facilit ating 

communication between the SLEE and these external resources. RA.s define Act-ivities on 

\\·hich rclatr.d Evr.nts <'Onld hr. fi rNl a.nd rr.cdvC'd ~28] .. \ s shmm in Fip;urC' 3.2. tlw SLEE 

enca.psulates these Activities in Java objects knmn1 as Activity Contexts. 

For instance, when a SIP request arrives at the SIP RA, the data it carries is converted 

Lo a SLEE EYent that is fired on the SIP ActiYity Context for processing. Also. when 

SLEE wants to communicate back to the Resource after t he Event processing is finished, 

it invokes the services of the SIP RA on an Activity Context to convert the SLEE Event 

to a SIP Response or Request. 

3.1.3 Service Building Blocks 

SBBs contain the logic that is used to process incoming SLEE Events allCl generate re­

sponses that are fired back to t he SLEE. Initial requests may also originate from the SBB 

to the SLEE. As \Ve mentioned earlier. an instance of a particular SBB is known as an SBB 

Entity. SBBs can nsr. Evr.nt TYpr. Idr.ntifir.n; to indicatr. intr.rr.st in rr.cr.iYinp; and firinp; 

SLEE EYents of that type. SBBs define event-handler methods to process the incoming 

SLEE Ewnts: local Interfaces to facilitate asynchronous communications with other SBBs: 

a.nd SBB life-cycle methods [13] . 
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event E starts 
service A, If not 
already running 

event RA 

SLEE 

Figure 3.3: SLEE services and event forwarding . adapted from [13] 

3-! 

SBB Entities are organised in logical tree structures. They may communicate with each 

other using SLEE Evmts forwarclccl according to pr<'-cldinC'd priorit ies. SI3I3 Entities may 

also form relationships to other SBI3 Entities and invoke their local Interface methods 

asynchronously [13]. 

3.1.3.1 Service Creation and Event Forwarding in the Service Logic and Ex­

ecution Environment 

To create an SLEE Service. the developer must create SI3Bs and organise them into a. 

logical tree. based on the order in \Vhich SLEE Events of interest will be forwarded to 

t hem {using priority values) . They must then indicate one or more SLEE Event that may 

cause SI3B Entities to be instantiated by the SLEE ( cYents that start the service) . Figure 

3.3 shO\\'S a hypothetical SLEE sen·ice. A. The SLEE receives an event. E. that is forwarded 

to service A. \\'hen e\·ent E is received by the root SBB of sen·ice A. t he service is started 

if it is not already running. 
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The root SBB of ~en·ice A procc::;::;cs the cYcnt and first forv,:ar<.ls it to SI3B A fo r further 

proce~sing. T he event is fonn u·ded to A first because it has t he highest priority (30) 

amongst the children of the root SBB. After SBB A finishes proe;cssing t he event. it is 

forwarded to SBB B and its subt rc<'. Each SBB has a Local int ~rface (LI) \Yhich is SBB 

logic (code) that facilitates the extension and reuse of SBB code in other SBBr:; [13]. Any 

SBB can synchronom;ly invoke the LI of another SBB in t he same tr~e. Service developers 

can leverage this facility to create and compose new sen·ices using existing SBBs and is 

one of thP main rem;ons why we chose :\lobicents as our SCE. 

3.1.4 The Mobicents Presence Service and XML Document Man­

agement Server 

1\Iohicents provides the l\Iohicents 1\IPS for SIP presence event signalling and service cre­

ation [55]. T he l\Iobicents XDl\IS provides servicPs such as the management of privacy 

protection rules to the :\IPS. Since we opted to use the l\IPS as t he starting point for our 

server-side locat ion services, it is important that the reader hru; a good understanding of 

how the l\IPS and XDl\IS works. 

3.1.4.1 The Mobicents Presence Service and XML Document Management 

Server Components and Their Interactions 

Figure 3.4 shows the l\IPS and the XDl\IS. T he :\IPS is responsib le for managing the 

publications, subscriptions and notifications to the SIP presence c·lients (i.e Presence Source 

and Watcher). SIP presence clients may be applications that are either internal of external 

to the 1\IPS. Client applications deYeloped with the envisaged JME LBSs SDK will be 

classified as SIP presence clients as well. T he XDl\IS manages au thorisation policies (e.g. 

presence rules) [62]. 

Figure 3.4 also shows the interactions between the different components. T he Presence 

Source communicates its authorisation rules (for privacy protection) to the XD~lS bv 

using the XCAP. The communication between the SIP presence clients and t he l\ lPS is 

t hrough the SIP protocol. Presence Sources publish t heir presence information to t he l\ IPS 

anrl Presence \:Yat.chers snhsc:ribe to the 1\ IPS to get th is information throngh notifications. 

Internal server communication involves the l\ IPS acquiring authorisation rules from the 

XD:\IS so th<:>y can be used to control subcriptions and notifie;aions to t.he P resence \Vatcher. 
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Figure 3.4: A simplified ~IPS and XD~IS and client-side components, adapted from [55] 

3.1.4.2 The Mobicents Presence Service and XML Document Management 

Server Service Building Blocks Overview 

The 1IPS components shown in Figure 3.4 and the relationships bet\veen t hem are im­

plemented as SLEE Services. The equivalent SBB trees are as shown in Figure 3.5. For 

simplicity, we show only the main SBBs a.nd we also completely leave out those SBBs that 

belong to the XDivlS. For the 1\ lPS, the root SBBs a.re t he PublicationControlSBB and 

the Subscri pt ionControlSBB. 

The SLEE passes SLEE Events generated from the SIP PUBLISH requests to the Publi­

cationControlSBB. Events generated from SIP SUBSCRIBE requests. on the other hand. 

are provided to the SubscriptionCont r olSBB. The SubscriptionControlSBB generates 

SLEE notification events that it. setH.ls to the SLEE. The SLEE then sem.ls these eYents to 

the SIP RA so that a SIP I\OTIFY request can hE' generated and sent. 
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The PublicationControlSBB. SubscriptionControlSBB and the EventListSubscri p­

tionControlSBB (which is a part of the RLS) are implementations that are built clround 

the generic SIP e\·cnt package fratn€' \YOrk specified in [57]. Therefore. the~· handle generic 

SIP functionality such as maintainin~ publication. subscription and notifirntion rlialo~s. 

e 
-----..... 

tC;:blicationControiSBB j I ------~ 

Subscripti~ -------------
I ntegratedSusbcriptio 

ControiSBB 

Figure 3.5: An overview of the ~IPS SBBs 

\, 

T he PresencePublicationControlSBB is im·oked asynchronously b~· the Publication­

ControlSBB (using its local interface::;) to process pre::;en<.:c specific functions. T hese func­

tions include aut horising publications as well as parsing and validating PIDF documents 

that carry presence. The PresencePublicationControlSBB has a relation to the Pres­

enceSubscriptionControlSBB to notify it with the published presence information (ob­

tained from the PIDF documents). New PIDF documents are composed at the Pr esence­

SubscriptionControlSBB from the published presence information to be sent to different 

subscribers. Information pertaining to all current publications is maintained in a database 

using a Hibernate Jaya Persistence API (JPA) implementation. 

On the subscription side. methods of the IntegratedSubscriptionControlSBB are in-
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vokE:'d asynchronous!.\· by the Subscript i onControlSBB upon occurrence of SIP subscrip­

tion e\·ents. The I nt egrat edSusbcr iptionControlSBB then invokes methods of the Pr es­

enceSubscriptionControlSBB to pf'rform prf'scnce specific functions. These functions in­

cludes authorising subscriptions and others we will describe in the next chapter. The XDM­

ClientControlSBB allows t he Pr esenceSubscri ptionControlSBB to access authorisation 

rules (presence policies) from the XD}. fS. Information pertaining to all current ~mbscription 

dialogs and aut horisation rules are abo mainta ined in a database using a Hibernate JPA 

implementation. 

\Ve hm·e discu:.:;sed t he JAII\-SLEE components and basic operations . \i\ie have Hlso dis­

cnssE:'d t he }.IPS up to the level of SBB and their functions. We nse the !\IPS as the starting 

point for our em·isaged LBSs SBB. In the next section. we discuss the J l\IE. the environ­

ment in which we developed the client side of the toolkit for building LBSs applications. 

3.2 The Java Micro-Edition 

The J <wa Standard Edit ion (J SE) provides a lot of functionality and features that are 

not suitable for limited mobile and embedded systems. Ji\IE provides a development and 

run-time environment for Java software targeted at these limited system::; [84] . Jl\IE was 

formerly J2!\IE. For the purposes of our research. we are interested in the libraries of J:\IE 

that will enable us to perform central cross-referencing LBSs information communication. 

T hese are t he Location API. the SIP API and t he HTT P client . 

3.2.1 The Location API 

.. In a quest to popula1'i9e and enable LESs on the JME PlatfoTm, .JSR179 defines a set 

of gener-ic AP Is that can ease the dc,uelopment of LESs application~ ·· [33]. Jl\IE provides 

LBSs abstraction for developers in the j avax.micr oedition .location package. The Lo­

cat ionProvider cla.s:.:; abstracts the problem of location determination. Location could 

be determined through technologic::; such a::; satellite positioning or Base Transmitter Sta­

tion (BTS) identiticatiou. The deYelopers :.:;pccify the location accun\c~·. n ':.:;pousc t ime, 

altitude. and the speed that they require from the LocationPr ovider. The Location­

Provider class then im·okes the appropriate available location determination technology 

from t he nnderlyinR hardware and proYid<'s a one-time respons<' or periodical notific-ations. 
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The API abo provides a mechanii:im for the i:itorage of landmarh that can be very useful 

for self- referencing LBSs. 

3.2.2 The Session Initiation Protocol API 

With expectations of the SIP standard to become popular on mobiles devicrs. the JSR.l80 

specification defines a SIP stack and API for SIP application de,·elopment in .Jl'dE. These 

components are built compactly enough to allmv them to run on devices with small 

memory and procei:ising capabilities. T he interfaces and classes are contained within the 

javax.microedition.sip package [32]. 

As shO\m in the Figure 3.6. a device (or application) may contain client and server ca­

pabilities as it ii:i customary in SIP implementations. The client part may be known as 

the User Agent Client (uAC) and the server part a.':> the User Agent Server (UAS). UACs 

may usc SipClientConnection instances to connect to UASs that may use instances of 

the SipServerConnection interface. Instances of the SipConnectionNotifier listen to 

incoming connections from other UACs [32]. 

The demo applications in this area include an implementation that allows two users to 

invite each other to SIP i:iessions and communicate through J;..JE sockets (51]. At t he time 

of writing. no J:\IE application of SIP presence or location sharing amongst Targets and 

LCs was found. There is a specification of the Sil\lPLE protocol for .Ji\IE. but there i'> no 

implementation for it yet. 

3.2.3 The HTTP Client 

Jl\IE also provides an HTTP client API that allows HTTP connections to be established 

easily. The XCAP protocol that is used for t he creation , modification and deletion of 

documents on the XD.I\1 server is based on HTTP [23. 21]. At the time ohvriting, there was 

no a\·ailable implementation of an XCAP client for Jl\IE. \\·c needE-d to perform significant 

modifications and building to put together a reusable XCAP client. 
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Figure 3.6: The JME SIP library [32] 

3.3 Components That Needed to Be Created 

3 .3 .1 Mobicents 
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In this subsection. we discuss the components that needed to he created to enahle central 

cross-referencing LBSs in the above-mentioned environments. These are the components 

that we needed to put together to meet our objectives. 

3.3.1.1 Locat ion Communication and Transp or t 

The I\ IPS gives most of the functionality for presence services. There is currently no support 

for LDSs on t he !\IPS. We ncc<.kcl to add or modify I\ IPS SDDs so that they snffkiently 

communicate and manage cross-referencing LBS::; information. Target components need to 

be able to publish their location information using PIDF-1 0 documents to t he ?\IPS and 

LCs require the ability to subscribe to this documents. 

3.3 .1.2 Location Notification Filtering 

Thf're \\·as uo support for location notilication cYent lilt cring, 0 11 the !\IPS. As we explained 

in Chapter 2. location eYent notification filtering is a crucial component for enabling push 
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LBSs. We therefore needed to add this functionality to t he ).IPS. 

3.3.1.3 Providing Location Privacy 

The ).IPS supported presence privacy policies to ensure that the information belonging to 

presence entities is shared pri\·ately amongst watchers. The implementation was st ill not 

complete. however, as it did not apply the provided policies to the data (PIDF documents) 

published by the pre::;eutilies. To meet om olJjcdives. we first needed to add support for 

the gcolocation-policy appusage (introduced in Chapter 2). This \\·ould allow Targets or 

other rule-making ent ities to create. modify and delete their geolocatiou-policy documents 

at the XDf\ IS. Secondly. we needed to ensure t hat the geolocation-policies ar applied to the 

published location data (PIDF-LO) during LBSs subscriptions and that it had an effect on 

LBSs subscriptions. 

3.3.2 The Java Micro Edition 

3.3.2.1 Location Communication and Transport 

In .Jt-.IE. there was no support for SIP presence services. There were also no open-source 

implementation of J\IE SIP presence User Agents available for reuse on the Internet at the 

time of writing. We had to put together UA facilities that are capable of SIP event signaling 

to use them to perform Target and LC functionality. The facilities put together needed to 

be organised into an SDK that can he used to compose centralised cross-referencing LBSs 

ent ities with ease. Applications developed with the SDK must work with the location 

services provided on t he f\I PS. 

3.3.2.2 Geolocation-Policy Support 

As we mentioned earlier. DIE provides an API for t he easy implementat ion of HTTP 

client connections. On top of this. we needed to build facilities for XCAP client func­

tionalit~r so that Targets and other rule-making entities could create. modif~r and delete 

geolocation-policy documents on the XDt-. IS. T he facilities put together for XCAP client 

functionality should be part of the J).IE client SDK. Naturally. applications deYeloped 

with the SDK must work with the geolocation-policy appusage that will be added to the 

:\Iobiccnts XD~IS . 
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3.4 Chapter Summary 

In this chapter. we have given a dc::;criptiou of onr implementation environments. Fir::>t. 

we di::;cu::;::;ed the l\Iobiccnts SCE. becanse this is the environment that we \Vill use to host 

and deYelop onr server-side location sen ·ices. We briefly introduc.:ed the .JAIN-SLEE Core 

which is the central part of ~Iohicents. \\"c then focused on several other components such 

as RAs and SI3I3::; t hat arc crucial in SLEE event processing. Thereafter. we provided a 

discussion of t he l\IPS SBB::; that are importaut in understanding our work. Our client­

side LESs SDK is to be developed using J l\IE. We discussed t he Location. SIP and the 

HTTP client API::; in niE that will be used in the private communication of central cros::;­

referencing LESs. Finally. we di::;cussed the components that needed to he put together in 

these environment::; to meet the goals of our research project. 



Chapter 4 

Supporting Presence and Location 

Chapter!:i 2 and 3 empha!:ii!:ied our decision to start implementation by U!:iing the already­

existing !\IPS. The ~IPS implements the SIP presence event signaling !:iystem (the SIP 

presence event package) as we have discussed it in Chapter 3. The initial step tO\Yards 

meeting our objectives \Vas to design and implement a Jt\IE LBS!:i SDK prototype that 

works with the l\IPS to communicate basic presence information. Thereafter. we introd11<:P.d 

location data (location object) handling. Note that t he term present'ity is used in this 

chapter to refer to a network entity that generates and publishes presence information. 

The term watcher is used to refer to cntiti~'s that subscribe to this information [14]. In 

this che:tpter. the facilities put together on the n iE LBSs SDK prototype are organised in 

such a way that they arc acce!:isible to an LBS!:i developer using an instance of a single Java 

clas!:i or interface. 

4.1 The Session Initiation Protocol Registration Pro-

cess 

The J l\IE client applications need to make SIP rcgi!:itrations to a SIP regist rar sen ·ice that 

binds SIP identitie!:i to accessible IP addresse!:i [59]. l\Iobicents already provide!:i a SIP 

registration service a!:i discussed in [35]. Therefore there was no need to modify anything 

on the network infrastructure to enable these registrations. The process of composing and 

managing SIP registrations on .J?\IE is ver)' similar to that of managing subscriptions a.nd 

publications. Therefore. we discuss t his SIP registration process in detail and explain the 

-13 
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m;pccts t hat arc different for publications and ;:;uhscriptious in lnt<'r ;:;cctious ( -!.2 and -1.:3). 

4.1.1 Session Initiation Protocol Registration Message Flow and 

Requirements 

Mobicents Proxy and Registrar Services Mobicents Proxy and Reg istrar Services 

1 SIP REGIST ER with Cur~nt Address and Expi ry Valut! 2 .1 SIP REGISTER with Currf!!: nt Add ress Cln d New Expiry Value 

1 .2 SIP 200 OK 2.2 SIP 200 OK 

~ ~ 
Mobile Device Mobile Device 

A . Initial Registration Request B. Registration Refresh Request 

Figure 4.1: The SIP registration process, adapted from [59] 

Before we look at the design and implementation of the RegistrationClient class. which 

we created in J:..IE. we provide the general SIP message sequence we are trying to support 

as specified in [59, 35]. The D 1E Regist rationClient class composes a SIP REGISTER 

request with the headers displayed in Table 4.1. Step 1.1 in part A. of Figure 4.1 shows 

such a request being sent to the \ Iobicents Proxy and Registrar Services. After such a 

request, a binding between the SIP address and the contact address and port of the mobile 

device are created at the Registrar Service. The Expires header holds t he value expressing 

the time. in seconds. t hat should pass before this binding is considered invalid. a.ncl the 

registration dialog subsequently terminated. 

The SIP request refresh process is required to keep the bindings valid and up to date to 

ensure that t he mobile device is still alive at the client end. The process (of refreshing 

requests) goes on for as long as t he client application a t the mohile device is on-line. Step 
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I Header J Description 

To T he CRI of the SIP Prox.\' to which registrations are being made. 
From T he uRI of the regist ering UA. 
Contact The current contact address and port of the uA 
Expires T he t ime for which the contact information for the CRI is valid hefore refreshing. 

Table 4.1: SIP headers and values for registration requests. adapted from [59] 

2.1 in part B of Figure 4.1 depicts the SIP registration refresh procC'ss. \Yhen de-registering. 

the value of the ExpiTes hE>ader is set to a value of zero. 

4.1.2 Implementation on the Java Micro Edition 

! ................ ~················· .. ··-

! 
+ ACTIVE : int 
-to : string 
- from : string 
- contact : string 
- expires : string 
+ REGISTERED : int 
+ REGISTERING : int 
+ FAILED : int 
- sipCiientConnection : SipCiientConnection 
-status : int +···r-unD·· ····· -·· -- ·· ······ ···· ................................ · ....... ········· ··· ···· · ... . ............. ............. . 
+ notifyResponse(sipC/ientConnection : SipCiientConnection) , 
+ getCurrentAddress() 
+ handleError(statusCode : int) 

~ + r~m._oyeR.-~gistrc:~!i<;>n() __ ................. . 

Figure 4.2: The RegistrationClient class 

4.1.2.1 The Initial Registration Request 

i 
i 
I 

~-·OOO•O<OH .... oo • Oo•o•o-•o.l 

In this section. we discuss the implementation of the functionalitY required to perform 

the initial registration request (step 1.1 in Figure 4.1). First. we created t he Regis­

trationClient class on .J:.IE containing the variables with getter and setteT methods 

represent ing the headers shown in Table 4.1. The class is depicted in Figm e 4.2. In its 

constructor. it uses an instance of the Jt..IE SipClientConnection class. discussed in sec­

tion 3.2.2. to set the vRI and the SIP headers for the initial request shown in Listing -!.1. 
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The process is performed as explained at the DIE SIP library documentation found in 

[42] . 

The contact Yariable holds the current contact address of the device \vhich is acquired 

using the getCurrentAddress method. The initial request is sent to t he ~Iobicents Prox~' 

and Location Registrar using the send method of the SipClientConnection instance. We 

set the status variable of the RegistrationClient class to the state of REGISTERING as 

an indication that an instance of the class is still registering and no response has been 

received yet. 

1 try { 
sec = ( SipCiien t.Co nnect ion) Connector. open ( .. s ip: .. + 

proxy Address) : 

s c c . i n i t R e q u e s t ( .. REGISTER .. , n u II ) ; 

sec . se t Li ste n er (t hi s) : 

sec . setHeader ("From . fr om ) ; 

sec. setHeader ( 'To ·. to); 

sec. se tHeader ( ''Conta.ct .. , co n tac t ); 

sec. set Header ( .. User-Agent ., . " LBSsToolk it .. ): 

sec. setHeader ( .. Expires ... ex pir es): 

10 sec. send () ; 

11 setStatus (REGISTERING); 

12 } catch ( Exceptiou ex ) { 

13 ex . p r intStackTrace () : 

14 } 

Listing 4.1: Code extract from the RegistrationClient class constructor 

4.1.2.2 Receiving Responses 

This section provides a discussion of the implementation of the functionality required to 

receive registration responses (such as the SIP 200 OK shO\vn at step 1.2 in Figure 4.1) . 

The RegistrationClient class implements the SipClientConnectionListener interface 

(discussed in Chapter 3) to handle SIP responses. In the code extract shown in Listing 4.1. 

the line sec. set Listener (this) ; (line -!) indicates that the RegistrationClient class 

is t he SipClientConnectionListener for SIP responses to requests made b~· its Sip­

ClientConnection instance, sec. The SipClientConnectionListener interface requires 
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the implementation of the notifyresponse method. 

The code extract in Listing -1.2 f:ihows ho"· the notifyResponse method is implenwnted. 

At line 5. the sec receive method receives the incoming responses. The SIP registration 

response code is checked at line 9 for success. If it is f:iuccef:isful. we set the status of the 

RegistrationClient to REGISTERED. The value of the expires variable of the class 

is f:iet to t he expiry value proposed h,v the ~ Iobicents Proxy and Registrar Service in the 

response. Otherwise. if the registration rfquest \\·as not successful. we set the status to 

FAILED and invoke the handleError method that handles general SIP response errorf:i. 

1 public void notify Re sponse ( S ipClicntCon n ectiou sec) 

2 { 
3 try 

'1 { 

5 sec . rece i ve (0); 

6 in t responseCode = sec. getStatusCodc (): 

7 

8 System . out . pr i ntln ( ., [Registrar] : Registration Response: " + sec . 

getStatusCodc ()): 

9 if ( responseCode = 200) 

10 { 
11 sc tSta t us (REGISTERED) : 

12 if ( !scc.getHeader("Expires ').eq u a ls(nu l l)) 

13 { 
14 set Expires (sec . getHead er ( .. Expires.,)): 

15 } 

16 } e l se { 

17 s e t S t at u s ( F All..ED ) ; 

18 handleError ( responseCode ); 

19 } 

20 

Listing 4.2: The notifyResponse method code extract from the RegistrationClient 

class 
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4.1.2.3 Refreshing R equests 

The RegistrationClient class must periodically refresh the registration information (bind­

ings) of the mohile application at the :\Iobicents Proxy and Registrar Services (shown at 

st<'P 2.1 in Figure 4 .1 ). The Registrat i onClient class extends the Thread class and im­

plements the SipRefreshListener interface discussed in [4:3]. Listing 4.3 shows that a 

SipRefreshHelper instance. ref reshHelper. is used to refresh the requests in t he run 

method of the RegistrationClient class (Thread). The refreshHelper update method 

takes in parameters that should be updated from the previous SIP requests. For registra­

tions. these parameters arc the current expiry value and the current contact information 

(for updating the bindings at the servers). 

The getCurrentContact method of the Registrat ionClient class returns a null result 

if the contact information (SIP add ress and port) of the mobile device has not changed. 

Othenvise. the contents (new SIP address and port) returned by the getCurrentContact 

method are added to the refresh request. For ending t he registration dialog \vith the server 

(going offline) , the Expires header is set to a value of zero in the removeRegi stration 

method (shown in Figure 4.2). 

The RegistrationClient thread sleeps for a period equivalent to the value of the expires 

w1riable of the RegistrationClient class and runs for as long as the registrations are still 

successful. Using the sleep method of the T hread is practical only for a single refresh task 

such as SIP registrations. In section 4.-1.2.2, we discuss how we synchronize the different 

refresh tasks (registrations. publications and subscriptions). If the value of the expires 

variable is zero. then the t he sec connection to the ~Iobicents Proxy and Registrar Services 

is closed using the closeConnections method of the Registrati onClient class. 

In the next section we move on to supporting SIP presence publications on J":\.IE. 

1 public void run () { 

2 while (stat u s = REGISTERED II status = REGISTERlNG) { 

3 try { 

4 if ( getCurrentCon tact ()=nul l ) 

5 refresh H e lp<'r . update( refreshiD. null. null 

6 . 0. In tege r. parselut (get-Expires())): 

7 else 

8 rcfrcsh Helper. updat.e ( refr<'shiD . get Current-Contact(). n ul l 

9 . 0. Integer.par seln t(get Expircs())): 
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10 if ( In t.eger . parse lut (get Expir es())= 0) 

11 closeCo n nect ions () : 

12 Thread. curr e n tT hread () . s l ee p ( Int ege r. pars eln t. ( getExpires ()) dOOO) 

13 } catch (Exception e) { 

U c . pri nt Sta ckTr ace (); 

15 } 

16 } 

Li~ting 4.3: The run method code extract from the RegistrationClient cla~s 

4.2 The Session Initiation Protocol Publication Pro-

cess 

4.2 .1 Session Initiation Protocol Publication Message Flow and 

Requirements 

Mobicents Presence Service Mobicents Presence Service 

1. 1 SIP PUBliSH With PIDF 2.1 SIP PUBUSH With Current PlDF and New Expiry Time 

1.2 SIP 200 OK 2 .2 SIP 200 OK 

Mobile Device Mobile Device 

A. Initial Publish Request B. Publication Refresh Requests 

Figure -!.3: The SIP publication process adapted from [14] 
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A'ci was clone for the RegistrationClient clR'ciS. the process of refre'cihing the publication';:; 

is impl('mcnted in t he run method. Im;teacl of the ll'ciing the getCurrentAddress method. 

howeYer. the getCurrentPresence method i'ci liSPd to get the current PIDF document 

''"ith the current presence information. The getCurrentPresence method returns a value 

of null if the pre'ciencc content ha'ci not changed 'ciince the last publication or pnhlication 

refresh . This method is then called in the update method of the refreshHelper instance 

of the Publisher clas'ci. 

4.2.2.1 Java Micro Edition Request URis 

Initially when we started implementing SIP publications. the ~IPS was returning 403 For­

bidden re'ciponses to requests made with instances of the Publisher class. This problem 

resulted from the fact t hat t he J!\IE SipClientConnection instances always appends a. 

port to the SIP reque'cit "C'Ris. This seems to not be in keeping with the SIP standard as 

specified in [59]. 

At the i\IPS. a comparison between the SIP address iu the request URI and the identity 

information (entity attribute of the presence element) of the PIDF document finds the 

discrepancy due to the incorrectly included port. To fix this problem, we considered mod­

ifying the J},lE SIP librar~· itself. However the source code could not be found. Instead. 

we modified the SIP RA on :\Iobicents such that it a.lway'ci 'citrips the port numuer from the 

reque'cit URI of all incoming requet>ts. if present. 

4.3 The Session Initiation Protocol Subscription Pro-

cess 

4.3.1 Session Initiation Protocol Subscription Message Flow and 

Requirements 

With independent registmtion and puhlication procrsset> completed. the next challenge 

involved implementing the DIE Subscriber class for maintaining i:iubscriptions to presence 

information. The requirements of the SIP subscription procet>s arc needed in underst anding 

the next chapter whkh discusses SIP LBSs priYac:v. Therefore. we provide a detailed 

discussion of the 'ciubscription requirements here. 
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I Header I Description 

To The C"RI of the resource at the server to which a 
subscription is being made. 

From The C"RI of t he requesting LC. 
Contact The current contact address and port of the LC 
Expires The time for which a subscription dialog is valid at the 

sen·er without refreshing 
Event The type of Event Package for which the subscription 

is made. 
Accepts The type of content accepted on the subscription dialog 
Subscription-State The current state of the subscription 
Content-Type The type of content \Yithin the body of the request 

(only for NOTIFY requests) 
Content-Length The length of the content in the body of the request 

(only for NOTIFY requests) 

Table 4.2: SIP headers and values for subscription requests, adapted from [14] 

The SIP headers for SIP SC"BSCRIBE and NOTIFY requests are as shown and described in 

Table 4.2. C"ulike SIP registrations and publications. SIP subscriptions need to be carefully 

maintained in SIP dialogs. A presence subscriber usually subscribes to multiple presen­

tities simultaneously. necessitating multiple subscription dialogs [57. 7l].The subscribing 

terminal receives notification requests from the ::\1PS and it is important to identify the 

dialogs they belong to. 

SIP messages in t he same subscription dialog have t he same \·alue for the etag attribute in 

their To header. Subscriptions also have states. t he most important of these states being 

pending and active. A pending subscription is tmauthorised and yields no content in its 

notifications while, an active subscription is authorised and yields content in its subsequent 

notifications. 

Figure 4.5 depicts the state diagram of a typical subscription dialog between Subscriber 

class instances a.ncl the ::\IPS . Initial SIP SUBSCRIBE requests by Subscri ber class in­

stances cause the l\ IPS to create a new SIP subscription dialog identified by unique etag 

m lue . From that point omvards. all the messages in the dialog must bear this etag value 

in their To header. The subscription state of the dialog is set to pending and remains so 

until the subscriber is authorised. 

The ~IPS automatically authorises subscriptions for publishers that do not have presence 

privac~· policy rules specified in t he XDl\IS. C"pon authorisation, the ~ IPS sets the subscrip-
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SUBSCRIBE requests(refreshing dialog) SUBSCRIBE requests(refreshing dialog) 

Pending 

No notification content 
available for subscriber . 

from MPS 

• First SUBSCRIBE request 
from subscriber 

MPS authorises subscription Dialog 
by using a privacy policy 

( __ ) 
Active 

Notification content 
available for subscriber 

from MPS 

Final SUBSCRIBE request 
from subscr iber 

Figure 4.5: The SIP subscription dialog state diagram 

tion state of the dialog to act'ivc and notifies the JME Subscriber with the PIDF <.locument 

of the publisher. To end the dialog. the J l\IE Subscriber sends a SIP SCBSCRIBE request 

\vith a n Expires header value of 0. 

4.3.2 Implementation on Java Micro Edition 

The Subscriber class in Figure 4.G works in the same \Yay as t he Publisher and Reg­

istrationClient classes. except for a few minor differences in refreshing requests and 

processing incoming notifications. Each instance of t he Subscriber class is responsible for 

only one subscription dialog to a single prE'sentity. We introduce subscriptions to mult iple 

presentities in the next section. when we re-organise the classes into an SDK. 

4.3.2.1 Refreshing Subscriptions 

DIE SipRefreshHelper iust<mces cannot he used to refresh subscriptions because they 

fail to maintain SIP subscription dialogs properly. Instead of keeping the value of t he etag 

attribute of the To header. the~· store that of the From header. T his causes the !\IPS 

to throw an exception because of failure to identify that a received subscription refresh 
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request is in t he correct SIP dialog. We resorted to maintaining subscript ion dialogs by 

using DIE SipDialog instances which keep track of the etag value of the To he~Hler. 

The code snippet to refresh subscriptions is shown iu Listing -!.4. Subscriptions are re­

freshed for :'Is long as t hey are not fa iling (getting error responses) and while the subscrip­

tion statm; is not pending for the first few subscription requests. The reason for t his is that 

pending subscription dialogs bear no content and it is wasteful to keep maintaining such 

dialogs. We use t he Si pDialog instance's (dialog) getNewClientConnect i on method to 

create a connection for an already existing d ialog. \Ye also reset the Expires header to the 

expiry value suggested by the server. All the other headers remain unchanged. 

1 pub li c vo id run() { 

2 w hi I e ( ( s t a t. us ! = FAILED) &::& ! ( ( status = PENDING) && ( 

number OfAttcmpts > 5)) { 

3 

4 if ( di a log != nu ll ) { 

5 try { sec = d i alog. getNcwC lie n tCo nn ect ion ("SUBSCRIBE"); 

6 sec . set Head er ( .,Ex p i res .. , get Expires ()) : 

7 sec . send (); 

8 :-;;cc . c l ose() : 

9 numberOfAt t cmpts++: 

10 } 

11 if(stat u s =CLOSING) 

12 closeCon nect ions (): 

13 Thread. curren t. Thread(). sleep (In tegcr. parse i n t ( get.Expires ())dODO) 

14 } catch ( E xce p t ion e) { 

15 

16 

17 

e. printStac kTrace (); 

} 
} 

Listing 4.4: The run method code ext ract from the Subscriber class 

4.3.2.2 Handling Session Init iation Protocol Notification R equest s 

The Subscri ber d a.ss is rE>sponsibiE> for handlin~ notification requests macle to SIP sub­

scription dialogs. T he class implements t he D IE SipServerConnectionListener inter­

face (discussed in the Chapter 3) \\'hich requires the implementation of the notifyRequest 
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method. In the constructor of the Subscriber class. \Ye create a Jl\ IE SipConnectionNo­

tifier im;tance and specify the port (50GO) on which \ve listen for incoming connections. 

\Ve abo set the Subscriber as the listener for the requests incoming via its SipConnec­

tionNotifier instance. 

T he notification request processing logic is located in the not ifyRequest method (the 

handler method for incoming NOTIFY requests) . Cpon receipt of a SIP NOTIFY request . 

we check if the notificat ion belongs to our subscription dialog and we extract the headers of 

the I\OTIFY request and the content. if any is pr0sent. T he status of Subscriber instances 

is set such that. it reflects the valne of the Subscript-ion-state header of the NOTIFY requests 

in the notifyRequest method. YVc discuss the parsing of t he notification content the 

(PIDF document) in section 4.5.1.2. 

4.4 Re-organising the Session Initiation Protocol Func­

tions into an Location-Based Services Develop­

ment Kit Prototype 

We have, so far, discussed the implementation of the RegistrationClient, Publisher 

and Subscriber classes for independent SIP registration, publication and subscription 

processes. respectively. These classes have many commonalities that we aimed to regroup 

more elegant ly. Our objective to provide a toolkit environment on Jl\IE necessitated that 

we use a simple interface exposing the SIP processes of the LBSs SDK prototype (i .e regis­

tration. publication and subscription). This section discusses the process of re-organising 

the SIP processes so that they work simnltancously and can be invoked using simple meth­

ods. 
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4.4.1 The SipEvent and Presence Classes 

r... ····· ·--··-·--- siJ>tonneetlonMana9er-· 
j .. contact.: stnng-·-·--·--·-···-----· 
i - expires :string 
1-sipConnectionNotifier: SipConnectionNotifier 
! -status : int 
1- presence : Presence 
i - REGISTERING : int 
i - REGISTERED : int 
i - PUBLISHING : int 
! -PUBLISHED: int 
j - SUBSCRIBING: int 
! - PENDING: int 
- ACTIVE : int 
- FAILED : int 

. - userName: string 
i - proxy : string 
1- port: int 
! -publisher: Publisher 
i-subscribers: Subscriber 

·-··-··········-····, 
_____ j 

L- re_9i_st@!:..:~~gistrat~.I:C~ie~t ... _ . ___________ _ 
! + notifyResponse(stpCfientConnection : SipC/ientConnect ion) 
i + getCurrentPresence() 
i + handleError(statusCode : int) 
i + notifyRequest(scn: SipConnectionNotifier) 
i + beginPublicationTask(presence: Presence) 
i + changePublication(presence : Presence) 
i + removePublication() 
! + addSubscriptionTask{to :string) 
I+ removeSubscriptionTask{to : string) 
i + getCurrentContactAddress() : string 
i + closeConnectionsO. _ ________ -,-___ _ 

I t ~ 

. I 
I 
\ 

-publisher -subscnber$ 
~---Subscri be_r ___ 1 -registriy" 

'· 
'"'> ': 

i - numberbfAttempts: mt ! 
i - dialog: Dialog i 
~~-------=--=-_J 

-. --._-_-__ -_-._-_-_.jp_Ey~nt_ .. -.--==-~-
! - to : string 
i - from : string 
! -contact : string 
i - expires :string 
I-sipCiientConnection: SipCiientConnection 
i - status : int 
1-contentType : string 
i-contentlength :string 
i - event: string 
i.: .. P.r.E:!?_~~S~ .. :_ ~.r.~~E!!:l~.E! .. ·······- ....... ................... .J 
i +run() ! 
i + getCurrentPresence() i 
~TT_lSI.Y.eTas~lL. _____ . _______ _j 

Figure 4.7: SIP classes in the re-organised prototype 

57 

Reg i stratio_n,SJi ~nf1 
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Figure 4. 7 shows the re-organised classes of the LBSs SDK prototype in the org . r hodes . 

sipevent package .. Java documentation and source code of the toolkit have been proYide<.l 

with this thesis, we discuss only the important aspects of the classes here. One of the 

compotlC'nts shown in the figure' is t he SipEvent class. This is an abstract class we created 

for the common variables and operations of the RegistrationClient. Publisher and 

Subscriber classes. ). lost of the variables included in the class are those stored in the 

SIP headers of the SIP requests. The constructor of the class is used to set up the initial 

requests for the different SIP processes. The removeTask method contain the logic for 

performing the termination of the SIP processes. 

Another important class of the LBSs SDK prototype is the Presence class in Figure 

4.8. This class is contained within the org. rhodes. sipevent. po jo package. Instances 

of the class store the basic presence information of presentities namely the SIP address or 

identity of the presentity; the status, which is either open or closed: a note, which is a 

human-readable text about the presence information: and the time-stamp that bears the 

time when he document was composed (we ignore the location part for now). Publisher 

and Subscriber instances must own Presence instances so that they can store presence 

information. Presence instance.s store this information aft er it has been obtained from 

notification content, or before it is published. 

. Presence r - - - - - - - · l 
: - sipAddress: string- ­
- status : string 
- note : string 
-timeStamp: DateTime 
- location : pojo::Location 

Figure 4.8: SIP classes in the re-organised prototype 

4.4.2 The SipConnectionManager Class 

Figure 4.7 shmY.s the Ul\JL representation of the SipConnectionManager class of the 

org. rhodes. sipevent package. Thi;; clast; creates and control::; the diff'ereut SIP pro­

ce.sse.s (i.e. regi.stration. publication and subscription) by creating and managing Reg-
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istrationCl ient. Publisher and Subscriber instances. It is designed to prO\·ide the 

met hods for initializing and managing the SIP fnnctionalit:v provided by the LBSs SDK 

protot~rpe. The SipConnectionManager class O\Yns an instance of the Registrar class for 

making registration::; to t he ~lohiccnts Proxy and Registrar Services. Registrat ion::; mu::;t 

be performed by all presence applications. If t he registration operations fail. t hen no other 

tflsks can be performed in the LBSs SDK prototype. 

T he SipConnectionManager class may have zero or one Publisher instances due to the 

fact that we limit t he number of presentities or Targets per mobile device t o one. It is also 

not always the case that a prest-ntitv \Yishes to share its presence information so it might not 

need to initiate publication tasks at all. T he SipConnectionManager class ma: have zero 

or more Subscriber instances which are stored in a java. util. Vector data structure. 

~Iultiple Subscriber instances might be required because the watcher applications usually 

subscribe to multiple present ities or Targets simultaneously. 

The getCurrentAddress method. formerly contained in the RegistrationClient class. is 

in t he SipConnectionManager clf!ss so t hat all the other classes may use it for their Contact 

header values as well. The beginPublicationTask method can be used to start presence 

publications. The addSubscriptionTask method creates a new Subscriber instm1ce to 

start a subscription dialog to a specified presentity or Target. The new Subscr iber in­

stance is added to t he subscription Vector that keeps track of all the subscriptions at the 

mobile device. The removePublicationTask and the removeSubscriptionTask methods 

can be used to stop publication an d subscription tasks. respectively. The getSubscrip­

tionContent method returns a collect ion of the Presence instances of all the currently 

active subscriptions. 

Uost of t hese methods are aimed at exposing the SIP functionality of the prototype to LBSs 

developers. In Chapter 6. we discuss how such methods could be used t o deliver simple 

centralised cross-referencing LBSs. Appendix A discus::;es them from a service deYeloper 's 

point of view to provide a panoramic view of our LBSs SDK prototype. 

4.4.2.1 Implementing the SipClientConnectionListener and SipServerConnec­

tioListener Interfaces 

The SipConnectionManager class implements both the SipClientConnectionListener 

and SipServerConnectionListener interfaces formerl~· implemented by each one of t he 

classes t hat handled SIP processes (i.e. RegistrationClient. Publisher and Subscriber). 
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The SipConnectionManager class. therefore. implements the notifyResponse and noti­

fyRequest methods required b~· these interfaces. All the SIP responses to requests made 

by the mobile application are received and handled in the notifyResponse method. All 

the SIP requestt:i addressed to t he mobile application are received and handled in the no­

tifyRequest method of the class. 
,. ___ , ___ _ 

Sip01entConnectlon - ---,.-
1 
l 

i 

·--·- ----- -----, 
: SloConnect1ooMaoaaer 

: 1 SIP RESPONSE : 
'---- -- -- )l 
I 

, 2 notlfyR.esponse(Sip01entCo~nect1011 SipOientConnectl()()l 
~ "'' ' 
' : 3~1 setExptres(explres) i 

~ - ·- - - ...,., 
3.2 handlePesponse(code) : 
~-- ! 

Figure 4.9: Handling a SIP registration response 

The handling sequence of SIP registration responses in the LBSs SDK prototype is depicted 

in Figure 4.9. The i\Iobicents Registrar Service sends a response that is received by an 

instance of the SipClientConnection class at the SDK. The notifyResponse method 

of the SipConnectionManager class is invoked in step 2. The notifyResponse method 

determines t he SIP method to \vhich the SIP response is made (as shown in litH'<; 7. 23 and 

28 of List.ing 4.5). The method then handles thP par ts of the response that are specific 

to the registration method. This includes extracting the value of the Expires header and 

passing it to the RegistrationClient instance (step 3.1 Figure 4.9) . The getReg method 

shown in the code snippet in Listing 4.5. returns the Registrat ionClient instance of 

the SipConnectionManager class. This instance is used to set the properties of the SIP 

regi!;tration processes. Other SIP responses follow t he same generctl sequence as the SIP 

registration response. The complete implementation of t he notifyResponse method can 

he found in the source code provided with this the::;is. 

1 publi c 'oi d notify R espo n se ( SipCl ientConn ec t.ion sec) 

2 { 

3 t r y { 
,1 s c c . r ece iv e ( 0) : 

5 in t responseCode sec . getStat usCode () : 
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6 

7 if (sec . get.J\Iethod ().equals ("REGISTER" )) 

8 { 
9 Sys tem . out. println ( · [ SIPcounectio n Ma nua ger ] : Registration Response 

· + sec . ge t.Sta tusCode ()); 

10 i f ( r espo nse Code = 200 ) 

11 { 

12 get R eg() . se tS tat u s (REGISTERED); 

13 if ( ! scc . getHca.de r(''Expires " ) . equals( null )) 

14 { 

15 getR.cg ().set Expi res (sec . get H ea.der ( .,Exp ir es .. )); 

16 } 

17 } e l se 

18 { 

19 get. R eg () . se t S tatus (FAILED) ; 

20 handle Error ( response Code); 

21 } 

22 

23 }i f (scc . get:.Iethocl().equals( PUBLISH'')) 

21 { 

25 //han d l e p ·u b l ·i c a t i o n r e s p o n 8 e 8 

26 } 

27 

28 if ( s c c . get.:VIet hocl () . c q u a ls ( ''SUBSCRIBE' ) ) 

29 { 

30 //handle s ·ubscr·iption responses 

31 } 

32 

33 } catc h ( IOException ex ) 

34 { 

35 } 

36 } 

Li1>ting -!.5: The notifyResponse method code extract from the SipConnectionManager 

class 

The not ifyRequest method is the same as it was implemented in the Subscribe r class 
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carli<'r. <'Xcept that it ir> designed to handle notiticatiou:; from multiple ::mhr>cription dialogs. 

Figure -1.10 depicts the gen<'ral sequence that takes place whencYer a SIP notification is 

made to t he LBSs SDK protot~·pe. The ~ IPS sends a SIP KOT IFY request that might 

have content to the mohile device in step l. Instances of t he SipConnectionNotif i er 

receive the request at the LBSs SDK prototype and invoke the not ifyRequest method of 

the SipConnectionManager class. 

[Eob•cents Presence Servtce : (.:... StpCOnn;ctionNotifiE'f i ~nnecttonManag~ 1 ...:..fldfloParser I : Subscriber I 
' ___,__. 

1· SIP NOTIFY (content) 
---- - - -- · 

5 SIP response 
t'--~--

2 nottfyRequest(scn S•pConnectoOnNottfier) 

: A 

· __ jjJ setStatus(status) 

4: iMAesponse(statusCode) ;-- - -
' a•- • - --, 

! 
: 6 · parseContent(pidfloD?cument) 
~ - - ~: 

• 7 setPrcsence(presence) 

' : 
i 
' I 
i 
I 

' ' 
~! 

' ----- _., 

F igure 4.10: SIP notification reQuest handling iu the LBSs SDK prototype 

The SipConnectionManager determines t he subscription dialog to \vhich the notificat ion 

belongs by comparing the notification request dialog with that of active Subscr iber in­

stances at A. Once ic!Pntificc! , thC' sbttus of the appropriate' Subscriber instance is set to 

reflect that of the subscription dialog in step 3. Step G invoke methods of the PidfloParser 

cla::>s to parse the PIDF document. if present. T he presence information acquired is stored 

in the appropriate Subscriber instance in step 7. In step 4. the Si pConnect ionManager 

scuds a SIP response to the l\IPS for t he uotiti<..:ation reQuest. 

4.4.2.2 Refreshing and Synchronising the Session Init iation Prot ocol Pro-

cesses 

Thus far, we have c!iscussed how we re-organised the different SIP processes into t he 

SipEvent and SipConnectionManager classes. \ \ "e have not. however. cliscuss<'rl the syn­

chronisation of these SIP processes. In SIP systems. SIP subcriptions and publications 

are usually precedec! by SIP regist rations. Our SDK is designed in such a way that if 

I 
I 
I 
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registration processes fail. then the other processe..'> are not performed because thE' mobile 

terminal has to be regbtered to use t he services. The remaining paragraphs of this section 

focus on the synchronisation of the SIP proccss!:'s. 

In the LBSs SDK prototype. we first create a RegistrationCl ient class instance in t he 

SIPconnectionManager class ancl star t the registration thread. Thereafter. the developer 

nsinp; the finished LBSs SDK has an opt.ion of im·okinp; the pnblication thrrad hv calling tlw 

beginPublicationTask method (when implementing a Target entity). If an application 

needs LC functionality. then t he addSubscriptionTask method can he invoked to start 

subscription threads. Once started. the threads are responsible for sending the init ial 

requests and for periodically refreshing the SIP processes they represent for as long as they 

arc needed. 

~- SipEvent 1 

: to; -string-· 1 
- from : string 

1

J

1

1 

- contact : string 
! • expires : string I 
I · sipCiientConnection: SipCiientConnection i 
I· status : int ' 
! - contentType : string 
i · contentLength :string 
I · event : string 
I · presence : Presence 
1 + run() --- - ···-·---------

1 + getCurrentPresence() 
L:±- removeTask() ·-.--

1 
------· · ·-' 

I 
I 

~interface» 
PeriodicTask 

·+ perform() J 
L.±..9etExe_ir~s() : int 

~-~~-i s!J:~i.~!.'tTient , 
~------------:.:1 

Figure -!.11: Syncronising t he SIP processes in the org. rhodes . sipevent package 
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The RegistrationClient. Publisher and Subscriber classes all implement the Peri­

odicTask interface that we created. This is as depicted in the class diagram in Figure 

--1.11 . T he three classes implement the perf orm and the getExpires methods of the inter­

face. Thr rcfrrsh operations of the cliffcrrnt. SIP tasks arc implcmrntc<l within the perform 

methods. The classes also all implement the abstract run methocl of the Thread class. 

\Vithin this run method is a while loop that generally nms for as long as the respectiYe SIP 

ta~;k is required. \Vhether the loop continues ntnning or not is determined by the conditions 

required by the individual SIP processes. For example registrations should be performecl 

for as long as the~· are successful or awaiting an initial response from the sen·er. The loop 

keeps im·oking the synchronised periodicTasks methocl of the RefreshTaskHandler class 

that synchronises t he processes depending on their expiry periods. 

1 pu bl ic void run () 

2 { 

3 while ( getStat u s () = SIPconnection:.I anager .REGISTERED II get.Status 

() = SIPconnection:.Ianager .REGISTERING) 

tl { 

5 refreshTas kH a n d ler. per iod i cTasks (t his ); 

6 } 

7 } 

Listing 4.6: The run method code extract from the SipConnectionManager class 

The periodicTasks method causes every PeriodicTask t hat has invoked it to wait for as 

long as its expiry period (value of the expires variable) . The expiry period is expressed 

in milliseconds. After that period has elapsed. the method calls the perform method of 

the PeriodicTask that has invoked it. Finally. the method calls the notifyAll method of 

the thread class t hat causes other synchronised PeriodicTask instances to wake up. By 

using this process , we periodically refresh and synchronise the different SIP processes in 

the LBSs SDK prototype. 

1 public synchronized void periodi cTask s ( Period i cTask task) 

2 { 

3 try { 

4 wai t ( In teger. pars e ln t ( t.ask . getExpircs ()) * 1000 ) : 

5 task. perform () : 

6 notifyA ll (): 

7 } catch ( InterruptedException ex) 
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8 { 
9 ex. prin tS t ac kT r aee () : 

10 } 

11 } 

Listing -i. 7: SIP t ask synchronisation in t he RefreshTaskHandl er Class 

After developing an LBSs SDK prototype for presence applications. the next step involved 

making the bot h the J~IE LBSs SDK prototype and the ;..,IPS location-aware. As we 

explained in Chapter 2, we add Location Objects to PIDF documents for location infor­

mation t ransport. Therefore. the step mostly involved enabling the creation. parsing and 

processing of Locat ion Objects on hoth the J J\IE LBSs SDK prototype and t he ).IPS, as 

described in t he follo\ving section. 

4.5 Adding Location Object Processing to the Java 

Micro Edition Location-Based Services Develop­

ment Kit Prototype and to the Mobicents Pres­

ence Service 

4.5.1 Adding Location Object Processing Capabilities to the Location­

Based Services Development Kit Prototype 

While putting together the presence t ransport facilit ies of the LBSs SDK prototype in 

the last section, we introduced the Presence class that stores values pertaining to basic 

presence information. The sipAddress. and t he timeStamp variables of the Presence 

class arc useful dimensions of location informat ion as mentioned in Chapter 2. The first 

step towards implement ing support for Location Objects involved creating P lain Old Java 

Objects (POJOs) for storing location values. 

1 < '?xml vers i o n=" 1 . 0 ·: en coding=·· uTF- t·s''?> 

2 < p re s e n ce x mlns= " Hrn:i etf :p a rams :x ml:n s: pid f" 

3 x min s : g p= .. u r n : i e t f : p a r a m s : x m l : 11 s : p i d f: g e o p r i v 1 0 ,. 

4 x min s : g m I= .. u rn : o p e n g i ti : spec if i c a t i o 11 : g m l: s C' h <' m a - x s d : f c n t 11 r e : v 3 . 0 .. 

5 x mlns :gs= "h t.t.p : //v.r\n V.OJH' u g is .ne t.jp id flo/ 1. 0 " 
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6 en ti t.y='· pre s :shang P !1. sip . ru. a c . za .. > 

7 <t upl e id= .. vr ·15ur .. > 

8 < statu s> 

9 <bas i c> op en< / basi c> 

10 

11 < -- L o c a t i o n 0 b j e c t s t a r· t s h e r e - - > 
12 

13 < gp :geopriv> 

14 < g p:locatio n - in fo > 

15 <g rnl: location> 

16 < gs:Po in t. gs:id= .. a · srsName= '' e p sg:432G .,> 
17 <gs :pos> 25. 78 900 tl6. 6 783 tl</ gs :p os> 

18 < /gs :Poin t> 

19 < / gml: location> 

20 <I g p: 1 o cation - info> 

21 < gp:usage-rules> 

22 < g p: r et r ans rn i ss i on -al lowed>no</ gp: ret r ans m i s si on -allowed> 

23 < gp: rete n t. ion - exp ir y> 2010 - 09 - 23 T06: 35:35 Z< / gp : rc tc n t ion - expiry> 

24 < / g p :usage-r u les> 

25 < /gp:geopr i v> 

26 

27 <-- Location Obj ect en ds her·e --> 
28 

29 < /stat u s> 

30 < t imes t amp>2010- 09 - 22 T06: 35:35 Z</ t imestam p> 

31 < /t upl e> 

32 < / prese n ce> 

Listing 4.8: A sample PIDF-LO document 

66 

The Xl\fL snippet in Listing 4.8 shows a simple PIDF-LO document containing basic 

presence and a. simple Location Object. Location Objects may be contained within the 

geopriv elements. which may be placed wit hin t he PIDF status elements. T he location 

elements within the location-info elements contain the location information of the Ta.rgct 

expressed using geodetic or civic format [49]. Since each Target is expected to be in one 

location at a given time. \Ve introduce R constraint for our SDK: 

• A single Target can publish only a Location Object describing one single discrete 
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location at a time. Civic or geocl0tic information may be contained \\"ithin the same 

Location Object only for purposes of better describing a single &:;crete location. 

4.5.1.1 Geodetic and Civic Information Plain Old Java Objects for the Location­

Based Services D evelopment Kit 

For expressing geodetic information. the Locat ion Object utilises a subset of Gl\IL (applica­

tion schemas) customised for use in PIDF-LO documents [49] . We refer to these customised 

schemas as t he Geoshape schemas . Gcoshape schemas allow for tv.·o and three dimensional 

shapes to he expressed . To keep the toolkit simple. we implement only support for points . 

circles and polygons. 

It can be seen from Listing 4.8 that a point constitutes a single pair of coordinatE's such as 

87. 23344 56. 23467. We create a. Point POJO that contains variables to store the latitude 

and longitude coordinates. A Circle is expressed as a combination of a center point and 

a radius. A Polygon is expressed as a collection of points. The Polygon POJO contains 

one va.riable only, a vector of Point instances. The POJOs may be created and owned 

by a Presence instance. Since we cannot ant icipate how the location infonnl'lt ion will 

be expressed by the Target. we created a Location interface which all POJOs implement. 

The resulting class diagram is as shown in Figure 4.12. All the location POJO classes are 

contained within the org.rhodes.sipevent .pojo package. 

The civic location schema defined in [7/] allows for location to be expressed with an optional 

scn~nte<'n fields ranging from the name' of the conn try to more detailcrl levds snrh as RC'at 

uumber;:; within a. particular svace. We decided to SUlJIJort only five of these fields: t he 

country clement ; elements Al to A4, to hold national sub-division identifiers; and element 

HNO. to hold a house or street number. The country element must hold the alpha-2 codes 

from ISO 3166-1, such as DE for Germany and ZA for South Africa [77]. Elements Al to 

A4 may contain nat ional sub-divisions to better express t he location of the Target. For 

instance. Al may be used to hold the value for the region or province and A2 for a sub­

division in a province such as a tov;n. The Ci vicAddress POJO also implE>ments the 

Location interface and contains a variable to keep a collection of civic addresses. This is 

also shown in the class diagram in Figure -1 .12. 
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; 

' ' 

pojo::CivicAddress : 
- civicAddresses : Vector ' 

i 
I 
I 

'. 

I ' 

pojo::Circle ·j· ..,..,._ ___ .--pc,·...-jo-_-::-=P-o"i~t - - -=Pc-o-_l_y_g_ o_n__ ~ 
-center: Point -centerl _ latitudte:":::il~o~n~g---1'-_p-o-:i:--n-ts.....,.~~nts :2~~ 
~a_d_iu_s_:_i_n_t___ .::...~~~e : long 

Figure 4.12: The classes of the org.rhodes.sipevent. pojo package 

4.5.1.2 Geodetic and Civic Information Creation and Parsing 

G8 

PIDF-LO documents in the LBSs SDK prototype are composed statically from strings 

and Presence instance varin.hles. The parsing of the incoming PIDF-LO documents is 

performed using pull parsing. Pull parsing is a technique of parsing Xl\ IL as a stream 

instead of building a tree (DO!\I) or pushing events out to client code (SAX) as it is done 

for push parsing [74]. T he advantages of pull-based parsing as discussed in [7 -l] include: 

• a small memory footprint. because a whole tree of the document being parsed is not 

stored in memory: 

• the parser parses only whR.t it is required to parse, resulting in quicker performance 

t han would be delivered by push parsing. 

The pull parser we used for om implementation is kno,x.·n as kX:.IL [74]. We created a 

class called PidfloParser that uses the kX~IL API to parse PIDF-LO documents. T he 

static parsePresence method of the PidfloParser class is provided with a PIDF-LO 

String and it returns the resulting Presence POJO. This parsePresence method is used 

in the notifyResponse method of the SipConnectionManager class to parse the PIDF-LO 

document aYailable during authorised SIP notifica tions. 
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4.5.1.3 Geodetic Location D et ermination with the J ava Micro Edition Loca­

tion API 

We dif.icu::;sed t he J:\IE Location API in Chapter 3. The API can be used synchronously 

or asynchronous!_,,. t o obtain t he location information of a mobile device. assuming that 

appropriat e location determinat ion t echnology such as GPS is available there [30]. 

We used the J .l\IE Location API for geodetic location information determination only. Civic 

locations may he provided by the users or developers through overloaded beginPubli ca­

tionTask methods of the LBSs SDK prototype. These overloaded methods arc discussed in 

greater detail in Chapter 6 and Appendix A. The SipConnectionManager class implements 

the Locat ionListener interface and implements t he locationUpdat ed method. For the 

SipConnectionManager clas::; to start pnblishing t he location information from t.he mobile 

device location provider such as a GPS receiver. the developer must invoke an overloaded 

version of the beginPublicationTask method. 

The overloaded beginPublicationTask method for automat ic location determination takes 

in t he interval. timeout. maxAge and note parameter::; . The fir::;t three panunetcrs arc 

provided to the LocationProvider instance's setLocationListener method. The use 

of the parameters is as described at [30]. The note parameter is for the human-readable 

presence information provided by the end user. 

Every automat ic invocation of the locationUpdated method causes the creation of a Point 

instance represent ing t he current location of t he mobile device. The original beginPubli­

cationTask method is called to start publishing the newly acquired location information. 

together with the provided presence information. T his is done only if the Si pConnection­

Manager class is not already publishing other location and presence information. Otherwise. 

t he changePublicat i on method is invoked to change the published information instead. 

For more details on how this works. we refer the reader to the J ava documentation and 

source code provided \Yith this thesis . 

4.5.2 Adding Location Object Processing to the Mobicents Pres­

ence Service 

'\"e have discussed the presence publication process shown in Figure 4.3. but haYe not 

discussed ho\Y the published informat ion is processed at t he ~IPS. In Chapter 3. we dis-
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Figure 4.13: The JAXB tool overview [46] 
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cussed the l\IPS components and the SBBs of which it is composed. The presence in­

formation published in a. PIDF document hy a. present ity is parsed and validated by the 

PresencePublicationControlSBB of the MPS. Another SBB of the :.IPS, the Presence­

SubscriptionControlSBB, has the capability of composing PIDF documents used for SIP 

notifications. 

The step towards adding location processing capabilities to the MPS involved modifying 

it to perform the validation, parsing and creation of Location Objects that are part of the 

PIDF-LO document!:>. The tool used for XML document validation. parsing and creation 

on the l\.IPS is the Java Architecture for Xl\1L Binding (JAXB) [46]. 

4.5.2.1 Location Object Schema Binding 

Shown in Figure 4.13. tho JAXD tool allows for the easy and quick conversion of an XML 

Schema into corresponding PO.JOs. This process is called binding and it is performed by 

the binding compiler [46]. We bound all the Location Object schemas to t he equivalent 

POJOs. The Location Object .JAXB POJOs that \vere generated were placed in the same 

package as the JAXB POJOs originally generated for parsing and composing preoence 

information (PIDF) on the :..IPS. The reason for co-locating these POJOo was that they 

are all u~,-;ed to parse and compooe PIDF -LO documents. 
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4.5.2.2 Location Object Processing in Service Building Blocks 

The second part of Figure 4.13 shows that the JAXB API can be used to marshal and 

unmarshal Xi\IL documents. The process of unmarshalling a document involves convert­

ing t he X:\IL contents to an equivalent Java Object Content Tree (instant iated from the 

JAXB-generated POJOs) . :.farshalling a document involves the reverse process to unmar­

shalling. It converts a Java Object Content Tree t o the corresponding X!viL document. We 

added t he ne\vly-generated Location Object POJOs to the .JAXB Contexts of the Pres­

encePublicationControlSBB and the PresenceSubscriptionControlSBB so they can be 

used through the JAXB API to parse and create PIDF-LO data. 

The PresencePublicationControlSBB has a helper class for composing presence publica­

tions. Presence composition is specified in [14] and it is necessary v.rhen t he presence state 

of a presentity is derived from different CAs. In our case. a Target can only be at one 

location at a time and no location composition is required. For th is reason, we make sure 

that when a new publication is made, the old Location Object data is overwritten with the 

newly published data. 

The PresenceSubscriptionControlSBB of the :.1PS uses only· the published data for com­

posing PIDF-LO documents provided by the PresencePublicationContro l SBB. No modi­

fication was reqnired of the PresenceSubscriptionControlSBB to enable Location Object 

processing. In the next chapter. however, we modify the PresenceSubscriptionCon­

trolSBB to enable location-based privacy. 

4.6 Chapter Summary 

In this chapter, \Ve have discussed the initial steps taken during the implementation of 

the cross-referencing LBSs SDK prototype and the modification made to the t\1PS. In the 

preceding chapters, we made the decision to reuse the :.IPS presence signaling system to 

transmit location information. vVe started with building a presence prototype t hat works 

>vith the :.IPS. We discussed the requirements of the three SIP processe!:l necessary for 

the realisat ion of the prototype. These processes involved maintaining SIP registrations. 

publicat ions and subscriptions. T he SIP processes were first implemented independently 

of each other and were later re-grouped into an LBSs SDK prototype. 

Wit h the completion of the SIP LBSs transport facilities of the LBSs SDK prototype, 
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\VC introduced a location dimen~ion to the LBS~ SDK protot~'pe by enabling Location 

Ohject information processing. \Ye created POJO~ to hold the location information that 

was obtained or written to the Location Object document~. For our SDK. the location 

information i~ expressc>d with a limited sulx~et of ~hapes and ci,·ic location~. Future work 

in thi~ area can focu~ on adding cnpahilities to proce~~ more shapes and civic location~. 

Finally. we introduced Location Ohjc>ct processing within the ::.JPS by making the neces~ary 

modifications there. 



Chapter 5 

Adding Privacy Support 

The preceding chapter focused on developing a J l\IE LBSs SDK prototype for presence and 

location transmission. and on modifying the ~IPS so that it processes PIDF-LO documents. 

In t his chapter. we discuss the addition of location-based privacy to both the Jr\ IE LBSs 

SDK prototype and the modified ~\IPS. We explained in Chapter 2 that we aim to proYicle 

location-sharing prin1cy through the use of geolocation policies. ( Geolocl-l.tion policies 

provide Targets with means to control the sharing of their Location Object s.) Figure 

5.1 depicts the privacy architecture implemented as part of our work. A Target or a 

scpar11te rule-making entity can PUT. GET and DELETE geolocation policy documents 

at th<' XDl\IS. Different LCs. subscribing to t.hC' PIDF-LO doC'mnmt of th<' Target. arC' 

then giYen different ,·ersions of the document by the ~IPS according to the geolocation 

policy document rules of the Target. The protocol for geolocation policy communication 

between the XDJ\IS and Targets or separate rule-making entities is XCAP. In Chapter 3. 

'v\'C mentioned that we could not fiud a J !'viE implementation that supports t.l1is protocol. 

For this reason. we had to create our ,L\IE XCAP implementation for our JME LBSs SDK. 

Geolocation-policies play an important role in assuring privacy in the sharing of a Target's 

location. ·when a Target publishes its location information to the network. this information 

could be used and shared \\·ith a \Vide range of LC applicat ions. T hese LC applications could 

be hosted by marketing organisations. goyernment agencies. emergency service providers 

or on end-user mobile phones. Geolocation-policies give a Target the means to specify how 

t heir location information should be shared with the LCs that are authorised to see it . 

" 'ithout these policies. every LC \\"ill get the same information which might not always be 

appropriate. 

73 
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~ PUT /GET /DELETE Geolocatlon-Policy(XCAP) 

Target/Rule Maker 

Mobicents MPS and XDMS 

7-l 

Location Client A 

Filtered PIDF-LO Version A 

Filtered PIDF·LO Vers ion B 

Location Client B 
Filtered PIDF-LO Version C 

Location Client C 

Figure 5.1: The geolocation policy privac:v architecture. adapted from [66] 

The contents of this chapter are better understood with some background regarding the 

format of the geolocation-policy document. We provide this background first. Thereafter. 

we focus on adding t he geolocation-policy application usage (appusage) to the l\Iobicents 

XDf..IS. The t hird section discusses adding XCAP and geolocation-policy support to our 

.L\IE LBSs SDK prototype. The fourth section discusses the final piece of t he puzzle, which 

is the implementation of privae~'-mnuc location subscription at the modified i\IPS. nsinp; 

gcolocatiou-policy docmuent. rules. Section five then provides a summary of t he chapter. 

5.1 The Geolocation-Policy Document 

5.1.1 Common-Policy for Location-Based Services Privacy 

Listing 5.1 shows a sample geolocation-policy document that a Target might own and 

maintain at the XD},IS. Gcolocation-policy extends the IETF common-policy and inherits 

all of t he common-policy propcrtiE''>. Common-policy defines three extensible parts of 

authorization rules. These are couditiom;, actions and transformations. A nde is aualogons 

to a conditional statement used for programming. T he conditions could be viewed as t he 

if part . and the actions and t ransformations as the then part [67]. A privacv policy ma.v 

contain one or many of these authorization rules (represented with rule clements in Listing 

5. 1) [67]. 

The important conditions defined for emmnon-policy iuduJc the i dentity and validity 

elements (condit ions) \Yhich are in the conditions element in Listing 5.1. The identity 
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condition may have one or more one and many elements containing the addresses or domains 

of the LCs that may be affected hy the rule [67] . The validity condition specifies t he 

time frame for which the rule is valid. Actions and transformations are applied only if all 

the conditions resolve to true when compared with the current state of the subscription and 

the published PIDF-LO document. They are specified within geolocat.ion-policy schemas 

because they are specific to the data for \Vhich authorisation is being provided (such as a 

Location Object) . 

1 < '?xml vers ion= ·= 1.0" en coding="UTF-8"?> 

2 < cp: rul eset 

3 .. x mln s: g p= .. u r n : i e t f : par am s : x ml : n s : g e o l o c a t ion -po lic y ., 

4 ., xrn lns : c p= " urn: i et f: par a m s : xml: ns: com mon - po l icy ., 

5 ., xmlns: C<l= .. ur n : iet f: par am s : xrnl : n s : pi d f: geo pri v 10 : ci vi cAd d rr ., 

6 "xmlns:gml= " http://www. opengis. n et/gml " 

7 .. x mln s : l p = ., u r n : i e t. f: p a r a m s : x m l : 11 s : b a s i c - 1 o c a t i o n - p r o f i l e s ., 

8 .. x m l n s : g s = .. u r n : i e t f: p a r a m s : x ml : n s : p i cl f : g e o p r i v 1 0 : g e o S h a p e ''> 
9 < c p:rul e id = ''closefriend s"> 

10 < cp:cond i t i ons> 

11 < cp:idcnt i ty > 

12 < cp :one id= · s ip: s h an ge\\~· s ip. ru. ac. za / > 

13 <cp:many domain= " convergence . sip. ru. ac . z a .. / > 

14 < /c p:id entit y> 

15 < c p:validi ty > 

16 < cp: from>2010-06-24 T 17:00:00 + 01 : 00 < / cp : from > 

17 < c p: u n t i 1>2010- 07 - 2·1 T 19:00 :00 + 01: 00< / cp: un t il> 

18 </c p:va l idity > 

19 <gp : lo cation-condition> 

20 < g p : l o c a t i o 11 p r o f i l e = " c i v i c - c o 11 d i t i o n ., 

21 xmlns= ., urn: i e t f: p <trams : x m l : n s: pi d f: g eo p r i v 1 0 : c ivic Add r '> 

22 < c i vicAddress/ 

23 < co untry>ZA< / country> 

24 <Al>Eastern Cape< / Al> 

25 <A3>Graharnst.own< / A3> 

26 < / c i vicAddress> 

27 < /g p: l ocation> 

28 < g p : l o c at i on p r o f i I e = .. geodet ic -co n d i t i on ''> 
29 < gt-~: Circle s rsName=" urn: ogc:: def: c r s :EP S G : : -1326 "> 
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30 <gs :pos>,12.5463 - 73.2512 : lgs:pos> 

31 , gs: radius uom= .. urn:ogc: def: uom :EPSG: :9001 .. >850 . 24 <1 gs: ra diu s: 

32 ' lgs :Circle > 

33 <I g p : l o c a t i o n > 
34 <I gp : location-con<.li tion::: 

35 :1 cp:condi tion s> 

36 < c p:ac t ions> 

37 <.gp :sub - handling::: a ll ow< lgp: sub - h andling:: 

38 ~1 c p: act io n s > 

39 < cp: transfo r mation s> 

40 ..::: gp:provicte -location profi l e=·' civ ic -tr a n sformation ·,· 

41 < lp:pr ovide -c i v i c > country -:1 lp :provide-civic> 

42 <I gp:provide - lo cation> 

43 :g p: prov id e - 1 o c a t ion profi l e= .. geodetic -t ran sforma t io u ·> 
44 < lp:provicle-geo ra<.l i us= .. GOO .. I> 
45 '/ g p : pro v i d c -1 o c at i o n ,. 

46 <I c p: tra n s forma t ions> 

47 <lcp:ru le> 

tl8 <I c p : r u l e s e t > 

Listing 5.1: A sample geolocation-policy document 

5.1.2 Geolocation-Policy 
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The geolocation-policy schema introduces the location-condition element into the con­

ditions element to specify the location-specific conditions of the Target. The location­

condition element may contain one or more location elements each describing a discrete 

location within which a Target should be located for the l ocation element (condition) to 

evaluate to true. As can be seen in Listing 5.1 , the discrete location within the l ocation 

elements can be expressed either using hum<Ul-readable addresses or geodetically. If ex­

pressed geodetically. a Geoshape circle is used to rlescribe t he area within which the Target 

should be located. If expressed using human-rearlahle addresses. t he civic elements that 

best describe the area where a Target should be located are used. The location elements 

are evaluated using a logical OR \Yithin the locat i on-condition clement. so at least one 

of the location elements must evaluate to true for the location-condition clem<:>nt to 

be true [66]. 
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The actions element of the rule determines the action that should he performed if t he 

conditions evaluate to true. These actions are either block or allow. resulting in an LC 

receiving no information at all if blocked or receiving information t hat has transformations 

applied to it otherwise. In the transformations element. the Target can specify the 

granulari ty of ciYic and/or geodetic information that. should be proYided to t he LCs affected 

b:v the rule to ensure location privacy. If expressed ciYically (within t he provide-civic 

elements) . the level of t he civic element that should he provided from the PIDF-LO is 

specified. If expressed gcodcticaJly. (within the provide- gee elements). a radius is given 

to introduce a deliberate error to the geodetic location expressed within the P IDF-LO 

document [66]. 

5.2 Adding the Geolocation-Policy Appusage to the 

Mobicents XML Document Manangement Server 

As we have discussed in Chapter 2, privacy policies are kept and maintained at t he XDI\ IS. 

The 1\fobicents XD::\IS snpports presence rules for providing privacy to presence applica­

tions [71].but it does not support geoJocation-policy. In order for the T.-1.rgets to be able to 

create. modify and delet e geolocation-policy documents at the i\Iobicents XDI\IS. we need 

to add a geolocation-policy appusage first. As ment ioned in [34], t he main funct ion of the 

appusage is to provide to the XDI\IS the foJ!owing information: 

• The XML schcmas that d0finc the strurtnrc and constraints of thr. gcoloca.tion-policy 

data. 

• An appnsage identifier ( auid) for geolocation-policy documents. 

• T he :-.HI\IE type of geolocation-policy data. 

• The keys to be used in t he URis to facilit ate client (i.e. Target. f. IPS.) access to the 

geolocation-policy data. 

PrcsC'nc:c priva.cy policies do not affc('t. t.hc basic prr.s0nc0. information that w0 hcn-c clcrickd 

lo transmit as a part of our implementation. Instead. they affect information proYided 

in PIDF document extensions such as t he presence Data :\lode! [62] and Rich Presence 

Information Data Format (RPID) [65]. Our focus is on location: therefore we leaYc the 
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l><l::;i<.: pn::;cncc iuforlllatiou to be pro,·i<..lt•<..l to the cntthorbcd LC~ \\'it hout it. being affc<.:tc<..l 

by the priYacy policy filtering. 

5.2.1 The Required Schemas and Java Architecture for XML 

Binding Components 

The first step to creating t he geolocation-policy appusage involved C'ollecting the necessary 

schemas and putting them in a place where t hey could be loaded and used by the Ge ol oca­

tionPolicyAppUsage class (discussed in 5.2.2.1) [34] . The Geo l ocationPolicyAppUsage 

class accepts a reference to one default namespace only. The other namespaces must be di­

rectly or transitive!~- referenced in the schema of the default namespace. In t he geolocation­

policy appusage. the geolocation-policy namespace (urn: iet f: params: xml: ns: geoloca­

tion-policy) is the default namespace. vVe replaced the X}.IL schema any elements with 

reference to elements from the appropriate namespaces. The elements that we directly or 

transitively referenced from the gcolocation-policy schema are from the following names­

paces [66]: 

• urn:ietf:params:xml:ns:pi df:geoprivlO:civicAddr 

• urn:ietf:params:xml:ns:pidf :geoprivlO :geoShape 

• http://www.opengis .net/gml 

• urn :ietf:params:xml:ns:basic- location-profiles 

~lultiple schemas from the G:~ IL namespace. http: I /www. opengis . net/gml. use Xl\IL 

schema include elements instead of X~IL schema import elements to reference ea.ch 

other using a single namespace. Vve discovered that the 1\Iobicents SchemaContext class 

that combines multiple schemas does not :mpport X~IL schema include elements. only 

import elements as discussed in [36]. Since the schemas use the same namespace. we made 

a decision to combine them all in one schema. The disadvantage of t his approach is that 

it could be inefficient for large scale deployments, a situation that could be addressed in 

future by modifying the SchemaContext class to process i mport elements. 

After collecting and correctly associating t he different schemas . .JAXB bindings for all the 

schemas needed to be created. The reason for this is that the data expressed in the policies 
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nrcds to be validated. parsed and made aYailable to the 1IPS PresenceSubscriptionCon­

trolSBB so that it may b0 used to filter the Location Objects for location subscriptions. 

The process of creating and using JAXB bindings is the same process that has been dis­

cussed in -!.5 .2.1. 

5.2.2 Using the Mobicents XML Document Management Server 

Interfaces and Abstract Classes to Add the Appusage 

The I\Iobicents XDt'i!S provides interfaces and abstract classes for t he easy addition of 

nev,· appusages [34]. In this section. we discuss the use of these facilit ies to implement. the 

geolocatiou-policy appusage. 

5.2.2.1 The XML Document Management Server GeolocationPolicyAppUsage 

Class 

Each ~Iobicents XD~IS appusage is represented by a class extending the org. openxdm. 

xcap. common. appusage. AppUsage abstract class [34]. \Ve created such a class for the 

appmmge and called it the GeolocationPolicyAppUsage class. In this class. we specify. 

as required: 

• the default schema namespace: urn: ietf: params: xml: ns : geolocation- policy: 

• our appusage identifier (auid): geolocation-policy; 

• and the ~Ilt\IE type of our documents: application/auth-policy+xml. 

The org. openxdm. xcap . common . appusage . AppUsage abstract class provides methods for 

spe<.:ifying data constraints and appusage inter-dependencies. There is no specific.: interplay 

bet\Yccn the geolocation-policy appusage and other appusages such as that of presence 

policies. For this reason. we do not override t hPse methods. Additional constructors of 

the abstract class allow for custom H.nthorir.ation sc.hemrs to he specified. \i\'p usc tiH' 

con1:>t ructor that provides us wit h default authorization (i.e a Target can read, write or 

delete only their own geolocation-policy documents). 
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5.2.2.2 The XML Document Management Server GeoLocationAppUsageFactory 

Class 

In actdition to t he GeolocationPolicyAppUsage class. we also implemented the org.openxdm. 

xcap . common. appusage. AppUsageFactory interface [34]. Implementing this interface en­

sures that the XD:\IS maintain:; a cache of the appusage schema:; and document validation 

objects :;o that t.he.v arc not recreated after every invocation. vYe named this clas:; GeoLo­

cationAppUsageFactory. 

5.2.2.3 The XML Document l\1anagement Server GeoLocationAppUsageSbb Class 

Finally. we extended the org. openxdm. xcap . server. slee. abstractAppUsageSbb abstract 

class \Vith a cla:;s we named GeoLocationAppUsageSbb (SBB) [34]. This SBB u:;es the 

GeolocationPolicyAppUsage and GeoLocationAppUsageFactory classes to load and un­

load the geolocation appu:;age objects into the 1\lobicent:; XD11S. The SBB loads the 

geolocation-policy schcmas from the directory where they are stored and combine.<; them 

into one using the default schema namespace. It then provides them to an instance of the 

GeolocationPolicyAppUsage class. The overall function of the SBB i:; to allow the SLEE 

to load and unload the geolocation-policy appusage into the 1\Iobicents XD.t-.18. 

5.2.2.4 Specifying Keys For Access URis 

As we mentioned in Chapter 2. the protocol u:;ed by the Targets to create. modify and 

delete documents is known as XCAP. XCAP is based on HTTP and uses URis to identify 

the documents , elements or attributes that are to be created, modified or deleted. To 

complete the creation of the geolocation-policy appu:;age. '';e provided a key to be used 

in the construction of the access URis. These i:; done by extending the following abstract 

classes: 

• org .openxdm.xcap.common.key.UserDocumentUriKey 

• org.openxdm.xcap.common.key.UserElementUriKey 

• org.openxdm.xcap.common.key.UserAttributeUriKey 
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\Ve extended these classes \Yith the GeoLocationPol i cyUser DocumentUriKey. the GeoLo­

cationPolicyUser ElementUr iKey and the GeoLocat ionPolicyUserAttributeUriKey. re­

spectively. \\'e call the parent constructors of each one of t hese classes and provide t he auid. 

geolocat i on-policy. as t he key. This step completes the addition of the geo-location­

policy appusage to the t-. Iobicents XD:t\IS. 

5.3 Adding Privacy Facilities to the Location-Based 

Services D evelopment Kit Prototype 

Having added the geolocation-policy appusage to the i\lobicents XDMS. the next step 

involved creating facili t ies for the client environment. the J:\IE LBSs SDK prototype. to use 

the appusage. Figure 5.1 shows that a. Target or separate rule-making entity must use the 

XCAP protocol to perform operations at the XDl\IS. The XCAP protocol is a specialised 

application of HTTP for remotely modifying appusage resources. In this section. we evolve 

a simple HTTP client into an XCAP client capable of performing operations on remote 

geolocation-policy documC'nts. 

Before proceeding any further. it is important that the reader understands what an XCAP 

resource is: ·'An HTTP 1·esource representing an XML document, an element w·ithin an 

XML dowment. or an attribute of an element within an XML document that follows the 

naming and validation constraints of XCAP '' [34]. 

The reader also needs to understand hmv XCAP resources are organised at t he XD:..IS. 

Fignrc 5.2 shows t ha.t t.he XC'AP resources storrd on the XD:\IS for different appnsag0s 

and users are logically organised into a tree structure. The root of the t ree is referred to 

as t he XCAP Root and it contains all the documPnts managed by the XDMS for different 

users and appusages. Each appusage sub-tree may have a global sub-tree only; a sub-tree 

containing user directories only: or a sub-tree containing both global and user sub-trees. 

Global sub-trees contain XCAP resources t hat are accessible by all users without. any au­

thentication. The users· directory sub-trees. on the other hand. contain sub-trees belonging 

to indi,·idual XCAP users. Each user·s directory may conta in the XCAP resources that 

are private and accessible only to them. 
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Figure 5.2: The structure of X:\IL resources on the XD).IS, adapted from [23] 
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5.3.1 Adding Geolocation-Policy Document Oper ations Support 

The geolocation-policy appusage has a tree for user 's directoriet:l and no global sub-tree. 

Users have to create profiles with user names and passwords before they can invoke re­

quests appusages at t he XD~IS. The .t\Iobicents XD:..IS provides a web-based interface for 

rcgh;tcriug ::;ud t profiles [55]. This interface is further dbcn::;::;ed in Appendix A. Digest 

authentication is used for authorising XCAP requests to ensure that the users' directories 

arc secure. and that each user can read. write and modify only their own XC AP resources. 

5 .3.1.1 Prepa ring t he HTTP Client for XML Configuration A ccess Protocol 

Support 

\Y0 mcnt.ioncd in sc('tion 3.2.3 that W<' were unable to find a r<'nsablc implemcnta.t.ion of 

an XCAP client on J:\,lE. For this rt'8son we had to add XCAP functionali ty on top of an 

existing HTTP client. We started by downloading a simple JME HTTP client class from 

[20] t hat was designed for Representationa.l State Transfer (REST) web services. The class 

used JUE HttpConnect i on instanC{'S to perform HTTP POST and GET requf'sts. It also 

had the capability of handling b8sic HTTP authentication and HTTP errors. We renamed 

this class and called it t he HttpClient. 

"'hile trying to perform experimental geolocation-policv document opemtions. we realised 

that the HTTP stack for DIE ~ IIDP 2.0 does not support HTTP PUT and DELETE 

methods which are uec<'ssar~· for XCAP operations [76] . The only supported methods are 

the HTTP HEAD. POST and GET methods. 1.\o pmticular reason lws been given for this 
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omission. To solw the problem. we took into consideration modifying and recompiling the 

DIE SDK source code. Howewr. the source code was not available. as was mentioned in 

the preYious chapter. 

We later chosC' to emulate HTTP PUT and DELETE requests by using the HTTP POST 

requests which are already supported in the DIE HTTP stack. HTTP POST requests are 

not used in XCAP. As specified in IETF RFC 2616, an HTTP POST request may contain a 

payload and a CRI specifying the server resource that should proce..<;s that payload. A PUT 

rC'qncst is semantically similar to a POST rcqllC'St but a ern in a PCT l'C'({HCSt SpC'rifiC'S 

where the pa:vload must be stored for futme access. vYe enmlate PCT requests on DIE by 

putting storage CRis and content into HTTP POST requests. HTTP DELETE request8 

require a { TRI of the resource to be deleted from a particular location to be communicated 

to an HTTP server. Therefore \Ve used HTTP POST requests with uo content to emulate 

HTTP DELETE requests. ModifiC"ations needed to be made on the l\1obicents XDl\IS to 

complete the emulation. 

Since the XCAP protocol does not. support HTTP POST requests. the :\Iobicents XDl\IS 

wa..'> altered in such a way t hat incoming POST requests are treated either as PliT or 

DELETE requests. If a POST request contains content. its conteut and URI arc passed to 

an HTTP PCT request handler. otherwise the URI is forwarded to the HTTP DELETE 

request handler. This is elaborated more in section 5.3.1.3 and it is illustrated in Figure 

5.3. This workarouud has a shortcoming in that the J:\IE LBSs SDK prototype become1:> 

inflexible as every XD:VIS has to be modified to deal with the modification. 

A better solution involving the nse of luw-levcl sockets could be u1:>ed instead of our eumla­

t ion in future. An HTTP stack for incoming and outgoing HTTP messages will then need 

to be implemented on JME. Howe\'er one should be aware that. as specified in [31]: .. ft.,fiDP 

2. 0 implementers m·e required to provide support for HTTP 1.1 communication , but sup­

port for low-level TCP /IP sockets and UDP /IP datagrams is optional". This means that 

applications that utilise custom sockets may not be universally supported by all devices 

that nm Ji\lE. 

5.3.1.2 Providing Digest Authentication for XML Configuration Access Pro­

tocol Authorisation 

The \ lobicents XDl\lS uses digest authentication to authorise requests to private user 

directories. The authentication kc>y used is generated using a 't-. lPssage-Digc>st Algorithm 
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5 ().ID5) cryptographic ha::;h function. We modified the HttpClient class such that it 

uses l\ID5 instead of basic authentication. For generating the l\ID5 cryptographic key. we 

downloaded and modified .J aYa classes obtained from [-!7]. 

5.3.1.3 Experimental Xl\IIL Configuration Access Protocol Document Oper a­

t ion Support Using the HTTP Client 

y,;e put together the HttpClient and authentication classes to perform XCAP document 

and element operations. In t his sub-section. we provide a discussion only on the XCAP 

document operations. The URI format used hy XCAP clients to identify XCAP resourc<'s 

in the user directory sub-tree of any appusagc is: 

http://{ xcap-servcr-address:port} /{ xcap-root} / { au-id} /users/{ user name} /index. 

The l\lohicents XDJ\IS listens for XCAP requests on port 8080. and the XCAP Root is 

rnob·icents. Replacing this in the uRI format gives the URI: 

http:/ jserver_address: 8080 jm.ob-i.cen fc;jqeolocation-policyjuscrs/{ usernarne} /i?tdex. 

This is the URI used to PUT. GET and DELETE geolocation-policy documents. 

Figure 5.3 shows t he mobile device performing preliminary document operations on the 

XDi\IS. The GeolocationPolicyAppUsage class. an experimental class that we created 

on D IE , was used to perform these operations. The class uses the HttpCl i ent class to 

im·oke geolocation-policy document requests from the l\Iobicents XDJ\IS. The exchange of 

messages between the entit ies is simplified to highlight only the important aspect s. In 

step 1.1. the Geolocat i onPolicyAppUsage class invokes the HttpClient class to send 

an authent icated POST request. This request carries the document VRI and bears t he 

geolocation-polic~r document in its body (Step 1.2). At t he XD:r\IS. the POST request is 

checked for content and it is subsequently treated as a PUT request. The XDI\IS takes 

the content (the geolocation-policy doCHment) and puts it in the user's directory. A 201 

Created response is sent to the HttpClient class indicating the success of the operation in 

step 1.3. 

Step 2.1 in Figure 5.3 depicts another independent scenario where the GeolocationPol­

i cyAppusage class invokes t he HttpClient to make a POST request to the l\Iobicents 

XD!.\IS. Thf' differcncf' bPtween t his request a.nd that made in stPp 1.2 is that this reqnC'st 

does not bear any cont<'nt. At the XDl\IS. the absence of content in the hod~' of the re­

quest causes it to be treated as a DELETE request. This causes t he XD!\IS to delete the 
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.------ --

! l l putOocument!Stnng use~ame. Stnng passNord. Stnng document) 

1 2 POST HTTP /fserver address.8080/mobtcents/geolocat•on-pohcy{user:l/{usem411!le}/lndex 

1.3: KTTP 201 Created 
·-~-----------.. i . 

: 
i 2.1 dE'IeteDocument(Stnng uo;emame Stnng password) 

·, 2 2 POST HTIP 1/serv« address:80BOtmoo.cents/geolocat1on-pohcylusersl{usemame}llndex 

2 3 HTTP 200 Ok 

Figure 5.3: Geoloca.tion-policy XCAP document operations 

geolocation-policy document of the user if it exists there. The XD1IS sends an HTTP 200 

OK response upon tho success of the operation (step 2.3) . HTTP GET requests with t he 

document URI cause the XD:\IS to return the content (geolocation-policy document) to 

the client if it exists at the XD1,IS (not shown in the Figure). This completes the discussion 

of the experimental geolocation-policy XCAP operations at document level. In the next 

section. we discuss the geolocation-policy el!:'ment operations. 

5.3.2 Adding Geolocation-Policy Element Support 

Geolocation-policy document clements, Ly definition, nrc XCAP resources as 'vcll and the 

GeolocationPolicyAppUsage class on t he mobile de,·ice should be proYided with facilities 

to manipulate them. This is 1wcessary to allow LBSs entities to fine-tune the geolocation­

policy document to the specific requirements of the users or applications. vVhen a.dding, 

deleting or modifying elements of XCAP documents. t he requirement is that a correct 

URI that references the element is used. In the case of element addition and modification, 

the element to be added in the document at the XD1IS is carried within an HTTP PCT 

request bod~·. If the request results in a document that ,·iolates the structure given in the 

geolocation-policy document schemas, then an error (-!09 conflict) is sent by the XD:\lS in 

response [23]. To understand properly ho\\· the XC AP client wa~ put together. one has to 

understand tho semantics of constructing XCAP element URis. 
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5.3.2.1 U RI Semantics for Element Operations 

The CRI format for XCAP element manipulation on mohicents is: 

http:/ jserver_address:8080 jmobicents / au'idjnst.rs/1tser_l d/indcxj ~-;node-selector. 

The node-selector contains t he path to the particular element \vithin the document be­

ing modified [23]. To explain this further. we use the geoloc:ation-polky document sam­

ple shown in the Xl\lL snippet in Listing 5.1. To access the <cp:one id= ''sip:shan_qe 

'-£.1 146. ,281.123.109''/> element in line 12. we use the CRI shown in Listing 5.2: 

1 h t t p : I Is e r v e r _ a d d r· e s s : 8 0 8 0 I m o b 'i c en t s I g e o l o c a t ·i o n - p o z.t c y Ius e r s I 

user_ idlin dexl - -

2 I c p : r u l e s e t I c p : r u l e <fo5 b ~! i d =%22 c I o s e f r i e n d s %22%5d I c p : c o n d i t i o n s I c p : 

identity I 
3 cp: one%5b~id=%22~;ip: shange@146. 231.123 .109% 22%5d 

4 '? xmlns ( cp=urn : i e t f : params : xml: ns :common-pol i c ~, ) 

Listing 5.2: The URI used to access t he < cp:one ·id=':sip:shange !M46.231.123.109'/> 

resource from a document 

From the node-selector in the CRI. we can see that we use the element names to traverse to 

th0. dement of interest. \~/c aJso usc t.hc nmncspacc prefixes to qwllify these clement names. 

The association between a namespace and a particular prefix is done in the query part of 

the URI. Addit ionally. some symbols in the node-selector haYe to be encoded because 

they are either not acceptable in HTTP CRis or they· are reserved for other purposes. In 

the URI above: the percentage encoding %5b represents .. [" and %5d represents 'l"; %24 

represents double quotes (i.e '"). Replacing this in a part of the CRI above results in: 

cp:rule[!{hd= "'closefriends "j . 

In XCAP. we use attribute value comparison to differentiate between multiple elements 

of the same type. The format elernent-id[,<~attribute-id= ''uniq~te-value "} is an XCAP con­

vention for expressing that. amongst a ll t he clements \vith the name element-id we are 

interested in the one where the value of the attribute. attribute-id. is equal to unique­

value. T herefore. the part of the CRI cp:r-ule[@id= "'closefriends "j expresses that \Ve want 

to select the rule where the id attribute is equal to closefriends. The other portion 

cp:one[rt• id= "sip:mosioua:@146. 231.128.1 09"} means we are interested in an element named 

one where th<• Yalue of the id attribute is equal to sip:shange@146.281.12.'U09. From this 

example we can grasp the semantics for XCAP CRis. For instance. if we are interested in 



CHAPTER 5. ADDING PRIVACY SUPPORT 87 

the whole rule with the 'id attribute equal to closefriends. we use the URI shown in Listing 

5.3: 

1 http: // s erver_addn~ ss :8080/m obicents/ geolocation- p ol icy /users/ 

usc 1'_ i d / ind e:r; / · · 

2 I cp: r u I e set I cp : r 11! e%-5b(U'id=%22 c I o s e fr i e n <l s %22%5cl 

3 ?xmlns ( cp= urll: i e t f: panum;: xml: llS: common-po l icy) 

Listing 5.3: The CRI used to access a rule with the ·id attribute of closefriends 

5.3.2.2 Experimental XML Configuration Access Protocol Element Opera­

tions Using the HttpClient and the GeolocationPolicyAppUsage Classes 

In DIE. we reused the GeolocationPolicyAppUsage class to perform experimental geolocation­

policy element operations. We statically put together the CRis discussed in the preceding 

section to get. a.dd and delete elements. Apart from the values of the node-selectors. content 

types and the content. geolocation-policy element operations are the same as document op­

erations discussed earlier. To add or modify elements. we use HTTP POST requests with 

content (as an emulation of HTTP PCT requests). We emulated HTTP DELETE requests 

used for element deletion using HTTP POST \vith no content. HTTP GET requests are 

used for getting the elements referenced in the CRis. 

From these experiments. we re-organised the client classes into an ad-hoc XCAP SDK. Here. 

the "·ord ad-hoc is used to indicate the fact that the XCAP client makes HTTP DELETE 

and PVT requests using adapted HTTP POST requests. The functionali ty of the classes 

had to be packaged so that they might be exposed to LBSs developers in like fashion to 

the SIP processes discussed in the previous chapter. Before doing this. however, a decision 

had to be made rega.rding the XCAP operations to be supported for the geolocation-policy 

appusage. 
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I Element I GET I PUT I DELETE I 
rule~et (document) X X X 

rule X X X 

condition~ X 

one X X 

many X X 

location X X 

sub-handling X 

transformation~ X 

provide-location X X 

Table 5.1: The supported geolocation-policy XCAP element operations 

5.3.3 Adding XML Configuration Access Protocol Support to 

the Location-Based Services Development Kit Prototype 

5.3.3.1 Required Geolocation-policy XML Configuration Access Protocol Op­

erations 

For our ad-hoc XCAP SDK. we chose to support only XCAP operations on the geolocation­

policy elements shown in Table 5.1. For reference purpo~es, Listing 5.1 ~hows these ele­

ment~ in a sample geolocation-policy document. GET requests are relatively expen~ive to 

perform becau~c. processing an XCAP re~ource from the ~erver require~ Xl\IL validation 

and par~ing. Therefore. we focused on supporting only the nece~~ary GET operations. In 

future, more functionality could be added to the DIE LBS~ SDK 
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_ validi~ _ 
· from : Datel .me 
- to : DateTime 

circle -==:1 
-. c:-:e:::-n-::-:te:-::-r-: -=:or::-:::g-=.r:cho::-:d:r-::ec-:s."'=si"'p'::"event.pOJO.Po nt--
• radius : int J 
c~nte~Poin~ org .rhodes~event. p~o. Point 

' 
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~ ctvlcAddres - l 
~-- CIVICAd~rcsses::: VectOI I. ! 

I 
I 
I 

_ l~n}l~ · _ 

' i 
I 
I 

I i 
' . 

- .. int e rface»- - I 
Condition. __ _ 

• userAddresses : Vector I 
· dom ains : Vector - ·--- =1 

:._gstCo~clltuJ.}o · Cona ,fi0r11 
conditions. 

_ - - geotoeatlon...!.Rute - - __ :::J 
- id : stnng I 
- sub Handling : string I 
- condit i.:>ns : org.rhodes.xcapclient.pojo.geo'ocat on.Condition 
:_transfQrmations · Transformatio_n__ __ _ • _ • .-

ruT~---transformations! 

I Transfurmati'On 
:CIVIC : string 
- geodet ic : double 1 
• retransm isston allowed : string 1 

,~ntlgn_exp_iry :_DateTi!}'le_ 

-_rules : g_eolocatton.~~ 
+ Rule!:>et() 

1 RuleSet ~ 

~ + addRule(rule : geolocatlon.Rulcl 
[ ±.Jl_etRules() : Vectqr _ 

Figure 5.4: Cla8~e~ for parsing ancl ~toring XCAP re~ourcC'~ on D IE client 

5.3.3.2 P a rsing and Stor ing XML Configu ration Access P rotocol Resources 

The ad-hoc XCAP client of the H.IE LBSs SDK prototype required classes to par~e and 

i.>tore t he XCAP re~ources acquired from the XDl\IS with the GET operations ~hown in 

Table 5.1. \Ve put together a class named RulesetParser that has ~tatic method~ to do 

this. The methods offered invoke the parser at rules et (document), rule. conditions 

and transf or mations element levels. The class uses the KXl\IL pull parser dbcussed in 

the Chapter 4. 

After successfully par~ing the resources. t he methods return one of the appropriate in­

stances of classes from the org. r hodes. xcapclient. pojo. geolocation package that we 

put together. As can be seen from Figure 5A. this package containi.> clas~e~ that model the 

different elements of a gC'olocation-policy document. 
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5.3.3.3 The xcapclient. appusage Package and the GeolocationPolicy Class 

,~·-·appus-agi:l\ppusage·---, 

! #-auid : String · 
' # namespace : String 

# contentType : String 
# elementContentType : String 
# scope : String 

' # error : int 
: + AppUsageO 
i # prepareDoc{) J. 
! + addNotificationlistener() 
l.l.'J:!..?.C~d ~~~.2 .. ':'1 se() _ _ _ 

- ·-···-e:ore:R:eiiliest:···-­
~ requestType : String 
- scope : String 
- selector : String 
- appUsage : String 
- contentType : String ' 
-content : String ··- · 

_ ·e:ore. Re~ponse _ . 
- requestType : String 
- response : int 

t - content : String 
~ - u.~J : St~ing 

core~Ciien-f - H t Cl' 1 ---- - - ·- -,--- . 1 core. tTn tent . 
- xcapRoot : Strmq :. ~---'-"-""--------+ GeciiOc-a'tionPollcy() ........... ___ .... ... ................ , 

1 
- - - username: String i 

1 - domain : String i 11 _- password -. Str1·na ' + GeolocationPolicy() rt s · - -
( - po : tnng ' + setCredentials( } + getDocument } St · ' --- username: nng i +get() 

+ putDocument() c d · 1 () - --
() + set re entta s + post() + deleteDocument _ .. 

+ getReguest() + delete() + getRule() R (} --
1 () + put equest 1 + put() ..... _ 

+ putRu e + deleteRequest() - --
1 

.. -
+ deleteRule() - constructUri() 

1 

I 
+ getCond itions() 
+ add UserToRu leO r---- DiiJestAuth--__ - 1 
+ removeUserFromRule() - realm : String I 

I + addDomainToRule() 
1

. qop : String 
1 + removeDomainFromRule() - nonce : String 
+ addGeodeticLocationToRule() 1 

- opaque : String 
+ removeGeodeticlocationFromRule() - username : String 
+ addCivicLocationToRule(} -password : String 
+ removeCivicLocationFromRule() - uri : String 
+ putSubHandling{) - method : String 
+ getTransformations() - authlnfoResponse : String 
+ putGeodeticTransformation() - hex : char(J .... __ _ 
+ deleteGeodeticTransformation{) , + setProperties() ·---
+ putCivicTransformation() 

1 
+ processAuthlnfo() 

... ±..Q.~i_~t.eCJ..vicl!:~n sfoc!!l<:l.~.ion()__ 1_-:f·_~tAuth~nticat_ionlnfq{ L_ 

Figure 5.5: The org. rhodes. xcapclient. appusage package 
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Figure 5.5 shows t he class diagram of some pa.cka.ges of the act-hoc XCAP client of t he D1E 

LBSs SDK prot-otype. The org. rhodes. xcapclient. appusage package contains cla1;ses 

that handle appusage-specific functions . The abstract AppUsage class defines the variables 

and operations that are common to all appusages. This was done to allow for t he eru:;y 

addition of appusages to the DIE LBS1; SDK in future. The Geol ocationPolicy class ex­

tencts the AppUsage dass aml lwmllc1; operations that arc specific to the gcolocatiou-policy 

appusage. Such operations include putting together the node-selector part of the request 
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"CRI and creating 11nd populating the variables of Request instances that may be creat ed 

from t he Request class of the org. rhodes. xcapclient . core package shown in F igure 

5.5. 

GeolocationPolicy Class: 
The class used by LBS 

developers. Methods put 
together the node-selector, the 

content , content-type and 
appusagto Identifier by crea ting 
a Request obJect. Methods also 
pd rse content from re_,ponse<>. 

Client Class: 
Methods put together the 

initial part of the URI!> 
and postfix them with the 
node-!>elector provided in 

the Request object . 

. ' 
· i 

HttpClient Class: 
Methods perform Digest 

Authetication and 
perform all HTTP/XCAP 

requests and recc •ve 
responses f rom the 

XOMS 

Figure 5.6: The flow of Request and Response instances in the Jl\IE LBSs SDK prototype 

The general funct ionality and flow of events in the ad-hoc XCAP client of the .J:.- IE LBSs 

SDK prototype is illustrated in Figure 5.6. To provide deeper insight . we provide a walk­

through of t he operation of acquiring a rule element from the geolocation-policy document 

stored at the l\ Iobicents XD:.-IS. As can be seen from Figure 5.7, the process begins with a 

call to the getRule method of the GeolocationPolicy dass and providing it the identifier 

(ruleid) of the rule. T he method puts together a node-selector \Vith the rul eid of the 

rul e to be fetched from t he XD:\IS . The method passes an instance of the Request class 

and passes it to the Client cl8ss by invoking the getRequest method in step 2. 
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1-~1 ~~~ 
11 gt'!f\.le{ruteld St,..g,11Ve -. I l 2 getl!eQuesl(doc 

G:PiO~ ~ G-~~ 
~ i I 

I ! ! 
f!e<\'-t!Oll "-on~ j : ! 

! 1 3 get(ur1 Stnngi_ Jq>on+l- se-----.:! ~ 
• 4 s.tl'topertoes(use.J. Stm g pass Stung au· t>Url St:R>t. n>ethod Stong) 
If. -- ;.__-! 
I $ lletAuthentJCattOn!nfo() String 

- I 1 ~ XCAP GET Atqur.t . I 

I 7· lCCAP 100 OK 

r i 
I 

Figure 5.7: A sequence diagram for getting a rule from the XDi\IS 

5.3.3.4 The Client Class and the org. rhodes. xcapclient. core Package 

At step 2 of Figure 5.7. the Client class of the org . rhodes. xcapclient. core package 

constructs the initial parts of the XCAP URI using its attributes and those provided in the 

Request instance passed to it::> getRequest method. The constructed URI is then po::>t­

fixed with the node-selector stored in the Request instance to create a complete XCAP 

GIU. The VRI is passed to the get method of the HttpClient class in step 3. Dige::>t 

authentication is provided by invoking the setProperties <Uld getAuthent icationinfo 

methods of the DigestAuth class of the org. rhodes. xcapclient. auth package ::>hown in 

stl:'ps 4 and 5. Finally. the XCAP get request is sent by the HttpClient class to the 

~lobicents XDMS in step 6. When an XCAP response is received in step 7. an instance of 

the Response class is relayed to t he getRequest method of t he GeolocationPolicy class. 

T his concludes t he discussion of the functionality of the J l\lE LBSs SDK prototype XCAP 

client. For more information. the reader may consult the source code and the Java docu­

mentation provided with this thesis. 

5.3.3.5 The GeolocationPolicy Class As an Interface to the Xl\IL Configura­

tion Access Protocol Client of the Location-B ased Services Develop­

ment Kit Prototype 

The J:\fE LBSs SDK prototype has been craftl:'d in such a way that an LBSs developer 

intcracts "·ith the GeolocationPolicy cl(:)SS onl~· for geolocation-policy appusage function­

ality. T he developer may instantiate a static instance of the class as a part of a Target or 
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an independent rule-making component . They ma~· then s:vnchronousl~· inYoke an:v of the 

methods of the dass to perform geolocatiou-polic~· operations. 

5.4 Enabling Privacy-Aware Location Subscription on 

the Modified Mobicents Presence Service 

Looking back at our envisaged privacy architecture shmYn in F igure 5.1. we can see that 

we have discussed only aspects related to a Target or rule-making entity getting. creat­

ing. modif~ring and deleting geolocation-policy documents. The subject of this section is 

the usage of those documents during SIP subscription notifications to filter the PIDF-LO 

document sent to different LCs. 

\Ve discussed the implementation of the SIP subscription process in the previous chapter 

while leaving out the part regarding authorisation and privacy. By default. if a Target or 

presentity does not specify any geolocation-policy, the modified ::VIPS authorises subscrip­

tions full PIDF-LO document to all requesting LCs. If a Target has a geolocation-policy 

document at the XD:\IS. however. the l\IPS applies the rules of that policy to the cur­

rently published PIDF-LO. This process happens mainly at the PresenceSubscription­

ControlSBB of the modified l\IPS. We discuss the process of implementing t his priYacy­

aware SIP location subscription on the modified :\IPS in the subsections that remain. 

5.4.1 Phase One: Authorising Subscriptions with the Identity 

Condition 

We have already discussed the statf's shmvn in Figure 5.8 for Targets t hat do not have 

privacy policie::; in Chapter 4. Here. we are going to discuss the privacy-related aspects. 

In terms of privacy, the first. process im·oked at the PresenceSubscriptionControlSBB of 

the modified l\1PS, when an initial s11bscription request is made by an LC, is subscription 

authorisation. 

First the reader needs to undPrstand that the geolocation-policy documents of the Targets 

are accessed from t lw l\Iobicents XD:\IS using the XDMClientControlSBB discussed in 

Chapter 2. All the geolocatiou-policy documents of the Targets currently subscribed to 

are stored in cache b~' the PresenceSubscriptionContr olSBB. The instance::; of thr JAXB 
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bindingt; we created in section 4.5.2.1 of Chapter 4 and section 5.2.1 of this chapter are 

utilit;ecl here to parse the content of the published PIDF-LO and tlw geolocation-policy 

documents. 

The process of subscription authorisation entaib checking if the addret;s or domain of t he LC 

is present in the identity element of any of the rules in the geolocation-policy document 

put on the XD-:\IS hy the Target . From Figure 5.8, it can be seen that the subscription­

state is set to pending from the fi rst subscription request until authorisation is proYided. 

If the address or domain of the LC is present in the identity element of the geolocation­

policy document , then t he LC is authorised and t he subscription-state changes to active. 

Originally, the ~JPS had functionality to process identity conditions for presence policies. 

The modifications we made to it to enable subscription aut horisation entailed the loading 

of geolocation-policy t;chemas and making reference to the geolocation-policy documents 

of the geolocation-policy appusage. 

SUBSCRIBE requests( refreshing dialog) SUBSCRIBE requests( refreshing dia log) 

Pending 
MPS authorises subscription Dialog 

by using a privacy policy 

' No notification content ....------------­
; available for subscriber 
' from MPS 

First SUBSCRIBE request 
from subscriber 

Active 

?: Notification content 

I available for subscriber 
from MPS 

• 
Final SUBSCRIBE request 

from subscriber 

Figure 5.8: The subscription message sequence (with authorisation) 

An authorised subscription yields content in t he notification requests made to the LC by 

the XDl\IS. Before this can happen. t he rest of the geolocatiou-policy rnle has to be applied . 

Otherwise, if the address or domain of the subscriber cannot he found , then the subscriber 

is unauthorised and the subscription-state remains pending. Unauthorised subscriptions 



CHAPTER 5. A.DDISG PRIVACY SUPPORT 95 

yi<'lu no content iu the not ification r<'qncst ::; a::; can he seen from Figure 5.8. vYc mentioned 

in the previous chapter. while implementing a subscription mech<mism on the client . that 

we maintain subscript ion dialogs \Yit h a pending status for a few subscription refresh 

requests only. Thereafter. the SIP LC must stop the subscription dialog. 

5.4.2 Phase Two: Evaluating the Location and Validity Condi­

tions 

Like identity condition processing. validity condition eva.luation was already implemented 

as part of the :\'IPS. For loC'ation C'ondit ions. WC' modifiC'cl thC' PresenceSubscri ptionCon­

trolSBB class such that it wms its helper class. RulesetPr ocessor . for determining if the 

currently published location information (in the PIDF -LO) is contained within any one of 

the location elements (belonging to the geolocation-policy document of the Target) . This 

is done within the processCondi tions method of the RulesetProcessor clasi-3. 

We mentioned in the previous chapter that we limit the publication of geodetic information 

to points. circles a.ncl polygons only. However. for privacy-aware location subscription, 

only privacy for geodetic points published in the PIDF-LO documents is implemented. 

The geodetic location condition calculations are based on whether the currently published 

point (pair of latitude and longitude coordinates) is located within any of the Geoshape 

circles expressed in the geolocation-policy document (see section 5.1.2). The method we 

employed uses the haversine formula. \\·hich is used to determine the shortest distance 

between two points over t he earth's surface [80]. We deduce whether a point is within a 

circle by calculat ing if the dh;tance between that point and the center point of the circle is 

less than the radius of the circle. The processCondi tions method calls on t he inCircle 

method of t he CircleCondi ton class that we put together for this operation. 

We also mentioned in the previous chapter that civic information publications are limited 

to only fh·e levels of the seventeen leYels that can be expressed. Civic locat ion condition 

evaluation is simpler, as it involves basic string comparison bet\.veen t he different civic in­

formationlcYels. For instance. if one of the l ocation elements of the location-condi tion 

element states that the Target should have their country element set to DE then a PIDF­

LO with the country el0ment set to DE. will result in that location element evaluating 

to tme. If the Target has specified a valiclit:v conrlition. then the RulesetProcessor class 

C'hecks that condition against the current time as well. This concludes the discussion on 

processing conditions for geolocation-policy documents. 
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5.4.3 Phase Three: Applying Transformations 

T he discussion given in this section is partly taken from [40] . The child elements of the 

conditions element (i. e identity. location and validity) must evaluate to t rue for 

the transformations clement of t he rule to be evaluat ed [66]. vVe mentioned this fact in 

section5.1.2. The contents of the transformations element change the currently published 

Location Object (from the PIDF-LO) to the appropriate values specified by the Target for 

the LCs in the i dentity f'l0.ment of the rnk. In ot.lwr words P IDF-LO filkring parameters 

are expressed in t he transformations element of the rules. 

5.4.3.1 Implementing Geodetic Thansformations 

A geodetic transformation in the provide-geo element. as shown in Figure 5.1, can be 

used to reduce the granularity of the geodetic information published by t he Target in its 

Location Object. A geodetic transformation may be expressed in the geolocation-policy 

document of a Target as an integer representing a radius [66] . 

Figure 5.9 illustrates hov.; a geodetic transformation is used during SIP subscriptions to 

protect the privacy of a Target. A Target publishes it s location. point {lat, long) . in a 

PIDF-LO document to the modified J\IPS . Assuming t hat LCs A and B are part of the 

same rule in the geolocation-policy document of the Target, the modified :\JPS uses point 

(lat. long) together with radius. d, provided in the rule of the policy, to generate new 

random locations (geodetic points). LC A receives the generated point (lat1 , longl) as the 

location of the Target and LC B the generat ed point {lat2, long2). Both these points are 

within a circle which has the center point (lat, long) and d as its radius. 

Another LC (C) in a different rule of the geolocation-policy document might be snbscribed 

to the Target 's location. The transformat ional radius of the rule is r2. LC B. gets a 

different. point. {lat1, longS) generated in the same way as {lnt1 , long1) but using r2 as the 

transformational radius. The Target can vary t he accuracy of the information shared with 

different LCs by changing the transformational radius of different rules. This process of 

rNlH('ing thC' rcsolntion of the location information happC'ns dnrin.e; cvNy notification that 

bean; content. This printcy mechani::;m wa::; implemented a~ specif-ied in [06]. 

\ Ve implemented the functionality of applying t ransformations to Location Objects in the 

filterContentPerSubscriber method of t he PresenceSubscriptionControlSBB. The 

process of applying geodetic transformations is achieved by using a basic trigouometric 
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formula that is used to dd<~rminc coordin<ltes uf points (on tlw earth ·s surface) on the cir­

cmufercncc of a circle gin'n its c<'lltn point. radius <md <lll angle. However. our requirement 

was to generate a random point t hn t is \\'it hin t lH· cirdl' nlHl uot ou the circmufercuce. To 

do this. we generate a random radius (d) hctw<~cn zero and the real radius of the circle 

and also a random aug!<~ lH~tw<'<'n zero <llld :)()() dP~-;rees. The the f il terContentPer­

Subscriber method uses the ambiguateCircle method of the CircleConditon class \VC 

created to achiew this. 

~ SIP PUBLISH (PIDF·LO) 

Target At Point (lat, long) 

Different points within circle of center 
(lat, long) and radius rl published to LC 
A and B. 

MPS 
Point (lat.l. fong3) 1 Radius r2 

~ 
Location Client C 

Figure 5.9: Applying geodetic transfonnntions, adapted from [66] 

5.4.3.2 Implementing Civic Transformations 

A Target or an independent Rnk :\Iaker can SJH'ci(v a civic transformation that can reduce 

the gnumlarit:v of the civic location information it has pnhlished in its Location Object. 

\Ve have mentioucd in the last chapter and in the preceding sections that we haYe chosen 
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to ~upport only five of the uwu~· ci\·ic location fields in our implementation. CiYic tmn sfor­

mntiom; can be expressed by selecting either one of the six values for the provide-civic 

element. These values are: full. building. city. region, country and none [66]. 

v\'e implemented the civic transformations in tlw fil terContentPerSubscriber method of 

the PresenceSubscriptionControlSBB. Transformational values of either full or build­

i ng result in an unaltered Location Object. This it; because our civic location resolution 

does not go as deep as building level. A transformational value of city leads only to the 

country, A1 and A2 elements of the Location Object's civic information being provided 

to the LC. The Locat ion Object's civic information is altered in this way according to the 

policy specified by the Target. ·we do not dbcuss the region, country transformational 

values but we have implemented them in similar fashion. A transformational value of none 

results in no civic information being pro,·ided to the LC at all. 

5.5 Chapter Summary 

In thiH cha pter, we have discnsHed the implementation of the gcolocation-policies in both 

the .HviE LBSs SDK protot~·pe and the modified 1\IPs. We have provided a discussion 

on tlw privacy architecture that we aimed to implement for onr project. V.:e briefly in­

troduced the geolocation-policy document. as it is crucial to the realisation of t he privacy 

functionality. The first step of the implementation im·olved t he addition of the geolocation­

policy application usage (appusage) to the Mobicents XD.t-.IS. Such a step was required so 

that Targets or separate rule-making ent ities would be able to add, modify. get and delete 

geolocation-policy documents at the XDT\lS. The second step involved the creation of the 

XCAP client to the .JT\IE LBSs SDK prototype. The client is capable of performing op­

erations on the geolocation-policy appusage at t he XD:\1S. The XCAP client was first 

implemented by experimenting with basic XCAP requests to provide an understanding of 

the requirements. Thereafter, the XCAP SDK was put together such that LBSs developers 

could easily invoke client geolocation-policy operations to enable LBSs privacy using the 

.L\IE Ll3Ss SDK prototyp~. Th~ final st~p of th~ priv<'l.cy implemmtation involved the 

further modification of the l\IPS so that it uses the geolocation-policy documents specified 

by the Targets during SIP notifications. 



Chapter 6 

Consolidating the Location-Based 

Services Tools and Demonstrating 

Their Use 

In Chapters 4 and 5. we discussed the development of the .Jl\IE LBSs SDK prototype and 

moclificd t lw ).IPS. Tlwsc steps involnxl set tin~; up faC'ilitics to cover the tra.nsport and 

privacy protection requirements of SIP-based LBSs. The main aim of this chapter is to 

show how we consolidated and improved these tools and exercised their functionality. 

Firstly. we improved the developer-friendliness of the toolkit and present the or g. rhodes . LBSs 

package thRt we have put together. The package contains an abstract class and interfaces 

that can be used to aid developers in creating LBSs. Secondly. we put together an ap­

plication to support the general location-based requirements of a frieml-fiuder :;crvicc and 

another for a child-tracker sen·ice. In short. a friend-finder service is a social networking 

service that allows friends to locate each other in like fashion to Coogle Latitude. A child­

tnl.c:kcr service is one that. allows parents to be notified when their children leave desip;n<\ted 

area..'>. such as playgrounds or parks. One of the major reasons why we chose to implement 

these two services is that their requirements allow us to add new functionality to the Jl\IE 

LBSs SDK prototype and to the modified !\IPS. Our work is on the core functionality 

(transport and privacv protection) of cross-referencing LBSs and not on their presenta­

tion. For this reason. we ignore the Graphical User Interfaces (Guls) of t he applications 

completely. 
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-·--·-·-···-·-----------------Erg. rh_~.!!.~ ,l~_,_Q_eoloCPohcYA!jeilt _ ------· ·--·-t 
1 # username : String 1 
! # password : String 

I # xcapDomain : Str•ng j 
# xcapPort : String 

I # qeolocat on Policy : org.rhodes.xc rpclie.,t.appusaqe.GeotocalionPolicy I # ruleSet : org.rhodes.xcapclient.pojo.geolou.Jtion.RuleSet 

i !-g~~~{~o'f.c~~;~~t~~-~~f;ilame-·: str'in!i:""Passwcii'<T!s"ti.ng, xcapPOOFStrrriY."xcapDon'iiiil:stilng, XCupPOrt: SFring, detaulto~·:sTriri'g) 'I+ GeolocPo .• cyAgent(username: String, password :String, xcapRoot: String, xcapDomain :String, xcapPort :String) 
+ addWatcherToRule(potent ~IC/ientUn : Stnng, rultdd : String) J 
+ removeWatcherQ-!atcherUrl: String, nr lelct;__~•i.!!9L.. _ _ _ _ 

- - -- - - -;;Jnterface~ - - - - - - -
_ _ O[!lJIJ.odes. lbs.Target _ __ _ __ 

e9inPu'biii::.Stoon11l;;k(statu>: StrriiQ.'nOte : --~tring . tocaT:on :"org . rti-oifes~>-iievent.pojo.LcX:at:loill 
+ beginPublic~t:onT.Jsk(pres : org .rhodes.> IJCvent.pojo.Presence) 
+ beginPublocat ionlask(interval: int, timeout: int, maxAge : in t. note: String) 
+ changePublication(status: String, note: su .ng, loc~tion: org.rhodes.sipevent.pojo.LocatiOn) 
+ changePublication(pres: org.rhodes.slpevent.pojo.Presence) 

l
+ removePul>lication11lsk() 
+ addWin/oSubscriptionT.ssJ..() 
±~Watch~lnfo(J ·Vee l or 

'1. -- ·· • mterface• - 1 
. _ _ __!![!l.rhodes.l~s.Notificatfo~f:Ls.!ener __ :=1' 
; + notrf,catfonEvent(eventType : Str.ng, lnlorrnation : Vee: tor) 
+ sipRespon>eHandler(requestType: String, responseCode : lnt) 

1 + xc .. pResponseHa~dler(requestType : String. responseCode : i!l!:lJ 

--···----···-·-·-; intertace~---------1 

_ ___ _EEg,rl!od<:!,.!l,>~,.!:..'?.£!t(~nC/ie~L. .. -l 
+ "add~ubscr.ptronTask(to: ~tri'iig; event : St ung) 
+ addSubscription11lsk(to: String) 

. + removeSubscriptionThsk(to : String) 
... gelklr') ~tloc:_~tions() : Vector 

Figure 6.1: The interfaces and classes of the org. rhodes . LBSs package 

6.1 Improving the Location-Based Services Develop­

ment Kit Prototype 

The Jl\IE LBSs SDK prototype disc11ssed t hus far is designed to support the rlevelopment of 

LBSs through the use of the SipConnectionManager and the GeolocationPol icy classes. 

We noted that there were two major shortcomings in our SDK prototype. The first •vas the 

fact that responses received from the ~IPS and XD!\lS are visible only to ohjects within 

th~ SDK itself. They are not made availahlc to service developers so that they could use 

them in their applications. This problem is addressed in section 6.1.1. 

Tho second shortcoming is that there are no interfaces and abstract classes to aid developers 

in putting together common LBSs entities such as Targets and LCs. This problem is 

addressed in section 6.1.2. The interfaces and abstract classes discussed in this section 

can he found in the org. rhodes. LBSs package shmm in Figure 6.1. The reader or LBSs 

rleYeloper may consult both th~ Javadoc and the source code provided with this thesis for 

further reference. 
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6.1.1 Listening to Server Requests and Responses in Location­

Based Services Applications 

When SIP or XCAP responses a re receiYed from the :\:IPS and XD:\ IS. respectively. objects 

in the E IE LESs SDK prototype p rocess them. In the ca':ie of SIP responses, such pro­

Ct>ssing is limited to maintaining SIP connections and dialogs. LBSs developers will most 

likely need to perform operations based on these responses or t o present t hem to the users 

of their services. Additionally, requests such as SIP notifications and responses to XC' AP 

GET requests may bea r content that 'vill be used in the LBSs applications developed with 

the toolkit . To make the server requests and responses accessible to LBSs developers. we 

created t he NotificationList encr interface in the org .rhodes.LBSs package. Entities imple­

menting this interface indicate their interest in SIP and XCAP responses by invoking the 

addNotificationList ener methods (discussed in 6.1.1.2) of the SipConnectionManager 

and the GeolocationPolicy classes. respectively. 

6.1.1.1 The Notif i cationListener Interface 

As illustrated in Figure 6.1. the NotificationListener interface contains three meth­

ods, namely notificationEvent. sipResponseHandler and xcapResponseHandl er. The 

notificat i onEvent method is notified of presence aud locntiou information by t.hc Sip­

ConnectionManager class when SIP notification requests are received from the modified 

.\IPS. By implement ing t he not i fi cationEvent method, LBSs applications do not need 

to poll cont inually for location information using the getSubscriptionCont ent met hod 

of t he SipConnectionManager class (discussed in Chapter 4) . 

The s i pResponseHandler method of the NotificationListener int erface is not ifi0rl hy 

the SipConnectionManager class when SIP responses arc sent to the mobile device from 

the modified t-- IPS. LBSs developers can handle t hese responses in t heir applications by 

implement ing this method. T he method is provided ·wit h a string indicat ing the request 

method and t he response code as can be seen in F igure 6.1. 

F inally. the xcapRes ponseHandler method of the Notificat i onListener interface pro­

Yidcs to Ll3Ss developers means to Ul' notified uy the GeolcationPolicy class when XCAP 

responses are made to the mobile application by the XD:t--lS. Like the s i pResponseHan­

dler method. the xcapResponseHandler method provides information about the request 

method that generated the response and the associated response code. 



CHAPTER G. CONSOLIDATIXG THE LOCATION-BASED SERVICES TOOLS AXD DEMONSTR.~ 

I Modlled MPS l i ~~J r~Connect!onM;;!C.J 
I 

1 1· SIP 200 OJ( Al!spon!;e ; I 
~------------~· ' ! 2 notifyResponse(SipO~entCohnectiOil · S pChentConnectlonl 

r 3 handle response by updat10g apprjopriate objeCts 

:=J ; 
• I i 4. SopResponseHaodler{requestl'ype · !stnng, responsecode 1nt) 

Figure 6.2: A sequence diagram shm\·ing t he use of the NotificationListener interface 

For SIP and XCAP responses to be deliYered t o Notif i cationListener instances from 

the SipConnectionManager and Geol cationPoli cy classes. respectively. addNotifica­

tionListener methods were added to both classes. 

6.1.1.2 The addNotificationListener Methods 

Instances of the Not if icationListener interface need to register their interest in SIP 

and XCAP events by invoking the addNotificationListener methods of the SipConnec­

tionManager and GeolcationPol icy classes. respectively. This enables SIP and XCAP 

responses and requests to be sent to the Not if icationListener instances as they are 

nx.:ci\'(:d from the modiiicd l\IPS and XDl\IS. F igure 0.2 shows an example of a SIP 200 

OK response that is sent by the modified l\lPS t o a mobile application. The response 

is received and processed \vithin the notifyResponse method of t he SipConnectionMan­

ager class discussed in ChaptN 4. I t is then sent to the handleResponse method of the 

same class for internal processing. Thereafter. the handleResponse method invokes the 

sipResponseHandler method of the NotificationListener instance added using t he 

addNotificationListener method. The notificationEvent method of the Notifi­

cationListener instance is invoked in :;imilar f<U:ihion \\-·hen SIP notificatiom; that have 

content are received. 

Adding NotificationListener instances to the GeolocationPolicy class using its \'Cl'­

sion of the addNotificationListener method allows for its methods to invoke the xcapRe­

sponseHandler methods of these instances . This way. XCAP responses are made available 

to NotificationListener in~tance~ as soon as they are receiYed from the XD:t\IS. 
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6.1.2 Interfaces and Abstract Classes for Guiding the Creation 

of Location-Based Services 

6.1.2.1 Guiding the Creation of Target Applications 

For the easy creation of Target entities. LBS::; developers must implement the Target 

interface shown in Figure 6.1. As it is stated in our Javadoc. there must be on!~· one Target 

per mobile device a t a given time. Figure 6.1 ::oho\\"s that the Target interface has three 

overloaded beginPublicationTask method::;; two changePublication methods: and a 

removePublicationTask method. 

The overloaded beginPublicationTask method::; provide developers with three alternative 

way::; of beginning presence and location informat ion publications. The first version of the 

method requires a presence status. note and a Location instance (from the org. rhodes. 

sipevent. po j o package) as parameter::; . The second version of the method requires a Pres­

ence instance only. Thr. final version hegins location publications using t he mobile de,·ice's 

location provider such as GPS. Target applicat ions could begin publication::; t hrough one 

of these method::; depending on the requirements of the application being created. 

The changePublication method::; guide the developers in changing the presence and lo­

cation information being published to the modified MPS by the application. The first 

version of t he method requires a presence ::;tatus. note and an in::otance of the Location 

class a::; parameter::;. The second version requires an instance of t he Presence class onl~'· 

The removePublicationTask method gnides the implementation of the process of halting 

presence and location publications made by the application. 

6.1.2.2 Guiding the Creation of Location Client Applications 

Another interface we created in t he org. rhodes. LBSs package is the LocationClient 

interface. This interface can be used to guide the creation of LC applications. As it is 

stated. there must be onl~· one LC entit~' per mobile device. This LC entity can watch the 

presence and location of many Targets from the modified !\IPS. As it is illustrated in Figme 

6.1. the LocationClient interface contains three methods: the addSubscriptionTask 

method: the removeSubscriptionTask method and the getTargetLocations method. 

The addSubscriptionTask method creatrs a new SIP subscription dialog to a particnlar 

Target for a LocationClient instance. It takes in a parameter bearing the address of 
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the Target to be snhscrihed to. The removeSubscriptionTask method remoYes a SIP 

subscription dialog belonging to the Target proYided as a. parameter for a particuhn Lo­

cationClient instance. Finally. the getTargetLocations method is used for polling for 

notifirMion content on all ac-tive snhscription dialo~s made by thr. LC'. The method rr.tmns 

a collection of instances of t he Presence class (from org.rhodes.sipeveut .pojo package) . As 

discussed in section G.l.l.l. the polling mechanism may not be suitable for m flny LBSs. as 

it could be wasteful. Therefore. most LC applications are expected to implement the Noti­

ficationList ener interface to acc!uire location and presence event notifications from the 

SipConnectionManager class instead of implementing the getTargetLocations method. 

6.1.2.3 Guiding the Creation of Applications t h at Manipulate Geolocation­

Policy Documents 

At this point. we have discussed t he interfaces. Target and LocationCl i ent. The meth­

ods provided in these interfaC(:''> can be implemented to create both Target and LC entit ies 

for LBSs applications. In this section. we discuss the GeolocationPol icyAgent abstract 

class in the org. rhodes. LBSs package. This class can be extended to aid developers 

in designing and implementing applicFttions for creating, getting, modifying or deleting 

geolocat.ion-policy documents at the XD~lS. The GeolocationPolicyAgent abstract class 

should normally be extended by instances of the Target interface or by other rule-making 

entities. Figure G.l shows t hat the class has attributes for holding values necessary for 

making authenticated XCAP requests such as a username and a password. Other at­

tributes such as the xcapDomain. xcapPort and xcapRoot are necessary for constructing 

XCAP URis a.nd for making requests to the XD~lS. T he constructor of the Geolocation­

PolicyAgent class creates an instance of the GeolocationPolicy class for the developer. 

Connections to the XDI\IS and operations on the geolocation-policy document a re made 

by invoking methods of the Geolocat i onPolicy instance using the attributes of t he Ge­

olocationPolicyAgent abstract class. 

The construct or of the Geolocat ionPolicyAgent class performs activities t hat are nec­

essary for all entit ies that manage geolocation-policy documents at the XDI\18. T hese 

l'l.CtiYitiN; inclndr.. first, at.tr.mpting to I!;C't thr ~colocation-polic~' document of t hr Target 

from the XDl\lS. If acquired successfully. t he geolocation-polic~' document is parsed and 

stored Jocall~·. In some situations. the user might not have created a profile for the Target 

on the XD~IS or the username or password combinat ions used are wrong. T his scenario 
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re~mlts in a GeolocationPolicyAgent instance not being authorised to perform operat ions 

at the XDl\IS. The GeolocationPolicyAgent ins tance detects this and indicates that a 

user has to create a profile on tlw XD:\ IS using t he web interface t o soh·e t his problem. 

In first-timr-a.crrss situation~. a Tar~rt will not have <\ .(!;roloration-policy dor.umrnt stored 

at the XD~IS. The GeolocationPolicyAgent instance puts a default geolocation-polic:v 

document for the Target in this sit uations. Other XCAP errors could be accessed by im­

plement i11g the xcapResponseHandle·r method of the NotificationListener interface as 

discussed in 6.1.1.1. 

Having discussed these improvements to the Jl\IE LBSs SDK prototype. we move on to 

dc:;iguing and inl]Jlclueuting the friend-finder and chikl-tracker services. These se1Yicc:s arc 

meant to serve as demonstrations of hO\v LBSs tools could be used , but also add extra 

functionality to them. 

6.2 The Friend-Finder Service 

6.2.1 Application Requirements 

A friend-finder sen·ice is a service where users see the location of their friends, as discussed 

in [40]. The service requires thE> addition. rPmovRl and viewing of friends· locations and 

presence information. Each user should have an applicat ion with capabilities of bot h Target 

and LC entities since users need to publish and subscribe to share location and presence 

information. T he use cases for the application a re as shown in Figure 6.3. 

6.2 .1.1 Use Cases at T h e Target 

Firstly. Target instances need to make registrations to the SIP proxy and location service so 

that t heir current contact details are stored there. Secondly. the Target requires the means 

to publish their location information . T hirdly. t he Target needs to he a ble to create. update 

and delete their geolocation-policy documents at the XDl\IS. Finally. a Target should be 

abk to add. remove and view friends from its geolocation-polic:r document . These are the 

only usc cases t hat we 'vaut to address as ]J<Ht of the fr iend-finder Target a]Jplicat.iou. 
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Register to Mobicents Registrar 

/ 
,- / ? Subscribe to and View Target's Location Information 

Publish Current Location 
-·t-

Target 
Location Client 

Create, Update and Delete Geolocation-Policy Documents 

---

Make Friend Request 

Add, Remove, V1ew Friends 

Figure 6.3: The friend-finder application usc cases 

6.2.1.2 Use Cases at The Location Client 

The LC part of the friend finder application is responsible for fulfilling two nse cases: 

sub1>cribing Target1>' locations and viewing this information. and making friend request1>. 

Subscribing to friends involves the process of initiating and maintaining subscript ions to 

their real-time location and presence information. :\laking friend request1> allows the LC 

to indicate to potential friends a wish to receive location information from them. 

6.2.2 Implementing the Service Using the Location-Based Ser­

vices Development Kit Prototype 

6.2 .2.1 Creating the FriendFinder Class 

Figure 6.4 shows that the interfaces and classes provided in the org. rhodes. LBSs package 

are nsed in the implementation of the friend-finder service. The FriendFinder class. 

\vhich is the onl:v class of the service. implements both the Target and LocationClient 

interfaces. This is required because each fri('nd-find('r <1pplication U('eds hot h Ta-rget and 
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, _org . rho~_es:~ca~l~ _ _l!t.ap-p_!!_~age.Geol!l..catio!!fpli_cy_ l 
. ···~-:--···=· ·····-·==·-- -··.::::::::---··-----_:::-::_-_-:::_--·==·-----=--·-:=:1 

#geolocationPolicy ! 1 

,-----· ---------·····-·-----• ~-------··· . 
i-----------··-----~!9. rhod~_s.lbs_~Ge!l..I_!>.~Po~~-ent 
! # username : String 
i # password : String 
i # xcapDomain : String 

# xcapPort : String 
# qeolocationPolicy : orq. rhodes.xcapclient.appusaqe.GeolocationPolicy 1 
# ruleSet: org.rhodes.xcapclient.pojo.geolocation.RuleSet ' 
4!. qef~uL~Document : stri.0_g 

frie-ndfinder.Friendfinder 
- s1pC:onnectionManaqer: S(PconnecfionManager ! «interface» 
- sipProxy : String i 

1- watchers : Vector r------- ------- · : . C?.'.':9! r.hg_c1es._tZ,s~Tar.g~ti 

l
l - friend Locations : Vector ------_·_·---_-' 
- DEFAULTDOC: String 

1 - sipPort : String 1 «interface» 1 
- myPresence: Presence --------------- , O[g.rhodes.]ps.LC!Sati_onC/ient_ 
- friendPresenceAndlocations :Vector , 
.:J?.~2YiderPa_!_?!!.l_~ters : Provide_[Par~.l!l-~t~~s-~ 

• + FriendFinder() , - . -----------~ 
+ beginPublicationTask() : «mterf~~e» . . 
+ beginPublicationTask() ·---------- - -- ~ . r-C?.!Jl·r!J..<J!!es.lb~!:!_otlficattonL!~t~_t!~!: . 
+ beginPublicationTask() ~ ..:::::- - _-:..=_ ·--==- _ -=-=..--- -
+ changePublication() 
+ changePublication() 
+ removePublicationTask() 
+ addWinfoSu bscriptionTask() 
+ getWatcherlnfo() 
+ notificationEvent () 
+ sipResponseHandler() 
+ xcapResponseHandler() 
+ addFriend() 
+ getWatchers() 
+ getFriendlocations{) 
+ FriendFinder() 
+ beginPublicationTask() 

· + getFriendlnformationAsString() 
+ addSubscrlptionTask() 
+ removeSubscriptionTask() 
+ getTargetLocations() 
+ friendslocationlnformationAsString() 
+ addGeodeticlocationToRule() 

· + addFilteredSubscriptionTask() 
+ changeFilteredSubscriptionTask() 
±_ ~d_QWinfo~ubsc!}ptionTask() 

i 1 1 · STPconnectionMana~ 
~ ------·:.-==---==----=-=----= 
1-sipConnectionManager ----

Fi.e;urr. 6.4: T he main classes nsf'd in thf' frien d-finder application 
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LC functionality m; ''"e mentioned earlier in the sen·ice requirement~. The cia~~ implements 

t he NotificationListener interface to enable it to receiYe SIP and XCAP request and 

r0sponse event notifications from the SipConnectionManager and GeolocationPolicy 

instances. The class extends the Geol ocationPolicyAgent ab~tract class so that it may 

easily perform geolocation-policy document operations. 

6.2.2.2 Invoking Initial Geolocation-Policy Document Processing and Starting 

Session Initiation Protocol R egistrations 

The FriendFinder class constructor takes in several parameters to allow it to initialise 

both its SipConnect ionManager and GeolocationPolicy instance~. This is as shown in 

Listing 6.1. The GeolocationPolicy instance is created t hrough invoking the constructor 

of the extended GeolocationPolicyAgent abstract class in line 2. By calling this parent 

constructor. the init ial geolocation-policy document processing (discussed in 6.1.2.3) is 

performed fls well. 

The SipConnectionManager instance is created in t he FriendFinder class in lines 5 and 6. 

The instance automatically initiates the SIP registration process upon creation as discussed 

in Chapter 4. The RegisteT to Pmxy use case is easily implemented by creating this 

in::>tance. The SipConnectionManager constructor takes in two parameters for SIP ports. 

one for the server a.nd one for the local mobile device. In lines 8 and 9. the FriendFinder 

class adds itself as the NotificationListener to both its SipConnectionManager a.nd 

GeolocationPolicy instance'>. By doing this. the class becomes a listener to SIP and 

XCAP requests and responses. 

1 pub li c Fr ie n dFiuder (String usemamc, String pass,vord, S t ring 

xcapRoot, String xcapDomain. String xcapPor t . String sipProxy, 

St rin g s ipPort) 

2 { super ( u sername, password, xcapRoot, xcap Domain , xcap P ort, 

DEF AULTDCX:::) : 

3 t hi s . HipProxy = sipProxy: 

4 t his. sipPort = s ipPo rt: 

5 s ipConnectionl\lanager = 
6 new SIP con nect io n l\l a n agcr ( u se rname. s ipProxy. sipPort. . s i pPort); 

7 si p Connection~Ianage r. addNotificatio nListener (this): 

8 gcolocat.i ouPo l icy. addNot ifi cat ionLis t ener (t hi s) : 

9 
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10 

11 } 

Listing 6.1: A portion of the FriendFinder class com;tructor 

6.2.2.3 Publishing the Current Location of the Target 

\Ve haYe mentioned in 6.2.2.1 that the FriendFinder class implements the Target inter­

face's methods for location publication. For the friend-finder service. we chose to imple­

ment two altE>rnative methods for init iating publications and only one method for changing 

t hem. One of the methods begins the publication of location a.ncl presence from the pro­

,·ided presence status. note and an instance of the Location cla:;s. The implementation 

of this method is as shown from the beginning of line 2 to line 11 in Listing 6.2. First we 

create a new Presence instance to keep t rack of the presence and location information to 

be published (in lines 5 to 8) in the FriendFinder class. We then publish the information 

by invoking the beginPublicationTask method of the SipConnectionManager instance. 

1 II Ab s tratct methods from the Tar·get: ·in t er-jac e . 

2 public void b egi uPubli cat ionTask (Stri ng statu s , Stri ng note , 

Locat ion loca.t. io u ) 

3 { 

4 IICr·e at e new Presence objec t to kL ep tra ck of the pr·esence and 

lo c at i on infonnat.ion . 

5 my Presence = new Pr esence() ; 

6 myPresence. setS tat u s ( st.at us): 

7 my Presence . se tN ote ( note); 

8 my Presence. set Location ( locatio n ); 

9 I I Publ ish the pn~ se n ce and /orati on infor·m ation. 

10 sipConnection l\Ia nager. begi nPublicat ionTa sk(s ta t us. note, location) 

11 } 

12 

13 II publ is h by usir1g CPS or other- auailable /oration p r ovider 

14 pub l ic vo id beginPu blicatio nT ask ( in t in t e r val. in t timeout , int 

m<'L'<Age. in t accuracy. St.r in g stat us. Str ing note) 

15 { 

16 II stor·e parameter·s for location prol>i der 
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1 7 p ro ,. i d c r P a ram e t. e r s = 

18 new P roYid er Par a m e t er s ( i u t e r v a I . t imcou t. . ma.'<Age. ace uracy) : 

19 my Presence = new Presence () : 

20 rnyPreseuce. sct.S tat.us (sta tu s): 

21 myPresence.sctNot.e( note); 

22 // b e g in p u. b l is h in g 

23 s ip Connect ion::\Ianager . beginPublicat ionTask ( int e rv a l , t imeou t . 

maxAgc . accuracy. status. note): 

24 //gel. th e locat i on published by th e pro rider and sl.o1·e it 

l ocally 

25 my Presence. s et Loca t ion ( sipConuect. ion::\Ianager. get.::\IyPresence () . 

ge tLocation ()); 

26 } 

Li::.ting 6.2: Alternative method::; for initiating publication::; in the Friendfinder class 

Au alternative method to start location and preB~nce publications uBes GPS or other avail­

able location providers on the mobile device. ItB implementation is as shown from lin~ 14 

to line 25 of Li::.ting 6.2. \Ve provide the method with parameters that are u::.ed in setting 

up the location provider and with basic presence information. The ProviderParameters 

instance created in line::; 17 and 18 is used to store the location proYider parameters in the 

FriendFinder clas::> . In lines 19 to 21. we create a Presence instance to store t he presence 

and location information locally. 

To modify the currently publiBhed information of the FriendFinder claBs, we implement 

one of the changePublicat i on methods of the Target interface. The Yersion of the 

m0thod \\"<' chose to implcm<'nt moclifi<'s the information pnblishcd by replacing it \\·ith 

the presence status. note and a Location instance that are provided as its para.met~rs. 

The functioning of this method iB similar to that of the beginPublicationTask method 

except that it invokes the changePublication method of the SipConnectionManager in­

stance to refresh the location and presence information being published with the new one. 

The process of removing or stopping the publication proceBs iB performed by implementing 

the removePublicationTask method. 

Implementing the methods of the Target interface as discussed above addresses the re­

quirements of the Publish Current Location ttBe case. SIP responses generated from the 

invocation of the publication method::; can he accesBed within the notificationEvent 

method of the FriendFinder class. Since the SipConnectionManager instance already 
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maintains SIP tasks. these response~; ,,.ill most likely be used only for presentation and 

reporting purposes . 

6.2.2.4 Subscribing to the Location and Presence of Friends 

Subscriptions to the location and presence information of friends is guided by the im­

plementation of t he LocationCl i ent interface in the FriendFinder class. T he addSub­

scriptionTask method of the class is used to invoke the addSubscript i onTask method of 

t he SipConnect ionManager instance. Both these methods take in the SIP address of the 

Target or resource being subscribed to. The SipConnectionManager instance keeps t rack 

of all the active subscription dialogs. T he FriendFinder class can poll for this information 

by implementing t he getTargetLocat i ons method as shown in lines 1 to 5 of Listing 6.3. 

Lines 7 to 34 of t he Listing show the fri endsLocationi nformat ionAsStri ng method of 

the FriendFinder class. This method converts the location and presence information of 

the Targets (friends) to a string that can be presented to a user. 

1 pu b li c V e c t or get Target Loca ti on s () 

2 { 

3 fr ie ndPrcsence AndL ocat ious = s ipCounec ti on~Ianager . 

getT a r get L ocat iou s (); 

4 ret u rn f r ie ndPresc n ccA udLocat io ns; 

5 } 

6 

7 public Str ing fr ie n ds Locationln formationAsString () 

8 { 
9 getTargc t Loca ti o n s () ; 

10 E numer a ti on fri e n ds = friend Prese n ceAndLocatio n s . e lem e n ts () ; 

11 St ri ng lo cati o n s AsStr in g = ·· ··; 

12 w hil e ( fri ends. hasl\Iore Eleme n ts ()) 

13 { 

14 Prese n ce pres = ( Prese n ce) frie nd s . nex t Ele me nt (): 

15 locat i o n s A sStrin g = " Add r ess: .. + pres . get Sip Addrcss () + .. S tat us : 

.. + pr es. getSt at. u s () + .. NotE' : .. + p res . gct.Note (): 

16 i f (pres . gct Locatio n () i nstanceof P oin t) 

17 { 

18 P oin t p = ( P oint.) p rE's . get Locat io n () : 
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19 locat.io nsAsStr in g = ·· Latitud<': + p. get-L atitud e() + ·· 
Longitude: ·· + p.ge t Longitude() + "" \ n"": 

20 } 

21 if ( pr es . get Locat io n () instanceo f CivicAddress ) 

22 { 

23 C i vicAddress c i de Address = ( C i v icAddr css ) pres . ge t.Loca t io n () : 

24 1 o c a t i o n s .A s S t. r i n g = .. C i v i c 1 o c a t. i o n i 11 f o r m a t. i o n : \ 11 .. ; 

25 Enumeration cv = c i vicAddress . getC ivicAdd ress () . elemeu t s () ; 

26 w hi I e ( cv . has:..IoreE1cmen t-s () ) 

27 { 

28 String c i vic = (St rin g) cv.ncxtElcrue11t(); 

29 1 o c a t i o n s A s S t r i 11 g = c i v i c + ·· \ n .. ; 

30 } 

31 } 

32 } 

33 re t urn locations AsStr in g: 

34 } 

Listing 6.3: The getTargetLocations and friendslocationl nfo rmationAsStri ng 

methods of the FriendFinder clru;::; 

The FriendFinder Clru;s can also remoYe subscript ion dialogs to friend::; in whom the 

user is no longer interested by implementing the removeSubscriptionTask method of the 

LocationClient interface. This method takes in the SIP address of the Target involved 

and invokes the removeSubscriptionTask method of the SipConnect ionManager clru;s. 

By implementing the methods of the LocationClient interface discu::;::;ed in this section. 

we fulfill t he general requirements of the Subscribe to and View Friends' Locations and 

Presence Informat-ion use cases. 

6.2.2.5 Specifying and Modifying Default Geolocation-policy Document Rules 

The Specify or Modifv Locat'ion Privacy Pol·icy use case is implemented by using the dif­

ferent methods provided bY the GeolocationPoli cy instance. This instance is created in 

the FriendFinder clas::; b~· extending the GeolocationPolicyAgent abstract class. The 

constructor of the GeolocationPolicyAgent can be prO\·ided a default geolocation-polic:v 

document that a user can customi::;e to suit their privac~r needs. 
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To keep the fri<'lH.l-fimler service implementation ::;i.J npk awl clear , ''"e limitcJ oursch·es to 

using two rules lHl.lllPly closeties and looset ies in the default geoloca.tion-policy docu­

ment . These rules differ only in what they provide within t heir transformations elements. 

The closeties rule pro,·idcs no privac~· filt r ring and the location infonntttion is proviclccl 

to the LCs as it is. The looseties rule provicles locat ion-based privacy f11tering with a 

transform<l.tional radius of fiye kilometers. If the publication contains ch·ic information it 

is reducecl to city level (i.e leYel of the A2 civic address element). 

1 publi c void addGeodeticLocat.ionToRule (S t ring rule. String placeName, 

Circle c i rcle) 

2 {try { 

3 geo locationPolicy . addGcodeticLocat ionToRule( rule. placcName. 

c ircle): 

4 if ( geolocationP ol i c~r. getRcsponse ()= H ttpConuection .HTIP_OK) 

5 { 

6 System. out. print.ln ( · [ FriendFinder ] Rule: ·· + rule+ ·· for pla ce 

7 

8 

9 

} 

+ placeName + ., added succcssfu ly. ··); 

Listing 6.4: T he addGeodeticLocationToRule method of the FriendFinder class 

:For the geolocatiou-policy J ocumcnt to be useful, the users will nceJ to fine-tunc it to 

their privacy requirements. T his functionality is achieved by invoking the methods of the 

Geo l ocationPolicy instance. For instance. the addGeodeticLocat i onToRule method of 

the FriendFinder class can be used to add a ne\\· geodetic condition to any of the t\YO 

default rules by invoking the addGeodeticLocationToRule method of its Geolocation­

Policy in::;tance. As it can be seen in Listing 6.4. the method takes in arguments ident ifying 

the rule ( closeties or looseties) and a unique name (placeName) describing the loca­

t ion being addecl. \Ve explained in t he previons chapter t hat we have limited ourselves 

to expres::;ing geodetic location conditions using Geoshape circles only. Therefore. we pro­

vide. as a parameter. an instance of the Circle class to the method. T he method invokes 

the addGeodeticLocationToRule method of the GeolocationPolicy object in line 3 and 

indicates the succes::; of the operation in line 6. 

Other method::; of the GeolocationPolicy object can be invoked by the developer in the 

same way as t he addGeodeticLocationToRule method. The developer can access the 
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responsPs of the XCAP operations by using the getResponse method or the Geoloca­

tionPolicy object as dmw in line -! of Listing 6.4. Developers could also implement tlH' 

xcapResponseHandler method of the NotificationListener interface for the same pur­

pose. In the next section. we discuss the impleme11tation of the last two use cases. 

6 .2.3 Adding, Viewing and Removing Friends 

\Ve have so far discnssrd the implcmrntation of the functionalitY of the frirncl-finder nse 

cases apart from the View. Add or Remove Friend and Send H~iend Request use cases. The 

Vie·w Add or Remove Friend use case could have been handled by using IETF resource­

lists. However, resource-lists are out of the scope of our work. Instead. \\'e added the IE'IF 

Watcher-Info Event-Template Package (watcher-info) specified in [00] to the .J)v1E LI3S::; 

SDK prototype to implement the requirements stated in both m;e cases. 

6.2.3.1 Adding Watcher Information Support to the Location-Based Services 

Development Kit Prototype 

The \vatcher-info package maintains the subscript ion details pertaining to event publishers 

such as Targets [60]. Every publisher may subscribe to their Wcltcher-info to determine 

who is interested in the information they publish. The ~IPS. by default. supports the 

watcher-info package. For each publisher. it stores the event type of the publication: the 

URI of the subscriber and their subscription status. 

Listing 6.5 shows a sample watcher-info document . The document contains t he subscription 

information of Target sip:zelalern:!Jru.ac.za. The watchers \vith the status attribute of the 

watcher element set to pending may he treated as having made a friend request to the 

Target. The user at the Target can add them to one of the rules in the geolocation­

policy document to accept the friendship . The watchers wit h the status attribute set 

to active have already been authorised by the Target. sip:zelalernlgru. ac.za, to sec the 

location information . 

1 <'?xml vers ion= "l. O '?> 
2 < watcherinfo xmlns=" urn : i e t. f: params: xml: ns: wa tch erinfo ., ver sion="O'' 

state= " full"> 

3 .::watcher - ! is t resource= " s ip: ze la lem4ru. ac . za .. package=" Joe at ion"> 

-1 <watcher id=" 77 ajsn·7G ·· even t=" su bscri h e ·· st.at.us= ·pending ...... 
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5 s ip: shange~ru . ac. za 

G --:::jwatcher> 

7 <wat.cher id="77ajsn·7(j" eve n t=" su hsc rihe " status="acti,· e ".> 

8 s ip : mosioua\Qiru . ac . za 

9 </w a t c her :..-

10 .. ::jwatch er - li st > 

11 <f'watcheri nfo > 

Listing 6.5: A simple w,ttcher-info document 

Our Jl\lE LBSs SDK prototype already provides support for the SIP subscription process 

using t he Subscriber class discussed in Chapter 4. Adding watcher-info support requires 

the reuse of an instance of this cla;;s to subscribe to the watcher-info of the Target instance 

of the application. However . it is important to distinguish between location and presence 

subscriptions from watcher-info subscriptions. The beginSubscriptionTask method of 

the Si pConnectionManager dass is modified to take in an event type parameter for t his 

purpose. The event type of presence is used for location and presence subscriptions, 

while that of presence. winfo is used for the watcher-info subscriptions. Notifications on 

watcher-info subscription dialogs result in the content being parsed using methods of the 

WatcherinfoParser class that we created and discussed in Chapter -1. The methods of 

the cla..">s return a collection of Watcher instances to t he SipConnectionManager cla;;s. 

6.2.3.2 The Friend Request and Acceptance Sequence 

The process of a Target subscribing to its watcher-info yields important information about 

friend requests. \Ve need an architecture that uses this information to add the LC to the 

geolocation-policy documents of the Target. 

Figure 6.5 illustrates the process of FriendFinder A making a friend request to FriendFinder 

B. A first adds B's acldrcHs to one of his default geolocation-policy rules at the XD:..IS. 

In stE'p 3. A subsnibes to B 's location information from the modified MPS. Bccnusc A is 

not in B's geolocation-polic~' rules. the subscription status is set to pending at the server 

rE'fte('ting in B 's watcher-info. \ \.'hen B subscribes to her watcher-info document she d is­

covers that A has a pending subscription status and t reats this a;; a friend request (steps 

3 and 4). If B accepts the friend request. she adds A to one of her geolocation-policy 

rules as well (step::; 7 and 8). Contrarily. if B opts to not grant the privilege of friend::;hip 
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: Fri;ndFinde-;:-;1 : Modified MPS 

I 
I 
I 

~: Mobic~~ts XDMS j 

, 1: Add 8 to Geolocation-~olicy Rule 
:-~-------------------,-----------------

1 2: SIP SUBSCRIBE to B's location 
I I 1-·--··------------- •I 
J 3: SIP NOTIFY (status: p~nding) 

' ---- ; 

4: SIP SUBSCRIBE to wmfo 

[ FriendFinder B i 

----···------·---------------+-----------------
5: SIP NOTIFY (winfo) 

--- ----- -- --~: 

6: Add A t o Geolocation-P.olicy Rule 

Figure 6.5: The Friend Request and acceptance sequence 

----: 
! 
! 
' 

to the request. t hen A's location information will be visihle a.t B unt il t he end-user at A 

decidt'S to reverse the request by removing B from his buddy list and geolocation-policy 

documents. vVe did not implement an explicit mechanism to let A know that B has not 

accepted their friendship request . This ca.n be noticed by the etHl-user at A because no 

loca.tion information will be availahle for B. 

1 pu blic vo id addFri end (St r in g w atc her. St.rin g ru le) 

2 { 

3 s uper . ad dWatcherT oRulc (watcher. rul e) : 

4 s ip Connect ion:.I a n ager . a d dS ubscrip t ionTask ( watcher); 

5 } 

Listing 6.6: A portion of t he processFriendRequest method of the FriendFinder class 

6.2.3.3 Implementing Friend Request and Acceptance in the Location-Based 

Services Development Kit Prototype 

The functionality required for the friend request and acceptance process. is adderl to t he 

toolkit prototype by creat ing tlw addWatcherToRule methorl to the GeolocPolicyAgent 

abstract class. These methorl invokes the addUserToRule method of its Geol ocation­

Policy instance of the FriendFinder class. T he rule name and the SIP addrE-ss of the 

friend to be added to the rule are provided as parameters to both these methods. Classes 
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that ext~nd the GeolocPolicyAgent class such as the FriendFinder class must call the 

addUserToRule method of this superclass. The addSubscr iptionTask method of the 

SipConnectionManager instance of the FriendFinder class must then be called to start 

ct .subscription dialog \Yit h a pendi ng status to the Target. 

The procer,;s of accepting friend requests involves a Target r,;ubscribing to its watcher-info 

before invoking the addUserToRul e and the addSubscript ionTask methods. Since thir,; 

is a funct ion that is required by all Targets. \Ve add the addWinfoSubscriptionTask 

method to the Target interface to setTe as a guide application implementation. \Ve also 

added t he getWatcherinfo method to guide Targets in polling for content on watcher-info 

subscriptions. Since Target instances such as the FriendFinder class can implement the 

Not if icationList ener interface, notifications ou \Ya.tcbcr-info suh::;criptions uialogs can 

be delivered to theses applications as soon as they arc available at the mobile device. 

1 publi c Vecto r gctWatcherlnfo () 

2 { 
3 return s ipConnection:.Ianager. get\Vatcherlnfo (); 

4 } 
5 pub li c String getFrien d info r mationAsStr ing () 

6 { 
7 Str in g fricndlnformati o n = ·· ., : 

8 Vector watcher = getvVatcherlnfo () : 

9 Enumerat ion tasks = watcher. ele me n ts(): 

10 while (task::>. has!\loreElements ()) 

11 { 

12 Watcher wat = ( W atcher ) tasks. nextEleme n t () : 

13 fri endlnforma t. ion += .. Addretis: ·· + wat.getSipAddress() + ··Status 

·· + wat . getS tat us() + .. \u·' : 

14 } 

15 ret urn friend l nformation: 

16 } 

Listing 6.7: The getWatcherinf o and getFriendinformationAsString methods of the 

FriendFinder class 

Listing 6. 7 shows the implementation of t he getWatcherinfo method by th~ FriendFinder 

class. It also sho\YS how the getFriendinformationAsString method invokes the get­

Watcherinfo method and puts the friend information in a string. 
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6.2.3.4 The Friend-Finder Midlet 

The last piece of the fri end-finder demonstration im·olves putting together a FriendFin­

derMidlet class. In D IE applications. Midlets a re used for application life-cycle man­

agement. The:v are also commonly used for managing Rpplica.tion states and implementing 

mobile application user interfaces. The FriendFinderMidlet creates a FriendFinder in­

stance upon loading and invokes its methods to perform friend-finder sen·ic:e use cases. v\·e 

concluded the implementation of t he service with this simple Midlet. In the next section. 

we look at the development of the child-tracker service. 

6.3 The Child-Tracker Service 

The child-tracker service. as we introduced it at the beginning of this chapter. is a. service 

that is meant to enable parents t.o be not ified when their children leave designated areas, 

such as playgrounds or parks. ~Iessages may be pushed to the pa rent and to other con­

cerned parties upon the occurrence of such an event. The child-tracker sen ·ice requires 

location r.vr.nt notification fi ltering which. as discussed in thr. litr.ratmc snrvc:v in Chapter 

2. is a useful facility in rea.hsing push LBSs. The initial st ep tm,·ards the creation of this 

demonstration is to look at the general requirements of the sen·ice. 

6.3.1 Application Requirements 

Unlike the friend-finder service. t he child-tracker service does not require peer applications 

mut ually sharing location and presence information. l m;tea.d. the mobile devices belonging 

to the parents and other trusted parties host an LC applications known as ParentMinders. 

Another mobile device for the child hosts a. Target application known as a. Child. The 

Child application. shown in Figure 6.6. is responsible for three use cases. These are the 

Register To Mobicents Reg·istrar. Publish Location and Create or Modify Privacy Policy 

usc cases. TheBe usc <:a~cs were part of t he friend-finder application as well. The Create o·r 

Afod-ify Privacy Pol·icy use case invoh·es the Child creating or modifying privacy policies 

regarding access to their location information by the ParentMinder application. 

The ParentMinder application is responsible for fulfilling two use cases. The Registu To 

Mobicents Reg-istrar nse case is done in a similar fashion as to the friend-finder application. 
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Register to Mobicents Registrar 

,.. 
'·. Create, Update, Delete Geolocation-policy Document 

ParentMinder 

Subscribe to Filtered Location Event 

Publish Current Location 
... ---~ 

Figure 6.6: The child-tracker service use cases 

The SubscTibe to FilteTed Location Event use case involves a ParentMinder subscribing to 

a specific location event that could be generated by a Child (leaving the designated area) . 

6.3.2 Implementing the Service by using the Location-Based Ser­

vices D evelopment Kit Prototype 

Figure 6.7 shows the diagram of the main cla..c.;ses used in the child-tracker service. It also 

shows the relationships between these classes. \i\re provided a discussion on the imple­

mentation of the Register To Proxy. Publish Location and the Create OT Modify Privacy 

Policy use cases for the friend-finder application. For this reason, we do not discuss their 

implementatioll for the child-tracker service. 

The most important implementation aspect to note here is that the Child application 

extends the GeolocationPolicyAgent abstract class because it works with gC'olocation 

policies (see 6.7). The Subscr·ibe to Filtered Location Event use case requires the addition of 

location eYent notification filtering to both t he .J~1E SDK and to the modified ~IPS. For this 

reason. we discuss the addition of location notification e\·ent filtering to our environments 

first <\llrt thr addition of this functionality to the chilci-track<'r S<'rYicr later. 

...,.~ · 

; 

Child 
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1 _0.!".9..!.!:i)o~_es.dem~.childtracker.~hild 

1

- s1pConnect1onManager : SIPconnectionManager , 
- sip Proxy : String i 
- sipPort : String ~ 
- myPresence : Presence --- «interface»- I 
-.Q.[OViderPar(lr_neters.: ProviderParamete_rs,__ _. ------··--··- -·-- --1.. ' org.rhodes.Jbs. Target I 
+ Child() i ·- --- ::-: 
+ beginPublicationTask() I 
+ beginPublicationTask() 1 

+ beginPublicationTask() 1 
+ changePublication() ! 
+ changePublication() I 

+ removePublicationTask() I ____ _ 
1 + addWinfoSubscriptionTask() j 
+ getWatcherlnfo() , 
+ notificationEvent() i 
+ sipResponseHandler() I 
+ xcapResponseHandler() 1 ,-i 

-sipConnectionManager! 1 
~S.fP.co':l_n ec~_.,.. io-_n..., ___ .M;o-:; _____ ,..._a-.'.'1-~ g t!r 
r··:-·:_-:-=-=-.-::.-===-----

-sipC::.~ec~onM~nagel -·· _,.--

f
rg . .rhodes.demo.~'-'ildtr~cker.P!SJ.~ntM_lnder J 

sipConnectionManaqer : SIPconnectionManager 
sipProxy : String I 
sipPort : String 
childAddress : String 
childPresence : Presence 

- otherWatchers : Vecto . .:..r __________ 
1 + ParentMmder() -

+ addSubscriptionTask() 

~.rhodes.lbs.GeolocPolicy~ent : 

I
# username 
#password 

. # xcapDomain 
# xcapPort 
# qeolocationPolicy 
# ruleSet 
# d~@!illPocument 

1 + addFilteredSubscriptionTask() 
' + changeFilteredSubscriptionTask() 

I
+ removeSubscriptionTask{) 
+ getTargetLocations() 

' --------- -----, , - -- «interface» --- ~ 

I I orn.:.!hO.~~s.Jbs.Locationqi~t i 
~:_--·----··---------­- --- --

+ notificationEvent() 
I + sipResponseHandler() 
+ xcapResponseHandler() 
+ addWinfoSubscriptionTask() 
+ getWatcherlnfo() 
+ getWatcherlnformationAsString () 
+ getChildPresence() 
+ getOtherWatchers() 
+ getChildAddress(} 
+ setChildAddress() 

Figure 6.7: Th(' classes used in the child-tracker service 
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6.3.3 Adding Location Event Notification Filtering to the Envi­

ronments 

\t\"e discussed location event notification filtering in Chapter 2 as a process that allows 

LCs to l:ipecify which location events the~' are intere.st cd in. Thil:i directly resultl:i into an 

LC gett ing only notifications t hat are relevant to them from a particular Target. We also 

mentioned t hat. according to [715]. t here are l:icvcral location event Jiltcrl:i that an LC may 

specify to trigger notifications from a Target. 

While all the different location event fi lters may be useful in the implementat ion of different 

LBSs. we implemented only the enta01Bxit filter as part of onr projC'c:t. T his filter involvC's 

notifying an LC when a Target has entered or exited a given Geosha.pe circle. This type of 

filter was chosen because of its usefulness in realising the child-tracker sen·ice. In future, 

other filtC'rs ma~' he added to the toolkit and r.. IPS by fo!lowin~ this demonstration. 

6.3 .3.1 Implementation of EnterOrExit Filtering on Location-Based Services 

Development Kit Prototype 

Location eYent notification fi ltering functions by comparing the currently published PIDF­

LO document (containing the current location and presence) of the Ta.rget against the 

cri terion specified in t.he fi lter document provided by the LC. The cnterOrExit filtering 

mechanism \ve are using checks if the currently published point is within the Geoshape 

circle given in t he notification filter provided by the LC. A sample document containing 

the filter eriterion of an LC is ~hown iu Listing G.8. The Gcoshapc cirde i::; provided within 

the enterOrExit element. 

1 < ?xml version=" l .O · eu coding= "UTF-8"'?> 

2 ..:: fil ter - set xmln:.;='' uru : i etf:panuns:xrnl : ns :simple-f il ter 

3 xmlns : l f = .,urn : i e t f : params : xml : n s : I o cat ion - f i Iter " 

4 x mlns : gml= ''htt.p :/ /\v"\VW . opengis .uc t.jgml · 

5 x mlns : gs=' ht t p: / / w\v"\V. open gis .uct/pidflo /1. 0' > 

6 < fi l ter id= "123'' uri="s ip:preseu t. ity <f.! example. com"> 

7 ~ trigger > 

8 ~ lf:enterOrExi t.> 

9 <gs :Circle srsName= "urn:ogr:def:cr:.;:EPSG ::-!32G '/ 

10 < gml : pos >·l2. 5-l63 - 73.2512 </ gml :pos> 

11 <: g s : r a d i u s uom= .. u r 11 : o g e : cl c f : uom : EPSG : : 9 0 0 1 :> 
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12 85 0.24 

13 < /gs : radiu s> 

14 </gs : C irc l e > 

1!:! </ 1 f: en te rOrEx it> 

16 </ tri gger > 

17 </ f i lt e r > 

18 ~/ fil ter - s et > 

Listing 6.8: Au example of an EnterOrExit filter using a cird r 

The fi ltering document is communicated to t he ~IPS by an LC using SIP SUBSCRIBE 

request s. \Ye modified t he subscription part of t he DIE toolkit prototype to accommodate 

this requirement . The addFilteredSubscriptionTask and changeFilteredSubscri p­

tionTask methods were added to the SipConnectionManager class to invoke the methods 

that construct and send the fil tering documents in the Subscriber class. The Subscriber 

cla .. c:;s was arlapted to optionally send SUBSCRIBE requests with content (fi lter do('ument) 

as it is done in the Publisher class for PIDF-10 documents. A service developer must im­

plement the LocationClient interface that cont ains the addFi lteredSubscript i onTask 

and changeFil teredSubscriptionTask methods. 

6.3.3.2 Implementation of EnterOrExit Filtering on the Mobicents Presence 

Service: Adding Notification Filtering Fields to the Database 

T he :\IPS was originally built for presence and it does not support any form of notification 

fil tering. \Ve had to modif·y the location-a\vare ~fPS such that it receives notification 

filters (documents) from the LOs ami determines whet her the current location information 

of t he Target s should result. in notifications to t he interPsted LCs. The currently published 

location of the Target should be located outside the Geoshape Circle given in the fi lt er of 

th<: LC' for notifications to hr maclr. 

As mentioned before. information pertaining to all current subscription rlia.logs is main­

tained in a database using the Hibernate JPA implementation on the ~IPS . \Ve added the 

DOCUMENT and CONTENT_TYPE fields to t he Subscription class which is an entity class for 

the .JPA. This class <:reat es the fields and persists the subscription data to the database 

during SIP t ransactions. The SubscriptionCont rolSBB that \\"e discussed in the Chapter 

3 receiYes the incoming SIP SUBSCRIBE requests. Through instances of helper classes. it 

maintains the state of Subscriber instances. 
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Th<' t\\"0 important helper classes for the SubscriptionControlSBB are the NewS i pSub­

scriptionHandler and the RefreshSipSubscri ptionHandl er. T he NewSipSubscrip­

t ionHandler helper class is responsible fo r creat ing nev .. · Subscri ber im;tances . \\.·e added 

fmwtion <\lit~· to t his class so that it stores thr fil tcrinf; docnmrnt and its coutC'nt typr into 

the DOCUMENT and CONTENT_TYPE fields. respectiYely. The RefreshSipSubscriptionHan­

dler helper class refreshes Subscriber instances after recei...-ing subscription refresh re­

quests. We refrained from adding functionali ty to t his class so t hat it updates the DOCUMENT 

and CONTENT_ TYPE fields upon such refresh request s. This limits the location-aware I-. IPS 

to accept filters at the beginning of a subscription dialog only. 

6.3.3.3 Implementation of EnterOrExit Filtering on the l\1obicents Presence 

Service: Performing Location Event Notification Filtering 

Ha\·ing added the fields to store the filtering documents t o t he database. the final part of t he 

Luilding the sen·ice involved ensuring that these documents affect the location not ification 

process. \ i\'e discussed in Chapters 4 and 5 the use of J AX13 bindings in the creation 

and parsing of X:\1L documents at the :\-IPS. Here, we create JAXB binding classes for 

notification filtering documents so that the PresenceSubscri ptionControl SBB instances 

can unmarshal (parse) the filtering coutent of subscription requests. The fi ltering content 

is stored in the the DOCUMENT field of Subscr iber instances created in 6.3.3.2. We put the 

auto-generated JAXB classes into the same package as the other JAXB classes generated 

to parse and compose PIDF-LO documents. 

The second step involved making changes to the SipSubscriberNotificationHandl er 

class (a helper class of the SubscriptionControlSBB). ,,·hich handles t.hr SIP notifi­

cations for t he .l\1PS. We modifi ed the createAndSendNotif y aud the notifySipSub­

scriber methods so that before notificat ions to subscriptions that have fi lter ing docu­

ments arc made. the fil terNot ificationsPerSubscriber method is invoked. This is a 

method \Ve created and added to the PresenceSubscriptionControlSBB to check if the 

EntcrOrExit conditions are fulfilled . T he method takes in t he subscription dialog details, 

includ ing the unrnarshalled snhscript ion content (the JAXB objects containing the con­

tC'nts of thC' fi lt C'r) as parameters. It also ta.krs in the rnrrent.ly pnblishrd infornHtt.ion 

(also unmarshalled) of t he Target obtained from the Pr esencePublicat i onContro lSBB. 

In the fil terNotificationsPerSubscriber method of the PresenceSubscripti onCon­

trol SBB. the getisinArea method of the Cir cleCondi ton class we created in Chapter 5 
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is used. As \Ye discussed iu Chapter 5. the getisinArea method checks if the currently 

published point is \\·ithin a gi,·en G<'oshape circle. Xotifications are made to t he LC if 

the published point is outside the given Geoshape circle. As we meut ionecl earlier. the 

EnterOrExit mechanism we implemented only works when the given area is a Geoshape 

circle. Other geodetic shapes can he added in future. 

This concludes the discussion on location notification filtering. In the next sect ion, we 

discuss how this new functionality is used in the remaining case of the child-tracker service. 

6.3.4 Implementing the Location Notification Filtering as part 

of the Child-Tracker Service 

The ParentMinder cla.ss of the child-tracker service implements the LocationClient inter­

face which guides the implementation of LC ent ities . The ParentMinder class implements 

the addFilteredSubscriptionTask method to he able to invoke its SipConnectionMan­

ager instance t.o perform filterecl subscriptions. The signat ure of this method can bP seen 

in Figure 6.7. The method takes in the SIP address of the Child and the Geoshape circle 

from which the Child should stray for notifications to be sent to t he LC (filter criterion). 

The class also implements the removeSubscr iptionTask for removing subscription dialogs 

to the child being watched. When the child leaves the given Geoshape circle. location no­

tifications sent from t he l\IPS can be received using lhe notificationEvent method of 

the ParentMinder class. The notificationEvent method is implemented as part of the 

NotificationListener interface. 

This concludes the discussion of the implementation of the child-tracker service. Readers 

and developers can gain a deeper understanding of the demonstration by referring to the 

J avadoc provided or to the source code given in the org. rhodes . demo package. 

6.4 Chapter Summary 

This chapter described how \Ve put together an abstract class and interfaces that can he 

used to aid dewlopers in creating LBSs using the components created in Chapters 4 and 

5. These classes and interfa c<>s are proYided in the org . rhodes. LBSs packag<> and are 

meant to impro;-e the de;-eloper-friendliness of t he Ji\IE LBSs SDK prototype. We have 

also provided a discussion of two simple sen·iccs that could be put together using the J).lE 
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LBS:; SDK prototype and the modified :\IPS. A frieml-finder service is a sodcll networking 

sen·ice that allows friends to locate each other. A child-tracker service is one that allo\Ys 

parents to he notified only when their children leave designated areas. such as playgrounds 

or parks. Apart from demonstrating the use of the .H\ IE LI3Ss SDK prototype and ).IPS. 

new functionality was added during the implementation of these two services. The friend­

finder servic-es required the addition, remoYal and viewing of LCs that are interested in 

the locat ion information of a particular Target. Snch fnnctionality \VHS added to the J l\IE 

LBSs SDK prototype. The child-tracker s<'lTic<' hau a requirement for location not ification 

filtering. This function is important in realising many push LBSs as discussed in Chapter 

2. 

This c.:ondudes the development of t he .J l\IE LBSs SDK prototype and the modified )..fPS 

and no more functionality \Yas added as part of this project. In Appendix A. we provide a 

description of our .Jl\IE LI3Ss SDK ancl the modifierll\IPS from a service d<'vrloper 's point 

of view and highlight important issues regarding their usage. 
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// Conclusion 

The increase in the number of smart mobile devices and the rapid growth of broadband 

sen ·ices on mobile operator networks has reHulted in the entrance of new Intf:'rnet-based 

competitors in the telecommunications market. ~INOs are under growing pressure to 

deliver new innovative multimedia services more quickly and efficient!~·. Although :\1['\0s 

have several SDPs and SCEs at their disposal for the quick development of multimedia. 

services. the location dimension has largely been ignored. Even though LBSss are not a 

significant generator of revenue for man~· 1\ll\Os, recent trends still indicate the growth of 

both the user-base and revenue of the LBSs market. 

T he present project was designed to put together a client-side J l\IE LESs SDK and a 

1\IobicentH LESs server to aid :.INOs and developers alike in the quick creation of the 

transport and privacy facilities of cross-referencing LBSs applications. The goals of our 

research as stated at t he beginning of the thesis were as listed below: 

1. Put together a l\Iohicents location service (composed of SBBs) that can he used for 

t he sharing of cross-referencing LI3Ss information amongst different client entities. 

This would allow Target ent it ies to publish thE'ir location information and for LCs to 

subscribe to it. The SBBs that make up t he location server should be rem;ablc and 

extensible to support the quick creation location-aware multimedia services. 

2. Build a J:.IE SDK for the quick deYelopment of client-side cross-referencing LBSs 

applications. The SDK will be used to deYelop Target and LC applications that 

share location information using the !\Iobicents location server. 

126 
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3. LCs may be applications nnming on the mobile phones of close friends. family mem­

bers or servers of marketing and government organisations. Therefore. Targets should 

he a.hle to control which LCs see their location information and 110\V it is shared 

amongst those LCs. T hP third goal involves was t o pnt together facilities to ensure 

the privacy of the sensitive information shared by the Targets. 

Even t hough we have met the goals stated above, there are limitations in the final products 

that arc discussed later in section 7.3. This chapter concludes our work by discussing our 

final products and highlighting t he contributions and the limitations of the project. At the 

end. we recommend further research that could be conducted in future. 

7.1 A Summary of the Development Process and the 

Location-Based Services Tools 

This project is part of a bigger research effort to put t ogether a. fnlly-funct ional convergence 

testbed based on the :.Iobicent.s SCE at Rhodes Cniversity. This ma.ndated t he nse of 

the l\Iobicents SCE. As discussed in section 2.2 . we considered several application layer 

protocols such as X:.IPP for the transport of location information amongst network entit ies 

but resolved to using SIP in the end. The decision was based on the fact that t he document 

format for the transport of location information on SIP networks is not only rich but also 

requires less effort to be integrated into the f\Iobicents SCE which already had a SIP }IPS. 

For the privacy protection of t he location information. a decision to use geolocation-policies 

was made, as described in section 2.3. Geoloca.tion-policies giYe more emphasis to t he way 

information is shared amongst different network entities . In our opinion. t his makes these 

policies more suitable to cross-referencing LBSs than other privacy protection approaches 

such as psendononymisation and anonymisation. 

T he features of the nm LBSs SDK were incrementally put together to help developers 

with Target and LC applications capable of sharing location and basic presence information 

across SIP networks. The transport facilities of the SDK are exposed as part of one 

class that could be instantiated by LBSs developers to perform cross-referencing LBSs 

operations. Developers also have at their disposal interfaces that they could implement to 

guide them in the implementation of Target and LC applications using the SDK. 

Om 'vork on f.. Iobicents led us to modify the l\IPS so that it may be responsible for t he 
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management of the location and hasic presence information published by Targets. The 

modified :\IPS distrihutes the location information to subscribing LCs by consulting and 

applying a gcoloc-ation-polic-y that is specified by the Target entities. 

ApFirt from the LBSs transport features. the DIE LBSs SDK was designed to aid the 

development of applicHtiom; t hat may be used to creRte. modify and deh~te gcolocation­

policy documents located at the XD~IS. Geolocation-policies provide privacy protection 

to the location information published by the Targets . The priYacy functionality of the 

SDK is abo exposed to developers as pRrt of one class. Every application that uses these 

privacy facilities must use the proYidcd ahstract class to perform the universal geolocation­

policy operations. This concludes t he summar:v and. next. we highlight the main thesis 

contributions. 

7.2 Thesis Contributions 

7.2 .1 Client and Server Tools for Creating Cross-Refere ncing 

Location-Based Services 

There are several SDKs and APis available on the Internet for the quick creation of self­

referencing LBSs. Examples that fall in this category are the Gannin LBSs toolkit: the 

l\utiteq ~lapping SDK: and the 1\\wteq APis and SDKs such as DeCarta. T hese SDKs 

provide functionalitv for querying informative content related to the particular location 

of a mobile deYice such as geocoding or navigation. For ?-.1 lOs quickly to create more 

innovative multimedia. applications with an LBSs dimension. SDKs are required that are 

not only self- but also cross-referencing. On the one hand. self-referencing toolkitf3 will 

allow for content and mapping 1;ervices to be included in LBSs applications. On the other 

hand, cross-referencing toolkits such as the D 1E LBSs SDK and the modified ?\IPS will 

al!O\v users to share t heir location information over the Internet according to their privacy 

preferences. 

Furthermore. t he focus of most cross-referencing implementations surveyed in our literature 

such as the push-based LAf-1 and the LaPoC Services implemented in the L\IS (section 

2.2.6.4). is serYer-side. There sc>ems to be a shortage of dewlopment toolkits for the quick 

creation of client-side SIP-based entities for cross-referencing LBSs such as Targets and 

LC::;. Even though there nrc SCEs for server-based applications. it require::; dfort and 
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time to understand the specihcatious according to which client applicatious must be built. 

Developers could still face challeuges in developing client-side applications that \vork well 

with server 1-lpplications. Our Jl\IE LBSs SDK supports t he quick crel'ltion of these client­

side LBSs entities thl'lt may be compatible with SIP servers that are built according to SIP 

location transport specifications. 

7.2.2 Client and Server Tools for Protecting Cross-Referencing 

Location-Based Services Privacy 

Even though our focus from the beginning was on the .:.Iobicents SCE and Jl\IE, we could 

not find any complete SDKs or implementations that supported the private sharing of 

location information according to geolocation-policies. l\lost of the literature surveyed dis­

cusses approaches such as anonymisation and pseudononimisation that are mostly suitable 

for self-referencing LBSs. Other applications such as Google latitude are based on X~viPP 

and have a primitive on or off approach to privacy, where a user has an option to either 

share their location or not. This approach may limit the use of these services because the 

LCs are not a lways equally trusted by the Target. ·with geolocation-policies the Target 

publishes their location once to LCs that could range from very close friends to marketing 

organisations. The Target just needs to specify what their privacy preferences regarding 

each LC are. The :tvfPS distributes the published location information according to the 

provided privacy policy. 

7.2.3 Abstraction of Complex Protocols In Location-Based Ser­

vices Development 

The tools put together as part of this project abstract the complexities that come with SIP 

event signaling and the XCAP protocol. LBSs developers do not require the knowledge of 

these protocols to develop working applications. Instead of spending time understanding 

SIP as well as XCAP specifications, developers can set up the modified :\IPS and focus 

on the core aspects of their applications by using the Jl\IE LBSs SDK Developers could 

a lso focus on using self-referencing SDKs and APis available on the Internet to include 

mapping and other content in their LBSs applications. 
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7.3 Thesis Limitations 

7.3.1 Lack of Independent Mobicents Locat ion Service Building 

Blocks 

The work done on t he :\1ol>icents invoh·ed t he modification of the SIP :-,rps which was 

originally responsible only for the management and transmission of presence information. 

T he modified ).fPS manages and transmits location and bask presence information for 

Tar~cts and LCs. This is only a pmt ial fnlfillmmt of our first objective' mentionerl in sec·tion 

1.4. Initially. the goal was to put together an indepenrlent l\Iobicents location server with 

SBI3s that could be reused and extended to support t he quick creation of location-aware 

multimedi<t services. \YP have not C'XperimentPd with combining the modifiecl :\ IPS SBBs 

with t hose of other services such as media to provide rich server-side applications. This 

limitation dictates that locat ion and presence applications are always combined because 

they are handled in the same SBBs. T he lack of experimentation with the modified MPS 

results in a situation where most of the LI3Ss creation by developers is performed using 

t he client .H.IE LBSs SDK. We mention later that future work could focus on clenlloping 

independent location SBBs that could be combined with other SBBs for the creation of 

rich multi-media services. 

7 .3 .2 Incomplete Support of Location Formats 

Section 4.5.1.1 discusses the implementation of the classes representing the location formats 

in the SDK. As mentioned in Clmpter 4 ::;cdiou 4.5.1. 1 only five of the scvcntccu civic 

location levels specified at [77] are supported by t he DiE LBSs SDK and the modified 

.1\ IPS. Vv'e also limited the geographical shctpes that could he used only to two dimensional 

points, circles and polygons. Section 5.4.2 discusses the process of implementing private SIP 

subscriptions. This process can on!? be implemented if the geographical sha.pc published 

by a Target is a geodetic point. Other geographical shapes can be published by the Targets 

without an.v privacy protection. Future \Vork in this area could be focused on add ressing 

these limitations. 
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7.3 .3 Fixing the Java Micro Edition Session Initiation Protocol 

Bug and the Unsupported HTTP M ethods 

In section --1. 2.2.1, we highlighted a problem resulting from the inclusion of SIP ports in 

all SIP requests made using the .H,JE SIP library. The problem \·as fixed by modifying 

the ::\Iohicents RA to strip the incorrectly included port. Also. l:iection 5.3.1.1 emphasises 

the fact that Jl\IE does not support HTTP PCT and DELETE requests. These requests 

arc central to XCAP protocol functiona.!ity. We implemented t he XCAP clirnt of the J?..IE 

L13Ss SDK to m<lkc it HSC' modified HTTP POST rcrp10sts to send PUT ancl DELETE 

requests. The f\Iobicents XDl\IS was modified to cater for this deYiation from the st andards. 

Both these \Vork-arounds limit the compatibly of the J f\IE LBSs SDK to other SIP servers 

that are buil t according to location standards but do not cater for this modification. 

7.4 Recommendations for Future Research 

The suggestions for future research stemming from this project are derived directly from 

the fore-mentioned limitations. The following are our recommendations for future research: 

• The modified !\IPS and the .L\IlE LBSs SDK could be changed to become a location 

scrYer that is independent of presence information processing. By doing thb. the 

location server SBBs could be reused and extended to support the quick creation of 

location-aware multimedia services. The J"t..IE LBSs SDK could also be used quickly 

to add a location dimension to other mobile device applications. 

• The JI\ IE LBSs SDK could be improved by integrating it with self-referencing LBSs 

toolkits and APis such as the Nutiteq ~viapping SDK for a more complete LBSs deve­

lopment solut ion. This integration will bring to the SDK services such as geocoding. 

reverse-geocoding. route planning. mapping and navigation. This will increaHc both 

the scope and usefulness of the SDK because the LBSs tools will he readily available 

to developers in a single toolkit. 

• Other efforts could focus on making the .J-r.. IE L13Ss SDK more complete. l"nsnp­

portf'd ~eolocation shapes a,nd c-i\·ic- loc-ation fields coHlcl hf' added to both thf' DIE 

LBSs SDK am! t he modified l\IPS. The J:. IE LBSs SDK could al::;o be extended by 

impl<"menting other SIP st andards such as resource-lists. 
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• The location transport applications developed with the J:\IE LI3Ss SDK should be 

compatible with any otht?r SIP st?rver t hat processes location information according 

to RFC 4119 of the IETF. T his is assumed because t he SDK and the modifi ed 1\IPS 

were put together according to IETF standards. The location privacy applications 

developed with the Ji\IE LI3Ss SDK should he compatible with any other XD~IS 

server that supports geolocation-polic:ies as specified in [66]. Future work could also 

focus on the actual testing and usage of the LBSs toob developed as a pa rt of this 

project with other SIP servers and XDl\ISs to verify their comaptibilit_v. The reader 

must be a'mre of t he limitations such as the inclusion of ports in Jl\IE SIP requests 

before attempting to usc the SDK with other SIP servers. These limitations are 

discussed in section 7.3. 

Future efforts could be targeted towards improving and experimenting with the above 

mentioned aspects of t he modified !\ IPS as well as the .J l'dE LBSs SDK 
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Appendix A 

An Overview of the Location-Based 

Services Tools and Guidelines for 

Using Them 

In the chapters of t he thesis. \Ve discussed the huilding of the Jt\IE LBSs SDK and the 

modified :.IPS. Here, we discuss these tools from an LBSs developer 's point of ,·iew. The 

reason is to proYicle guidelines on how the final tool set can be used to facilitate the 

development of LBSs. Developers do not need to know the SIP or XCAP protocols to use 

the tools. They need to be familiar only \vith the facilities provided and how to use them. 

?\lost of the development of the services is expected to happen on the client J?\lE LBSs 

SDK which is designed to work with the modified ~IPS and XD~IS infrastructure. For 

this rcHson, a larp;r portion of this chapter discnssrs .JME LllSs SDK facilit irs. In the final 

sections, we provide general guidelines and set-up instructions for the modified l\IPS and 

XDMS infrastructure available to LBSs developers. 

A.l Guidelines for Building Basic Location-Based Ser­

vices and Setting Up the Location-Based Services 

Development Kit : Information Transport 

This section provides service development information regarding the location and presence 

transport facilities of the J:\lE LBSs SDK . Firstly, we discuss hO\v the SDK is set up for 
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use. After thi::;. we di::;cw;s what the SDK can and cannot do ou behalf the the service 

developer and provide general guidelines that deYelopers can follO\v to put together LBSs. 

A .l.l Setting Up The Location-Based Services Development Kit 

The J:\IE LBSs SDK can be used in projects developed using the Java l\IE 3.0 SDK or 

later. The Netbean::; Integrated Development Environment (IDE) has distributions that 

have the SDK and mobile phone emulators by default. The SDK can also be installed 

separately. The developer should include the sipLBSslib.jar as one of the library files of 

their .J:\IE projects. This jar file contains the J:\IE code and libraries needed to use all 

the facilities of the SDK Developers can use the toolktitderno.c; project to see an example 

of how a s'ipLBSslib.jar file ean be iuelmlcd. The developer can also sec how the library 

function::; can be imported and inYoked b:v studying the demonstrat ion::; proYided in this 

project. The toolkitdemos project contains the code for the two demonstration services 

di::>cussed in Chapter 6. The toolkit is not limited to t he Net beans IDE. other Java-based 

IDEs that support J:\IE may be used as well. 

A.1.2 The SipConnectionManager Class and the Functionality it 

Provides 

The SipConnectionManager class manages all the SIP connections in the J r. IE LBS::; SDK 

As mentioned in the introduction, knowledge of the SIP protocol is not necessary in order 

to use the SDK Services that require the transmission of location and presence information 

between Targets and LCs have to instantiate the Si pConnect ionManager class. To im­

port the class the line import org. rhodes . sipevent. SIPconnectionManager ; should be 

used. Examples of creating instances of the class can be found in the toolkitdernos project. 

There must be only one instance of the SipConnectionManager class per LBSs applica­

tion. F igure A.l sho\VS the SipConnect i onManager clRss and its public attributes and 

operations that can be used by developert:i. The funct ionality performed by each operation 

is described in the Jayadoc provided with this thesis. 
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r--' -- - ---------- ---.-.----,;-----;:-;;;-=-::-::-:-c:-::c-::7;-::-c.....-;"::-:-:---:------, org:.rhodes.sipe~_ent.SIPconnectionManagt:rr_._ 
+-oiS·coNNECTED : int 
+ REGISTERING : int 
+ REGISTERED : int 
+ PUBLISHING : int 
+ PUBLISHED : int 

I
+ PENDING: int 
+SUBSCRIBED : int 
+SUBSCRIBING: int 

I + FAILED : int 
+ reg : Reg istrar , 

+ ub : Publisher l 
+ SIPconnectionM-anager(userNi!me: String -:Proxy :String, locaiPort: Stnng:serverPorC String) 
+ SI PconnectionManager(userName : String, proxy : String, locaiPort : String, serverPort: String, expires : String) 
+ beg inPublicationTask(status : String, note : String, location : org.rhodes.sipevent.pojo.Location) 
+ beginPublicationTask(pres : org .rhodes.sipevent.pojo.Presence) 
+ beginPublicationTask(interval: int. timeout : int. maxAge : int. note: String ) 
+ changePublication(status: String , note: String, location : org.rhodes.sipevent.pojo.Location) 
+ changePublication(pres: org .rhodes.sipevent.pojo.Presence) 
+ removePublicationTask() 
+ addSubscriptionTask(to: String , event : String) 
+ addSubscriptionTask(to: String } 
+ addWinfoSubscriptionTask() 
+ removeSubscriptionTask(to : String} 
+ getSubscriptionContent(event: String) :Vector 
+ getTargetLocations() :Vector 
+ getWatcherlnfo() :Vector 
+ add Notification Listener( notification Listener : org .rhodes.lbs. Notification Listener) 
+ notificationEvent(eventType: String, information :Vector) 
+ notifyResponse(scc : SipCiientConnection) 
+ notifyRequest(scn : SipConnectionNotifier) 
+ getCurrentContact(J : String[] 
+ locationUpdated(lp : LocationProvider, location : javax.m icroedition. location .Location ) 
+ providerStateChanged(lp : LocationProvider, i : int) 
+ handleResponse(requestTyppe : String, statusCode: int, isError: boolean) 
+ getContact() : String 
+ getExpires() : String 
+ get Proxy() : String 
+ getScn() : SipConnectionNotifier 
+ getSipAddress() : String 
+ getSubcriptionTasks() : Vector 
+ getUserName() : String 
+ setContact(contact: String) 
+ setExpires(expires: String) 
+ getLocaiPort{) : String 
+ setLocaiPort(locaiPort: String) 
+ getServerPort() : String 
+ setServerPort( serverPort : String) 
+ setProxy(proxy : String} 
+ setScn(scn : SipConnectionNotifier) 

I + setSipAddress(sipAddress : String) 
+ setSubcriptionTasks(subcriptionTasks : Vec tor} 
+ setUserName(userName: String) 
+ getLatestLocation{) : javax.microedition.location. Location 
+ setLatestLoc at ion ( alatestlocation : javax.microedition .location . Location) 
+ getLocations{) : Vector 
+ setLocations(aLocations :Vector} 
+ getlntervaiO : int 
+ setlnterval(alnterval : int} 
+ getTimeout{) : int 
+ setTimeout{aTimeout : intl 
+ getMaxAgeO : int 
+ setMaxAge{aMaxAge : intl 
+ getPub() : Publisher 
+ getRegO : Registrar 
+ setPub(aPub : Publisher) 
+ setReg(aReg : Registrar) 
+ get Notification Listener() : org. rhodes.lbs. Notification Listener 
+ setNotification Listener( notification Listener : org .rhodes.lbs.N9.!lfi c_Etion Li~ener) 

Figure A.l: The SipConnectionManager class and its public a ttributes and methods 
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A .1.2.1 Guidelines for Implementing Target Entities 

\Ve ment ioned in earlier chapters that a Target is an entity that generates and shares 

location information with ot her entit ies. 1~1.rgets require the publication aspects of the 

SipConnectionManager class inst ances. T he Target interface of the org. rhodes. LBSs 

package requires the implementat ion of the methods that can be used to initiate, change 

and stop SIP publication using SipConnectionManager instances . Developers should im­

plement t hi::; interface to guide them in implementing Target entities. 

SipConnectionManager class instances maintain SIP publication tasks for the developer . 

There can be at most one publication task being performed by a given mobile device. Both 

the SipConnectionManager class and the Target interface provide overloaded beginPub­

licati onTask and changePublication method:; for initiating and changing publications, 

respectively. T he usc of t hese methods is di::;cussed in detail in Chapter 6. The signatures of 

t hese methods can be seen in Figure A.l. One of the overloaded beginPublicationTask 

methods of the SipConnectionManager class utilises the J I\ lE Location API and u::;es t he 

most suitable location determination technology available t o determine and publi!:ih loca­

tion informat ion. vVhen t his method is used. a deYeloper does not need manually t o provide 

loca tion information. The:v need to provide only basic presence information. If other over­

loaded beginPublicationTask methods arc used t hen t he developer must parse location 

and presence information as parameters by creating appropriate instances of classe.c; from 

the org. r hodes. s i pevent. pojo package. The location information can either be civic or 

geodetic. The publication tasks must be removed by invoking t he r emovePublicationTask 

method of the SipConnectionManager instance. 

Target applications need information about t he LCs that are interested in seeing their lo­

cation and presence information. T hese enables Targets to authorise LCs and to control 

the privacy levels of the information shared with these LCs. The Target interface requires 

the implementation of t he addWinfoSubscript i onTask method to start a watcher-info 

subscript ion dialog for the Target. These subscript ions are initiated by invoking the ad­

dWinfoSubscriptionTask method of the SipConnectionManager class .The interface also 

requires the implementation of the getWatcherinfo method to allow for Targets to poll 

for the v;atcher information obtained from the watcher-info subscription dialog. The get­

Watcherinfo method returns a collection of Wat cher instances (from t he clas::; in the 

org. rhodes. sipevent package) containing the \vatcher information parsed from watcher­

info documents . Instead of polling for \\'atcher-info subscription information using the 
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getWatcherinfo method. developers can implement the NotificationListener interface 

to get this information as soon as it is available at t he SipConnectionManager. 

A.1.2 .2 Guidelines for Implementing Location Client Entities 

In Chapter 2 we mentioned t hat an LC is an entity t hat watches or consumes t he location 

information of Targets. LCs must use the subscription a::;pects of the SipConnection­

Manager class instances. The LocationClient interface of the org . rhodes. LBSs package 

requires the implementation of methods that initiate and remove SIP subscription dialogs 

to gi\·en Targets using instances of the SipConnectionManager class. Developers should 

implement this interface to guide them in implement ing applications for LC entities. 

The SipConnectionManager class instances maintain SIP subscript ion dialogs for the de­

veloper. Each mobile device must have only one LC entity. This ent ity can initiate many 

sulJ:;niption dialogs with specified Target:;. Both the SipConnectionManager class and 

the LocationClient interface provide overloaded beginSubscriptionTask methods for 

initiating a subscript ion dialog with a single Target. T he use of these methods is discussed 

in detail in th<' preceding chapter. The reader can also refer to the toolkitdt,mos project t o 

see hoK the method could be used to st art subscription dialogs. Subscription dialogs can 

be removed by invoking the r emoveSubscriptionTask method of the Si pConnectionMan­

ager instance. Figure A. l provides the signatures of the SIP subscription methods of the 

SDK. 

The LocationClient interface requires the implementation of the getTargetLocations 

methods. This method can be used to poll for the location and presence informat ion of the 

Targets that the LC subscribed to. As we discussed in t he preceding chapter. the polling 

mechanism could be wasteful on limited mobile device resources. Inst ead. developers are 

advised to implement the NotificationListener interface for t heir LCs so that location 

and presence notifications are available to them immediately after the modified t-- IPS has 

sent them. The not if icationEvent method of the Notificati onList ener interface re­

CE>ives onl~' location ancl presen<'E> or watchE>r information. T lw cle\·elopE>r has to differentiate 

bet\veen the two events as it can be seen in the toolkitdemos project. 
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A.l.2.3 The org.rhodes.sipevent.po jo Classes 

_ _p_ojo::CivlcAd~re.~.~- i 
- civicAddresses :Vector i 

«interface» ' 1 1 ---------------. · L t " 1 -·- - ______ ...._, Presence i 
... P'!I_'!:: __ oc~--1'!.'!. ·---! -location ! - slj)Address: string---~ 

± g_~tL.9~~tis>n.U; .~~~~!I_~h J i-status : string I 
1 

; - note: string 
l \ ! -timeStamp : DateTime 
! ~ loc~!i()_f! __ : __ poi()::_~~~(l.!i!J. rl 
' ' ' ' I 
I \ 

r~;~~n~~~l~~: ~t -· ~ -·~cente1'-,!i,~5ij~j~~ij j -pol nts • ,: poJ.·¥~j"o~~~irif 
'=::~~~~ ~-~-~~?.:~.=- , _~:~.l~nglty~e: lo~~- L · ··· - -·--··· ·-·· 

Figure A.2: Classes of the org.rhodes.sipevent .pojo package 

vVe discussed the org.rhodes.sipevent .pojo package in Chapter 4. LBSs developers 

need to understand these classes and their relationships because instances of these classes 

hold the location data. within the application. The SipConnectionManager methods for 

publication, subscription and notification either take iu these instances or return them. 

This can be seen from the operation signatures in Figure A.l. The Presence class should 

have an instance of a class that implements the Location interface. T hese classes are the 

Ci vicAddress. Circle. Point and Polygon class. \Ve implemented full functionality only 

for the use of the Ci vicAddress and Point class instances. DeYelopers can refer to the 

toolktitdemos project to see an example of how the objects of this package are handled 

during; notifications and how they C<tn be nsed for location and presence pnhlica.tions. 

As far as the transport of location and presence information using the J:\IE LBSs SDK is 

concerned, the g;niddincs rliscnssed here shonlcl hC' snfficicnt to assist the developer. \Vc will 

discuss the guidelines concerned \vith the transport of location and presence information 

using the modified tiPS in section A.3.2.1. Before that, we discuss the guidelines that 

should be followed when t he DIE LBSs SDK is nsed to add privacy handling to LBSs 

applications. 
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A.2 Guidelines for Building Basic Location-Based Ser­

vices Using the Location-Based Services Devel­

opment Kit: Information Privacy 

In ~dd ition to the SIP pre~euce and location t ransport facili tie:>. the J~IE LBS~ SDK also 

facilitate~ the development of location privacy tools. Thi~ ~ection pre~ents the general 

guidelines for using the privacy facilities of the SDK in developing LI3Ss. We emphasi~e 

what the SDK can perform on behalf of the developer. 

A.2.1 The GeolocationPolicy and GeolocPolicy Agent Classes 

The GeolocationPolicy class has one sole purpose: to allow LI3Ss developers to manipu­

late geolocation-policy documents without knowledge of the XCAP protocol. Each mobile 

device application must run only one GeolocationPolicy in~tance at a time. Developers 

should extend the GeolocPolicyAgent abstract class. discus~ed in the previous chapter. 

in all ~pplication~ that manipulate geolocation-policy document~. Thi~ clas~ create~ and 

in~tant iates a GeolocationPolicy object t hat could be u~ed in LBSs applications. The 

abstract clas<; downloads the geolocation-policy document of a given Ta rget if one exists a t 

the XDl\IS. OthenYise. if no document exists. the developer has to put together a default 

document to be used by the GeolocationPolicy instance. If the user doe~ not have an 

account at the XDl\IS or the usernarne and passwords for t he Target are wrong. the Ge­

ol ocPolicyAgent instance informs the developer of thi~ . Other operation~ provided by the 

Geol ocPolicyAgent include adding and removing watchers from given geolocat ion-policy 

document rules. Thi~ i~ a common operation in many privac~r-aware LI3S~. therefore war­

rant ing its inclu~ion in t he GeolocPolicyAgent clas~. T he clas~ ~hould be imported u~ing 

the line import org. rhodes. LBSs. GeolocPolicyAgent;. 

A .2.l.l Guidelines for Creating a Default Geolocation-Policy Document 

The GeolocPolicyAgent abstract class has a default gcolocation-policy document. ~howu 

in Listing A.l. that has two basic rule~ namely closeties and looseties. This document 

i~ put to the XDl\IS if a developer does not provide his or her own default geoloca.tion­

policy docmn<'nt. As mcntion<'rl in t h<' preceding chapter. th<' two rnl<'s m·<' different only in 
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what they provide within their transformations elements. The closeties rnle provides 

no privacy filtering and the location information of a Target is provided to the LCs as it 

is. The looseti es rule pro, ·ides location-based privacy filtering \vith a transformational 

radius of 5 kilometers if t he published location information of the Target is geodet ic (please 

refer to Chapter 5 for location-based privacy filtering). If the location information of the 

Target is published in civic format. it is reduced to ci ty level (i.e level of the A2 civic 

address element) . 

Developers who provide their own defmdt geolocation-policy documents must pass them to 

the constructor of the parent GeolocPol icyAgent cl<u;s of their application. The format 

of t he document should follow the geolocation-policy document schema specified in :66]. 

2 < ?xml version="1. 0 .. encodin g="UTF-8 .. ?> 

3 < c p : r u l c s c t x m l n s : g p = .. urn : i e t f: par am s : x ml : n s : g eo l o c a t i o n - p o l i c y ., 

4 xm lns :cp= '' ur n: i e tf: par ams :xml: ns: common - polic y " 

5 x m ln s: c a= ,. u r n : i e tf: p a r am s : x ml : n s : p i d f: g eo p r i v 1 0 : c i v i c "\. u d r r " 

6 xmlru; :gml='' h t t. p: I / www. ope ngis . n et I gm l '' 

7 xmlns:lp= '' urn:i e tf :params :xml:ns:basic - locat ion -pr o fi l es · 

8 xmlns: gs= " urn: i e t f : p a r a ms: x ml: 11 s : p i d f : g eo p r i v 1 0 : g e o Sh a p e "> 
9 

10 < ! -- f'i r s t T 'It l e s t a r· t s h ere --> 
11 

12 < c p: ru l e i d= .. closet. i e s "> 

13 < cp : condit ions> 

14 < c p: id e n t i t y::..< l c p: id e n t i ty > 

15 < gp: locati o n -condi t.ion ><l gp : loc at ion-condi tion > 

1G < lcp :co ndi tio n s> 

17 < cp:ac t ions> 

18 < gp :sub - h a n d ling> a llow< l gp :sub -hand li ng> 

19 <I cp:actions> 

20 < cp : t.ra n sfo rrn atio n s > 

21 <gp :proYide - l o c atio n I> 
22 <I c p: transformat ions> 

23 < lcp : ru l e > 

24 

25 < !-- Hec ond n d e sta rts hen. - -> 
26 
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27 < cp:rul e id= ·· lo ose tics > 

28 < cp : conditions> 

29 < cp:icleu t. i tyxjcp :iden t i ty> 

30 < gp: l ocatio n -condit io n></ gp : location -co udi t ion> 

31 < /cp:cond it io n s> 

32 <cp:act. iou s:;.... 

33 < gp :sub - handling>allo\v< / gp :sub ·· handling> 

34 < /cp:actions> 

35 <cp : t ran s forma t ion s> 

36 < gp :provide - location profil e=·· ci Yic - t ransformatiou ··> 

37 < lp: prov id e -ci vi c> ci ty< / lp: provide -c i vic> 

38 < / gp:prov id e - location> 

39 <gp : provide - l ocatio n pro fi 1 e=·· geodetic - transformation ··;:.. 

40 < lp :p rovide -geo radi us= ··s .. i> 
41 < / gp:provide - l ocation> 

42 </ cp: transformations> 

13 </ cp: ru le> 

44 

45 </ c p: rules c t > 

Listing A.l: The default geolocation-policy document of the GeolocPolicyAgent class 

A.2.1.2 Modifying Geolocation-Policy Document Rules 

To allow for the customisation of the rules by users of t he LBSs. it iH useful that LBSs 

developers provide the means to change the default geolocation-policy document. Figure 

A.3 shows the GeolocationPolicy class and its public attributes and methods that can 

be used for gcolocation-policy document operations. Location conditions can he added 

by invoking the addGeodeticConditionToRule and addCivicConditionToRule methods 

of the GeolocationPolicy class. All location conditions must have a unique condi tiold 

which is taken in as a parameter to these two methodt> to identify the condition. Geodetic 

conditions take in instances of the Circle class from the org.rhodec.;.sipcvent.pojo package. 

The addCivicConditionToRule method takes in instanceH of the CivicAddress class a:; 

parameters. The putGeodeticTransformation and putCivicTransformation methods 

allow for geodetic and civic transfonnat ions to be added to specified rules, respectively. For 

information regarding the rest of the GeolocationPolicy class methods. p lea::;e consult 



APPEXDIX A. AN OVERVIE\·\· OF THE LOCATION-BASED SERVICES TOOLS A.:VD GUIDELINj 

the J a.vadoc provided with this thesis. 

i _ -----~~ _:::. ____ ::.__~:~~~--~.!].I::!!!.C!des.xc'!e..~!ient~.E.!JJ!~e.Geolocafi().!i!'ol!fy_:_· -----~----------1 
+ GeolocatlonPolic.y(ni!riie: Stnng. pass: Stnng. root: Stnng. _domam : ·stri'ng. _port : Stnng) 
+ GeolocationPolicy() 
+ getDocument() : org.rhodes.xcapclient.pojo.geolocation.RuleSet 
+ putDocument(document: String) 
+ deleteDocument() 
+ getRule(ruleld :String) : org.rhodes.xcapclient.pojo.geolocation.Rule 
+ putRule(ruleld :String) 
+ deleteRule(ruleld : String) 
+ getConditions(ruleld : String) :Vector 
+ addUserToRule(ruleld : String, userAddress: String) 
+ removeUserFromRule(ruleld : String, userAddress: String) 
+ addDomainToRule(ruleld : String. domain :String) 
+ removeDomainFromRule(ruleld: String, domain: String) I+ addGeodeticlocationToRule(ruleld :String. conditionld :String, circle: org.rhodes.sipevent.pojo.Circle) 

1
. 

: + removeGeodeticlocationFromRule(ruleld : String. conditionld : String) 

I
+ addCivicLocationToRule(ruleld :String, conditionld :String. civicAddress : org.rhodes.sipevent.pojo.CivicAddress) 
+ removeCivicLocationFromRule(ruleld : String, conditionld :String) 
+ putSubHandling(ruleld : String, subHandling : String) 

I+ getTransformations(ruleld :String): org.rhodes.xcapclient.pojo.geolocation.Transformations 
+ putGeodeticTransformation(ruleld : String. transRadius: String) 

j + deleteGeodeticTransformation(ruleld : String) 
+ putCivicTransformation(ruleld :String. civiclevel: String) 
_± delet_eCivj_£Transforma_~n(rui~_<:G_ ~ring_L 

Figure A.3: The GeolocationPolicy class and its public attributes and methods 

A .2.1.3 Adding Users to Geolocation-Policy Document Rules 

1 public void addFr iend( String watcher , String ru le) { 

2 super. add\VatcherToRulc (watcher , rul e); 

3 s ip Connection11anager . addSubscr ip tionTask ( \Yatcher); 

4 } 

Listing A.2: The addFritnd method of t he FriendFinder class 

The addWatcherToRule and removeWatcherFromRule methods of the GeolocPolicyAgent 

class can be used for adding and removing watchers to and from given geolocation-policy 

document rule.s. Listing A.2 shmvs the addFriend method of the FriendFinder class 

(from the toolktitdemos project) that invokes t he addWatcherToRule method of the parent 

GeolocPolicyAgent. The method provide.s the SIP address of the watcher to be added 

and the name of the rule to which they should be added. At line 3. a subscription dialog 

with the \Vatcher is started by invoking the addSubscriptionTask method. In a real­

life scenario. a developer would need to check if the addWatcherToRule method executed 

successfully before the addSubscriptionTask method is invoked at line 3. This can be 

done by implementing the methods of the NotificationListener int erface or by invoking 
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t he getResponse method of the GeolocationPolicy class. \Ve have not done it here. 

howeYer , to keep our demonstration simple. 

A.2.1.4 The org.rhodes.xcapclient.pojo Classes 

--Civlc.AdCires--
- c ivicAddr~s~es : Vector 

~ va)ldit~ 
- from : DateT.me 1 
- to : DateTimQ 

- 1d: stnng-

1 -- Circle - -- · · -
· center : org.rhode5.Sipevent.poJo.Pouit · 
• radius : int 

; -centerPoint : org. rhodes.sipevent.pojo. PoiQ~ I 

«interface»­
cond/tion 

' i 
' 
! 
' I 
' : 
' !_ 

I 
·i 

1 ---.ctentit~ 
I,-user Addresses : Vector 
:..Q2_mainL Vector 

- sub Handling : string 
· condit ions : org.rhodes.xcapclient.pojo.geo!ocation .Cond!t ion 

, - transformations : Transformatlq,Q_ _ _ __ _ _ 

+ I 
transformations 

Transformation --
- Civic: string - -

I • geodetic : double 
· - retransmission allowed : string 

- retention expiry : DateTime . 

ru!esl 

t-==. _ RuleSet _ 
1-: rules.: g ei?JQcatlon.Ru_'l-=e---j 
1 + Ru l e~ett) 
I+ addRule(ru le: geolocat ion.Rule) 
! + getRules(l : Vector _ 

Figm e A.4: Classes of the org . rhodes . xcapclient . po j o package 

The methods of the GeolocationPolicy class t hat get XCAP resources from the ::\ Iobicents 

XDl\1S acquire the whole or portions of the geoloca.tion-policy document. The Geoloca­

tionPolicy class parses the information from the geolocation-policy document and return 

them using instances of the classes from t he org. rhodes. xcapclient . po jo. geolocat ion 

package . This can he seen from the signatures of the operations shown in Figure A.3 . 

Therefore. for LI3Ss developers to be able to aecesti t he data properly, they need to have a 

general understanding of the classes in the package. 

As it can he seen in Figure A.4. a RuleSet class is an aggregat ion of Rule objects. The 

getDocurnent method of the GeolocationPolicy class ret urns a RuleSet object contain-
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ing all the geolocation-policy rules of the Target . Every Rule instance can have one or 

more Condition interface instances. These instances could be from the Identity. Va­

lidity, Circle and Ci vicLocation dasses that can hold t he data for different t?pes of 

conditions. Here the developer can make usc of the instanceof operator to probe for the 

type of Condition instance. It i::; also important to note that ::;orne methods get portion::; of 

the geolocation-policy document. For instance. the getRule method of the Geolocation­

Policy class retnrm; a Rule object and the getCondtions method return::; a collection of 

Condition object ::; . 

A.3 Setting up and Using the Modified Mobicents 

Presence Service and XML Document Manage­

ment Server 

The t-.·IP S originally managed basic presence and other presence extensions (the IETF 

Presence Data Model and the RPID). The Mohicents XDI\18 provided the presence-rules 

application usage (appusages) to provide privacy protection service::; to the MPS. In Chap­

ters 4 and 5. we discu:;scd how we modified the ::viPS ::;o that it proccssc::; only basic presence 

and location information. We added the gcolocation-policy application nsage (appusage) to 

the :\Iobicents XD:dS to provide location privacy to the modified :\ IPS. T his was discussed 

in Chapter 5. 

Service developers are expected to put together their applications using the JME LBSs 

SDK without any coding or morlifications n.t. the modified :\IPS or XDI\1S . For this reason , 

developers need only to have an overview of the service:; provided and System administra­

tors need to know how to set up these servers. These two point:; are dbcu::;sed in the next 

two sections. 
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A.3.1 Systetns Administrator: Setting Up the Modified Mobi­

cents Presence Service and XML Document Management 

Server 

A.3.1.1 Setting Up t he Modified 1\lobicents Presence Service 

Th<:' modified I\1PS is set-up in exactly the same way a::; the original :\1PS sin<.:<' only 

t he inner information procm;sing was cha.nged. The setup instructions are as found at 

http: // clocs.j boss.org/mobicents/ sip-presence/1.0 .0. CRl /user-guide/ en-US / htmLsingle. It 

is particularly important to note from the setup instructions that the ~IPS depends 011 the 

SIPll resource adapter. T he reader is advised to use t he SIPll resource adepter provided 

wi th this thesis as it contains the modifications mentioned in SE'ction <!.2.2.1. 

Our modifications were performed on Beta 5 \·ersion of the :\IPS. T he :.'vlPS runs in a .JBoss 

application server container, so administrators arc required to set up the JBoss application 

server first. The morlifierl t-- IPS was t<>stecl on version 4 (specifically version 4.2 .3.GA) of the 

JBoss server. The JBoss server folder provided with t his document contains both the :\'IPS 

and XDl\IS modified as part of our work as well as their dependencies. Administ rators must 

set up this server to use the modified :\IPS and XD:\18 hosted within it. Administrators 

must note the following points: 

• TlH' l\ IPS listens for connections on the SIP port (5060) and the XD:\lS on the HTTP 

port (8080). 

• The JBoss server and t--IPS provided in this project depend on version 5 of the 

Java Development Kit (JDK) and the version 1.5 Java Run-time Environment (JRE) 

because these \vere the current versions when the project bega11. 

The provided .JI3oss server (containing t he modified l\ IPS and XD:\ IS) can be set up 

by copying t he given folder in a local home driw and couhguring the environment vari­

ables of the server using instructions provided in section 2.1.3 of the 1-. IPS setup guide at 

http: j j docs.jboss.org/ rnobicents/ sip-presence/1. 0.0. CR1 /user-guide/ en-CS /htmLsingle. Once 

installed. the JBoss server can be nm by executing the run.sh script on Cnix or run. bat 

script on :\licrosoft Windows. These scripts are contained \vi thin the <:j_boss_instalLdirector~'> 

/bin director:v on Unix or \Yindm,·s. The sen·ices can be shutdown by execnti11g the shut­

down.sh script on Unix or shutdowu.bat script on :\licrosoft \Yindows. 
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A.3.1.2 Setting Up the J.\..1odified Mobicents XML Document Management 

Server 

vVe discussed the process of setting up t h<' .JBoss server that contains t he modified l\IPS 

and J\Iobicents XD:\IS in section A.3.1.1. Set ting up and running the JBoss :;erver provided 

with t his document is all that is needed to nm the I\lobicents XDI\ IS. The :;etup instructions 

are also found at http: / / docs.jboss.orgjrnobicents/sip-presence/l.O.O.CRl/ user-guide/en­

US/htmL.single. The reader should ta ke note that the XD:\IS depends on the HTTP Servlet 

Resource Adapter. The XCAP interface which is used to manage geolocation-policy infor­

mation on the Mobicents XDi\IS is public. "Csers must create profiles to enable information 

protection and XC AP request authentication. Profiles can be added or removed from the 

XD.?-. IS by using the JBoss i\Ianagemcnt Beau given below: 

org .mobicents . sippresence:name=UserProfileControl 

Figure A.5 shows the interface provided by this JBoss i\Ianagement Bean. T he user puts 

t he SIP address of a Target as t he first parameter of the addUser operation. Passwords 

are provided as the second parameter. 
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F1le Edit View Favorites Too!s Help 

Favorite~ ~ MBean Inspector 

boolean removeUser() 

MBean Operation. 

I¢1F"" ParamType ParamValue ParamDcscription 

p1 java. lang.String (no description) 

Invoke 

void addUser{) 

1Bean Operation. 

l@tijh.t ParamType ParamValue ParamDescription 

p1 java.lang.String sip:zelalem@ru.ac.za (no descr iption) 

p2 java.lang.String password (no descript ion) 

Invoke ! 

Figure A.5: The 1\.Iobicents XD:..IS web interface for creating and removing XDl\IS profiles 

A .3.2 Service Developer: An Overview of the Services Provided 

By the Mobicents Presence Service and XML Document 

Management Server 

A.3.2.1 Services Provided by the Modified Mobicents P resence Service 

ThC' modified I\ lPS is composed of SBBs that manage basic SIP presence and location 

information publications. The location information is contained \Yith Location Objects 

of PIDF-10 documents. The l\IPS also has SBBs that manage SIP !::iubscription:-> to the 

Targets that hm·e published their basic presence and location information. After !:lett ing 
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up t ll<' u wuifictl MPS a~ part of t he JBo~s ~erver ui~cussed in t he preceding sc<:tiou, the 

abO\·e-ment ioned ::;ervices arc av<lilable for use. 

\\'hen a publication i::> maue by a Target. the modifieu t-- IPS replaces the old pre~('ncc and 

location inform<ltion with the new!~· published information. T he modified ~IPS can receive 

only points. circles and polygons mtd support~ only the levels of civic information discussed 

in 4.5. 1.1. The limitation . howCVC'l' , is that tlw subscription snns nrc programmed t o offer 

location privacy fi ltering only to geodetie points a nd only six levels of civic informat ion as 

discussed in 5..!.3.2. 

The modified !\ IPS offers a limited location notificat ion fil tering service . This service en­

ables SIP notifications to be made t o subseribers when Targets Rre within a giYen geoshape 

drde. The ~eoshape rirc·le nsed for notification fi lt erin~ is prm·ided t o the modified :VIP S 

ouly through t he first SIP subsniption requ~t m ade to t h(' !\IPS. The not ificatiou filteriug 

service is limited by the fact that only geoshape circles can be used in notification filtering 

documents. Abo only the enterOrExit fil tering mechanism specified in [78] can be used. 

The !\IPS can he u::;ed wit h other SIP clients t hat publish or subscribe t o location infor­

mat ion as long as they conform with the presence IET F RFC given in [14] . 

A.3.2.2 Services Provided by the ~1obicents Mobicents XML Document Man­

agement Server 

The origirwl :..Iobicents XDfl. lS supports the presence-rules and resource-list s appusages. 

We added t he geolocation-policy appusage to prm·ide location pri\'acy to t he modified t-- IPS. 

The ser\'er uses digest authentication t o provide private access to the geoloca.t ion-policy 

doenments br longinl!; to diffcrent Tar~cts. The .J}.IE LBSs SDK is drsignerl to work \\'it h 

thi::> XD l\IS, and to negotiate t he authent ication parameters appropriately. Developers 

provide a. password a.nd username when they extend the GeolocPolicv Agent abstract class. 

Service users need to create profiles at the ~Iobieents XDl\IS as discussed in section A .3.1.2. 

Developers can invoke XCAP GET, PUT a.nd DELETE operations on geoloca.tion-polic:v 

documents h.v invoking methods of Gcoloca.tionPolicy instan ces. T he default XCAP root 

of t he sen·cr is mobicents a.nd the default port is 8080. 

The geoloca.tiou-policy appusage t hat we added to the XDl\IS can work with any XCAP 

client that conforms t o the st and ards spccifi€'d at the geolocation-poliey RFC draft speeifiecl 

in [66]. 
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Geolocation-polic.v documents arc used during SIP subscriptions. The location-aware l\IPS 

fetches from the XD:\IS t he documents of all the Targets whose location infonn1-1tion is 

being subscribed to. The contents of the document are parsed and used to authorise 

subscription::; and to eontrol the granularit~- of the location information that is ::;bared with 

the LC:s (locat ion privacy filtering discussed in Chapter 5). 

A.4 Summary 

Chapters -L 5 and 6 focused on the development of the DIE LBSs SDK and on modifying 

t he :\IPS and XD:\IS. Developers need no knowledge of SIP or XCAP protocols to develop 

services with the tools \Ve have put together in this project. This appendix discusses how 

the LBSs tools should he used by developers to put together their LBSs. T he J?\IE LBSs 

SDK facilities either support t he transport of presence and location information (using the 

modified :\IPS) or they communicate the privacy preferences of Targets to the :\1obicent 

XD?-.IS. 

First ly. we discussed the setting up of the transport facilities of the J~lE LBSs SDK The 

SipConnectionManager class is the class that developers must use to perform SIP location 

information registrations, publications and subscriptions. We highlight its funct ionality, 

the services it provides to developers. and general guidelines regarding its usage. Secondly. 

the privacy facilities of the J.ME LBSs SDK \verc discussed with primary focus on the 

GeolocationPolicy and GeolocPol i cyAgent classes. These classes can be used to per­

form geolocation-policy document operations without knowledge of t he XCAP protocol. 

The class~·:; and interfaces prm·ided in the org.rhodes.LBSs. the org.rhodes.sipevent.pojo 

and t he org. r hodes. xcapclient. po j o. geol ocation packages are important for service 

development and we discussed them here as well. 

At this point. we expect developers to build their services using the Jt\lE LBSs SDK For 

this reason. the discussion of t he server-side infrastructure we provided here focused on 

set ting the servers up (for systems admini::;trators) and highlighting the services that they 

provide (for developers) . 
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