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ABSTRACT

This thesis presents an investigation of how tcemctthe reach of a Bluetooth
personal area network by introducing the concepBlagtooth Hotspots. Currently
two Bluetooth devices cannot communicate with eeitter unless they are within
radio range, since Bluetooth is designed as a gaplacement technology for
wireless communications over short ranges. An ingason was done into the
feasibility of creating Bluetooth hotspots thatoall distant Bluetooth devices to
communicate with each other by transporting themmunications between these
hotspots via an alternative network infrastructgtech as an IP network. Two
approaches were investigated, masquerading of eedesices by the local hotspot to
allow seamless communications and proxying servioasremote devices by
providing them on a local hotspot using a distigluservice discovery database. The
latter approach was used to develop applicatiopalda of transporting Bluetooth’s
RFCOMM and L2CAP protocols. Quantitative tests weeeformed to establish the
throughput performance and latency of these trahsauplications. Furthermore, a
number of selected Bluetooth services were testeidhMead us to conclude that

most data-based protocols can be transported bsydtem.
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Chapter 1: Introduction

Chapter 1.

| NTRODUCTION

We start with a basic introduction to Bluetooth atigcuss the motivatio

>

for this project. We then pose a number of reseguastions and explai

=]

the research methodologies that are going to bevad to answer them.
Lastly, we give a breakdown of the rest of theighes
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1.1 Bluetooth

Bluetooth is a specification for a low-cost, lowwsr, short-range wireless
communication technology. It was born out of a gtuddertaken by Ericsson Mobile
Communication in 1995 and provides wireless conviegtbetween mobile devices

such as cellphones, personal digital assistantaRBd portable computers.

Though the original idea was for a cable-replacen@npoint-to-point connections,
Bluetooth was developed into a wireless ad-hoc otwechnology allowing users to
create what have been called Personal Area Netw@Rd), allowing them to

interact with information technology on a totallgw level.

The technology is being driven by the Bluetoothcsddnterest Group (SIG), a trade
association of over 2000 different companies cosmyi the leaders in the
telecommunication, networking and computing indastr The Bluetooth SIG was
founded by Ericsson, IBM, Intel, Nokia and ToshiipaFebruary 1998 and later
joined by Microsoft, Lucent, Motorola and 3Com ined@mber 1999. These
companies are now called the SIG Promoters and rasponsible for the

administration of the SIG in relation to legal, keting and qualification matters.

Bluetooth was envisioned as a global communicaggstem and this has some
bearing on the large amount of detail there ishia $pecification documents. The
complete Bluetooth system is exhaustively defimethe specification from the lower
physical radio layer up to and including softwangplecations, thus preventing

potential inconsistencies when implemented by verimdependent companies. All
the Bluetooth specifications are available on tthee®oth SIG's website. They are
open for anyone to read and are patent and lideesdor SIG members, thus making
it easier for the multitude of vendors to implemémném without interoperability

problems.
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1.2 Project

This thesis presents ideas on how to extend theh reaBluetooth by introducing the
concept of Bluetooth hotspots. Currently two Blugtodevices cannot communicate
with each other unless they are within radio rafgeinvestigation was undertaken
into the feasibility of creating Bluetooth hotspthst allow distant Bluetooth devices
to communicate with each other by transporting rttedmmunication between

hotspots via an alternative network infrastructuweh as an IP network.

1.3 Research questions

The main research question that this project setamanswer was "Can Bluetooth be
seamlessly transported over IP networks?” This pteth a number of further

guestions that have guided this research.

1. To what extent can this be achieved without changdxeing required to

commercially active devices?

Any system that was to be developed not only haddik with devices currently on
the market but as much as possible with legacytBbaik devices. It was also hoped
that a software solution could be found withoutuieiqgg firmware modifications on

existing devices.

2. What are the security implications of extending theeach of Bluetooth

devices?

How does extending a Bluetooth network from a PANdmething more like a LAN
affect the security paradigm of Bluetooth were #wverage Bluetooth device has a
maximum range of only 10meters? Will the existimgLgity options be able to be
used or will the system have to implement it owcusiy?
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3. What are the efficiency tradeoffs compared to a dict connection?

How does increasing the distance between commumicalevices and adding an
extra layer of data traffic effect such factordiading a Bluetooth device, finding a
particular service on a Bluetooth device and usiisgrvice.

4. What are the limits of scope at the application lesi?

Will it be a complete solution that transports Blilletooth communication, or will it
have some limitations? How many of the services tiva average Bluetooth device
offers will be provided for. Will the boundaries lorhitations be easily identifiable to

end users? Will we be able to handle Bluetooth $etadseamlessly?

1.4 Research Aims and Goals

The primary goal of this project is to answer theesjion "can Bluetooth be
seamlessly transported over IP networks"? Howedfeegual importance is how this
could be done, which we have hypothesised is plessihis has resulted in us posing

the number of secondary questions above, whichreded to be addressed.

It was envisioned that the system that would acdsmphis task would consist of a
collection of devices connected together that woatd as Bluetooth repeaters,
picking up Bluetooth communications in one locatand transporting them across a
network to be broadcast in another location. Theicgs would be standard
computers with Bluetooth modules (commonly refeieeds “dongles”) connected to
an IP network. These computers would run custonttemisoftware to perform
management type tasks such connecting multipleatepetogether and transporting
the Bluetooth communications. A proof-of-concepsteyn would be designed and
written so as to allow us to perform these taskkalow various tests to be run. Real
world testing would be performed and from this ddi@ effectiveness of the system
would be evaluated. The system will also be use@uvaluate issues such as the
security of the concept. Both the feasibility o€k system and the extent to which it

could be done seamlessly and transparently todéeisi to be investigated.



Chapter 1: Introduction

1.5 Research Method

The research method in this study was of the fdrexperimental science where both
inductive and deductive reasoning was combinechiitexative process, where each
step is re-evaluated against certain criteria éwedprocess builds on previous steps.
Initial investigation showed that there was a paBsy of transporting Bluetooth data
across an IP network but it was not known at whaell this could be done, or the
process that should be taken. Therefore simpleicgtigins were initially written at

each step, on top of which features were adde@edenl.

Initially, basic proof-of-concept transporting ajgpkions were designed and written
to demonstrate that it was indeed possible to pr@msBluetooth communication
across an IP-network. These were written to uskeréiiit parts of the Bluetooth
communication specification allowing us to simu#tansly evaluate the best course
of action for the final application. These wererttearther developed into stand-alone
transporting programs by adding features and debgggsues that appeared. From
these applications a larger application was dewsldpat combined them into a single
working prototype. This prototype was then used dwaluate the further
issues/questions that were posed as well as adaasefor testing the effectiveness of

the system.

1.6 Organisation of Thesis

Chapter 2: Supporting Theory

This chapter provides background information to pheject. It starts off with an

explanation of the Bluetooth protocol stack andliteerent layers, then moving on to
Bluetooth's service discovery protocol. It thendimes on how Bluetooth networks are
formed and devices are located. It also coverssdwmurity aspects of Bluetooth.

Finally Bluetooth services and service discoverpaked at.

Chapter 3: Proposal for Bluetooth Hotspots

This chapter describes the underlying architectfréhe project. We present our
proposal for a Bluetooth hotspot and examine twiéfemint implementation

-5-
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approaches. BlueSpot, the software componentsgiritposed Bluetooth hotspot are
introduced, as well as the connection frameworkvbet these components and other

hotspots.

Chapter 4: Foundation and Design

We start off explaining the tools that are usedhis project and the reason behind
them. We explain why we decided to go with openra®software, and the reasons
we chose Linux as our operating system and BlueZ Blsietooth Stack. We explore
the design of the different BlueSpot components #eddecisions that went with

them are discussed.

Chapter 5: Investigation of a Prototype Hotspot

In this chapter we investigate the implementatibthe Transport Component and the
Service Discovery Component of BlueSpot. The fiatt of this chapter deals with
the Transport Component and the applications tlea¢ written to transport Bluetooth
communications at different layers of the Bluetogtiotocol stack. We introduce
rcpipe and [2pipe, which can successfully transp@ECOMM and L2CAP

communications successfully. A proof-of-conceptliagion was then developed to
offer the functions of the Service Database Compbné&/e end the chapter with a

discussion on some issue pertaining to lower laffesneed to be considered.

Chapter 6: Results and Discussion

This chapter will look at our experiences we hawa lwith BlueSpot and the
applications that encompass it. We look at thecéffeness of the various programs
under “real-world” conditions. We provide perforncan results on the
communications via the pipes compared to commupitat directly between
Bluetooth devices. We then investigate what prd®aad services can be transported

using BlueSpot. Finally we look at some scalabibgues and possible solutions.

Chapter 7: Conclusion

In this chapter we discuss our success and limiatwith BlueSpot. We re-examine
the research questions posed in Chapter 1, whewgeas are given and discussed.

We then make recommendations on future work thalddoe investigated.
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The field of networking generally, and Bluetoothwerking specifically, is marked
by the extensive use of acronyms. A glossary obraens and technical terms is

provided at the end of the thesis (p. 109), whigha@ds and explains the terms used
throughout this thesis.
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Chapter 2:

SUPPORTING THEORY

This chapter provides background information to fineject. It starts off
with an explanation of the Bluetooth protocol stekd its different
layers, then moving on to Bluetooth's service disop protocol. It then
touches on how Bluetooth networks are formed anttée are located. It
also covers the security aspects of Bluetooth. IgirfBluetooth services

and service discovery is looked at.
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2.1 Bluetooth Background

2.1.1Bluetooth Origins

Development of Bluetooth was started in 1994 wheiasBon started a study into
alternative ways for cellular phones to be conrtetbeaccessories and other devices
such as laptops and PDAs without the inconveniehcables. The study looked into
using radio signals, which are not directional dochot need line of sight (a problem
with the infra-red links that were used at the jin@ut of this study, Bluetooth was
born. It was named after King Harold Bluetooth, ani3h Nordic King, who united
and controlled Denmark and Norway in the 10th- @wgntThe name was chosen as it
was hoped that Bluetooth would become an ubiquitmmmunication standard that
would unite the telecommunication and computingistdes. [1]

2.1.2Special Interest Group

The Bluetooth standard was later formalised byBletooth SIG, a trade association
of telecommunication, computing and network indpst¢aders which promotes and
defines the specification. The SIG was founded988lby the following companies
who were known as core promoters:

Ericsson Mobile Communications

* Intel Corp.

 |IBM Corp.

* Toshiba Corp.

* Nokia Mobile Phones
Later that year the core promoters invited othenganies to become SIG members,
and they were joined by:

* Microsoft

* Agere Systems (formally a subsidiary of Lucent)

* Motorola
These promoter members and thousands of other isscend Adopter member

companies, all work together to develop Bluetootteless technology.
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Any incorporated company willing to sign the mendb@p agreement can join the
SIG. This agreement commits the company to shayet&ehnologies needed to
implement Bluetooth. In return they are given aefiigense to use the Bluetooth
wireless technology as long as their products ges8luetooth qualification process.
The license is important, as parts of the Bluetaeithnology require the use of
patented technologies so, without the license, mpeamy would not be able to
implement Bluetooth legally. Products that pass dhalification process and thus
prove that they correctly follow the specificatiane allowed to use the Bluetooth
brand and trademark. In this way it is guarantéed &any Bluetooth devices carrying
the Bluetooth trademark will communicate with easther, even if from different

manufacturers. [1]

2.1.3Bluetooth’s Aims

But why would a group as diverse as the SIG membeoperate with each other?
Simply put, it is good for business. Customersmoge willing to adopt a technology
that they are able to buy from a number of diffem@anufacturers rather than from a
select few. A wider acceptance from customers meakasger market. Shipment of
Bluetooth-enabled products in 2005 was forecastet@®16 million units, more than
double the previous year, according to In-Statigh-tkech market research firm in a
report [2] released in September 2005. Companiesadd Bluetooth support to their
own core products making them more useful by algwihem to connect to other
devices without cumbersome cables that can break [@n lost. As a cable-
replacement technology, Bluetooth needs to be aapchs the cable it replaces, and
as easy to use as simply plugging in a cable. Tinens it needs to be self-
configurable, reliable and resistant to errors.

2.2 Bluetooth Protocol Stack

In order to achieve those goals, and since Bluktpodducts are made by numerous
manufacturers, the Bluetooth Specification is verdepth and defines not just a
radio layer but also software layers for applicasido be built upon. This allows for

manufacturers to design systems that interoperiiteawide range of devices, and in

-10 -
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fact devices must pass a stringent testing [3]caradification [4] process to be able to

carry the Bluetooth brand.

Application

Figure 1: Bluetooth Protocol Stack

The Bluetooth stack is defined in a series of lay#@nough there are some services
that span layers. Each block in Figure 1 represantshapter in the Bluetooth

specification.
2.2.1Core Lower Layers

2.2.1.1 Radio

At the base of the Bluetooth protocol stack is Raslio Layer [5]. This layer deals

with the conversion of data into radio frequency)Rignals for transmission through
the air. Bluetooth operates in the 2.4 GHz Indakti$cientific and Medical (ISM)

radio-frequency band, which is license-free for Jo@wer transmissions in most of
the world [6]. This band is shared with other Wiretworks and Microwaves making
it quite noisy. Bluetooth employs Frequency HoppiBgread Spectrum (FHSS)
which is a modulation scheme that uses a narrowbander that changes frequencies

-11 -
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in a pattern known to both the transmitter and rdeeiver. Data is broken up into
very small packets and transmitted usually one @gpér frequency jump or slot. The
ISM band has been divided up into 79, 1 MHz spatethnels and Bluetooth devices
hop between these channels at 1600 times per sat@seéudo-random sequence. By
hopping between the different channels the effdcia osingle (or a couple) of

interfering channels is negated. Other physicakeispof the Bluetooth system are
also controlled by the radio module such as signadulation, power levels and

timing.

2.2.1.2 Baseband / Link Controller

Above the radio layer are the Baseband Layer anl Controller Layer [5]. These
two layers are not clearly separated by the spatiin. The baseband layer’s role is
to properly format data for transmission to andrfrthe radio module and perform
basic error control. It also performs basic picomeinagement such as signal
transmission timing and frequency hop selectione Tihk controller’s role is to

establish and maintain the links that are set ughbyink manager.

2.2.1.3 Link Manager

The Link Manager [5] translates commands sent lgy Hlost Controller Interface
(HCI) layer and acts as a contact between the @i and the link controller. Once
two devices have set up a link with each other littkemanagers on the devices can
communicate with each other, probing for each &hmymmunication characteristics
using the Link Manager Protocol (LMP). It is respinke for establishing and

configuring links.

2.2.2Host Controller Interface (HCI)

Sitting between the lower layers and the upperriigethe HCI layer [5]. The HCl is
defined by the Bluetooth specification as a stamhdarsupport Bluetooth systems that
are implemented across two separate devices. on@g, in a system where a USB
Bluetooth dongle (Figure 2) is used, the lower tayaf the stack (radio, baseband,
link controller and link manager) are implementadfirmware on a small external
device that plugs into the computers USB port dredupper layers of the stack are

implemented in software on the computer.

-12 -
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_»\‘“

Figure 2: Example of a USB Bluetooth dongle

(From http://www.dlink.com/)

These roles are known as the Bluetooth module dudt@&th host respectively. In
some devices such as headsets the module and bdging are combined for

simplicity and size. In such a case, the HCI layed not be implemented.

2.2.3Core upper layers

2.2.3.1 Logical Link Control and Adaptation Protocol (L2CAP)
The Logical Link Control and Adaptation ProtocoRTAP) [5] acts as the middle

manager between applications and the Bluetooth Goktroller. Once a connection
has been established (by the Link Manager) it remtlie actual data communication

between devices from the higher layers.

Its main functions are [1]:

» Establishing connections across links created by lihk manager, or
requesting links be established by the link manager

* Protocol multiplexing between different higher leg/eallowing multiple
different applications to use a single link betweBtuetooth devices
simultaneously.

» Segmentation and reassembly of packets to andtfierfower layers.

* Quality of Service.

e Group Management.

2.2.3.2 Service Discovery Protocol (SDP)

The Service Discovery Protocol (SDP) [5] as defibgdhe Bluetooth specification is

a very important layer in the Bluetooth protocacht as it allows Bluetooth devices
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to inquire what services Bluetooth devices offelamate a device with a particular
service. Services are defined by different profilgdso part of the Bluetooth

specification) and represent a feature that isladapba remote Bluetooth device. SDP
consists of servers and clients components, wieregquesting devices are a client
and the requested device the server. A single &tdletdevice can perform both roles

of a SDP-server and -client.

2.2.4Non-core upper layers

2.2.4.1 RFCOMM

RFCOMM [7] is based on the GSM 07.10 Multiplexing#®col standard [8], with a
few minor differences. It provides a RS-232 sepiaift emulation which can be used
by legacy applications. It also is used by sevetta¢r Bluetooth profiles for their data
transfer. Though RFCOMM is not defined as part led tore specification, it is
included in almost all Bluetooth system, except Bome embedded systems.
RFCOMM's implemntation of the RS-232 serial port wdation is explained in
section 2.6.3.1.

2.2.4.2 OBEX

OBEX (“OBject EXchange”) [9] is a communication poool that facilitates the
exchange of binary objects between devices, ans REE€OMM. It is mainly used
for the exchange of business cards, calendar ajppeits and files. OBEX is

discussed further in section 2.6.3.2.

2.2.4.3 Bluetooth Network Encapsulation Protocol (BNEP)
The Bluetooth Network Encapsulation Protocol (BNER$ on top of L2ZCAP and

allows standard network protocols such as TCP, I&vd IPv6 to be transported
across Bluetooth links. BNEP provides this encaggr by replacing the Ethernet
header, with a BNEP header and sends this headethandata across the L2CAP
layer.
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2.2.5Audio

Audio information between Bluetooth devices suchheadset to mobile phones are
carried via Synchronous Connection-Oriented (SC@anoels. These channels
bypass most of the Bluetooth protocol stack andeonvia a direct PCM connection
to the baseband layer. This direct connection avgbblems with flow-control

across the HCI Layer. [1]

2.2.6Comparison to OSI Reference Model

To get a better idea of the Bluetooth protocol lstae compare it in Figure 3 to the
familiar Open Systems Interconnection (OSI) Refeeeiodel [10] for protocol
stacks. Though there is not an exact match bettheetwo stacks, the OSI model is

an idea reference model with well partitioned Iayand it is useful to relate the two.

Physical Layer. The Physical Layer is responsible for the physi@dectrical)
interface to the communication medium be it a varaadio waves. It manages the
modulation of the signal and how bits are encodetd ¢the medium. This covers
Bluetooth’s Radio and a part of the Baseband ak [8¢!

Data Link Layer: The Data Link Layer provides the functional meamdransfer
data between different entities, framing of datarfrhigher layers and physical layer
error control. This overlaps with the Link Conteslland the control aspects of the
Baseband6]
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2351 Referznee Model Blustooth
Applizaton Layer Appleations
P lonLa
rasantalion :.'E‘I‘ RFCGMH FSDF‘
an L
Session Layer CZCAP

Hast troller Intarf
Transport Layer eyl L e

_ink Managar (LM}

Mebwork Layer
Link Controller
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Baseband

Physical Layer Fadio

Figure 3: Comparison of Bluetooth stack to OSI| Refeence Model
From [6]

Network Layer: Actual data transfer across the network is hahthe the Network
Layer and is independent of the medium and the oréts physical topology. This
covers the setting up and maintenance of links hey wpper part of the Link

Controller. It also encompasses most of the Linkager [6]

Transport Layer: As the name says, the Transport Layer providethitransport of
the data reliably. This includes the higher layarshe Link Manager and covers the

HCI Layer which provides the transport mechanifgh.

Session Layer The mechanism for managing connections and datai$ controlled
in the Session Layer. This is covered by L2CAP thedower parts of RFCOMM6]

Presentation Layer The Presentation Layer is supposed to provideoranmon
representation of data by resolving differencesdata format between different
entities. This is the main task of RFCOMM/S[)&].

Application Layer: Responsibility for managing communications betw#es actual

host applications is done in the Application Lay&pplications running on Bluetooth

hosts communicate with each other at this layér. [6

- 16 -
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2.3 Finding a Device

Before a device is able to make a connection tah&analevice, it needs to discover
that device. The process of discovering devicemasaged by the Link Controller,
which has a number of operational states definexipgport the formation of piconets.
These states are shown in Figure 4. For devicedesy, the three states are inquiry,

inquiry scan and inquiry response.

Master
“_Response

“ Inquiry

-Response

Figure 4: State Diagram of Link Controller
From [1]

2.3.1Inquiry state

The inquiry state is entered when a device attertgptdiscover all other devices
within range. In this state, the searching deviepeatedly transmits an inquiry
message on a set of different frequencies in aihgpgequence, whilst it listens for
responses. When another device responds its infanmia added to an internal list of
devices found, which is used if a connection isuested later. The inquiry state is
continued until the Baseband has received enowggionses, when a timeout has been

reached or when the host issues a command to diwecelquiry. [6]
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Inquiring Device Inquiry Scanning

|
| | Enable Inquiry Scan

Configure Inquiry Scan
Start Inquiry
ID Packet
Periodic Inquiry scan
ID Packet
Random delay before response
ID Packet
FHS Packet
Inquiry Result
Inquiry Complete
T T

Figure 5: Sequence chart of Inquiry Process
From [1]

2.3.2Inquiry Scan state

For a Bluetooth device to be discoverable, it lmariswer inquiry messages from
other devices. This is done by entering an optiorgliry scan state. A device which
is discoverable does this periodically (at leastrg\2.56 seconds) and listens for an
extended time compared to the inquiry state. [6& Iflevice does not want to be
located it can be set to be non- discoverable hacktore will not enter the inquiry

scan state.

2.3.3Inquiry Response state

When a device receives a valid inquiry messagallitien enter the inquire response
state and respond with a frequency hopping syncdatan (FHS) packet. A FHS
packet is a special control packet that contaires Btuetooth device’s hardware
address (called the BD_ADDR) and the Bluetoothlcloicthe responding device. [6]
The Bluetooth clock is a 28-bit internal clock thiaks every 312.5 ms and is used for
triggering critical events such as timing the hogpsequence [5]. The BD_ADDR

will be used later by the searching device to askitbe discovered devidé]
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2.4 Connection Establishment

The paging procedure discussed below is used ablest a new connection between
two devices. Only the Bluetooth address is requicedetup a connection, but if the
clock of the other device is known from an inquanpcess or a previous connection,
the setup procedure can be completed much quidlke.device that initiates the
connection is designated the master of the cororecihere are four states that
devices go through to establish a connection; Plégster response, Page Scan and

Slave response, which are shown in Figure 4 irptbeious section.

2.4.1Page State

This state is used by a connecting device, knowth@snaster, to find and connect to
another device, known as the Slave. The mastempt$eto match the slave’s scan
hopping sequence by repeatedly transmitting a pagmessage to the slave in
different hop channels. From the slave’s BD_ADDRI atock, the master can work
out the slave’s hop sequence, but will not knowvhich point in the sequence the
slave is as at at that time. To work out wherenm gequence the slave is, the master
uses an estimate of the clock, which it can basa previous inquiry or connection.
Given that clocks may drift, it is unlikely thatetkestimate will be entirely accurate so

the master transmits the paging messages at thecesual frequency to compensate.

[6]

2.4.2Page Scan State

As in the Inquiry Scan state, a device will percadiy enter a Page Scan state where
it will listen for page messages from other devicksdoes this by following a
particular hopping sequence and listening at edcthe different frequencies for
1.28s [6]

2.4.3Slave Response sub-state

On receipt of a page message from the master,ldie svill then enter the Slave
Response sub-state. It will then transmit a slawagep response message to
acknowledge the page message. This response @nitted 625us after the page

was first received and on the same frequency thveas received on. It will then wait
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for the master to send a FHS packet. When the F&t&ep is received, the slave
device acknowledges it and will then adjust its ing sequence and clock to match
those of the master's, as given in the FHS padket.slave will then be synchronised
and connected to the master. [6]

Paging Device Page Scanning Device

|
| | Enable Page Scan

Configure Page Scan

ID Packet
Periodic Page scan
ID Packet

ID Packet
FHS Packet

Create Connection Request

ID Packet

Both devices move to paging
device's hop sequence

POLL Packet

NULL Packet Connection Request

v

Connection Accept

Link Configuration

Connection Complete

|

T |
| |

| |

| |

Figure 6: Sequence chart of Paging Process
From [1]

2.4.4Master Response sub-state

When the master receives the acknowledgement gbdge from the slave device it
enters the Master Response sub-state and will veihya FHS packet which contains
its BD_ADDR and clock. The master will then wait fine second slave response
message. If it does not receive one, it will sendtlaer FHS with an updated clock,
and keep doing so in each time slot of the hoppemuence until the slave responds

or a timeout is exceeded. If an acknowledgemerddsived, the master will revert to
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using its own hopping sequence and enter the ctionestate. The first packet the
master will send to the slave is a POLL packet. 3lage may respond with any type
of packet. If the slave does not receive a POLLkpaor the master a reply packet
the master and slave will return to the Page amg B&an states, respectively. [6]

2.5 Link Managment

2.5.1Power-Saving Modes

As Bluetooth is designed to be highly mobile iirigportant to conserve power and
thereby extend the battery life of the host devideerefore a Bluetooth device may

enter a number of power saving modes.

2.5.1.1 Connection Hold

In this state, the device ceases to support dafectfor a defined period of time. This
is to relinquish bandwidth for other operationsksas scanning, paging and inquiry
or for the low power sleep mode. After the holdiperexpires the device re-

synchronises to the master and listens for datim ajgé

2.5.1.2 Connection Sniff

A device is given a period time slot and periogid listen for traffic. The device
will enter a low power mode deactivating the angeand only activate it again during
its slot. If it receives a packet during this siotill carry on listening for further

packets until no further packets are received atioh@-out period has expired. It will

then resume the low power mode and wait for itd saif slot. [6]

2.5.1.3 Connection Park

A slave device can give up its membership of anmetand only listen to traffic
occasionally. The device can then enter a low pon@ie to conserve battery power,
only needing to power up periodically to listen @o“beacon” signal to remain
synchronised with the master. [6]
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2.5.2Role Switch

In some cases, a device may find that the mast&awe roles it plays in the piconet it
is in are not appropriate. This could be the casedevice wants to join an existing
piconet by paging, since by definition, the deviodiating the connection would
becomes the master with the other device a slaite This scenario would happen if
a device was offering the service as a networkszcpeint (NAP). It would need to
remain the master so as to offer the service totiphelldevices simultaneously.
Another scenario is when a slave needs to setngwapiconet with it as master and
its previous master as its slave. In both thesescasole switch is required. Either a
master or a slave is able to request a switchlesmith respect to the other device,
though this request may be refused if necessaly. [6

An example from [6] is modified to show what happevhen a device connects to a
device that needs to stay a master. A role swakbg place in multiple stages once
the request has been accepted. To avoid confusmrdevice that needs to stay a

master is called Device A and the connecting dergicalled Device B.

Before Switch B New
Device

A

Connected

Figure 7: Role switch so hotspot stays master

Device B connects to Device A normally using a pggequence.
2. Device A performs dual-roles, master to its exgtpiconet and slave to the
connecting Device B, forming a scatternet.
Device A requests a role-switch from Device B.
Both devices switch their transmit and receivesslout still use Device B’s

hopping sequence.
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5. Device A sends Device B a FHS packet that allowgid2eB to synchronise to
Device A’s clock. This is similar to a page, excegher than happening on
the page hopping sequence it takes place on DBsdeopping sequence.

6. Both devices switch to the hopping sequence defibgd Device A’s
parameters.

7. Device A verifies the connection with a POLL messagist as done in a

normal page.

2.6 Transferring Data and Audio Information

2.6.1Physical Links

Once two Bluetooth devices have linked to eachrottveo different types of data
packets can be exchanged at the lowest layer, Asgnous Connection-Less (ACL)

links and Synchronous Connection Oriented (SCglin

2.6.1.1 Asynchronous Connection-Less (ACL)

An ACL link exists as soon as a relationship hasnbestablished between a master
and a slave. A master forms many ACL links withfetént slaves but only a single
link with each slave. Data is transmitted spordtlicas it is available from higher
layers in the protocol stack in a manner comparébla packet switched network.
The master may choose the slave to transmit toreceive data from on a per-slot
basis and can therefore offer both asynchronoussmuthironous transmissions. This
link is used to carry all data from the L2CAP anithk_Manager layers. A slave
device only responds in a slave-to-master sldtef master communicated with it in
the preceeding master-to-slave slot. If it is noest was communicated with, it does

not respond to avoid possible interfering with fteve that was communicated with.

[1]

2.6.1.2 Synchronous Connection Oriented (SCO)

SCO links on the other hand are quite differenthey provide a symmetrical link
between the master and slave with reserved chdrarelwidth and a set periodic
exchange. It is an example of a circuit switchetivoek and is used for time-bound

data such as voice. A master can support up te th@O links to one or more slaves
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at any one time. The link managers on the mastersives agree on and setup the
timing information. The master then regularly tnaits packets to the slave. All ACL
packets are scheduled around SCO packets. Link geammckets take precedence
over an SCO link, though, to enable the link manageshut down a link when

available bandwidth is exhausted. [1]

Specific slots are reserved for SCO communicatmm fparticular slave. Reserved
slots may be every slot-pair (a slot-pair beingrieester to slave communication and
the slave’s response), every second slot-pair eryethird slot-pair, negotiated at link
setup. Because the least infrequent option is eteird slot-pair the maximum

number of SCO links in a single piconet is threes&ved SCO links will continue to
transmit through scanning, paging and inquiry usiipgscanning time as the SCO
slots interrupt the scans. Page scans are woesttadf as they invovle the longest
sequence of packets. To counteract this while SIiGk® lare established, scanning

frequency is increased in proportion to the nundberstablished links. [1]

2.6.2Logical Links

Above the ACL link is the L2CAP layer which multgdes all user data from the
applications above. The L2CAP layer abstracts thsten/slave relationships within a
piconet to make communication appear to be peeetr: This layer is typically
implemented in software by drivers running on thstlcomputer. Since there is only
one ACL link between any two devices, it needs tdtiplex a number of different
higher protocols. This is done by creating virtclahnnels between devices. These can
be connection-oriented channels, such as betweapalication on one device to an
application on another device, or connectionlesobls, which are usually from a

master to a number of slaves.

To distinguish between different channels eachisrassigned a different Protocol /
Service Multiplexer (PSM) number. PSM values conoenftwo separate ranges. The
first range is assigned by the Bluetooth SIG andefined in the Bluetooth Assigned
Numbers database [11] available on the Bluetootbsite The second range is
dynamically allocated and is used with the SDP eserfhese could be used to

support multiple implementations of a single prolo{5]
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Multiple channels can be set up between differaydt lapplications but there is at
least one channel called the signalling channektkviis setup by default when the
ACL link is created. Though the terminology of nssand slave is not used, all
communication channels are between the master asthve, as slaves cannot

communicate directly.

2.6.3Application/User Data

2.6.3.1 RFCOMM

RFCOMM emulates a serial port over an L2CAP conogecfThis is used as the data
transport for many Bluetooth profiles and can bedudy legacy applications.

RFCOMM is based on the ETSI TS 07.10 [8] stand#drough only a subset of that
standard is used and there are adaptations thatpafic to Bluetooth. ETSI TS

07.10 is an asymmetrical protocol used by GSM tllphones to multiplex streams
of serial data into a single signal. It is a simgsport protocol with provisions for
emulating the nine circuits of RS-232, emulating #erial cable line settings and

status signals.

RFCOMM provides multiple concurrent connectionsrélying on L2CAP to handle
the multiplexing of packets over a single connettibhe Baseband Layer provides
reliable and in-sequence delivery of a stream td da RFCOMM performs no error
correction. RFCOMM can emulate up to 30 serial psimnultaneously. However the
maximum of ports may be limited in each implemeotat RFCOMM uses the
concept of channels, each of which has a Data Ooknection Identifier (DLCI)
associated with it, which identifies a specific meation between a client and a server
application. A dedicated control channel is assigaeDLCI of O (zero). the control
channel has been established, other channels neustetup before data can be

transferred.

RFCOMM is symmetrical and communicates by sendir® 07.10 frames over
L2CAP. These frames become the data payload inCAP2packet. Since RFCOMM

frames are carried in a L2ZCAP packet, an L2CAP eotion must exist before an
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RFCOMM connection can be established. For this, B¥® has a reserved PSM
value for L2CAP. This is defined as 0x0003 in tHeeBooth core specification and
any L2CAP frame with this PSM will be sent to thEGOMM entity for processing.
Bluetooth may optionally have multiple emulatediaeports running on different
endpoints. To do this the RFCOMM entity must beeatal run multiple TS 07.10

multiplexer sessions. Each of these sessions wmddts own L2CAP channel ID.

2.6.3.2 OBEX

OBEX is designed to allow the exchange of binata dabjects) between devices and
could be described as a binary HTTP protocol. @bjatay be many things such as
files, photos, calendar entries (in the iCalendamft [12]) and business cards (in the
vCard format [13]). OBEX is based on IrOBEX [14]specification defined by the
Infrared Data Association (IrDA). The protocol ipesially optimised for ad-hoc

networks where connections are short and unprompted

The OBEX client/server architectures allows a dlienpull data from a server and
push data to a server. For example, a cellular @moay push a business card to an
OBEX server running on another cellular phone, d?2A might download a file
from a laptop. More complicated scenarios of devisgnchronising calendar events
between each other are also provided for.

The OBEX specification includes an object modeljovhdescribes data objects and
provides a standard format for transferring thosgas, and a session protocol for
transferring requests and responses between deji¢es

For OBEX over RFCOMM, the following requirements shbe satisfied:
» Each device must be able to act as either a cl@rasserver,
* a separate RFCOMM channel must be used for eadhtameously running
server, and
* OBEX servers must be able to register their servemords in the service

discovery database, whose format is specifiederBllnetooth profiles.
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OBEX packets are carried in RFCOMM frames. SinceCRMM frames are
undifferentiated byte streams, the receiving OBEpyligation will need to use the

length field specified in the OBEX packet to deterenpacket boundaries.

Three separate application profiles that use OBEeXd&fined by the Bluetooth SIG
including the main Generic Object Exchange Prdfiks.

The Synchronisation Profile [16] specifies a metld@omparing two collections of
objects, determining the differences between thaththen transferring the missing
objects so as to make the collections identicale Pinofile says that the IrMC

synchronisation specified by IrDA must be used.

The File Transfer Profile [17] allows for binaryle, such as photos and word

processor files, to be sent and received betweeget@bth devices.

The Object Push Profile [18] is a special casenefRile Transfer Profile that allows
for unidirectional transfer of objects. At a minimwan implementation should be able

to transfer a business card but it need not beddrtb that.

2.7 Disconnecting

2.7.1L2CAP

There are two ways that a L2ZCAP channel can beodiscted; by a higher level
protocol requesting that the connection be closdtirough a time out.

2.7.1.1 Higher Level Protocol or Application

When a protocol or service has finished transfgrrifata, it can request that the
L2CAP layer disconnect the connection. L2CAP wikh send a Disconnect Request
packet across the L2CAP signalling channel toatsri.2CAP. Once a disconnection
request is issued, L2CAP will stop sending and ivéog data on that channel. All

gueues of outgoing data are emptied, and any négoing data or incoming data that
is received will be discarded. The device receiving Disconnection Request will

discard all data that is queued to be sent sineed#vice that sent the disconnect
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request will already be discarding any data it i on that channel. It then
responds with a Disconnection Response messagé whidirms that it has received
the disconnect request message. When the L2CAPdhaested the disconnection
receives the disconnection response it will infdira upper protocol layer that the
disconnection was completed successfully. If tlppesting L2CAP does not receive
a response it will inform the upper protocol laytat the request timed out,

whereupon the higher layer may elect to re-issaaltbconnection request.

2.7.1.2 Time out

L2CAP channels can also be disconnected as a @npres. A Response Timeout
Expired (RTX) timer is started every time L2CAP dera signalling request to a
remote device. Though the length of the RTX timeimplementation-specific, it
must initially be a value between 1 and 60 secoand,can depend on how long the
baseband would attempt to retransmit the packethdftimer expires, a duplicate
signalling request could be sent or the channel Ineagiosed. If a duplicate request is
sent then, the RTX value will be set to at leastévihe previous timeout length. The
number of retransmission attempts before a chanisel disconnected is
implementation-specific, but the maximum elapseadetibetween the start of the
initial timer and the closing of the channel if response is received is 60 seconds.

For each outstanding signalling request there ésRRX timer.

If the remote endpoint indicates that it needs nione to process the request, the
Extended Response Timeout Expired (ERTX) timer imaysed instead of the RTX
timer. The ERTX's minimum and maximum values are &@d 300 seconds

respectively but once again the actual value usathplementation-dependent. When
the ERTX timer expires a duplicate request may dat,sor the channel may be
disconnected. If a duplicate request is sent tloeqss starts again with a new RTX

timer and runs as described above.

2.7.2RFCOMM

As with L2CAP, there are two ways of disconnectamdRFCOMM channel; by a

higher layer protocol requesting that the connedtie closed or though a time out.

- 28 -



Chapter 2: Supporting Theory

2.7.2.1 Higher Level Protocol or Application

To shutdown an RFCOMM connection a Disconnect Conthis sent. When the last
data link has been closed a disconnect commanehisas the command channel to
shut down the multiplexer. Which ever device shdidsvn the multiplexer is the
responsible for disconnecting the L2CAP channdlwes used.

2.7.2.2 Time out

RFCOMM also has a 60 second timer which is stantkednever a command is sent.
If there is no answer by the time the timer hasrexpthe connection will be closed.
This is different to the TS 07.10 specification,iethwill resend when the timer runs
out. Since RFCOMM uses the Baseband layer; (whiokiges a reliable link) if the
frame is not acknowledged the first time it is kaly to be answered the second time.
If RFCOMM times out and disconnects a connectiommiist send a disconnect
command on the same channel that it was initialyected on in case the other peer

comes back into range and still considers the adioreestablished.

2.8 Securing communications

Security within Bluetooth encompasses three maasarauthentication, authorization
and encryption. Authentication is the process bictvimembers of a piconet are able
to prove their identities to each other. Once aiaewas been authenticated, its
identity can then be used for determining a cleatithorization to access the various
services on a server. Encryption is used to seb@reommunication between devices
and prevent eavesdropping (even from other picanembers). These security
processes are implemented at a number of levelseimBluetooth specifications and
consequently security is often termed a “cross#ldyaction”. [6] Baseband uses a
modified SAFER+ algorithm for device authenticatibine Link Manager configures
link level security, such as encryption and auticatibn modes. HCI provides
procedures reporting security-related events tchthst, and responses from the host.
The Generic Access Profile defines terminology emnvkrs user-level procedures that
all Bluetooth devices implementing profiles shodtdlow. An optional security
architecture is suggested by a white paper [1Bemurity provided by the Bluetooth

SIG that provides a framework for implementing sax\evel security. [1]
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2.8.1Security Modes

Three different security modes that may be implaectrare defined in the General
Access Profile [5].

2.8.1.1 Security Mode 1 — Non-secure

Devices will not attempt to authenticate or perfoamy other security procedures.

Supporting authentication is optional by devicest thnly support Security Mode 1.
[6]

2.8.1.2 Security Mode 2 — Service level enforced security

A non-secure ACL link may be created between twaads. Only when an L2CAP
connection is requested are security proceduresblested. The service using the
L2CAP channel decides what security procedureseeded. [6]

2.8.1.3 Security Mode 3 — Link level enforced security

Security procedures are initiated when an ACL limlcreated. A device in security

Mode 3 may refuse a connection request based ettiagsin the host. [6]

Apart from these specific security modes, there aiheer modes a device may be
configured into to increase security. A device rbayset to a non-discoverable mode,
which means it will not enter an Inquiry Scan statel thus devices will not be able
to find it while searching. Only devices that attg&now its BD_ADDR would be
able to connect. For maximum security, a devicelcdcdae placed into a non-
connectable mode. Other devices would not be abt®mnect to it, as it would not

enter the Page Scan state.

2.8.2Authentication

Bluetooth uses a challenge and response actioauitrentication. A variant of the
SAFER+ (Secure and Fast Encryption Routine) [2@oihm is defined in the
Bluetooth specification. The cipher was designed @ylink Corporation as a
contender for the Advanced Encryption Standard (AES U.S. Government
cryptography standard. The algorithm allows for evide, called the verifier, to

compare a secret key that it has with that of aradlevice that claims it has the same
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key, called the claimant, without either actualgnsmitting the key itself. Once the
encryption engine has been initialized, it takas filoputs, a number to be encrypted
and decrypted that is passed in the clear, theems8D_ADDR and the master’s
slot clock and the shared secret key. The verdemds the claimant a randomly
generated number which it then encrypts using tiewk information and its secret
key. This is then sent back to the verifier thatalts the response against it own
calculations. If they match then both devices nalsire the same secret key. This

process is shown in Figure 8. [1]

umb

[[Response [ | =9

| Acoepted]

Figure 8: Authentication using the Bluetooth encrypion engine
From [1]

2.8.3Authorization

In a client/server scenario, a client connects teaver and requests the use of a
particular service. Once a client has authenticasedf to the server, it can be granted
access to the requested service based on a forrautbforisation level. This
authorisation could be automatically granted fdrsarvices, or only a subset of
services. Devices can also require that the usasgauthorisation for the use of a
particular service. The Bluetooth security whit@@aproposes a security architecture
that may be used to implement security mode 2 @&wuatooth device. A database
must be used to record devices that have beenragti@nd which access levels they
have been granted for the different services. Asiges can be implemented at
different layers in the stack, different protoceldl need to be able to access this
security information. For instance, OBEX would hendgecurity related to file
transfers and object synchronisation, RFCOMM wdudahdle Dial-Up Networking

(DUN) or L2CAP would handle cordless telephony. ditable consistent access to
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the information by any layer, a middle-man, theusiég manager, resides in the host

and handles the security queries from the diffelaydrs, as illustrated in Figure 9.

[ User Interface ]

Applica

Security
> Manager

[ HCI ]
Link Manger/ Link Controller

Figure 9: Security architecture with security mgera
From [6]

A typical security scenario is suggested by Morf6j

1.

Another device requests an L2CAP connection.

2. The L2CAP layer queries the security manager.
3.
4

. The security manager looks up the requesting deviB®_ADDR is in the

The service manager looks up the requested sarvibe service database.

device database to check access authorization.
The security manager starts the authentication (n@quested) encryption
procedures within the link manager though the HCI.

The Link Manager gives a favourable response.

7. The L2CAP layer finishes the connection process.

2.8.4Encryption

After two devices have authenticated themselvesatth other and agreed on a link

key, there are two more steps they need to takEsebéraffic can be encrypted,;

negotiating an encryption mode, and negotiatingke size. Thereafter, encryption

can be started.
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The encryption mode can be any one of the followirgy encryption, both point-to-
point and broadcast packets are encrypted, or @oiyt-to-point packets are
encrypted. When a device requires encryption, it wéquest that one of these
encryption modes be used on the channel. If theratbvices accept this mode, then
they continue the process to negotiate a key #itlee mode is not accepted then the

requesting device will request a different encryptmode.

Since strong encryption is regulated in some paftthe world, devices that are
limited to use less than the full 128-bit key ldngteed to be accommodated.
Therefore both devices must agree on a key sizerde@ncryption can be enabled.
The requesting device starts the negotiation byesting the maximum key length it
can use. If the key length is not within the cajitds of the other device it will not
accept the key size and the requestor will try rag@th a shorter key. It will keep

trying with ever shortening keys until the othevide accepts.

Negotiating an encryption mode and key size does awdomatically enable
encryption on the link. Encryption has to be swaidion for a link, and can be turned

off and on again as needed by either device with®uiegotiating parameters.

2.9 Profiles

In Bluetooth, services are defined by profiles,iwéiach profile document defining
how a particular service can be implemented, wip@tts of the Bluetooth stack are
required and how the service will interact with shovarious parts. Profiles are
organised into groups as shown in Figure 10, fogrenhierarchy with profiles

building upon and inheriting features from the pesf beneath them, with all profiles

ultimately depended on the General Access Profile.
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General Access Profile

Service Discovery !
Profile TCS-BIN-based Profiles

Cordless .
Personal Area Telephony Profile Inicheemn 2eil

Network Profile

Serial Port Profile
Generic Object
Exchange Profile

Dial-up Networking

Profile

File Transfer Profile
Fax Profile

Object Push Profile
LAN Access Profile

Synchronisation
Headset Profile Profile

Figure 10: Dependencies of various service profiles
From [1]

For example, if we looked at the “File Transferfite we can see that it relies on the
“Generic Object Exchange (OBEX) Profile”, whichturn relies on the “Serial Port
Profile”, which ultimately relies on, like all pridds, the “General Access Profile”.

Each Bluetooth profile includes [1]:
» A short description of the purpose of this profile
» User scenario showing how the user will see thélpro
* Indication on what decencies on other profilesas h
* Whether or not it is dependent on any other speatifins, either by Bluetooth
or another organisation
* Which parts of the Bluetooth protocol stack thefipgs uses
* A description of how it makes uses of the stackeldy layer

» A description of the Service Record, if required

Features can be defined as either as optional ondatery by the profile
documentation.
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2.10Service Discovery

As computing moves towards a more network-centianf finding and making use
of services, rather than of devices, becomes muacte nmportant. A service can
include common examples such as printing or faxiag,well as other ways of
information access such as teleconferencing oraritlridging. A standard way for
discovering these services is needed, and theretlaee issues that need to be taken
account of; accessing the service (such as fin@ing obtaining the protocols),
methods and drivers need to access the servicessa@ontrol, advertising of the
service, billing for usage of the service, amoragkers. This problem is not unique to
Bluetooth and a number of different solutions hbeen proposed, such as Service
Location Protocol (SLP) [18], Jini [21] from Sun é&fdosystems, UPnP’s Simple
Service Discovery Protocol (SSDP) [11] and Salatati22], each addressing
differing aspects of service discovery and, with &xception of Salutation, designed

with wired rather than wireless networks in ming][2

A Bluetooth network is very different from a LAN avired network as devices
connect to each other rather than to a centralor&tand these connections change
quickly as devices move in and out of radio rarligea LAN network (even ones
provided wirelessly via 802.11) a connection toriatpr, once found and setup, is
constant and stays in place for a long periodmétiBluetooth is designed so that one
can instantly use a printer once it has been foutttbut pre-configuring any settings
and once one has finished using the printer, oneldvimerely walk away and the
printer would be forgotten. To achieve this, SDPsvegtimised for the dynamic
nature of Bluetooth communications. It provides theans for devices to discover
which services are available on other devices agtdrohine the characteristics of

those services.

2.10.1 Client/Server Model

SDP uses a client/server model, but one devicgegnrm both roles. An SDP server
is any Bluetooth device that offers any numberestices to other Bluetooth devices.

Each SDP server maintains its own database, wh&amation about the services is
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stored, as there is no centralised database. AncB&R is any device that accesses a

SDP server and queries it about the serviceshleatdrver device offers.

2.10.2 SDP Database

The SDP database is a collection of service redbiatsdescribe all the services that a
particular Bluetooth device can offer. SDP provities procedures and functions for
a SDP client to discover the existence of theseiceEs as well as their attributes.

These attributes include information such as tlasscbr type of the service and the
protocol information needed to utilise the service.

2.10.2.1Service Attributes

A service record consists of a list of serviceilatites, where each attribute describes
a unique characteristic of the service. Each aiteilxonsists of two components, a
16-bit identifier and a value. The attribute valse variable length field which can
contain text strings, Boolean values or integele @ttribute identifier determines the

length and type and the service class of the sereicord. [1, 5]

2.10.2.%5ervice Record

Each service is fully described by a single SenRexord. This service record is
made up of a list of service attributes. Each servecord is identified by a service
record handle, which is a 32-bit unsigned intedée handle is unique within each
SDP server and is independent of the service ratoegresents. Since SDP does not
provide a mechanism for notifying clients when eviee is added or removed, when
a linked service record is added or deleted, theesenust ensure that a record handle
number is not reused by another service within life¢ime of any open L2CAP
connections. In all SDP servers, the record withdlea0x0000000 represents the SDP
server itself. This service record contains all Higibutes of the server and the
protocols it can use. Table 1 is an example ofreicerecord for the OBEX Object

Push service. This is explained below. [1, 5]
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Table 1: Service Record for OBEX Object Push

ID NEILE Type Value
0x0000 ServiceRecordHandle UINT32 0x00010000
0x0001 ServiceClassIDList UUID16 | OBEXObjectPush
0x0004 ProtocolDescriptorList

Protocol0 UUID16 | L2CAP

Protocoll UuiD16 | RFCOMM

UINT8 Channel #

ProtocolSpecificParametef0

Protocol2 UuUID16 | OBEX
0x0009 BluetoothProfileDescriptorList

Profile0 UUID16 | OBEXObjectPush

ProfileSpecificParameter0| UINT16| Version #
0x0303 SupportedFormatsList

FormatO UINTS8 vCard2.1

Formatl UINT8 vCard 3.0

Format2 UINTS vCal 1.0

Format3 UINT8 iCal 2.0

Format4 UINT8 vNote

Format5 UINTS vMessage
0x0000 + “OBEX Object
lang. offset Push"

The first item is theServiceRecordHandlea number that is assigned by the SDP
server and is unique to the service that this ce@mvertisesServiceClassIDList
which lists the other services that form part o$ thervice. In this case there is only
one, namely th@OBEXODbjectPushThe ProtocolDescriptorListlists the protocols
needed by the service. OBEX Object Push needs RAZONEerefore L2ZCAP and
OBEX itself too. Within the list is d@rotocolSpecificParametefafter RFCOMM)
that indicates which RFCOMM channel the servidetening on.

The BluetoothProfileDescriptorLidlists the profiles that this service supports. OBEX
Object Push only supports the OBEX Object Pushilpraivhich is the only profile
listed here. It is also followed by RrofileSpecificParametewhich indicates which
version of the profile is supported. Because theme many different binary data
“objects”, such as vCard, iCal and vNote, thatetéht hosts could support, the
OBEX Object Push’s service record containSupportedFormatsLishich lists all
the different formats that this service supportaaly a textual name for the service
is given. A service record can provide the namdifferent languages by storing the

value at a language-dependent offset.
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2.10.2.Fervice Class

Each service record is an instance of one or mereice classes. A service class
defines all the attributes contained in a servem®rd, the intended use of the attribute
and the format of the attribute values. Each servlass is defined by a unique
number represented as a Universally Uniquely Ifientior UUID (explained in
section 2.10.3.1). The ServiceClassIDList attributethe service record lists the
service class(es) that the instance inherits. Bjfyi@ach service class is a sub-class
of another class and all are listed in the lissehvice sub-class definition contains all
the attributes from its super-class as well astemdil attributes specific to the sub-
class. [1, 5] The Bluetooth specification [5] hasexample (shown in Figure 11) of
what a service class list might look for a colowstScript printer with duplex
capabilities. The specification of course warng thés example is only illustrative

and may not be a practical class hierarchy.

PrinterServiceClassID
-> PostScriptPrinterServiceClassID
-> ColourPostScriptPrinterServiceClassID
-> DuplexColourPostScriptPrinterServiceClassID

Figure 11: Example of a possible Service Class Herchy

2.10.3  Searching for a Service

When an SDP client knows the service record hafiodla particular service it is easy
for it to request values of specific attributesnfirthat service record, but how does it
find out the handle for a particular service in firet place? The Service Search
transaction allows a client to request the serveam®rd handle(s) of service records
whose attributes values match given parameters.tréihsaction can only search for
attributes whose values are UUIDs, and cannot Befarcany given attribute value.

[1, 5]

2.10.3.Universally Uniquely Identifier (UUID)

UUIDs [24, 25] are 128-bit numbers that are guaadtto be unique across all time
and space. They can be independently created istrébdted fashion and no central
registry authority of assigned numbers is needdw Bluetooth specification and
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profile specfication define UUIDs for the attribatéhat are needed for the various
Bluetooth protocols and profiles. But since UUIDancbe independently defined,

manufacturers are able to allocate their own UUND®n defining new services. [1,

5]

Since UUIDs that are defined by Bluetooth are etgubto be frequently used, they
can be shortened to 16- or 32-bit representatiorcohserve space storing them and
resources transferring them. These shortened egeg®ons are possible as all pre-
allocated Bluetooth UUIDs are based on the samestBtuh Base UUID. The
Bluetooth Assigned Numbers document [26] defines Bfuetooth Base UUID as
00000000-0000-1000-8000-00805F9B34FB. The 16-bit 3#-bit number is
multiplied by 2° and added to the Bluetooth Base UUID to give thié ¥28-bit
UUID. A 16-bit UUID may be converted to a 32-bit UMby simply zero-extending
the 16-bit value to 32-bits. Only UUIDs of the sasiiee may be directly compared. If
the lengths of two UUIDs differ, the shorter UUIDust be converted to the longer
representation before comparison. [1, 5]

2.10.3.X5ervice Search Pattern

When an SDP client searches for a particular sergicbrowses for all services, it
sends the SDP server a list of UUIDs called theisersearch pattern. The service
search pattern matches a given service recorctif B&JID in the pattern is contained
in the service record as one of the record’s aitebvalues. These matches do not

need to be in order, nor attached to any partiaitaibute. [1, 5]

2.10.4  Browsing SDP Records

SDP clients may also browse the service recordaro®DP server, as opposed to
searching for a particular service record by speuif characteristics of that service.
Browsing allows an SDP client to discover a servieeord without any prior

information about the service. To make it easiebormvse the available services, the
service records are organised into a hierarchieal $tructure. The manufacturer can
decide on the construction of this hierarchy andidée which services will be

browseable. Figure 12 shows a hypothetical examplsuch a hierarchy. The top

level of the browsing tree is called the Public \Bse Root. In this example the
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manufacturer has opted to separate the serviceshree different groups; Organiser,
containing calendaring and business card servidesyorking, listing data transfer
services and the Audio group, where audio gateveayices such as HeadSet are
placed. [1, 5]

2.10.5 Service Records

2.10.5.RFCOMM Service Record

Bluetooth devices that offer services based on RANIONnust have an entry in the
SDP database which gives information on how to eohrover RFCOMM. At a
minimum, the RFCOMM channel numbers and servicee typust be included.
RFCOMM channel numbers are dynamic as the chanmabar is assigned when an
application opens an RFCOMM channel to listen ohese channels will be
advertised in the service record within tReotocolDescriptorListattribute. The
service class is stored as part of 8erviceClassListo identify the type of service
that is running on that channel. Many services hbee additional parameters in that
service’s service record. For example, since RFCOMMased on L2CAP; the
L2CAP protocol must also be indicated in the senriecord wherever RFCOMM s
used. [1, 5]

Public Browse
Root

e -

ical
\ hS

vCard HandsFree

p P
Dial-Up OBEX
 Networking Object Push

] HeadSet
<

Figure 12: An example of a hypothetical SDP browsiphierarchy

2.11Summary

Bluetooth is a short-range, low-power wireless camitation protocol that was
designed to facilitate the communication betweerbitaodevices such as cellular

phones and laptop computers. It is managed andetearkby the Bluetooth SIG, a
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trade association consisting of the industry leadeithe technology. Bluetooth aims
to be as simple to use as the cable it replacessatiterefore designed to be self-
configurable, reliable and resilient to any errdtsises FHSS to enable it to operate
reliably within in the “noisy” 2.4 GHz IMS band,laWing it to operate even when
there are high levels of interference. This psewaltdomly hopping sequence is
generated based on the hardware address of theo8llnedevice which has been set
during its manufacture. The hardware address ofugt8oth device plays a very
important part in the communication with the deviakso being used during

authentication and encryption of communications.

The frequency hopping, which happens at 1600 timescond, also makes finding
and connecting to devices a little more complesxthase is not a single channel an
initial connection can be made on. Bluetooth ugesisl hopping sequences called

inquiry and page states to allow device to find eadnect to each other respectively.

The different layers of the Bluetooth protocol ¢sndivided into roughly three levels.
The radio, ACL and SCO links are the lowest commation channels layers and
implemented by the firmware on a Bluetooth chipeThiddle layers, L2CAP and
RFCOMM, are the transport layers, moving bits ange® between devices.
Application layers such as OBEX and SDP transpeet data.

Since Bluetooth is a mobile ad-hoc network, a metlud locating services is

absolutely essential. Bluetooth uses a client/sdyased service discovery protocol
that allows any device to query another deviceisoaver what services it can offer.
It uses a service hierarchy and pre-assigned Uthddlow devices to quickly search

for particular services or those with certain cotgastics.

As Bluetooth is a wireless communication, eavesurgp is a great concern.
Bluetooth provides three levels of security calBaturity Modes, ranging from open-
to-all to only authorised devices may connect. Migsters provide means for

authentication, authorisation and encryption.
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Chapter 3:

PROPOSAL FOR BLUETOOTH HOTSPOTS

This chapter describes the underlying architectofethe project. W
present our proposal for a Bluetooth hotspot andnexie two differen
implementation approaches. BlueSpot, the softwamponents of th
proposed Bluetooth hotspot are introduced, as wasllthe connectio

framework between these components and other hstspo
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3.1 Introduction

As was introduced in Chapter 1, to allow Bluetodévices that are out of radio range
to communicate with each other we envision settipga collection of devices that
would be connected together by an IP network asvsho Figure 13 and would act
as what has been called Bluetooth Hotspots. Theorefor the name is that it is
similar in concept to Wi-Fi hotspots where mobikvides can connect to each other

through an access point connected to a wired n&twor

Bluetooth Bluetooth

Device A Device B

5. ¢
.w

Figure 13: Bluetooth Hotspot

These Bluetooth Hotspots would allow Bluetooth desithat are distant from each
other but within range of a hotspot to be abledmmunicate with each other via the
hotspots. A possible usage scenario is demonsttagtmlv in Figure 14, where a
person who is in a boardroom meeting is able teessdnformation on his/her
computer back in the office. Even though the distapetween the boardroom and the
office is greater than the maximum transmissiorgeaaf Bluetooth, both locations
have Bluetooth Hotspots installed that connecteahes locations and enabling the

PDA to communicate with the computer as if he/skeavback in their office.
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Figure 14: Possible usage scenario of a Bluetoottok$pot

3.2 Different Approaches

The functionality of extending the reach of Blugtbocommunication can be
implemented at different layers in the Bluetoottotpcol stack, each with its
individual tradeoffs in efficiency, scope of semicsupport and ease of
implementation. These could be broken down into fvonary implementation
approaches:

* hotspots masquerade as other remote Bluetoothetg\daad

* hotspots offer or otherwise proxy the servicesrefieby other devices
These two processes are discussed in detail hemd, haw they have been

implemented is expanded on in Chapters 4 and 5.

3.2.1Masquerading

From a user’s perspective the easiest means af asBluetooth hotspot would be to
make it seamless and transparent while accessegethote device. This requires
designing a system where each hotspot is able sguesade as other Bluetooth
devices and therefore able to advertise itself agevdce that is located at other
hotspots. This is shown in Figure 15 where Bludtddoevice A is communicating

with Bluetooth Device B via the hotspots. Each Bbo¢h device thinks that it is
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communicating directly with each other but in fase communicating with the
respective hotspot which is masquerading as thardisievice. This would allow for

very easy access to, and use of, the hotspots.

Masqueraded Masqueraded
__ _Device B Device A __
~ P =
Y '
\ /
\ /
| | Hotspot \‘, IP ,’> Hotspot | |
\ X 1 \ Y 1
\ 7 \ U
\ 4 \ 4
N d N 4

~ - ~

Figure 15: Using masquerading to create communicains

The main obstacle foreseen for this approach isatizuetooth network does not use
a single channel for all communications like a LANBysical cable or a Wi-Fi
channel, but rather the communication is spreadsacr9 channels that are switched
between quickly to combat interference. This makdsficult for a Hotspot to “listen

on” to all other communications.

3.2.2Using Service Proxying

The second method was to examine Bluetooth’s SIRFenfeasibility of using SDP
to provide facilities to discover remote devicesl anake possible the setting up of

communication links between devices.

Services Available

\
\
\

\

*Sync (Device B)
*DUN (Device B)

Services Available
*Sync (Device A)

/-~

Hotspot

Hotspot

X

N\

Y

A S

~

Figure 16: Using Service Discovery to create commigations
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The scenario that was envisioned is shown in Figirewhere a user (Device A)
within the range of a hotspot (Hotspot X) is aldequery that hotspot for all the
services that it offers. The hotspot will then rata list (“Services Available”) of
what other devices (Device B) are within range thieo distant hotspots (Hotspot Y)
and what services they can offer to allow for comioation with a distant device. If
the user then, for example, chooses to “Sync widvit® B,” a communication
channel would then be set up between Device A asdd® B by the hotspots that
will transparently transport the communication otlex IP network. Applications on
either end will then seamlessly communicate witle @mother, unaware that the

devices are not within radio range.

3.3 Bluetooth Hotspot

The Bluetooth hotspot is made up of various comptméhe hardware consists of a
processing unit, a device to communicate over Bttt and a device to
communicate to an IP network. The software consistee Bluetooth protocol stack
and a collection of custom written applications,ichhhave been called BlueSpot,
shown in Figure 17. The software is made up of eéhseparate but interlinked

components:

 Management Manages the other software components that makehe
hotspot as well as detects when Bluetooth devicesecwithin range and
leave.

» Service DatabaseCollects, stores and advertises services thadeterted by
all the Bluetooth hotspots within a network.

* Transport: This makes the connection between hotspot anet&ith devices

and transports the Bluetooth data across the WRanket
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ooooooooooooooooooooooooooooooooooooooooooooo

BlueSpot

Management

. Service
5| Database [

Hardware
veneS0ftware

5 Transport

Network
Interface

Figure 17: Components of the Bluetooth Hotspot

3.3.1Management Component

The main role of the Management Component is toesuge the different
applications that make up the Service DatabaseTaaasport Components, such as
starting and stopping the applications when nee@ste of the important tasks it
would need to perform is to detect when Bluetoathicks come within and go out of
range of the hotspot. It does this by periodicattgnning for local Bluetooth devices
that have entered range, as well as detecting w@haeviously detected device is no
longer communicating. When a new Bluetooth devscdatected it will be queried to
find out its basic information such as its name e of device. It will then inform

the Service Database Component that there is aleeige.

3.3.2Service Database Component

The Service Database Component locates and ad#edervices from all devices
within reach of the hotspots, and uses this infdionato manage the creation of the

different connections using the transport compoasmieeded.

When it is notified of a new Bluetooth device itlivdcquire a list of all the services

that that device is advertising via its SDP serVérese services are then checked to
see if they have transport applications available services that can be transported
are then added to an internal database and afittte® remote databases are notified

about the newly detected service. The local andterdatabases will then start the
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respective transport applications. Once the tramspgpplications are running the

remote service database will add the service tods SDP server.

3.3.3Transport Component

As their name implies the transport componentsaiet ftransport” the Bluetooth
communications between two Bluetooth devices waBluetooth hotspots over an IP
network. In essence the transport component pagrsagproxy server in that they
allow clients (Bluetooth devices) to make indirgatia IP network) network
connections to other network services (i.e. sesvigeailable on remote Bluetooth

devices).

3.4 Connection Framework

The connection framework that enables the Bluetbaotispots to communicate both
internally and externally is explained below. Thetjobs that a Bluetooth hotspot
performs are the advertising of services from renagvices and the facilitating of

communication between two devices.

3.4.1Advertising a service

The process of advertising a service follows tleigugnce of steps shown in Figure
18:

/ Hotspot X \ / Hotspot Y \

BlueSpot BlueSpot

Management Management

Bluetooth Service 1P Service
Device A Database 5 Database

Transport

Transport

B3
\Server J k ServerJ

Figure 18: Communication Framework: Advertising a ®rvice
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Bluetooth Hotspot X detects Bluetooth Device A

The Management Component informs the local Seambase Component
(SDC) of the new device within range

The SDC queries the SDP Server on the Bluetooticdend finds out what

services it is able to facilitate.

4. The SDC starts the Transport Components for thecgsrabove.

5. The SDC informs all other SDCs that have previowslgnected to it about

the new services it has located

The remote Service Database starts its side ofridnesport Components

The remote SDC adds the new services to the lob& Server with the
information needed to connect to the local Trans@omponents

3.4.2Using a proxyed service

The process of using a proxyed service follows $kiguence of steps shown in Figure

19:

Bluetooth

Device A

f Hotspot X \ / Hotspot Y \

BlueSpot BlueSpot

Management Management

Service Service
Database Database

Transport Transport 7

Bluetooth

Device B
SDP SDP
A

1.
2.
3.

Figure 19: Connection Framework: Using a proxyed Swice

A Bluetooth Device B browses the SDP Server on ptuit¥

Using the information from above, it connects te Twhansport Component
The Transport Component will then connect to iterp@n another hotspot)
over the IP network and start transmitting the diataceives from Bluetooth
Device B
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4. The Transport Component on the remote side wilh tbennect to Bluetooth
Device A that initially advertised the service afodward the data on. Any
data received will then be transported back toater Transport Component
on to Bluetooth Device B and, therefore, creatingva-way tunnel between

the remote Bluetooth Devices A and B

3.5 Summary

In this chapter we introduced our proposal for wiatcalled Bluetooth Hotspots as a
means of increasing the range of use of standandt@bth devices. We started the
chapter with a use case where such a system weubgreficial to the end user. Two
possible solutions were put forward. Device masagiaqg is the most appealing as it
would require minimal setup or change from the tsgrits implementation would be
difficult. Service proxying is fundamentally simpl® implement though it requires

knowledge on the user’s part.

We then proposed a structure for the Bluetooth pédtand divided the software into
three separate but interlinked components callede®bot collectively. The
Management Component is the “overseer” of the swftw managing the other
components and also detecting when Bluetooth deweoter and leave the range of
the hotspot. The Service Database Component callsidres and advertises services
that are detected within its range. This aspedissussed further in the next chapter.
The Transport Component facilitates the transferdafa between two Bluetooth
devices which are out of range of each other. Tonveceptual framework for this
structure is introduced in the following chapterdahow it is implemented in
Chapter 5.

Finally a proposed connection framework was disedisthat showed how the

different components of the system communicatedhawd these then interact with

other hotspots to complete the transfer of Bludtatata.
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Chapter 4.

FOUNDATION AND DESIGN

We start off explaining the tools that are usedhis project and the
reason behind them. We explain why we decided witjoopen source
software, and the reasons we chose Linux as ouratipg system and
BlueZz as a Bluetooth Stack. We explore the desigthe different
BlueSpot components and the decisions that wehtthem are discussed.
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4.1 Design of a working prototype

First the various Bluetooth protocol stacks that available are investigated and the
criteria that were used to select the chosen steelpresented. This stack was further

examined and its possible shortcomings discussedhaw they could be overcome.

The second part of this chapter expands on ourggadby presenting our design for
the various components that make up BlueSpot. Wheapproaches discussed in the
previous chapter are applied to the Transport Corapband possible designs are
introduced and discussed. We also expand on the@oged Server Database
Component and how the various service databaséls,ilbhdhe protocol stack and

BlueSpot, would interact.

4.2 Foundation Software

One of the first important decisions that neededbé& made before we could
implement our proposal was what Bluetooth protastatk we would use.

4.2.1Available Bluetooth Protocol Stacks

There are a number of different Bluetooth protagtalcks implemented on different
platforms and the decision would therefore havelizapons for the programming
language and operating systems that could be vsedptement the hotspot. Four of
the most popular protocol stacks were investigatetiare described next.

4.2.1.1 Bluetooth Stack for Windows — Broadcom/Widcomm

Broadcom [27], previously known as Widcomm, is ks&ding provider of Bluetooth

software and networking solutions. Its Bluetoothr Windows was declared the
world’s first SIG-qualified Bluetooth against vessi1.0b of the specification stack in
2001 [28]. A year later the certificate signifyiogmpliance with the requirements of
the Bluetooth specification version 1.1 [29] wadaified. This stack is the most
widely used Bluetooth stack for Microsoft Windowa®brm and runs on all versions
of Windows since Windows 98. The user interfacduides shell extension, system
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tray and control panel applications. They also @evsoftware stacks for other

devices such as embedded systems, mobile devinas, ghones and PDAs.

The Widcomm Development Kit must be bought from wdgichm. A Dynamic Link
Library (DLL) is provided to link all your applicains to and you are given a license
to distribute this DLL with your application withbdicensing costs. The DLL
contains a set of APIs to access the various pobtlayers and profiles of the
Bluetooth specification, Broadcom also supplieseersive documentation that

exposes and explains the APIs [30]

4.2.1.2 Bluetooth Stack for Windows - Microsoft

Even though Microsoft is one of the promoting meml# the SIG they only started
providing their own Bluetooth stack for the Windo®ssktop platform in the latter
half of 2002 by including it in Windows XP Servi€ack 2 [31]. Prior to this they
only had a stack for their Windows CE platform.

Microsoft provides support for writing Bluetooth @igations within its Platform
Software Development Kit which can be downloadezk ffrom their website. The
SDK provides two approaches to programming Bludtaot Windows, either using
the Windows Socket interface [32] or by managingdBboth devices directly using
the Bluetooth API [33]. The socket interface onkpeses an APl for RFCOMM at
present. According to a presentation [34, 35] gibbgnMicrosoft at WinHEX 2005,
socket support for LZCAP and SDP will be provided Windows Vista (previously

known by its codename “Longhorn”).

4.2.1.3 BlueZ - Official Linux Bluetooth protocol stack

The BlueZ Stack [36] was initially developed by @aenm [37] and was released by
them under the GPL [38] in the beginning of 2009][& month later it was included
in the official Linux kernel (v 2.4.6) by Linus Twalds [39] and is now the “Official

Linux Bluetooth protocol stack’[36]

! The first open-source Bluetooth stack for Linuxswealled OpenBT and was developed by Axis
Communications. At the beginning of this projec0@3) its development had already stagnated as

BlueZ was being included in the Linux kernel andswféficially discontinued on the f4April 2005
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Transport protocols L2CAP, RFCOMM and BNEP havenbaeplemented in the
kernel and can be compiled as separate modulesd&amlopment purposes the
libraries and utilities can be downloaded from BleeZ website if they are not
already included within a Linux distribution. Théfdrent protocol layers have been
implemented using the standard UNIX socket intexfaallowing for easy

communication to any layer directly.

4.2.1.4 Bluetooth stack for FreeBSD (Netgraph implementatia)
The Bluetooth stack for FreeBSD [40] is implementeing FreeBSD’s Netgraph

[41]. Netgraph is a framework where kernel obje¢ltd provide networking functions
can be implemented in a uniform and modular apgrodatese kernel objects are
known as nodes and each implement a different n&tprotocol. For Bluetooth there
are nodes that implement interfaces for HCI and ARCSocket support is also
provided by a node, which implements three differeocket interfaces for HCI,
L2CAP and RFCOMM. The core of Bluetooth, the Nepgraode, is included in the
source tree of the kernel and the user spaceedibire provided by FreeBSD’s Ports
Collection. [41]

4.2.2Choosing a Bluetooth stack

When choosing which Bluetooth stack to use a nunoberiteria were considered,
namely: access, limitations, integration, docummteand cost.

Access How is the Bluetooth protocol stack accessed frioma development
environment and what APIs are provided? Also, jgogsible to make modifications

to the protocol stack itself?

Limitations: Are there any limitations in the protocol stack,the API, that might

hinder the project?

Availability : How is the protocol stack integrated into therafiag system?
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Documentation What documentation resources are available amddtcessiable is

information on the protocols stack and the SDK?

Cost What costs are involved in using and develogipglications on the particular

stack?

Table 2: Comparison between different Bluetooth Steks
FreeBSD
(Netgraph)

Widcomm Microsoft

0os Windows Windows Linux FreeBSD
How the stack is Function Calls Winsock Linux Sockets Netgraph and BSD
accessed (Windows sockets) Sockets

and Function Calls

Source Code Closed Closed Open Open
Availability and Add-on DLLs Windows XP Linux Kernel and | FreeBSD's source
Integration into Service Pack 2 BlueZ website tree and ports
oS collection
Documentation Unable to evaluate| Formal Source code and | Source code and
without buying documentation on | mailing lists mailing lists

API available on

MSDN?
Cost Not-Free Free Free Free
Limitation No API exposed

for L2CAP layer

These four stacks can be divided into two groupsse for the Microsoft Windows
platform and those for Open Source Software batstbpms. The socket interfaces
provided by most of the stacks were thought to gy beneficial in developing the
transport applications as it would simplify linkitige network communications to the
Bluetooth communications. At this time Microsoftchaot implemented a public
socket interface for L2ZCAP, which was thought todmeimportant protocol layer to
be able to transport. The other stack for the Micfoplatform was Broadcom which
did come with a cost factor whereas all the othevetbpment kits were freely

available. Though the cost was not a major issueret seemed to be no technical

2 Microsoft Developer Network — http://msdn.micrasodm/
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benefit in using Broadcom rather than the freeradtives, as they provide much the
same level of completeness in access to the rel@laatooth stacks. Broadcom, as
well as Microsoft, do not make the source codehefrtstacks freely available. This
was an important consideration as, in the initiages of development, it was thought
that modifications might be needed to be madeddihetooth protocol stack itself to

enable the interception of Bluetooth communications

Both FreeBSD and BlueZ offered similar features mvlitecame to development,
available source code, socket support and acces! lmyers of the stack. They are
also both based on the principles of Open Sourdev&e and have all the benefits
and advantages of open source systems, espedaltiid developer, as discussed in
the next section. BlueZ was considered preferablEreeBSD's implementation for
two reasons. Firstly the BlueZ development comnyuisittar more active and larger
then FreeBSD’s as demonstrated by their respectiading lists [42, 43]. And
secondly parts of the FreeBSD code were alreadgg@drom BlueZ code [44].

4.2.30pen Source Software

The choice of an Open Source Software (OSS) starkecwith a number of
additional advantages especially when developing applications and having to

interface with other protocols:

* 0SS implies open standards since the source cathe sbftware is available
for viewing and the implementation of protocols tenread.

* 0SS means that applications are able to be adaptedrk with or in other
applications easily, meaning that there is no vetutk-in and greater support
for the application

* OSS means the source code can be included withér applications as long
as the license terms are obeyed. This means tbataam be reused.

* OSS allows for the modification of the source cadmwing for debug

messages to be placed in existing code.
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4.2.4BlueZz

BlueZ has been developed using the principle of uteody. Protocols have either
been implemented as separate modules for the kemek user-space daemons.
Communication with all the different layers of theck provided by BlueZ is done
using socket interfaces, which should be familtamiost network programmers. This
makes it easier for a programmer to switch andreftee chance to utilise large
amounts of already written networking code and tblusrtening development time.
Also by using standard sockets, developers comioign fa networking background

would not have a steep learning curve.

BlueZ consists of many different components that ba broken down into three

main areas: Kernel, Libraries and Utilities, Tegtand Analysis:

Kernel: This refers to the kernel modules that are inetuch versions 2.4 and 2.6
versions of the Linux Kernel. This consists of Blaetooth subsystem core and HCI
layer device drivers for USB, UART and PCMCIA cdrdedules as well as a virtual
Bluetooth device driver. L2ZCAP and SCO audio arelemented as kernel layers.
RFCOMM, BNEP and HICD are also provided as kernetlules or compiled into

the kernel.

Libraries and Utilities : These Kernel modules would be useless withoustipport
of various utilities and libraries, with the SDPed#on that provides a SDP server
being a very important one. There are also varoals to interact with the Bluetooth

devices and manage the different protocols.

Testing and Analysis Lastly, there are the testing and analysis ttw@s allow a user
to test the various protocols such as L2ZCAP and ®®. This includes hcidump,
which intercepts and displays HCI messages beesega® and from a Bluetooth

device, and allows for debugging and analysis.

One of the biggest short-comings of the BlueZ stagkthe lack of formal
documentation. As the source code is available¥eryone to read the usual reply to

requests for more info on the API for BlueZ was mih short response of “Read the
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source”. Though being able to read the sourceatekt against the lack of formal API
documentation, such a document would be of greaefiiewhen it comes to
developing for BlueZ. This hindrance was largelyemome by the abundance of
testing applications for each protocol that com#hvBlueZ. The source code of these
applications could be read and modified as basartisg points for further
development. This was partially remedied by theasé of a primer for programming
with BlueZ [45], which formed part of a mastersediis [46] of a MIT student on
Bluetooth and location aware computing.

4.3 BlueSpot

4.3.1Management Component

For our BlueSpot prototype a full management comnepbmvas not implemented. For
our investigation the other components of the Huattspere interacted with through
the command line and the applications directlyalsommercially viable system a
management application would need to be designedwaitten. This application

would act as an overseer of the other componewtshair applications. Its main role
would be to locate new Bluetooth devices within llogspot’s vicinity and initiate the

discovery of the available services.

4.3.2Transport Component

As their name implies the Transport Component értechanism that “transports”
the Bluetooth communications between two Bluetodévices via the Bluetooth
hotspots over an IP network. In essence the trahgmplication pairs are proxy
servers in that they allow clients (Bluetooth desgicto make indirect (via IP network)
network connections to other network services (sesv available on remote

Bluetooth devices).

4.3.2.1 Masquerading

An obvious approach of providing a remote Bluetgotimt of presence would be to
use remote devices to impersonate the local deuitmwvever as discussed in

Chapter 2, Bluetooth uses a system of FHSS whe&laetooth device does not use a
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single channel for communications, but jumps betwddferent frequencies in a
pseudo-random sequence to avoid interference wiiter alevices. This sequence is
determined by the clock and BD_ADDR of the masiérerefore, for a device to be
able to impersonate another and be able to commaenas that device, it would need
to be able to change its BD_ADDR to that of theicevt is impersonating. Two
possible approaches would be to change the BD_AD&Reach time slot and
handling multiple connections at one time by midxing between them, or by
changing the address for each connection and aaniglimg a single connection at
any one time. It is shown in the next chapter thase approaches proved to be not
feasible as a result of our study and this averfuewestigation was abandoned in

favour of service proxying.

4.3.2.2 Service Proxying

An alternative approach is for just the servicdéoprovided remotely by having the
Bluespots act as an agent between a device offarsggvice and a device wanting to
use said service. In service proxying each tramsppplication handles a single
Bluetooth protocol such as L2ZCAP or RFCOMM. Thiewk for the development to

focus on each protocol layer independently, crgadimodular design.

A transport application is made up of two partgaal part which runs on the hotspot
that has a Bluetooth device advertising a senacel, a remote part which runs on
other hotspots where the service is being re-adeert Each transport application
only handles a single service, so there would hgube multiple transport
applications running on a single hotspot. Sincetsgot would generally have both
devices advertising services and those wantingséothe re-advertised service, there
could be both local servers and remote clientsingnsimultaneously. An example of
these connections can be seen in Figure 20, where are three Bluetooth hotspots
X, Y and Z, each with a number of transport appices managing different services
and therefore different protocols. The lines repnéshe communication channels that

could be used when a connection is needed.
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Figure 20: Transport Application Connection Example

The local server of the transport application featiés the communication between
the IP network and the Bluetooth device providihg service. It is started by a
Service Database Component (SDC) when it deteetsehvices and is added to its
database. It will open a network port and listengda@onnection from a remote client.
When a remote client connects, it will then operoanection to the device providing
the service. If the connection is successful it wien transfer data it receives from
the remote client via the network to the devicerd®ieetooth, and vice-versa. When

the data connection is finished it will disconnfotn the Bluetooth device.

The remote client is started by the SDC when ibisrmed about a new service that
is available by another hotspot. It facilitates tmanection from a Bluetooth device
wanting to use the service and the local serverth@& IP network. When the
application is started it will open a port/chanaelthe Bluetooth network and wait for
a connection. When a Bluetooth device connectsllitattempt to open a connection
to the corresponding local server. If the connectgsuccessful it will then transfer
any data it receives from the Bluetooth devicehm lbcal server via the network as
well as forward any data it receives. It will cloge network connection when the
Bluetooth device disconnects.
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4.3.3Service Database Component

The SDC is an important part of the BlueSpot as thiwhat allows for Bluetooth
devices to locate services on other Bluetooth @sviocated at remote Hotspots.
Before a connection could be made by the Trangpomiponent a Bluetooth device

would first need to locate the service it wishegge.

Hotspot X \ f Hotspot Y \

BlueSpot BlueSpot

Management Management

Service
Database

Transport

Service
Database

o] toca

Transport

Bluetooth
Device B

Bluetooth

Device A

SDP
Server

Figure 21: Service Database Component showing difient databases

This component consists of two databases, a lamafice database and a remote
service database as shown in Figure 21. The |l@rgice database keeps records of
the services offered by Bluetooth devices withia Wrcinity of the Hotspot that have

been detected by repeated scans. The remote satatedase keeps records of
services offered by remote Bluetooth devices thatl@cated around other Hotspots.
Both these databases are separate from the seiaiabase used by the SDP Server

which advertises the services to Bluetooth devices.

When a Bluetooth device is detected by BlueSpatilit have its service database
interrogated by the SDC. Any services that the Bhat is able to transport will then
be added to the local server database inside tli® 8Bd notification messages will
be sent to any other BlueSpots connected to theonlet They will then add the

service to their remote service database withifSD€ and also add it to the service

database of the SDP Server of the Hotspot as welpan any necessary channels.
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When a Bluetooth device requests information aldhat services are offered by the
Hotspot, the service database of the SDP Servébwiteturned which will contain
records from services originating both from the dpot as well as services from
BlueSpot,, which originate from the remote sendaéabase of the SDC

4.4 Summary

Before we were able to design a system to impleroantproposal for a Bluetooth
hotspot a number of Bluetooth Protocol Stacks ng¢e¢debe investigated. From the
shortlist of four, the BlueZ stack was selectedtloa basis of access, limitations,
integration, documentation and cost. The FreeBSplamentation came close, but
BlueZ's large and active developer and user comtpumade it the better choice.

BlueZ is the Official Linux Bluetooth Stack and Haeen included in the Linux kernel
for a number of years. There are also a numbeenéfits that arise from using an
OSS Bluetooth protocol stack and an OSS opera¥isig, such as accessible source
code and easy access to the operating system’slké&ims all contributes to making

development of a proof-of-concept system easier.

The Management Component for our test system wasimplemented as the
command line was used to interact with the variapglications. In a commercially
viable system an application would be needed toviiiéen to provide management
functionality. Designs for the Service Database @onent and the Transport
Components were introduced and discussed. Solufiwribese are implemented and
investigated in the next chapter.
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Chapter 5:

| NVESTIGATION OF A PROTOTYPE HOTSPOT

In this chapter we investigate the implementatidntlee Transport
Component and the Service Discovery Componentus3plot. The first
part of this chapter deals with the Transport Comgat and the
applications that were written to transport Bluetio@wommunications at
different layers of the Bluetooth protocol stacke Wtroduce rcpipe and
I2pipe, which can successfully transport RFCOMM ah@CAP
communications successfully. A proof-of-conceptliegion was then
developed to offer the functions of the Serviceabadée Component. We
end the chapter with a discussion on some issuaiperg to lower layers

that need to be considered.
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5.1 Introduction

In Chapter 3, two approaches were proposed for&lag masquerading and service
proxying. In Chapter 4, various designs for BlueiSp@re introduced within a
framework of different components. In this chapteese designs are implemented
and a number of applications are written so amwestigate the feasibility of the

proposals and designs.

The first part of this chapter looks at implemeiotasg for the Transport Component in
a layered approach that matches the different $ageéthe Bluetooth protocol stack.
Firstly an attempt is made to implement the masaflieg approach by creating the
Transport Component within the Baseband Layer. Wusld allow for the seamless
spoofing of Bluetooth devices, making BlueSpot ryosainsparent to the user. Next,
an implementation is created within the Bluetootbt@col stack by creating virtual
RFCOMM modules, each one emulating the RFCOMM medul another hotspot,
and doing service proxying. From lessons learnethat attempt the next iteration
was developed as a separate application to tran§#6€OMM and later another

application to transport L2CAP data.

Next, a proof-of-concept application is developedmplement the functions of the
Service Database Component

The chapter concludes with a discussion of somaildetoncerning the core lower

layers.

5.2 Baseband Layer

Each Bluetooth device is allocated a unique 48bit ADDR at time of manufacture
with the assumption being that this is fixed andhanged for the life of the device
(as in the MAC address for a network card). TheeRlath specification does not
provide a way for this address to be changed, lutwéth network cards,
manufacturers have implemented their own vender#peHCI commands for

changing the BD_ADDR. For this change to take eftee module needs to be reset
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in which case a loss in communication between tluetBoth devices occurs as the
clock used to synchronise the hopping sequencesest ras well. This rules out the
option of changing the address for each packetiggested in Chapter 4. As for the
second option, a Bluetooth hotspot would not knoWwatvdevices it should be

impersonating so as to be able to accept a commeitim another device.

When it was found that it was not feasible to cleanige physical address of a
Bluetooth device to be able to spoof another desickfferent approach was looked
at. Instead of spoofing the Bluetooth devices weildispoof or proxy the services
they offered instead. This fits the network paradigell as Bluetooth is a service-
orientated network rather than a device-orientattvork. Rather than attempting to
have the Bluetooth hotspots masquerade as thecsgutavider, they would act as
proxies and would re-advertise the services orhttspot themselves and then, when
necessary, transport the Bluetooth communicatiook @ the original service-

provider.

5.3 RFCOMM Layer — Modified Stack

As RFCOMM is a simple protocol compared to L2ZCAPMiyue of being a stream

based protocol versus a packet-based protocol asidiRCAP, it was the layer that
was first considered to develop a transport apjdioa Though RFCOMM was

designed to emulate RS-232 serial ports, the exterimplemented by BlueZ provides
a socket connection with the semantic type of SOEKREAM, which is the same
type that is used by TCP. As a result, implemenéingpplication transfer data from
a RFCOMM socket across to a TCP socket and viceaveseemed to be
straightforward and why RFCOMM is the logical chwicfor an initial

implementation.

The first approach investigated to provide thisadeg-direction was within the
Bluetooth stack itself. The idea was to providdual RFCOMM protocols running
on top of L2CAP, each being an agent for an RFCOMBtocol running on another
device. Each virtual RFCOMM module would represtre RFCOMM protocol on
the other device and be assigned its own L2CAPeaddiThis address would then be
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used in the service record for the proxyed sersite be re-advertised on that device.
Any data sent to a virtual RFCOMM module would lbansported across the IP
network to a modified RFCOMM module on the rematkesvhere a connection to
the application would be created. This conceptemahstrated in Figure 22. With
respect to the address value the Bluetooth spatidit says that “[a] dynamically
assigned value may be used to support multiple amphtations of a particular

protocol” [5] suggesting that such an approaclhossible.

App App | | App App | | App
3 3
RECOMM

App App | | App
3 : 3

-RFCOMM-| | RFCOMM

| uee

Figure 22: Virtual RFCOMM modules

e |

It was during developing an application to tess thypothesis that it was found that
though such a concept could be implemented, it @voahtail considerable
modifications to the RFCOMM module within the ketnigernel level development
is a slow process compared to user-space prograganith is problematic to debug as
it is running in kernel space and usually doesrdteh terminal output. A less
complicated approach would not have to modify theeBoth stack itself but use the
RFCOMM protocol and develop a user space prograrotmect two RFCOMM
ports on different devices together. This led ®dlevelopment of rcpipe.

5.4 RFCOMM Layer — RCPIPE

Rcpipe was the first transport application writtéar this project that actually
transports Bluetooth communication across an IRvort The initial design was
influenced by the desire of getting an end-to-eest twworking quickly so as to
demonstrate the concept of a transporting applicatias indeed possible. The name

rcpipe is a combination of the names of the twaymms that it is based orgtest

- 66 -



Chapter 5: Investigation of a Prototype Hotspot

and datpipe. Rctest is a testing utility provided by BlueZ whiis used to test
RFCOMM connections within a BlueZ setup. Datapigeai simple TCP socket
redirection application that can be found in vasiearsions on the internet [47, 48]. It
opens a listening TCP/IP port on the machine ttsning on (intermediate) which in
turn connects to a port on a remote machine (s®&raod forwards any data received

on the local port to the remote port as shown gufé 23 (a).

a) Datapipe b) rcpipe
remote local

intermediate service

Figure 23: datapipe versus rcpipe

The core part of datapipe was a single select ifmctall which performs
“synchronous I/O multiplexing” [49] by watching thepecified file descriptors for
any change of state and then copying across tleefidah one socket to another thus
forwarding the data. This is very similar in concép what was required facpipe
except that rather then there just being one iredrate node; there are two: a local
and remote, as shown in Figure 23 (b).

5.4.1Initial Investigation

To simplify the development of rcpipe, communicatichannels were initially
stipulated on both ends and the two hotspots wenégured with the IP address of
the other hotspot and the BD_ADDR of the Bluetodélvice that is near them. For
example (shown in Figure 24) Hotspot X would befigured with Hotspot Y’s IP
address and the Bluetooth B address and Hotspaitdwe configured with Hotspot
X’s IP address and the BD _ADDR of Bluetooth Devide This meant that a
connection could be made from either of the hotspdt connection made by
Bluetooth Device A to a port on Hotspot X would foewarded via Hotspot Y to a

port on Bluetooth Device B and vice-versa.
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Figure 24: rcpipe communication framework (Initial Investigation)

The operation of rcpipe is shown in detail by thewthart in Figure 25. The
application could be started in either a clientserver mode. The client/server
terminology referred to the IP networking side loé application and only decided if
the application would open a network port and @ita connection from a client, or

if it would make a connection to a server.

Once the network connection is made the applicatiom longer have a server or
client role, but have equivalent roles. Both amilans will then create a RFCOMM
socket with the channel number given on the comnfimedand will listen on these
channels and the open network connection. Whenuat&bth device connects to
BlueSpot that hotspot will accept the connectiod send a short message to the other
hotspot via the network connection. This messadieates to the hotspot that there is
incoming data and that it should make the outgd®COMM connection to the
Bluetooth device.
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Figure 25: RCPIPE Application flowchart

Both hotspots will then enter a “piping” stage whédroth the RFCOMM and TCP
sockets are monitored for incoming data, i.e. hgidata available to be read in the
socket buffer. Data received from the TCP sockediped to the RFCOMM socket
and vice-versa. This will continue to be repeatatll the RFCOMM connection is

closed, which in turn closes the TCP socket ant bpplications exit.

5.4.2Final Implementation

Though this approach initially seems acceptablénitg a bi-directional connection
does not match the concept of a proxy for whichaneeaiming. A better approach is

shown in Figure 26 below and was implemented. Tded is less cluttered than the
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previous design shown in Figure 24. The reasonhigrthat the connection can only
be initiated in one direction and that is in theediion of the service-provider. In
addition, you will notice that we now use the ldeahote terminology introduced in
the proposal for the Bluetooth hotspots in Chapter

Service
Provider
aa:bb:cc:00:00:02
L’ ch:2
S “RFCO
7
RFCOMM ™~ _ . -7 RFCOMM
K e
hs Remote s Local
y.hotspot

Figure 26: rcpipe communication framework (Final Implementation)

Depending on what hotspot rcpipe is running on, ohé¢he two roles it performs
needs to be chosen at start-up. On the hotspobyeéarthe service provider rcpipe
would be started with the-local switch giving the Bluetooth address of the
service provider. It would also in most cases beesgary to specify the RCOMM
channel that the service is running on by using-the channel option, as the
default is 10. In order that remote hotspots ate bconnect to the local hotspot, the
hostname or IP address of the local hotspot neetie fgiven when theremote
switch is used to select the remote mode. Oncendpgai-rc_channel option is
used to specify a RFCOMM channel though in this endds the channel that the
remote would listen on for a connection and wouldeatise in the service record.
The option--inet_port can also be used to specify the TCP port the loatspot
will be listening too. The RFCOMM and TCP ports Wwbusually be chosen by the

distributed service database and be unique for saciice that is proxyed.
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Figure 27: RCPIPE flowchart

When rcpipe is started all the parameters givenpdaeed into a common data
structure called pipe, which is shown below in Feg28. Not all the variables are
used in both modes with the Bluetooth address amigoneeded in remote mode and
the IP host in the local mode. Once all the comnmlar@switches are dealt with the
application either calls themode_localor mode_remotdunctions depending on the
role picked.
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struct pipe_settings {

char *bt_addr; // Bluetooth address
uint8_trc_channel, /I RFCOMM channel
int inet_port; /I TCP port

struct hostent *server_inet; /I IP host

Figure 28: Structure for the different settings ofthe tunneling pipe

The function mode_localfirst calls inet_listen with the TCP port number. This
function creates a TCP socket, binds it to themgipert number, sets it to listen and
returns a handle to this listening socket. Theiappbn then enters a continuous loop
that starts with it blocking on the TCP socket wgjtfor another rcpipe to connect to
it. The accept system call returns a handle torasteket which is now the connected
socket. Therfcomm_connectfunction is now called with the BD_ADDR and
RFCOMM channel number of the service provider aad/ises being advertised
respectively. When a handle to the connected RFCOB&dket is returned by
rfcomm_connecit and the newly created TCP socket are passéietdcomm_pipe
function. This function performs the essential rotethe application, that being
transferring the data from one type of socket totlaer, and is expanded on further
below. After therfcomm_pipefunction is finished the newly created TCP socked
RFCOMM socket are closed so that another devicetlvarefore make a connection
and once again the application blocks waiting faosther TCP connection.

mode_remotdunction acts similarly to thenode_localfunction except that the TCP
and RFCOMM sockets are swapped around. The fundiaris off with a call to
rfcomm_listenfunction which returns a handle to a RFCOMM sockétich is
listening on the given channel number. It will thso enter a continuous loop where
it waits for a Bluetooth device to connect to tiRECOMM channel. When a
connection is made, it is accepted and a TCP ceioneis made to the local hotspot
by theinet_connectfunction, which returns a handle to this sockes. Fefore, the
rfcomm_pipefunction is called with these newly connected RIMD and TCP
connections. Once the piping is finished for thatrection the relevant sockets are

closed and the application will then wait for aretRFCOMM connection.
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The rfcomm_pipefunction is the central part of the rcpipe apgima but is

conceptually quite simple as demonstrated by apstipf pseudo code in Figure 29.
It performs the task of transferring the data frtta RFCOMM socket to the TCP
socket and visa-versa and thus transports the d@itretdata across the network. It
uses theselectsystem call to await the arrival of data from eitthe RFCOMM or

TCP socket. Data received on one socket is readantemporary buffer and then
written out to the other socket. This is repeatatl wither one of the sockets are
closed, detected by a socket being marked reatiableero bytes being read, or by an
error in the reading or writing of data, when tbiscurs the function returns to the

function that called it, eithenode_locabr mode_remotéunctions.

while (not end loop) {
select on RFCOMM and TCP sockets
//blocks till either socket becomes readable
check which socket is readable
read from that socket to buffer
write buffer to other socket

if socket is closed then end loop

Figure 29: Pseudo code affcomm_pipefunction from rcpipe

To set up the transport applications to match whahown in Figure 26 the following

commands would be run;

On the local hotspot (closest to service-provider):
rcpipe --local aa:bb:cc:00:00:02 —rc_channel 2 --p ort 5555

On the remote hotspot:

rcpipe —remote y.hotspot --port 5555 —rc_channel 5

5.5 L2CAP Layer

The next step in the project after the success wifhipe was to develop an
application that was similar in function but traogpd L2CAP communication
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instead. As L2CAP is a multiplexer of higher prails; including RFCOMM, being
able to transport communication at this level wolbévaluable contribution to the
project. Thus a transporting application called ig2p that handles L2CAP

communication was developed.

Since BlueZ uses a consistent APl design betwedglifférent protocol layers, by
using sockets, 12pipe is based on rcpipe and tHeAR2 testing application, [2test,
provided by BlueZ. This meant that there was adbtcode re-use from rcpipe

speeding up application development.

There is not much difference between the two trarisppplications |2pipe and
rcpipe, and both operate very similarly to eacheotexcept that 12pipe uses the
terminology PSM’s rather than channel numbers aseaseen in Figure 30. I2pipe is
started in the local mode on the hotspot closeshéoservice-provider and in the
remote mode on other hotspots. When a Bluetootlicedezonnects to a PSM that
[2pipe is listening to on the remote hotspot a TédAnection is made to the local
hotspot via the IP network. Any further data reeeivwn that PSM is then forwarded
onto the local hotspot across the TCP connectiohethe [2pipe on the local
hotspot detects a TCP connection to it, it will man L2CAP connection to the
service-provider and then forward any data recewedhe TCP connection to the
newly created L2CAP connection thus completingrthge. One notable change from
rcpipe is that L2ZCAP has an adjustable Maximum 3n@ission Unit (MTU). This

MTU is the largest “packet” size L2ZCAP can transaritl can range from a minimum
of 48 bytes to a maximum of 65,535 bytes. Some tBhté services define a required

MTU. The MTU is set for incoming and outgoing cootiens separately.
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Figure 30: I2pipe communication framework

Since [2pipe functions very similarly to rcpipedtsection should be read with the
implementation section for rcpipe before. L2pipestarted the same way as rcpipe
except rather than specifying an RFCOMM channdisten or connect to, the PSM
of the service is given by using thgpsm option. The common data structure
pipe_settingwas extended for [2pipe. It was renani2dpipe_settinggnd is shown
in Figure 31.

struct 12_pipe_settings {
char *bt_addr;
uintl6_t psm;
int inet_port;
struct hostent *server_inet;

struct 12_options options;

Figure 31: Data structure of settings for L2ZCAP pige used by 12pipe

Besides the small change of renamiagchannelto psm a new structure (Figure 32)
is included to store the different options that ¢censet on an L2CAP connection.
Presently only the incoming and outgoing MTU’s atered, given by the-imtu

and--omtu options respectively.
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struct 12_options {
intimtu;  // incoming MTU
intomtu;  // outgoing MTU

Figure 32: Data structure for L2ZCAP connection optons

The application will then operate in the same wayr@ipe except using L2CAP
sockets rather than RFCOMM sockets.

5.6 Service Discovery Component

As a proof-of-concept to the design for the Servigscovery Component an
application was developed and written called Chstied Service Database (DSDB)
Daemon with the filename of dsdbd. It was calledtfibuted” as multiple DSDB'’s
would be able connect to each other in a peer-¢év-petwork and pass between them
the different services that are detected by edobrofhe application was written as a

daemon which runs in the background and is comnatgucwith via a TCP socket.

DSDB can be started in either a server or cliendends a server the application
opens a TCP port and waits for connections wheasasclient the application would
actively make a connection to another DSDB givenhibsstname on the command-
line. Once two or more DSDBs are connected to eeitier the rest of the

communication executed in a command and respores-tp-peer manner. The
DSDBs do not search for Bluetooth devices but atfied by the Management

Component when a device is within range, and agd&ien it no longer contactable.
This is to simplify the design and to keep operaloboundaries between the
different BlueSpot components.

The DSDB was implemented so interacting with it ldobe simple and straight
forward. By using a TCP socket for control alloves both applications running on
the same machine, such as the Management Compaahigpplications running on
other machines, such as other DSDB’s, a singlet dimccess. Control is done by
plain text commands each one handled by a sep#&watdion within the code

allowing for the easy extension of new commands.
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Once the DSDB are successfully connected to eallr dhe connecting DSDB
requests a list of available services to be trariedoby sending theendservice
command. When a DSDB receives this command it Bearwithin it internal local
database of services and for each one it will st@rtrelevant transport application (in
local mode) on the local machine. It will also retan ‘addservicé command to the
requeting DSDB, which contains the service namiye, the hostname of the DSDB
and the port that the transport application is nugion.

When a DSDB receives thadservicecommand it will start the relevant transport
application (in remote mode) using the hostname pmd number given by the
command. It will then add the service to the hotspSDP server At this point the
service could be found by another Bluetooth dewod used by connecting to the

transport application that been started and isréidee in the service record.

At this point the concept has been proved, buh&rrtvork would be needed to make

it a complete system.

5.7 Lower Layer Considerations

5.7.1Role Switch

As discussed in Chapter 2, a Bluetooth piconetahasster and a number (up to 7) of
slave devices that are connected to the mastern@mmation at the physical layer in
the piconet is controlled by the master devicea@hdommunication is between it and
a slave device. L2CAP was defined so that it g®seger this master-slave
relationship and logical connections are simplygegioint-to-point between devices
in a piconet. In order for the hotspot to be ablet¢cept connections from multiple
devices it needs to be a master, and to do thidrémesport application needs to

perform a role switch when communication is ing@i{see section 2.5.2).

To set the relevant link mode option on the Blu#t@ocket before setting it to listen.
Enabling theRFCOMM_LM_MASTER L2CAP_LM_MASTERwitchs on the link
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mode of a RFCOMM or L2CAP socket respectively, nsetiiat the device will ask to

become the master when a connection request comes i

5.7.2Security Limitations

Even though security was scoped out of this prpjbetre are a couple of issues that
should be pointed out. No security was implemeritedhe various applications
developed for the Service Discovery Component arahgport Components and in
fact, Bluetooth Security Mode 1 needed to be atgtvao prevent Bluetooth devices
from actively seeking to authenticate. There are aneas that need to be considered
to secure the communication between two Bluetoethcgs using BlueSpot: first the
communication between different hotspots and sdgahé communication between

a Bluetooth device and a hotspot as shown in Fig@re

Bluetooth
Device

Bluetooth
Device

? ?

pd

Hotspot €

Bluetooth\*\_\ Lz’/BIuetooth

\ 4

Hotspot
IP

Figure 33: Securing communication channels

Securing the IP communications between differemgpuis is trivial and a number of
different solutions could be considered [44]:
» Placing all the hotspots in their own private natwsuch as a Virtual Private
Network (VPN) [50] using IPsec [51].
» Setting up secure tunnels between the hotspotg &8H [52] or TLS [53]
without modifying the applications.
* Adding a cryptographic library, such as Cryptlid[®r OpenSSL [55], to the

applications to create secure communication chanfid]

On the other hand, securing the communication feohto-end is less trivial. This is

due to the fact that the secret key is not exchawlgeing authentication but rather a
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challenge-response with a random number is perfdrioecalculate if both devices
know the same secret key (see section 2.8.2). Eys kn Figure 33 show how a
hotspot does not know the secret key and therefoneable to pass it on to another
hotspot for it to make the outgoing connection.ofusion for this would needed to be
investigated with and study of man-in-the-middle aelay attacks such as [55] might

lead to a possible solution

5.8 Summary

The first part of this chapter investigated the lenpentation of the Transport
Component at different layers of the Bluetooth @cot stack. Initially an
implementation at the Baseband Layer was considiémving the masquerading
approach introduced in Chapter 3. Because of theeaf Bluetooth communication
and how the hopping sequence is reliant on bothBibeADDR and clock of the
Master device it proved not feasible to spoof otBaretooth devices by simply
changing the BD_ADDR of the hotspot. Due to thisg $econd approach of proxying
the services only was looked at, which fits thevieerorientated network paradigm of
Bluetooth.

The RFCOMM protocol was the first protocol inveatied to be transported due to it
being a simple protocol and having the same saaketection type as TCP which it
was to be transported over. The first approach twaprovide virtual RFCOMM

modules, each being an agent for an RFCOMM protogahing on another device,
by attempting to modify the BlueZ Bluetooth protbstack itself. During the difficult

development of these kernel modifications it wasnfib that a much simpler solution
could be provided by writing a user-space applocatwhich was done and called

rcpipe.

Rcpipe uses code both from the rctest applicatroniged by BlueZ and datapipe, a
simple TCP socket redirection application. Afterimitial test development was done
a final implementation was completed that allowedthe RFCOMM services to be

transported across the IP network. RFCOMM data wed sent to a local rcpipe
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application was buffered between the RCOMM and Tsoekets and finally an

RFCOMM connection was made from a hotspot to thecdeoffering the service.

After the success of the rcpipe application theestigation turned to the L2CAP
protocol. Another application, called I2pipe, wasveloped to transport L2CAP
communications. Since L2CAP is a multiplexer of Hag protocols such as
RFCOMM, being able to transport at this level woblel a valuable contribution.
Because of the consistent BlueZ API this was madeeas concepts and code could

be reused from rcpipe with minor additions suchaligng into account MTU sizes.

The second part of this chapter then looked airtipfementation of the Distributed
Service Database (DSDB) Daemon as a proof-of-cantmp Service Discovery
Component.

Finally, the chapter concluded with a discussiornssties with the core lower layers

that needed to be considered, such as master/slveswitch and security of the

Bluetooth communication.
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Chapter 6:

RESULTS AND DISCUSSION

This chapter will look at our experiences we haad tvith BlueSpot an
the applications that encompass it. We look at dffectiveness of the
various programs under “real-world” conditions. Weprovide
performance results on the communications via tipegpcompared t
communications directly between Bluetooth devivés.then investigat
what protocols and services can be transported gu8fueSpot. Finall

we look at some scalability issues and possiblgtisols.
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6.1 Introduction

In this chapter we discuss the results of a nuronbexperiments that were performed
to ascertain the effectiveness and feasibility hfelBpot for extending the reach of a
Bluetooth network. The chapter is divided up intwree main sections, each

considering a different layer of the system.

The first section deals with the bottom layer o thystem, the network and data
carrying layer of the Transport Component. A nundfexperiments were performed
to test the impact of the throughput and latencyhenBluetooth communications that
are carried by the Transport Component applications

The second section discusses the protocols anccajpmh layers of the system. The
different protocols, profiles and services that available were investigated and a
variety of test were performed to determine whatvises can be handled by
BlueSpot.

The final section is an assessment of the scahalskues that affect BlueSpot. The
limitation in RFCOMM channel numbers and how seggican be advertised to users
are discussed.

6.2 Throughput Testing

In order to ascertain if the transporting applocas affect the bandwidth of the
communication channels a number of throughput test® performed. To test the

throughput, the protocol testing applications pded by BlueZ were used.

6.2.1Testing Applications

The BlueZ suite provides two applications, [2tesdl actest to perform a number of
tests on the L2ZCAP and RFCOMM protocols respectiv@b perform a test the
application is run on two different computers wiluetooth connectivity. On one

computer the application is placed into a listeningde and waits for a connection
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from another device. On the other computer theiegbn is told to connect to the
listing computer, and then creates “chunks” of diduat are then sent across the
Bluetooth network to the listening application. Thistening application then
calculates throughput.

Before testing, the [2test application that caméh\BlueZ was modified slightly. The
first few bytes of each L2CAP packet that [2testtsepresented a sequence number
and packet length. On the receiving |2test, eadkgiawas checked for length and
sequence. Since this test measured the bare thpoughdata it was unnecessary for
the application to perform this test on each paeket affect the results by increasing
the duration time artificially. In the rctest aggation provided by BlueZ these checks
were already commented out. Therefore checks wenemented out of the [2test

source code and the application was recompilethige tests.

Each program sends a packet of data to the regeapplication. In the case of 12test,
these packets of data were made to fit inside glesih2CAP packet to maximise
performance. In RFCOMM, since it is stream baskd, was not an issue. Programs
were set up to read a larger amount of data thanseat. This was to allow the data
to fit into a TCP packet for best networking pemi@nce while having sufficient

duration to give realistic results.

6.2.2Device Setup

Four Bluetooth devices are required to test theeBpot system. All four “devices”

are computers running BlueZ on a Linux system Wi8B Bluetooth dongles and are
shown in Table 3. Two of the computers act as Bhoit device A and B and are not
running any BlueSpot software. The other two corapuare running the BlueSpot

applications and act as hotspots.
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Table 3: Bluetooth devices used in the Throughpuiests

Device Operating System Bluetooth Modules
Device A Ubuntu 5.10 Gigabyte

Device B Ubuntu 5.10 D-Link BT-120
Hotspot X Gentoo D-Link BT-120
Hotspot Y Gentoo D-Link BT-120

On all four devices Inquiry Scan was disabled anBluetooth module to prevent the
module from entering the Inquiry Scan state andeesbly affecting the throughput
results. Throughput is less when Inquiry Scan &bérd since the module would stop
sending and receiving data to enter the Inquiryn&tate. The modules were also set

to stay as master devices and role-switch if n@cgss

6.2.3Tests Setup

To test the effect of the transport applications tbe throughput of Bluetooth
communications throughput on a direct connectiotwéen two Bluetooth devices,
and a connection that uses the Bluetooth hotspetshawn in Figure 34, was

comapred.

1. Direct 2. Pipe

Device | _____ Device Device Device
A B A B

\
\ 4
\ 7/

\ll Hotspot Hotspot |,”

X Y

Figure 34: Throughput test setup
Direct: Device A connects directly to Device B using B@h communication.
Pipe: Two Bluetooth hotspots are connected togethearmyP network. Device A

sends data to Hotspot X which transports it actbeslP network to Hotspot Y that

then sends the data on to Device B.
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6.2.4Theoretical Maximum Throughput

The theoretical maximum throughput of a Bluetoatik is dependent on what type
and size ACL packet is used, which is chosen byBhseband depending on the
characteristics of the link it detects. The besgiae performance is obtained when a
DH5 packet is used in an asymmetric channel wiforavard throughput of 723.2
kilobits/sec as seen in Table 4. This equates twetBbth having a theoretical
maximum throughput of 90.4 kilobytes/sec when therao interference. This does
not take into account any control messages or pobteeaders which would decrease

the throughput in a real-world situation.

Table 4: ACL Packet throughput
The highlighted row shows the maximum Basebandutjinput in a single direction [5]

Payload  User Symmetric Asymmetric
Type  Header Payload FEC CRC Max. Rate Max. Rat
(bytes)  (bytes) (Kbits/s) (Kbits/s)
Forward Reverse

DM1 |1 0-17 2/3 yes 108.8 108.8 108.8
DH1 1 0-27 No yes 172.8 172.8 172.8
DM3 2 0-121 2/3 yes 258.1 387.2 54.4
DH3 2 0-183 No yes 390.4 585.6 86.4
DM5 2 0-224 2/3 yes 286.7 477.8 36.3
DH5 2 0-339 | no yes 433.9 723.2 57.6
AUX1 |1 0-29 no no 185.6 185.6 185.6
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6.2.5L2CAP

First the transporting of the L2CAP protocol wastéd by using the written 12pipe
and the supplied I2test applications.

6.2.5.1 Direct

Figure 35 shows the graph of five independent tefstise throughput measured when
the devices communicated directly with the last fflaswing the average of the five
tests. As can be seen the results are extremelsistent with an average of 85.7
kilobytes/sec, which is 95% of the theoretical nnauim.

6.2.5.2 Pipe

The results for the throughput test where the agsveommunicated via the hotspots
are shown in Figure 36. The average for this teghé same as the average for a
direct connection with the individual results shogvivery small deviations. The
results are understandably more variable than ihectdconnection due to the

increased complexities of completing the connection
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test2 test3 test4 tests 1 Average

Figure 35: Throughput for direct L2ZCAP connection

test2 test3 test4 tests 1 Awerage

Figure 36: Throughput of transported L2CAP connecton
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6.2.6RFCOMM

The tests were then repeated using rctest to e@stdpipe affected throughput.

6.2.6.1 Direct

First off the direct connection was tested andrdsailts graphed in Figure 37. Five
independent tests were performed and the averdgdatad. The average throughput
is 78.1 kilobytes/sec, which is almost 9% less thiha above tested L2CAP
throughput.

6.2.6.2 Pipe

The test was repeated using the hotspots and #ragevthroughput calculated. It was
noted that there was more variance in results astoiing five tests as shown in
Figure 38. This is most likely due to RFCOMM beiagstream based protocol
transported by TCP, a packet based protocol, andhhnce that the end of a “chunk”
of data is placed in a separate TCP packet andstigitly delaying the completion of
the “chunk” of data. The average was calculateddeto/1.6 kilobytes/sec, which is

91.6% of a direct connection.
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Figure 37: Throughput of a direct RFCOMM connection
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Figure 38: Throughput of a transported RFCOMM connection
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6.2.7Throughput Comparisons

In Figure 39 the averages of the throughput tastgephed alongside the theoretical
maximum throughput. As the tests have demonstrateddecreases in throughput
caused by transporting the Bluetooth communicagicnoss an IP network using the

developed I2pipe and rcpipe is almost non-existerthe L2CAP case and within

10% for the RFCOMM case.
78.1
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Figure 39: Comparison of throughput averages

6.3 Latency

While testing the throughput of the transport aggilons a noticeable delay was
observed when communicating using the transpotticgbions. This is caused by the
lag between creating a Bluetooth connection ancttbating of the TCP connection
and to a lesser degree by the copying and buffdratgeen the different sockets on
either end. To measure latency the BlueZ testimgi@giions, rctest and 12test, were
used. The programs were set up to send a singlkepakbhe time from starting the

application until the data is received on the otka&te was measured using a
stopwatch. The experiment was repeated five timdglae averages are shown in
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Table 5 and Table 6 with the differences betweelirect connection and one using

the relevant transport application.

Table 5: Latency test for 12pipe

Delay (sec) % increase

direct 3.724
[2pipe 4.984
Difference 1.26 33.8%

Delay (sec) % increase

Table 6: Latency test for r2pipe

direct 3.690
rcpipe 4.966
Difference 1.276 34.6 %

The tests showed that the transport applicatiocrease the delay by approximately 1
Y, seconds (~34%). As most connection would be Iotlten 5 seconds, this delay

would not be very noticeable to the average user.

6.4 Bluetooth Services

In the previous section we looked at the perforreanbaracteristics of the two

transport applications and showed not only thainecotions could be made but that
they were comparable to direct connections. Usersmore interested in applications
and what services are available, and therefore eeel o consider what services are

supported by BlueSpot.

Bluetooth services can use a variety of protocals tfansport. In Figure 40 a
hierarchy of some of the Bluetooth protocols arewsthy with the protocols that have
transport applications written for them highlightedamely 12pipe and rcpipe.
Because of the hierarchy of protocols, if we arke d@b transport one protocol, we
should be able to transport any protocol that setia it. Therefore, since we have
transport applications for L2ZCAP and RFCOMM, wedddoe able to also transport
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OBEX and BNEP respectively. By examining at thegdaan it would seem that we
should also be able to transport telephone contnatl,unfortunately this is not the
case since telephone control also has a depenadgney SCO channel to carry the
voice communication for which we do not have agport application.

[ Radio }
I
s : R I
ACL (Data) [ SCO (Audio) }
N\ J T
| |
1
L2CAP :
L (I2pipe) |
| 1
I I :
Ve N
RFCOMM BNEP Telephony Control
(rcpipe)
S l J U | ~
Ve DY p
OBEX Ethernet
g J

Figure 40: Bluetooth Protocol Hierarchy
Transport applications are shown for protocols #nattransported

There are over 40 different Bluetooth profiles eutly defined [57], some defining

multiple services and to test all of them wouldetadn unnecessarily long time.
However, using the fact that the profiles are defim a hierarchical manner and are
further grouped together, a number of servicesdccbel picked which would give a

representative sample. There are three Bluetoattoqwls that can use the BlueSpot
transport applications, BNEP, RFCOMM and OBEX, @ansin Figure 40. From each

of these three protocols a service was chosen,rsitowable 7, to test if the protocol

still works while being transported using the Baah hotspots. An application to

transport a simple string using the transport a@ppilbns was first used to show that
data could be passed by BlueSpot.
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Table 7: Protocols tested and the service used test them

Protocol tested Transport Application  Service used to test
BNEP [2pipe PAN User
RFCOMM rcpipe Dialup Networking
OBEX rcpipe OBEX Object Push

An informal survey was taken amongst the Bluetai#hices available in the lab to
see if the chosen services were a good representatiavailable services on actual
devices. The three services are highlighted in &&bbnd as can be seen are well

represented.

Table 8: Examples of services advertised

Nokia Nokia iPAQ @ iPAQ

Device Type Protocol _

6600 6230i h4150 h6340
Fax 0x1111| RFCOMM | *
Generic Telephony 0x1204 * *
Dialup Networking 0x1103| RFCOMM * * * *
Generic Networking 0x1201 * *
Serial Port 0x1101| RFCOMM * * * *
OBEX File Transfer 0x1106| OBEX * * * *
OBEX Object Push 0x1105| OBEX * * * *
Handfree Audio Gateway| 0x111f | RFCOMM| * * *
Generic Audio 0x1203| RFCOMM * * *
PAN Group Network 0x1117| BNEP * *
PAN User 0x1115| BNEP * *
Headset Audio Gateway | 0x1112| RFCOMM * *
SIM Access 0x112d| RFCOMM *
SyncML Client RFCOMM *

6.4.1Test platforms

The platform used to test the transport applicatibttansporting various services was
the same as that used to test the performance wéSBbt. Two hotspots are

connected together by an IP network as shown inrEigl. Device A sends data to
Hotspot X which then transports it across the IRBvoek to Hotspot Y that then sends

the data on to Device B.
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Device Device
A B

‘.| Hotspot Hotspot

~

X Y

Figure 41: Test Platform

For some of the tests above an alternative teglimiform was used that consisted of
only two computers and two Bluetooth dongles, va#th computer playing a dual-
role of both a hotspot and a Bluetooth device shmwFigure 42.

Computer B

Computer A

Device
B

Device

A Bluetooth

Hotspot ' -, Hotspot
A B

; N ?

Figure 42: Alternative test platform

Device A connects to Hotspot B via Bluetooth, eithea L2CAP or RFCOMM
depending on the test. Hotspot B will then transpioe Bluetooth data across the IP
network to Hotspot A which will then connect to Dm B to complete the
connection. Notice that Device A and Hotspot A i@ same computer, and share a
single Bluetooth dongle. This is possible as theyea single baseband ACL
connection between the two machines which is ableltiplex the two Bluetooth
communications that are going in opposite direcioNote that this test only
considers whether a service can be transportecused successfully and not at the
performance characteristics since the module iseshby two applications and the

throughput would be halved.
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6.4.2Protocols and Services Tested

6.4.2.1 L2CAP and RFCOMM “Hello, World!” examples

Though the performance tests above proved thaa#t possible to send data across
the network, it needs to be checked that the daitaglpasses is readable on receipt.
Thus two simple server-client applications weretten for testing this in L2ZCAP and
RFCOMM. The server application opens the relevdne®oth socket and waits for a
connection from the client, which when started @mts to the server and passes a
“Hello, world!” message which the server then dissl In both case the message
“Hello, world!” was outputted by the server apptioa demonstrating that the data

was passed correctly between the hotspots fosimple case.

6.4.2.2 Bluetooth Network Encapsulation Protocol — PAN User

The PAN User (PANU) service was chosen to test el a BNEP connection can
be transported. PANU Service allows two PANU dewittecommunicate directly via
a point-to-point connection. For this test the fdawices are the same four computers
used for the throughput tests shown in Table 3nggiand, an application included
with BlueZ it was possible to set up a BNEP conioecbetween Device A and
Device B. This created a virtual network driver e@sch device called bnepO which
was then assigned an IP address. Once the IP addassassigned it was possible for
either device to ping the other. An SSH tunnel wWen setup across this BNEP
connection (which itself was being transported Ryyipe) over which websites were

viewable.

6.4.2.3 RFCOMM Protocol - Dial-Up Networking

The Dial-Up Networking (DUN) [58] service allowscamputing device (such as a
PDA or laptop) to connect to a telephone networkngisthe service of a
communication device (such as a modem or cellul@np). DUN profile is part of
the group of profiles that use the facilities pdmd by the Serial Profile, which in turn
uses the RFCOMM protocol. Therefore the transpoplieation that must be used is
rcpipe. A service record is also added for the DB&tvice using sdptool so a
Bluetooth device can establish which RFCOMM chano&onnect too.

-905 -



Chapter 6: Results and Discussion

For this test the computing device was an iPAQ B4PDA (Device A) and the

communication device was a Nokia 6600 phone (DeBicwith a GPRS connection.
The PDA was able to connect to the phone via thesport application and is able
from there to connect to the Internet. This wasetkdy visiting a webpage which

downloaded successfully.

6.4.2.4 OBEX Protocol- OBEX Object Push

OBEX is a binary protocol that allows for the exepa of data between an number of
devices, simply and spontaneously, and was disdussehapter 2. To test the OBEX
protocol the OBEX Object Push service was chosdBEX uses the RFCOMM

protocol so once again the rcpipe transport apjdicas used.

The device used in this test was a Nokia 6600 pkdneh would send a picture to an
iPAQ h4150 PDA. The phone was able to successfahd pictures (JPEG files) to
the PDA multiple times.

6.4.3Protocols Not Tested

6.4.3.1 Audio-based profiles

No tests were done for services that required ahoachannel. As was mentioned
before, SCO audio is out of the scope of this mtopnd there are no transport
applications written to carry SCO/audio data. Thasvices such as headset/hands-
free as well as the Telephone Control Protocol dbgsefiles were not tested. This
proved to be a good decision since there is ovee@nd latency added to the
Bluetooth connections by the transport applicatidine ITU-T® recommendations on
one-way voice communication delays [59] states taaything over 400ms is

unacceptable.

6.4.3.2 Human Interface Device

The Human Interface Device (HID) specification [6&ljows peripherals such as
keyboards, mice, game controllers, bar scannerstad interface devices to connect

to a computing device wirelessly. Bluetooth HID siiee USB HID specification [61,

3 ITU Telecommunication Standardization Sector
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62] to leverage already existing support and dsifer devices and explains how to
implement it over a Bluetooth connection. As extegdhe range of an HID device is
impractical from a usability perspective, transpaytthe HID protocol was not

considered.

6.4.3.3 Audio/Video Transport Protocols

The Audio/Video Control Transport Protocol (AVCTH3] and the Audio/Video
Distribution Transport Protocol (AVDTP) [64] arepair of protocols that manage and
transport audio/video data. The AVCTP allows fa #xchange of messages used to
control multimedia device over a point-to-point nention whereas ACDTP
facilitates the streaming of multimedia over Blugtoand is based on the Real-time
Transport Protocol (RTP) [65]. There was no har@wsupporting these protocols
available for tests and in fact the authors have aoone across any devices that

support either of these protocols at this time.

6.4.4Analysis of Protocol Results

In the above tests the two transport applicatioesevtested to see what protocols they
were able to transport and therefore what serwicasdd be candidates for proxying
across the network. First, two simple client-serapplications that sent the text
“Hello, World!” were used to show that data could passed correctly and in the

correct byte order as there was no garbage outptiteoother side.

Since our own protocols worked, attention was tihemed to Bluetooth’s own
protocols. If we consider Bluetooth’s profiles iflgire 43 we can see that there are
three layers of profiles each on building on thee dmelow. As noted in the
introduction, it would take a very long time tottesch and every profile and all its
service combinations so a service from each prgfieeip was chosen. Since they all
have similar requirements (by requiring the samsebprofile), if one works, the
others should work as well. The three services emagere the PANU service from
the Personal Area Network Profile which uses théeEBNorotocol, the DUN service
from the Dial-Up Networking Profile which uses tRECOMM protocol and OPUSH
Service of the Object Push Profile which uses tiB&ER Protocol. PANU tested the
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transport of L2CAP communications by 12pipe and DENd OPUSH tested the

transporting of RFCOMM communications by rcpipe.

General Access Profile

Service Discovery :
TCS-BIN-based Profiles
Ceellzsz Intercom Profile
Telephony Profile

Personal Area
Network Profile
Serial Port Profile
Dial-up Networking EGerrllerlc Olflefq;[
Profile xchange Profile
File Transfer Profile
Fax Profile

Object Push Profile
LAN Access Profile
Synchronisation
Headset Profile Profile

Figure 43: Bluetooth Profiles hierarchy showing serices tested

Through our tests we have shown that a number mices are capable of being
transported across the network, specifically PARMUN and OPUSH, on a broader
scale, most services that use RFCOMM for data p@msshould be transportable,
with the exception of the few services that use SB@nections for audio transport.
With L2CAP communications it was shown that a sfriof characters could be

transported, as well as the BNEP protocol.

6.5 Scalability Assessment

Apart from the networking and services testing doméhe previsions two sections,
issue of scalability also needs to be looked atpassible complications assessed.

6.5.1Channel availability

The availability of channels or PSM numbers avadain each hotspot to be able to
re-advertise all their services that are detectedBlneSpot is a concern. Figure 44
shows a hypothetical situation with three Bluetobibispots and a total of six
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Bluetooth devices. The numbers inside the cir@dgsasent how many services which
device is advertising that can be transported leyhibispot. The numbers inside the
hotspots represent the number of services it detecally (near) and how many it has

to be able to re-advertise from other hotspot9.(far

.H Near: 17|

Far: 15

Near: 9
Far:23 ——— |Near:6

© ®

Figure 44: Channel scarcity

L2CAP uses PSMs to separate different channelsteTaee 32 768 possible PSM
values with only approximately 20 having alreadermelefined. Therefore there is

address space for a number of L2ZCAP channels.

RFCOMM has a limit of 30 channels by specificatidhis will be an issue if there

are many hotspots that are connected togethere IEamsider the survey of services
offered done in section 6.4 listed in Table 8 we #Heat one device has over ten
services, while the device with the lowest numluzdrservices has six. In addition, if
we examine Figure 44 we can see that one hotspatdady proxying 26 services.
That means that all channels could be used umihan device comes within range of

a remote hotspot.

One possible way of dealing with this limitation tis be very selective of which

services are picked up by the Service Discovery @worant. All services that have
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requirements that are not met by the hotspot saale@uiring SCO transport should
by default not be re-advertised. If there are sewithat perform similar functions
then only one should be advertised. For exampldoth OPUSH and OFTP are
offered, then only OPUSH needs to be advertisatliasable to transfer files as well

as other objects.

6.5.2Human Interface and Service ldentification

There are two main scalability issues when it cotoegsers utilising the Bluetooth
hotspots. Due to a hotspot advertising the senot@sultiple devices there should be
a way for a user to be able to identify the origidevice offering the service. One
means for making the different services distingaindé is by including the name of
the device that is offering the service in the \&=¥ Name” field of the SDP record.
Figure 45 shows a screenshot from a PDA runningrddmft Windows Pocket PC
showing how this would look. Two DUN services astdd, one for a device called
“skew” and the other for a device called “twiste@he device “crooked” is also

offering an OFTP service.

Figure 45: Screenshot of Service Selection from aoBket PC
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Figure 45 shows the second scalability issue. Mobévices such as this PDA are
limited in screen size and this limits the numbkeservices that can be shown on the
screen at a single time. This device can only sthoee services at a time and if there
are many more than that it might take the user igevith scroll through all the others
until they get to the service they are looking forlarger Bluetooth hotspot networks
where hundreds of services from multiple devicagddbe advertised it would prove
impracticable for a user to find the service theg/ laoking for. A number of possible
solutions have been thought about such as thecgebDatabase Component filtering
out services that the requesting device does nppat and not sending them.
Dividing up the services into different groups aplhcing those groups into a
hierarchical tree as discussed in section 2.1@B8d2Figure 12 in Chapter 2 is another
possible solution. Possible groupings are all #@ises from a single device, or all

the common services from different devices

6.6 Summary

Throughput testing was performed by using testipglieations provided by the
BlueZ suite. A comparison was performed betweenextBluetooth connection and
a connection that used BlueSpot. The experimentsv sthat there is almost no
difference between throughput when transporting ARCcommunication using
BlueSpot and a direct L2ZCAP connection between Blwetooth devices. With
RFCOMM, there is a less than 10% decrease in timmutg Therefore BlueSpot does
not affect the throughput in an unacceptable wagtehcy on the other hand is
noticeably affected by as much as 1 ¥4 secondsalBéueSpot having to create two

extra TCP connections to transport the data.

Through the tests on various services it was shibvha number of protocols could
be transported by the rcpipe and 12pipe applicatitnwas also determined that most
services that use the RFCOMM protocol would be ablbe transported as well as

some services that use the L2CAP protocol.
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A number of scalability issues were discussed duethe limited number of
RFCOMM channels and possible solutions to this veerggested. L2CAP does not
have such a limited number of PSM numbers with @2800 available. Issues with
human interface due to limited screen size of jetaevices were also considered
and possible solutions discussed
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Chapter 7:
CONCLUSION

In this chapter we discuss our success and linoitatiwith BlueSpot. We
re-examine the research questions posed in Chdpind answers ar

given and discussed. We then make recommendatiohguse work tha

could be investigated.
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7.1 Introduction

This project initially set out to design a systdmattwould allow Bluetooth devices to
take part in the same Piconet even though they war®@f communication range by
providing hotspots and transporting the Bluetoammunication over an IP network
between these hotspots. This was to be done tnamgjyaand seamlessly to the user,
with no difference in user experience whether thveye within range of the device or
using a hotspot. Early in the project it was esshleld that such an idea was not
feasible due to the way Bluetooth devices commuectaising Frequency Hopping
Spread Spectrum and how this pseudo random homgiggence was dependent on
the device’s MAC address and a timing counter whiels reset when its address was

changed. A hotspot would not be able to listeroimultiple devices at a single time.

Bluetooth is a service-based communication systdrarev connections are usually
made to a service offered by a Bluetooth devicherathan just connecting to the
device. Therefore, instead of masquerading deviessparently, an investigation
was done into how to proxy the services offere@ lo\evice across the network.

To allow Bluetooth devices to locate the servicdsegtised by remote devices a
distributed service database was written. This pe@eer based application locates
services on devices within range of itself and #olses them on remote hotspots,
while at the same time advertising services fromate hotspots. It also uses the
transporting applications to set up the pipes betwsotspots allowing for the remote

connections.

7.2 Discussion of successes and limitations

7.2.1Successes

7.2.1.1 Transport Component

The major success of the project was the designmapgmentation of the Transport
Component applications rcpipe and I2pipe. Thesdicgtipns allow for the transfer

- 104 -



Chapter 7: Conclusion

of the two most commonly used Bluetooth protocddCOMM and L2CAP
respectively, across an IP network and are useBlbgSpot to transport Bluetooth

communication between hotspots.

7.2.1.2 Bluetooth services

A representative selection of different servicesemehosen to be tested, the PAN
User service from the Personal Area Network Prafitech uses the BNEP protocols,
the Dial-up Networking service from the Dial-Up Metrking Profile which uses the
RFCOMM protocol and the Object Push service of @igect Push Profile which
uses the OBEX Protocol. By selectively testing ¢heifferent services, each of which
fall within a different layer of Bluetooth’s proés, it was determined that not only
these particular services are capable of beingsp@amted but that others using the
same protocols should also be supported as welkt Bervices that use RFCOMM
for data transport should be transportable, withekception of the few services that
also use SCO connections for audio transport. \WAGAP communications it was
shown that our own L2CAP application was transpmetaas well as the BNEP
protocol.

7.2.2Limitations

7.2.2.1 Service Discovery Component

Only a proof-of-concept was developed for the Senbiscovery Component. For
this project to be rolled-out and be used in a weald situation a number of features
would still need to be implemented in the distrdaliservice database daemon. Also a
Management Component would also need to be writbemanage the BlueSpot

system.

7.2.2.2 Security aspects

Even though security was scoped out of this prpjaatumber of security aspects
were discussed that would needed to be consideredake BlueSpot as secure as
using a Bluetooth device normally. A number of sgjgpns were made on how this

could be tackled and should be considered for éutesearch.
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7.2.2.3 Audio

One of the shortcomings of this project is thalid not investigate the transport of
audio. This was scoped out early in the project tdueot being able to transport at a
low enough layer of the Bluetooth protocol stackitdr, during testing, it became
apparent that this was a correct decision duetend¢y and delay issues making it

infeasible.

7.2.2.4 Scalability

Scalability is an issue due to the limited numbe8@® RFCOMM channels available
per Bluetooth device. This is not a problem withCI&P, which has over 32000
available PSM values. The other issue was thecdlffi a user would have to select
the service they want when there is a large nurabservices being advertised by a

single hotspot. A number of ways for dealing whistwere discussed in section 6.5.

7.3 Research Questions Revisited

In section 1.3 we posed the main research questtunh this project set out to

answer.
Can Bluetooth be seamlessly transported over an IRetworks?

Yes, with some limitations. This project developagplications that are able to
transport RFCOMM and L2CAP communication acrosfPanetwork.

The main research goal prompted a number of furthere detailed questions that

have guided this research:

1. To what extent can this be achieved without changdxeing required to

commercially active devices?

No modifications were needed to be made to anytBbaik devices to be able to use
the hotspots. A number of custom applications weréten to offer transport and

service discovery services that used an unmodBie@tooth protocol stack. These
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are transparent to the users of the system, whplgisee the required service being

provided locally.

2. What are the security implications of extending theeach of Bluetooth

devices?

By placing hotspots in-between the communicatiomvben two Bluetooth devices it
is difficult to secure the Bluetooth communicatiarks between the devices and the
hotspots. Some suggestions on how to addressréhmmade in section 5.7.2.

3. What are the efficiency tradeoffs compared to a diect connection?

Throughput performance of these transport apptioatiwvas very pleasing with no
noticeable effect on throughput for L2ZCAP and norenthan 10% decrease for
RFCOMM when compared to direct connections. Lateanythe other hand was
noticeably affected by as much as 1% seconds, @ease of about 34%, due to

BlueSpot having to create two extra TCP connectiontgansport the data.

4. What are the limits of scope at the application lesi?

The developed BlueSpot system is able to trandpoitt RFCOMM and L2CAP

communications and the services that use theseptatocols. This means that the
vast majority of data services offered by currefieBoth devices are able to be
transported. Voice uses a separate data chanmetl &CO that falls below L2CAP

and out of scope of this project.

7.4 Future Work

7.4.1Implementing Transport Components within the protc
stack

The initial investigation into developing the trapst applications considered
implementing them directly within the Bluetooth pcol stack by providing

alternative kernel modules. This line of investigatwas pre-empted when it was
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discovered that a much easier way would be to imptd them as user-space
applications instead, as this would not entail kEtevel development. Possible future
work could consider the original approach of prawgvirtual RFCOMM protocol
modules, one for each hotspot in the network, palgrly as a means of overcoming
the limited number of RFCOMM channels.

7.4.2Security Investigation

Further investigation should be done into the sgclimitations of the BlueSpot
system and how these can be solved. Though secliRfimgmmunications between
the different hotspots is a relatively trivial ptetm there are a number of solutions
that are available and the best solution would eédd be investigated. However the
non-trivial problem of securing the Bluetooth commuation between the Bluetooth
devices that are using the hotspots is more irttages=inding a solution that would
allow two Bluetooth devices to authenticate eadteothough a third party without

modification could be quite critical for a commelty viable system.

7.5 Use Case

In Chapter 3 a possible usage scenario involviqgrgon in a meeting wanting to
access information back in their office on theimgmuter was introduced. BlueSpot
now solves this problem. By means of hotspots & ldbardroom and their office,
linked using BlueSpot, they would now be able te tieir Bluetooth enabled PDA to
access their Bluetooth enabled computer to actessformation they need. Thus,
while a commercially viable system would requirangofurther development, the

project has successfully achieved its main goals.
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GLOSSARY

ACL
AES
API
AVCTP
AVDTP
BD_ADDR
BNEP
DLCI
DLL
DSDB
DUN
ERTX
ETSI
FHS
FHSS
GSM
HCI
HID
IrDA
1ISO
ITU
ITU-T
L2CAP
LAN
LMP

Asynchronous Connection-Less

Advanced Encryption Standard

Application Program Interface

Audio/Video Control Transport Protocol
Audio/Video Distribution Transport Protocol
Bluetooth Device Address

Bluetooth Network Encapsulation Protocol
Data Link Connection Identifier

Dynamic Link Library

Distributed Service DataBase

Dial-Up Network

Extended Response Timeout Expired (timer)
European Telecommunications Standard Institute.
Frequency Hopping Synchronization (packet)
Frequency Hopping Spread Spectrum

Global System for Mobile communication
Host Controller Interface

Human Interface Device

Infrared Data Association

International Organization for Standardisation
International Telecommunications Union

ITU Telecommunication Standardization Sector
Logical Link Control and Adaptation Protocol
Local Area Network

Link Manger Protocol
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MC
MTU
NAP
OBEX
OFTP
OPUSH
(ONY!
0SS
PAN
PANU
PCM
PDA

Piconet

PSM
RFCOMM
RTP

RTX
SAFER
Scatternet
SCO

SDC

SDP

SIG

SLP
SSDP
TC
uulD

Glossary

Management Component

Maximum Transmission Unit

Network Access Point

OBject EXchange

OBEX File Transfer Protocol (service)

OBEX Push (service)

Open Systems Interconnection

Open Source Software

Personal Area Network

PAN User (service)

Pulse Code Modulation

Personal Digital Assistant

A network of Bluetooth devices that is connectetj & sync
with a single master.

Protocol / Service Multiplexer

Bluetooth protocol providing emulated RS232 sep@is
Real-time Transport Protocol

Response Timeout Expired (timer)

Secure and Fast Encryption Routine (algorithm)

A set of piconets connected through devices iniplalpiconets
Synchronous Connection-Orientated

Service Database Component

Service Discovery Protocol

Special Interest Group — The Bluetooth SIG is tleybthat
controls and manages the Bluetooth specification

Service Location Protocol

Simple Service Discovery Protocol from UPnP

Transport Component

Universally Uniquely Identifier
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