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Abstract

In the rapidly changing world of cybersecurity, the constant increase of vulnerabilities
continues to be a prevalent issue for many organisations. Malicious actors are aware that
most organisations cannot timeously patch known vulnerabilities and are ill-prepared to
protect against newly created vulnerabilities where a signature or an available patch has
not yet been created. Consequently, information security personnel face ongoing chal-
lenges to mitigate these risks. In this research, the problem of remediation in a world of
increasing vulnerabilities is considered. The current paradigm of vulnerability and patch
management is reviewed using a pragmatic approach to all associated variables of these
services / practices and, as a result, what is working and what is not working in terms of
remediation is understood. In addition to the analysis, a taxonomy is created to provide a
graphical representation of all associated variables to vulnerability and patch management
based on existing literature. Frameworks currently being utilised in the industry to cre-
ate an effective engagement model between vulnerability and patch management services
are considered. The link between quantifying a threat, vulnerability and consequence;
what Microsoft has available for patching; and the action plan for resulting vulnerabili-
ties is explored. Furthermore, the processes and means of communication between each
of these services are investigated to ensure there is effective remediation of vulnerabilities,
ultimately improving the security risk posture of an organisation. In order to effectively
measure the security risk posture, progress is measured between each of these services
through a single averaged measurement metric. The outcome of the research highlights
influencing factors that impact successful vulnerability management, in line with identified
themes from the research taxonomy. These influencing factors are however significantly
undermined due to resources within the same organisations not having a clear and con-
sistent understanding of their role, organisational capabilities and objectives for effective

vulnerability and patch management within their organisations.
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Chapter 1

Introduction

The aim of this chapter is to provide an introduction into the specific research and un-
derstand the key areas of focus for this research. The domain of the research is thus
discussed, followed by an explicit statement of the problem being investigated. The re-
search questions and objectives are then further detailed for a more specific understanding

of the research goals.

As various terms of vulnerability and patch management are used synonymously through-
out this research, the following terms of reference which are key to the research are defined

for ease of reference.

1.1 Research Area

Gauci, Michelin, and Salles (2017) highlight that cybersecurity is all about people, pro-
cesses and technology. Security teams of large organisations or enterprises usually manage
security controls such as patching, anti-virus and/or anti-malware applications, firewalls,
etc., all of which work together to minimise exposure to threats (Beres et al., 2008b).
Namely (as per the research terms of reference), a threat is the potential to exploit a
vulnerability (Shetty, McShane, Zhang, Kesan, Kamhoua, Kwiat, and Njilla, 2018). In
addition, a vulnerability is a weakness or flaw in the software or hardware design that
can result in loss if exploited (Shetty et al., 2018). Most incidents today are caused by
software flaws (Cavusoglu, Cavusoglu, and Zhang, 2008). In comparison, Cavusoglu et al.

(2008) estimates that there are about twenty flaws per thousand lines of code.
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Term Definition

Vulnerability A weakness or flaw in a software or hardware design, implemen-
tation and operation that can result in loss if exploited.

Threat A threat is the potential to exploit a vulnerability.

Vulnerability Process to identify and prioritise vulnerabilities according to crit-

Assessment icality.

Vulnerability A security practice specifically designed to proactively mitigate

Management or prevent the exploitation of IT vulnerabilities which exist in a

system or organisation.
Patch Manage- | A strategy for managing patches or upgrades for software appli-

ment cations and technologies.
Security  Risk | A continuous process of identifying, measuring and prioritizing
Management information systems security risk (threat, vulnerability and con-

sequence), and implementing and monitoring controls (e.g. coun-
termeasures, safeguards) that address those risks.

Table 1.1: Terms of reference

The main objective for system administrators, however, is to keep systems stable and
secure (Singh et al., 2016). To note, there are various system administrators and thus
various teams usually responsible for various systems and systems management within an
organisation. Nevertheless, software flaws continue to be a prevalent issue for small and
large organisations, irrespective to the budget and resources available (Gianini, Cremonini,
Rainini, Cota, and Fossi, 2015, Khouzani, Malacaria, Hankin, Fielder, and Smeraldi,
2016). If vulnerabilities are successfully exploited within an organisation’s environment,
the confidentiality, integrity and availability of systems and their data is at risk (Wen,
Zhang, Dong, and Yang, 2015, Shetty et al., 2018).

While “vulnerabilities” has a broad meaning in the information security context, the term
in this work refers to flaws in the design, implementation and operations of Microsoft ap-
plication security controls (Ganin et al., 2017). Microsoft application security controls
were selected for review because Microsoft Windows is a popular business operating sys-
tem (Beres et al., 2008b). Although patching is continuous, the number of published
vulnerabilities continues to grow rapidly (Wen et al., 2015). Furthermore, the number
and type of cyber attacks changes dramatically as time progresses (Shetty et al., 2018).
Systems can be left without applicable patches for months or years after a patch has been
released, regardless of the fact that most organisations deploy patches monthly within the
environment (Cavusoglu et al., 2008). Remediation of vulnerabilities through patching
therefore remains a key activity of the organisation (Beres et al., 2008b, Cavusoglu et al.,
2008, Okhravi and Nicol, 2008, Gianini et al., 2015). Vulnerability management talks
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to an organisation’s ability to successfully identify and track a system threat and vul-
nerability, including the associated risk the vulnerability imposes on the system and the
organisation (Nanda and Ghugar, 2017). For effective vulnerability management, an or-
ganisation must consider available security controls, including patch availability, whether
the system cannot be patched and if so, what are the available compensating controls.
Effective vulnerability management should also enable effective communication between
IT operations teams and an integrated workflow to track remediation across the various
teams (Nanda and Ghugar, 2017).

In terms of defects for tangible or intangible products, Arora, Forman, Nandkumar, and
Telang (2010, p. 166) points out that “[u]nlike defects in physical goods, software defects
can be mitigated even after product release via patch release”. Patching therefore re-
mains an important aspect of post-sales support and Arora et al. (2010) confirm this by
mentioning that it remains profitable for software organisations to offer post-sale support
after new software product releases. Moreover, the goal of patch management is to keep
systems current in terms of security fixes (Nicolett and Colville, 2003). Patch manage-
ment talks to an organisation’s ability to deploy system patches, routine maintenance and
necessary security updates, timeously to remediate a vulnerability identified in an oper-
ating system, device firmware, drivers and / or application software (Beres et al., 2008b,
Gauci et al., 2017). Further to the understanding of the need to apply system patches, to
apply effective patch management within the organisation, comprehensive knowledge of
all assets within the organisation is required in terms of understanding asset components,
operating systems and applications (Gauci et al., 2017). This comprehensive knowledge
allows for patches, which are released frequently through the month from different prod-
uct vendors, to be applied with minimal impact to business functionality and security.
What is also evident from the above, is that there are separate roles and responsibilities

when considering the approach to remediating vulnerabilities within an organisation.

This global situation is reflected locally within multiple South African organisations and
the remediation of vulnerabilities remains an ongoing issue. Monthly vulnerability scans
continue to identify an increase in vulnerabilities for an organisation although patching
teams continue to highlight the fact that they have met high patching service level agree-
ments (SLAs) as per indicators from patch deployment tools such as Microsoft’s System
Center Configuration Manager (SCCM)*.

Given the above, there seems to be a disconnect between the vulnerability management

https://www.microsoft.com/en-us/cloud-platform/system-center-configuration-manager/
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component, managed by applications such as Qualys?, Nexpose?, Retina?, Nessus®

, etec.,
and what Microsoft identifies and has available in the Microsoft catalog for download and

deployment by the patching administrators.

This research reviews available engagement models between vulnerability management
and patch management, taking into account all other facets of vulnerability management.
The literature highlights a lot of work being done within each of these paradigms and the
research will explore the question of whether there are any existing frameworks available
to link these separate functions. If nothing is available, a working model must be defined
based on an understanding of the literature and in line with empirical research. Empirical
data will include opinions and perceptions from people to have a more pragmatic under-

standing of what is happening within organisations (Brady, 2015, Ganin et al., 2017).

The scope of the proposed research includes organisations which have supporting ele-
ments for a vulnerability management program, including a risk management function
across different business units. Security risk management is a “[cJontinuous process of
identifying and prioritising IS security risk, and implementing and monitoring controls
(i.e. countermeasures and safeguards) that address those risks” (Spears and Barki, 2010,
p. 505). Risk assessments, which form part of risk management, comprise of the following
actionable elements: threat, vulnerability and consequence (HKSAR, 2008, Ganin et al.,
2017). With this understanding, this research reviews each of these elements to give

suitable recommendations.

1.2 Problem Statement

Ideally, the information and communication technology (ICT) infrastructure of a business
should operate with minimum risk. At present, vulnerabilities increase irrespective of the
systems being patched. If patching and vulnerability management programs work effec-
tively together, then vulnerabilities (and hence the organisational risk) should decrease.
This research seeks to understand whether there are challenges between vulnerability and
patch management in terms of successfully remediating vulnerabilities, and if there are,

then why these challenges exist.

’https://www.qualys.com/
3https://www.rapid?7.com/products/nexpose/
‘https://www.beyondtrust.com/products/retina/
Shttps://www.tenable.com/products/nessus/nessus-professional/
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1.3 Research Question and Goals

The primary research question is: what are the challenges that face vulnerability remedi-

ation through patch management within organisations, and why?

The primary research question has been formulated to explore and explain the current
phenomena around remediating vulnerabilities. The following more detailed secondary

research questions helped to construct and understand the primary question:

1. Does a silo approach between vulnerability management and patch management

produce positive results in terms of remediating known vulnerabilities?

2. What are the advantages of an engagement model between vulnerability manage-

ment and patch management?

3. What are the disadvantages of an engagement model between vulnerability man-

agement and patch management?

1.4 Research Objectives

The research will review the current effectiveness of vulnerability and patch manage-
ment services, synthesise a taxonomy that includes all supporting facets of vulnerability
management and assist in understanding any existing frameworks which further aids in
vulnerability management. The focus is not on technology selection but rather the people
and process component of vulnerability and patch management. A survey will be under-
taken after the taxonomy generation to provide real-world data from the context of the

study. The following steps will be taken in order to achieve these research objectives:

1. Identify influencing factors that impact successful vulnerability management.
2. Make recommendations regarding positively influencing each identified factor.

3. Identify whether effective risk management within a vulnerability management pro-
gram actually benefits the approach to patching, further to patching what Microsoft

has available in its catalog.

4. Identify and explore use cases where the decline of vulnerabilities remain progressive.
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The benefits of the research are:

e Review current challenges - Establish current challenges for effective vulnerability

remediation and areas of improvement.

e Revise patch management approach - Confirm whether there is a better approach
to patch management on vulnerabilities that are not listed as critical and not listed
with an exploit yet, i.e. be more proactive in approach rather than ignoring the less

critical vulnerabilities and relying on compensating controls.

e Create a conceptual taxonomy - Create a conceptual taxonomy that will allow for
further research and defining of suitable frameworks which can be used in organisa-
tions, initially focused for the financial sector. The taxonomy creates the basis for

a suitable framework which can enhance the needs and requirements of the users.

1.5 Thesis Structure

The remainder of this document is structured as follows. Chapter 2 reviews the literature
on the vulnerability and patch management paradigms, which includes all other associated
variables of these services. Following this, Chapter 3 defines the research methodology
which will include the research design, strategy, data collection and analysis process,
research implementation and research limitations. Chapter 4 graphically defines what
has been identified in the literature review into various themes, formulating a taxonomy
which is then leveraged to generate survey questions. Chapter 5 details the analysis
on the survey feedback as per the identified themes, after which Chapter 6 summarises
the research findings and illustrates the current status of the target population. Finally,

Chapter 7 provides conclusions on the research outcomes and proposes further research.



Chapter 2

Vulnerability and Patch

Management

This chapter provides an understanding of the literature regarding vulnerability and patch
management. All associated services and tasks which form part of the research topic are
further understood. The chapter summarises the literature on barriers or challenges to
the vulnerability and patch management services, the process flows or lines of communi-
cation between these services and concludes with the understanding of existing available

frameworks and ways to measure progress on vulnerability remediation.

2.1 Vulnerability Management

Gianini et al. (2015) confirms that the number of classified vulnerabilities have exceeded
5000 per year in the previous 10 years, and the number of vulnerabilities that are classified
as “high” have increased from 33% to 50%. According to a report by Secunia!, reviewed
by Abraham and Nair (2015c¢), vulnerabilities increased by 32% between the years 2012
and 2013.

Secunia’s research team from Flexera? conducts their own vulnerability research on multi-

ple products. Their 2018 report?® continues to indicate the upward trend of vulnerabilities,

https://secuniaresearch.flexerasoftware.com//?action=fetch&filename=secunia_
vulnerability_review_2014.pdf/

’https://www.flexera.com/about-us/secunia-research.html/

Shttps://resources.flexera.com/web/pdf/Research-SVM-Vulnerability-Review-2018.pdf/
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as seen in Figure 2.1, and shows that vulnerabilities have more than doubled between 2012
and 2017.

Figure 2.1: Increasing trend of vulnerabilities (reproduced from (FlexeraSoftware, 2018))

Vijayan (2018) summarises a report by Risk Based Security? that almost 17% of the
10644 disclosed vulnerabilities between January 2018 to August 2018 are classified as
“critical”. Risk Based Security provides analysis on data breaches, vendor risk ratings and
vulnerability intelligence. The company’s 2018 year-end vulnerability Quickview report
highlighted a total of 22022 disclosed vulnerabilities for that year (RiskBasedSecurity,
2019).

New software vulnerabilities are being discovered almost daily (Okhravi and Nicol, 2008).
With an increase in vulnerabilities over time, so have attack tools progressed (Cavusoglu
et al., 2008). As organisations’ IT networks continue to grow and develop, vulnerability
assessments are becoming more and more necessary (Wen et al., 2015). Vulnerability
management in this research refers to “[a] security practice specifically designed to proac-
tively mitigate or prevent the exploitation of I'T vulnerabilities which exist in a system
or organisation” (Techopedia, 2019b, p. 1). Vulnerability assessments include identify-
ing and prioritising the vulnerabilities whereas the vulnerability management will include

these processes but also understand how to remediate the vulnerabilities.

Threats, however, are not correctly represented in risk assessment models due to the com-

plexity of threats (Ganin et al., 2017). Models tend to focus on vulnerabilities and the

‘https://www.riskbasedsecurity.com/
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consequence thereof versus the severity, means of exploitation and means to remediate.
Similarly, risk management should provide a means to managing the rise in threats, and
thus manage the associated risk to systems (Singh et al., 2016). A lack of effective tech-
niques to measure risk is evident (Abraham and Nair, 2015b). Spears and Barki (2010),
however, suggests that although users are seen as a weak link in information security,
a user’s understanding of the organisation or the business contributes to more effective
security controls or measures. Users thus add value to security risk management when
“[t|hey participated in the prioritisation, analysis, design, implementation, testing, and
monitoring of user-related security controls within business processes” (Spears and Barki,
2010, p. 520). The outcome of user participation then leads to greater organisational
awareness of security risks and controls within the organisational processes. This leads to

better development and management of security controls.

The attributes of a vulnerability are also dynamic and change over time, and thus the
rating of perceived risk will also continuously change. Cyber attacks continue to rise and
a patch not deployed timeously will increase the probability of a likely attack which, if
successful, is likely to cause loss (Okhravi and Nicol, 2008, Arora et al., 2010, Abraham
and Nair, 2015¢). Losses from a malicious event are caused by a deliberate action of an
attacker who intends to inflict damage on an organisation (Shetty et al., 2018). Malicious
users exploit vulnerabilities to cause damage through unauthorised access, non-permitted
modification of data (i.e. corruption or destruction), theft, disclosure of information,
elevation of privileged access and causing system downtime (Cavusoglu et al., 2008, Shetty
et al., 2018). Attacks exploit known vulnerabilities which have available patches or other
remediation options (Cavusoglu et al., 2008, Okhravi and Nicol, 2008, Afful-Dadzie and
Allen, 2014), however, only 32.7% of the vulnerabilities disclosed in 2018 have public
exploits (RiskBasedSecurity, 2019). Effective vulnerability management will thus allow
the mitigation of security risks to the organisation (Singh et al., 2016).

With the understanding of an increase in cyber attacks and an increase in vulnerabil-
ities, organisations are falling behind in terms of protection due to budget constraints
and weak security controls or processes (Abraham and Nair, 2015¢). Abraham and Nair
(2015a) mentions that we need to protect mission critical systems both from known and
undiscovered vulnerabilities. Due to resource constraints for some organisations, only the
relevant vulnerabilities that remain high are actually being focused on (Gianini et al.,
2015). Some organisations thus seem to only take care of a subset of all known vulnera-
bilities that could be relevant (Beres et al., 2008b). In the same breath, it is also evident
that other organisations are trying to apply more resources and more funding to the issue

of vulnerability remediation, but without seeing positive results. Khouzani et al. (2016,
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p. 3) highlights that an “[e]xhaustive implementation of controls at maximum intensity

is likely neither economically feasible nor managerially desirable”.

Gauci et al. (2017) summarises how to quantify an uncertain risk in a cybersecurity

assessment using the following steps:

1. Inventory of critical assets, irrespective to vendor.
2. Identify threats and vulnerabilities for these assets.
3. Identify associated risk levels.

4. Define a mitigating action plan.

5. Implementation of mitigating actions.

6. Define a process to manage and maintain existing security levels.

Arora et al. (2010) was able to test the variables associated with a vendor releasing a
patch, i.e. the speed, quality, cost and competition between vendors. This will not be the
focus of this research. This research does not explore if vulnerabilities should be kept a
secret, released or published to the public immediately after being identified or released
sometime after, nor does it focus on the time a vendor takes, and any associated cost in
terms of monetary or reputation, to release a patch after a vulnerability has been identi-
fied or how the vulnerability gets identified or reported to the vendor (Cavusoglu et al.,
2008). Instead, it focuses on all the variables associated with vulnerability management as
highlighted in the literature to create a taxonomy in order to understand the correlation
between vulnerability and patch management, including other areas or variables which

impact both these services.

2.1.1 Vulnerability Timeline

Figure 2.2 summarises the lifecycle of a typical vulnerability, the associated timeline of
events and the window of exposure (Beres, Griffin, and Shiu, 2008a, Beres et al., 2008b,
Okhravi and Nicol, 2008). The timeline depicts different points of awareness to a vul-
nerability and the different perceptions of risk. The key points of the timeline are the
discovery of the vulnerability, disclosure or public awareness, the exploit becoming avail-

able for the vulnerability and then the correlating patch availability. The vulnerability
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timeline is also color coded in order to understand the points of discovery and disclosure of
a vulnerability (highlighted in black), the availability of exploits from a zero-day exploit to
public code being available and the issuing of malware (highlighted in red) and, lastly, the
availability of signatures for security controls, to remediate or compensate against known
vulnerabilities, through to patches becoming available and finally deployed (highlighted

in green).

Okhravi and Nicol (2008) adds extra points of awareness to the vulnerability timeline.
Before the discovery of a vulnerability it is worthwhile mentioning the introduction of the
vulnerability since it is present as part of the initial software creation, deployment and/or
update. After discovery, the vendor then needs to develop the associated patch for the
identified vulnerability. Okhravi and Nicol (2008) goes further to differentiate between
private and public exploitation. Private exploitation occurs before disclosure of the vul-
nerability and public exploitation occurs after disclosure. Private exploitation refers to a
small group of malicious users exploiting the vulnerability before public disclosure. Fur-
ther to the vulnerability timeline, Okhravi and Nicol (2008) also provides additional detail
to patch availability, i.e. patch release then patch testing and lastly patch deployment.

This is summarised by the “patching process” as seen in Figure 2.2.

It is evident that the risk increases exponentially through the vulnerability timeline as
the vulnerability becomes better known (Beres et al., 2008a,b). The time of patch avail-
ability is the earliest point an organisation has to plan, prepare and deploy the necessary
patch within their environment. This research thus measures the effectiveness of patch
management from this particular point, to better understand an organisation’s ability to

deploy patches timeously.

Figure 2.2: Vulnerability timeline
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2.1.2 Effective Vulnerability Management

Vulnerability management needs to be proactive and automated as far as possible to
ensure vulnerabilities are reviewed, prioritised and remediated as quickly as possible in
order to avoid unnecessary exposure for an organisation (Singh et al., 2016). Rouse (2017)
reviewed vulnerability management, highlighted areas of concern and suggested a means
to improve vulnerability management for organisations. The areas of concern or current
limitations include access limitations, asset distribution and information overload (Rouse,
2017). When talking about access limitations the paper highlighted that most organ-
isations are hesitant to scan their critical assets to avoid any unnecessary downtime.
Asset distribution refers to maintaining and updating an asset inventory. Furthermore, in
terms of asset distribution, asset location (cloud or mobile assets) can create a challenge
for accessing assets. Lastly, vulnerability management scanners can create too much in-
formation through overly extensive reports which focus too little on the organisation’s
network context (Rouse, 2017).

Compensating, or alternative, security controls are seen as temporary solutions and might
not cover all known vulnerabilities (Beres et al., 2008b). Beres et al. (2008b) created a vul-
nerability management process that includes the understanding of external threats and the
internal security decision points. They conclude their research by mentioning that changes
in solutions, policies, timeous patch deployments and pre-patch mitigation measures all
help improve vulnerability management. Additionally, developing cross-functional teams
and competencies becomes key when securing technology (Gauci et al., 2017). Protec-
tion against cyber threats requires “[t|houghtful, thorough, and ongoing analysis of many
variables as well as an iterative vulnerability management process” (Gauci et al., 2017,
p. 2599). Rouse (2017) continues to summarise the suggested areas of improving an

organisation’s vulnerability management as follows:

e Analysis and validation - Analysis and validation is unique per organisation in terms
of prioritising critical risks and avoiding wasting time on low risk items of investiga-
tion. A fast track list should be created which can be executed swiftly and eliminate

any risk of a vulnerability being exploited.

e Intelligent risk rating - The current generic approach to vulnerability management
focuses on predefined severity ratings and asset importance based on CVSS (see
section 2.4.1). Instead, vulnerability management should focus on existing security
controls, threat information, the organisation’s assets and the impact of a potential
attack.
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e Effective remediation and tracking - Effective remediation should consider all avail-
able security controls. It should review patch availability, whether there are issues
such as systems integration, location, availability requirements, bespoke application
limitations, etc. Effective remediation should also review the system’s susceptibility
and whether the network architecture or access controls can be changed to miti-
gate a vulnerability. Lastly, in terms of effective remediation, the availability of
other security controls should be determined. This is important when a patch is not
available. Other security controls could include a firewall, intrusion prevention sys-
tem (IPS), anti-malware signatures, etc. The availability of other security controls

should be part of the vulnerability management prioritisation process.

In terms of vulnerability management, it is useful to prioritise easy to remediate vulnera-
bilities over vulnerabilities that are time-consuming and resource-intensive as the goal is
to get the most protection in the shortest timeframe (Rouse, 2017). Rouse (2017) goes on
to suggest points of consideration when deciding on a suitable vulnerability management
solution. This work, however, will not focus on technology selection but rather the people

and process component of vulnerability and patch management as mentioned in Chapter
1.

To further the understanding of effective vulnerability management, the following section
details the paradigm of patch management and the associations between the vulnerability

management and patch management services.

2.2 Patch Management

Keeping systems up-to-date with available patches could have prevented a high percentage
of information security breaches (Cavusoglu et al., 2008). However, Beres et al. (2008b)
details that it is not a simple exercise to deploy patches to thousands of systems across
an organisation in a timely manner. Fixing vulnerabilities remains a risk in itself to an
organisation due to possible negative implications on application functions or crashing a
system (Wen et al., 2015). Therefore, further to the time spent on patch assessments and
patch testing, the business usually places further restrictions on organisations with regards
to operational reasons and allowed system downtime (Beres et al., 2008b, Cavusoglu et al.,
2008, Okhravi and Nicol, 2008, Wen et al., 2015).

Patch management in this research refers to “[a] strategy for managing patches or up-

grades for software applications and technologies” (Techopedia, 2019a, p. 1). The patch
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management lifecycle includes several steps, including preparation, vulnerability identi-
fication and patch acquisition, risk assessment and prioritisation, patch testing, patch
deployment and verification (HKSAR, 2008). Patching a system will fix a vulnerability
or improve functionality of the system. Undoubtedly, patch management between dif-
ferent organisations will differ depending on the available number of resources for patch
management, the number of systems an organisation has and the organisation’s risk ap-
petite (Beres et al., 2008b). With limited resources or resource capacity constraints, risk
management will also help prioritise available patches to understand which patches should
be deployed first (HKSAR, 2008). This prioritisation is based on understanding the threat
(i.e. the potential danger to a system), vulnerability and risk or criticality to the appli-
cation, system or environment. Systems facing more threats, are more vulnerable, or are

mission critical should therefore be prioritised in the patch management process.

Furthermore, performing effective lifecyle management on all software-based assets in an
environment entails having complete knowledge of the assets and its associated compo-
nents (Gauci et al., 2017). This highlights the need to have full details of an asset rather
than simply knowing the owner and pushing a patch. Similarly, Nicolett and Colville
(2003) states that patch management is not enough when effectively mitigating vulnera-
bilities. The following functional requirements should be considered with regards to patch

management:

e Asset inventory - As security patches are specific to software components, an up-to-
date asset inventory of servers and desktop needs to be available and should include

installed software components and running services.

e Patch and service pack status - When revising patch installation requirements, in-
formation about installed service packs and patches for each installed component

on a server or desktop should also be revised.

e Patch dependency analysis - Automated evaluation of patch dependencies should be
considered. This is to review any pre-requisites or post patch requirements without
the patch dependency analysis being time consuming. This analysis will also allow

the understanding of superseded patches or post service pack dependencies.

e Patch inventory and patch classification - Patch management automation should in-
clude an inventory of available patches together with some detail about the patches.
Depending on the nature of the vulnerability exposure, patch classification should

also highlight priority.
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e Patch matching reports or system baselining - Reporting should highlight the re-
quired patch per server and desktop, based on the asset’s current installed software
and the role of the system. Alternatively, patch management can also be expedited

by comparing an asset to a desired state of configuration, i.e. baselining.

e Role based administration - A patch installation workflow should be followed where
there are different roles/system owners for patch analysis and selection, quality
assurance testing and implementation of system updates. A patch status should
support this workflow depending on whether the patch is still being tested, deployed,

post tests, etc.

e Patch distribution and installation - As patches may cause system or application
issues, patch management tools should have roll-back options for system configura-

tions to a prior known stable state.

e Platform and application support - Most organisations have multi-platform environ-
ments and thus patch management should focus on all operating systems, not just
Windows. Patch management should also focus on database, server and application

management.

e Agent versus agentless architectures - When reviewing a patch management process
there are benefits of using an agent or agentless patch management architecture.
Agent-based solutions provide more functionality and consume less network band-
width but the deployment and management costs could be high, as opposed to the
use of an agentless architecture being more feasible. On the other hand, if there is a
machine with no agent, the solution will technically not know the asset exists which

poses a risk to the patch management and vulnerability management program.

Gauci et al. (2017) also considers similar cases as above regarding how to improve patch
management. Areas such as an up-to-date inventory of assets including information like
network name, IP, firmware version, manufacturer, product, etc., can all aid in improving
patch management processes (Gauci et al., 2017). Other areas include correct revision of
security bulletins, understanding and prioritising the risks of the vulnerabilities within an
organisation’s environment, and also to understand a patch management baseline (which
is an outcome of the asset inventory). Creating a heat map can also help with the

prioritisation by identifying and classifying areas for improvement.

Okhravi and Nicol (2008) details seven elements for successful patch management as

well. These are executive support, dedicated resources and clearly defined responsibilities,
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creation and maintenance of technology, identification of vulnerabilities and available
patches, scanning and monitoring the network, testing of patches and post-deployment
scanning and monitoring. In order for patch management to complement vulnerability
management, patch management does require a strong security-oriented focus (Nicolett
and Colville, 2003).

2.2.1 Barriers to Patch Management

Managing the patch management process can prove challenging due to its complexity and
cost (Cavusoglu et al., 2008). Patch management can be costly in terms of the resources
or workforce and technology required. When talking about resources there are different
levels of resources required to perform different functions within the patch management

team.

Beres et al. (2008b) highlights the need to have policies for patch management and vulner-
ability management respectively, together with defined processes around how to perform
effective patch management for the organisation. Beres et al. (2008b) also refers to Inter-
national Organisation for Standardization (ISO) 17799:2000° and the National Institute
of Standards and Technology (NIST)? which provide recommendations on principles and

methodologies which can be used.

The challenge in the context of increasing vulnerabilities is the creation of policies and
the effective, timely deployment of remediation measures (Afful-Dadzie and Allen, 2014).
Vulnerabilities introduced due to a bad patch process add further complexity to patch
management (Okhravi and Nicol, 2008). Gauci et al. (2017) lists several pain points for

patch management, namely the following:

e User notifications - How users are informed of available patches, either through
direct communication from a vendor or website subscriptions which provide pub-
lic/member notifications. The detail of the notification should be extensive, includ-

ing vulnerability information, patch information and vendor product information.

e Patch relevance - Trying to identify which patch would be applicable to a system
in use by an organisation, i.e. patch relevance. Users need to review their asset

inventory to ascertain whether a patch notification is relevant to them.

Shttps://www.iso.org/home.html/
Yhttps://www.nist.gov/
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e Testing patches - Patches should be tested in a test or non-production environment.
These test environments must correctly mirror the production environment. There
should also be clearly defined owners to confirm whether testing of an application

is successful or not after the patch is applied.

e Post deployment reviews - Effective deployment of a patch should be confirmed.
Post-deployment checks are required to confirm whether a patch was correctly ap-

plied and whether the vulnerability was effectively remediated.

Cavusoglu et al. (2008) highlights several operational points of concern with regards to
patch management. Firstly, there are on average about 150 vulnerabilities together with
vendor remediation suggestions released every week. Reviewing all of these to identify
what is relevant to your organisation’s environment can be a cumbersome and time con-
suming exercise. Secondly, testing of patches prior to deployment is critical to avoid
unnecessary downtime within your organisation. This refers to any unplanned downtime.
Cavusoglu et al. (2008) details both planned and unplanned downtime as separate opera-
tional points of concern for patch management. With this said, another operational point
of concern with regards to patch management is that patching a system can prove costly

with regards to planned downtime of any business critical systems.

However, not patching the system timeously can also have a cost associated with it when
considering the effective exploitation of a vulnerability. Although critical, correct testing
can prevent patches from being deployed timeously within the organisation. Okhravi
and Nicol (2008) mentions that testing or pre-deployment testing is good practice. In
particular, bringing down a system due to lack of testing can lead to loss of functionality
or introduce further vulnerabilities into the system as mentioned earlier. When testing
an available patch, a team must take into account the window of exposure (Okhravi and
Nicol, 2008) as shown in Figure 2.2. Minimal testing could lead to a failed patch, but

testing for too long can lead to a long window of exposure.

In addition, another operational point of concern with regards to patch management is
that there is no standard way of deploying patches as patches can be made available by the
vendor and some are made available by third parties. Reviewing a vendor’s site can be time
consuming. The time window for an available exploit once a vulnerability is published has
greatly reduced over the years though (Cavusoglu et al., 2008). Nevertheless, this research
focuses on Microsoft patching and there are tools that allow a central point of management

to effectively distribute patches still required for the organisation’s environment. Microsoft
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also has their own vulnerability database which lists all relevant published vulnerabilities
for their products (Wen et al., 2015).

In terms of responsibilities and in the context of this work we will distinguish between
the patch management team who performs the patch management and the security oper-
ations team who will do the vulnerability management. With regards to responsibilities,
Beres et al. (2008b) highlights some key activities for the patch management team. Beres
et al. (2008b) says that a security operations team, which is responsible for patch assess-
ments and testing, would need to review whether the current patch deployment process
is exposing the organisation to an unacceptable risk and evaluate process improvements.
Beres et al. (2008b) also highlights that the responsibility of such a team includes more
than just deploying patches, but also tracking other means of mitigating vulnerabilities
which reflect an immediate link between the patch management teams and the vulnera-
bility management teams. Organisations unfortunately do not have the luxury of sharing
resources from other IT functions with the patch management team as the planning, de-
ploying and maintenance of patch management is a full time exercise (Cavusoglu et al.,
2008).

2.3 Process Flow between Vulnerability and Patch

Management

Figure 2.3, as per Beres et al. (2008a,b), details an activity diagram of a typical vulner-
ability and patch management process. This could differ between organisations based on
internal processes and requirements. However, it does provide a general understanding of

the link between vulnerability and patch management.

The left hand side of Figure 2.3 indicates the decision points of a vulnerability assessment
after it has been publicly disclosed (Beres et al., 2008a). Based on the vulnerability
assessment outcome, the right hand side of Figure 2.3 indicates three available patching
policies for an organisation based on the risk and exposure of the vulnerability within the
organisation’s environment. Thereafter a decision around patch deployment urgency is
made. It is important to note that patch preparation within this diagram takes the same
time for all organisations, irrespective to the risk of a vulnerability, as most organisations

do not have an appetite for unplanned downtime based on a failed patch.

While Figure 2.3 highlights three different patching policies, Cavusoglu et al. (2008) con-

siders two types of stationary policies to understand patch management, how patches



2.3. PROCESS FLOW BETWEEN VULNERABILITY AND PATCH
MANAGEMENT 19

Figure 2.3: Vulnerability and patch management activity diagram (reproduced from
(Beres et al., 2008b))

should be released and how vulnerable systems should be updated. Standard, non complex
and periodically updated patch procedures to manage the patch process are considered

stationary in nature. The two types of stationary policies are:

e Time driven patch management - Patches are released in bulk after a certain time

period has lapsed.

e Event driven patch management - The vendor releases patches in batches after

identifying a fixed number of vulnerabilities.

Whether it be automatic patching with no administrator intervention or manual patching
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with an administrator performing a checklist during and after applying a patch manu-
ally, Afful-Dadzie and Allen (2014) highlights other remediation options such as either

replacing a system with a new host or taking a system offline and reformatting the host.

Having predictable schedules in terms of evaluating, testing, deploying and post checks
of patch management helps with two things in an organisation (Cavusoglu et al., 2008).
Firstly, it helps with the resource uncertainty of the workforce required to perform patch
management within the environment. Secondly, it balances the operational cost associated
with patching a vulnerability with the the risk of not patching a vulnerability. Most
vendors release patches periodically and this should further allow organisations to have
predictable patching schedules. Provisioning for the required resources and effectively
managing the associated operational costs for patching reduces the pressure for the patch

management team to keep up with the high frequency of updates/patches.

2.4 Investigating Research Frameworks

As this research is regarding the identification or review of an integrated vulnerability
and patch management framework, the following section will review elements similar to
or relevant to the proposed topic. As per the above literature review, the research will
delve into all elements of vulnerability and patch management services, with the inclusion
and understanding of standards, frameworks and risk assessments, as investigated in the

literature.

2.4.1 Common Vulnerability Scoring System

This research reviews vulnerabilities with the understanding of the Common Vulnera-
bility Scoring System (CVSS) base score of a vulnerability, which is used to test either
an existing or newly created framework. The CVSS scoring system was developed by
the National Infrastructure Advisory Council (NIAC) and is applied to the National
Vulnerability Database (NVD), a United States government repository of vulnerability
management data (Arora et al., 2010, Wen et al., 2015). It was first released in 2004
for public use (Singh et al., 2016). It is a technical framework to score vulnerabilities
through a numeric scoring (severity score) value from 0 to 10 representing the intrinsic
value of a vulnerability (Arora et al., 2010, Afful-Dadzie and Allen, 2014, Wen et al., 2015,
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Singh et al., 2016, Ganin et al., 2017). CVSS allows others to rate, compare and under-
stand the severity of different vulnerabilities thus allowing an organisation to understand

the potential danger of a vulnerability specific to the organisation and thus to prioritise
them (Singh et al., 2016).

CVSS is considered a Quantitative Vulnerability Assessment Standard (QVAS), and unlike
other vulnerability assessment standards, CVSS is objective, authoritative and transpar-
ent and promotes the standardization of vulnerability assessments (Wen et al., 2015).
CVSS considers the vulnerability’s characteristics (base metric), the vulnerability’s pro-
gression over time (temporal metric) and the organisation’s security level (environmental
metric) (Singh et al., 2016, Shetty et al., 2018). The base metric can be further split into
exploitability and impact metrics. These manually entered metrics are applied against a

given formula and a severity level of the vulnerability is calculated (Wen et al., 2015).

There is some benefit in reviewing existing security controls, threat information, the
organisation’s assets and the impact of a potential attack together with the available
CVSS scores (Rouse, 2017) and this has thus been kept in mind through the analysis of
this research. There are however some disadvantages to the use of CVSS which need to

be noted. As per Wen et al. (2015):

e Difficulty to re-assess older vulnerabilities - Organisations would not be able to
re-assess vulnerabilities collected over a few years as you would need to find the
individual who initially rated the different CVSS key metrics which produced the

overall vulnerability severity score.

e Difficulty of objective assessments - A metric of CVSS is the complexity of exploiting
a vulnerability. The person rating the vulnerability will have difficulty giving an
objective rating for the complexity of exploiting a vulnerability as the person will not

know the complexity of exploiting the tens of thousands of vulnerabilities available.

e Reviewing severities with lack of vulnerability information - A newly published vul-
nerability does not always have all the relevant information about the vulnerability
as this can be completed days or months after the vulnerability was publicly dis-
closed. Due to the lack of information, the correct severity of the vulnerability

cannot be assessed in this time period.

2.4.2 Quantitative Risk Model

Singh et al. (2016) summarises and tests a quantitative security risk level estimation
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model, as represented in Figure 2.4.

Figure 2.4: Quantitative security risk level estimation model (reproduced from (Singh
et al., 2016))

Figure 2.4 highlights the use of the Common Vulnerabilities and Exposures (CVE), the
National Vulnerability Database (NVD) by the National Institute of Standards and Tech-
nology (NIST), and the Common Vulnerability Scoring System (CVSS) to develop a base
score, environmental score and temporal score which ultimately provides a risk level for
a vulnerability (Singh et al., 2016). CVEs refer to Common Vulnerabilities and Expo-
sures. CVE is a “[d]ictionary that provides definitions for publicly disclosed cybersecurity
vulnerabilities and exposures. The goal of CVE is to make it easier to share data across
separate vulnerability capabilities (tools, databases, and services) with these definitions.
CVE entries are comprised of an identification number, a description, and at least one
public reference” (Mitre, 2018, p. 1). The vulnerabilities in the NVD are based on the CVE
vulnerability naming standard. With regards to the CVSS score, the exploitability and
impact metrics are used. Within the understanding of these metrics, the attack vector,
the attack complexity, the required privileges and user interaction are considered as well.
NVD is a repository of all known vulnerabilities and their associated CVSS scores (Shetty
et al., 2018). The change in risk of a vulnerability over time is also considered under the
temporal score. The management of the risk identified is then either retained, mitigated
or transferred (Shetty et al., 2018).
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2.4.3 Cyber Risk Scoring and Mitigation Tool

Shetty et al. (2018) defines five phases of a newly defined Cyber Risk Scoring and Mitiga-
tion tool (CRISM). CRISM is “[bJuilt over a platform optimised for vulnerability detec-
tion, attack graph analysis and risk assessment that produces cyber risk scores” (Shetty
et al., 2018, p. 7). Figure 2.5 represents the CRISM model.

Figure 2.5: Five phases of the cyber risk scoring and mitigation tool

The five phases start by identifying all systems, hosts, ports and services through the
use of Network Mapper (NMAP). Vulnerabilities are then discovered for all identified
hosts through the use of OpenVAS®. An attack graph is then created highlighting all
identified hosts and the available vulnerabilities not yet patched. The graph is based on
actual exploits available from the identified vulnerabilities. CRISM models specific threats
through the understanding of these attack graphs before assigning a cyber risk score
regarding the overall risk posture for the organisation based on these metrics. Insurers
also use this model for a better means to analyse the potential risk of an organisation and

the correct balance of price premium to risk.

2.4.4 Methodologies

Ganin et al. (2017) identifies that a popular method to identify vulnerabilities is through
expert elicitation. This means using questionnaires to quantify vulnerabilities, the prob-

ability of loss and the associated monetary value. The paper goes on to review available

Shttp://www.openvas.org/
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risk assessment methodologies, identify vulnerabilities based on the potential attack tech-
niques and to minimise any associated damage. Abraham and Nair (2015a,b) creates a
predictive cybersecurity model, keeping into account the age of the vulnerability and the
vulnerability discovery rate to highlight a practical means to remediate vulnerabilities.
This paper continues to provide a better understanding of the lifecycle of vulnerabilities
and takes into account available exploits and associated patches. With the mention of
available frameworks, Ganin et al. (2017, p. 4) mentions that “[m]any of the frameworks
published for cybersecurity risk management do not provide a means to characterise risk

but rather focus on general practices enhancing the resilience of a system”.

The summary of the aforementioned framework and the identified approach to assess risk
in a cyber system can be seen in Figure 2.6, as per Ganin et al. (2017). Abraham and Nair
(2015¢) also created a “Cyber Situational Awareness” framework which provides a holistic
approach to threats and vulnerabilities. Abraham and Nair (2015¢) concludes their paper
by highlighting that the defined model obtains security characteristics of vulnerabilities

and optimises the application of patches.

Figure 2.6: Approach to assess risk in a cyber system (reproduced from (Ganin et al.,
2017))
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2.4.5 National Institute of Standards and Technology

The National Institute of Standards and Technology (NIST) created a document that
reviews a patch and vulnerability management program (Mell, Bergeron, and Henning,
2005). NIST furthermore created a group called the patch and vulnerability group (PVG)
which could assist in answering the questions posed in this research. PVG is central to
remediation efforts (i.e. patching and configuration changes) and their duties include the

following:

e Asset inventory - Determine the organisation’s hardware, operating systems and

applications.

e Review security sources - Understand what security sources (public or private) are

saying about vulnerabilities, the available remediation options and possible threats.

e Prioritising vulnerabilities - Prioritise the available remediation options for vulner-

abilities.

e Track remediations - Create and manage a database of remediation options specific

to the organisation.

e Patch testing - Test patches and other non patch related remediation options. Test-

ing is performed on systems that have standardised configurations.

e Training - Training local I'T administrators to apply vulnerability remediation op-

tions.

It is evident from the above that there are similarities to what has been detailed under
section 2.2. Creating a group with responsibilities rather than creating a framework does
have limitations, though. Large organisations may need multiple PVGs and anything not

within the PVG scope will still need to be managed by the I'T administrators.

2.4.6 Enhanced Vulnerability Patching Game

Gianini et al. (2015) worked off the hypothesis that both the organisations protecting
themselves and the opposing malicious hackers are rational. As an organisation trying

to prioritise which vulnerabilities they should remediate with priority, a malicious hacker
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too is trying to prioritise which vulnerabilities they will exploit based on the effort and
resources required. In particular, Gianini et al. (2015) continues to create an ‘Enhanced
Vulnerability Patching’” game which tries to predict, through probability, which of the
known vulnerabilities should be prioritised first. This paper then continues with a form
of risk management but does not correlate that with what is taking place in the patch
management service. It rather assumes, based on the “game” output, the patch will take
place. Zhang, Zhang, and Ou (2014) also created a “game-like” framework to conduct a
risk analysis of vulnerabilities and compare exploiting and patching strategies within a

computing environment.

2.5 Vulnerability Management Metrics

Cavusoglu et al. (2008) highlights that patching, when released and when applied, can
either be time driven or event driven. This research further evaluates the speed of reme-
diating a vulnerability in order to understand the challenges and required collaboration

between vulnerability and patch management.

2.5.1 To Measure Speed of Patch

Beres et al. (2008b) used the vulnerability timeline, referenced in Figure 2.2, as it affected
the result of the paper’s simulation based predictive modeling approach to test patching
policies and mitigation strategies. The predictive modeling approach helped Beres et al.
(2008b) answer two particular questions. Firstly, it helped them to review the effectiveness
of patching processes against a vulnerability’s exposure to an organisation and, secondly,
it helped them to explore the impact of different policy decisions such as shorter patching
timelines versus the introduction of further mitigating controls for vulnerabilities. Organ-
isations “[o]ften regard the exposure window as closed when the proportion of systems
patched is somewhere around 95%, as there will always be some number of systems that

are either offline or unmanaged” (Beres et al., 2008b, p. 36).

The above does not mean the exposure to risk is reduced to zero. It simply means that the
patch was adequately and timeously deployed. A patch update cycle of an organisation
might not be in sync with the patch release cycle of a vendor (Cavusoglu et al., 2008).
An attacker is more likely to exploit a vulnerability after it has been released via public

disclosure, so it is important to review the speed of patching (time to patch) and how this
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relates to the decrease of vulnerabilities found in the environment (Arora et al., 2010).
This research views “time to patch” as the time elapsed since the earlier of one of the

following two times:

e Microsoft patch Tuesday - From the release of patches from Microsoft’s “patch

Tuesday”.

e Zero-day vulnerabilities - When a “zero-day” exploit has been detected and an

associated CVE has been issued for the zero-day vulnerability.

“Patch Tuesday” refers to the second Tuesday of every month when Microsoft releases
their monthly patches. Microsoft began releasing patches monthly in October 2003 (Cavu-
soglu et al., 2008). As per Rouse (2017, p. 1), “[p]atch Tuesday is the unofficial name
of Microsoft’s scheduled release of the newest security fixes for its Windows operating
system and related software applications, as detailed in the Windows Security Updates
Guide”. Regarding the understanding of a “zero-day” attack, this is when an attacker
creates an exploit for vulnerabilities that have not yet been disclosed (Abraham and Nair,
2015¢).

Further to the discussion of the speed of patching, Gianini et al. (2015) mentions that
the increased rate of vulnerable assets is correlated with the increased rate of available
patches which cannot be managed manually. Further to the understanding of “speed
to patch”, the research reviews interconnecting processes related to patching in order to

further identify challenges and possible areas for improvement.

2.6 The Implications of the Literature on the Re-

search

Further to the understanding of the interlink between the vulnerability and patch man-
agement services and the available frameworks and process flows to augment these two
services, what is evident from the above literature review is that the risk vulnerabilities
impose on organisations remain prevalent although there are various elements authors
talk to regarding the relationship and dependencies of the vulnerability and patch man-
agement services on each other to effectively remediate vulnerabilities in an organisation

and thus reduce the associated risk on an organisation. These various elements or themes
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that come out from the above literature (including the understanding of risk, challenges,
the understanding that the risk of vulnerabilities change over time, suitable approach to
each service/activity, and that the communication and actions between various managing
teams play a critical role in successful vulnerability remediation) are further explored in

this research and will aid in formulating the research taxonomy.

Further to the understanding of the interlink between the vulnerability and patch man-
agement services and the available frameworks and process flows to augment these two
services, what is evident from the above literature review is that there is a consensus
in most aspects of the research topic, thus no significant disagreement between authors.
These various aspects holistically include the understanding that vulnerabilities continue
to increase as organisations continue to grow and develop, vulnerability management
(including the understanding of assets in your organisation, threats posed to your or-
ganisation, knowing the associated risks to your organisation, and the need to define a
mitigation plan and track remediation progress which is interwoven with the intricacies of
patch management) remains a critical practice in organisations and that inclusion of user
/ employee participation leads to greater organisational awareness of security risks and
controls within the organisational processes and a better development and management
of security controls. Furthermore, the risk vulnerabilities impose on organisations, if not
remediated timeously, remains prevalent although there are various pragmatic elements
authors talk about regarding the relationship and dependencies of the vulnerability and
patch management services on each other to effectively remediate vulnerabilities in an
organisation and thus reduce the associated risk on an organisation. What is not agreed
upon from the research literature is the mention that attacks exploit known vulnerabili-
ties. Zero-day vulnerabilities are however further discussed through the literature review.
Various elements or themes that come out from the above literature (including the un-
derstanding of risk, challenges, the understanding that the risk of vulnerabilities change
over time, suitable approach to each service/activity, and that the communication and
actions between various managing teams play a critical role in successful vulnerability
remediation) are further explored in this research and will aid in formulating the research

taxonomy



Chapter 3

Research Taxonomy

The research survey (to be further explained in the following chapter) uses a taxonomy
of distinct concepts or themes which represents an understanding of what vulnerability
and patch management is and the relationship between the two, including associated
paradigms of services or functions. To develop this taxonomy the literature was exten-
sively reviewed, themes were identified and similarities were grouped where appropriate.
Through the collation of data, the formulated taxonomy structures the identified themes

and is thus data driven.

It is through the understanding of identified similarities in the literature and the asso-
ciated paradigms of services or functions that the taxonomy themes can be sorted and
represented in a pyramid type structure to help understand supporting characteristics
between the themes. The development of the taxonomy and research survey also allows
for appropriate questions to be asked and appropriate data to be collected, data which
has an impact on the research questions. These themes are then further split into dif-
ferent areas of concise multiple choice questions, formulated based on the similarities or
differences identified in the literature, and allows for an understanding of any correlation
between questions of the various themes. The questions identified in each of the themes
are referred to as categories of the research taxonomy. Themes have their own defined

questions/categories together with associated multiple choice answers.

As the taxonomy is derived from the literature, the taxonomy exists as a reflection of
the themes found in the literature review and includes supporting facets of vulnerability
management. It is thus an overarching depiction of the research topic and the associated

analysis thereof. For the purposes of this research and subsequent research, the research
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taxonomy will be called “Vulnerability Management Resilience Taxonomy”. User partic-
ipation is then considered for validation and testing of the reliability of the newly created

taxonomy, which is improved through such industry feedback.

Figure 3.1 visualises the Vulnerability Management Resilience Taxonomy, highlighting the
themes and the number of associated categories. Through the exercise of data analysis a
working paper (in particular the questionnaire to citations list) was created through the
literature review to document key themes and associated variables / questions, which are
linked to the literature / citations (see Carstens (2021) for the dataset analysis). This
working paper ultimately allowed for the creation of the thesis survey and the formulation
of the research taxonomy to provide a graphical representation / holistic visualisation of
all associated variables / themes to vulnerability and patch management. For each of the
grouped similarities or categories, the relevant citations were correlated and referenced,

and a variable was added explaining each of the survey items.

Figure 3.1: Vulnerability management resilience taxonomy

Literature highlights several influencing factors that impact vulnerability and patch man-
agement. As a result, seven themes were initially identified to form part of the Vulnera-
bility Management Resilience Taxonomy of which each theme is associated with multiple

categories. Table 3.1 describes the initially identified taxonomy themes.

With the understanding of the research taxonomy theme structure, Table 3.2 provides
further detail to Figure 3.1, explaining the associated categories of the taxonomy. The

categories correlate with the questions in the research survey.
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Theme Summary Description

People and Respondent Respondents background section to understand the participant’s

Team Roles and | current demographics, aptitude and experience in the industry, and

Structure Experience their understanding of vulnerability management and patch man-
agement services, incl. team structures.

Incident Reflection on | A section where respondents could acknowledge recent incidents in

Review Incidents their environment and whether there were any associations with
Microsoft Windows patching, or lack thereof.

Frameworks Frameworks A section to understand whether any frameworks, to create facili-
tation or a means of engagement between vulnerability and patch
management, is being practiced in the organisations and whether
the respondents can detail the advantages and disadvantages ac-
cordingly.

Vulnerability | Vulnerability | A vulnerability management section created to understand policy,

Management | Management | what is being practiced in the organisation in relation to defined

Policy  and | policy, what the known challenges are, trending of vulnerabili-

Practice ties and whether (after contextualising vulnerability management
within each organisation) the participants believe that there is still
room for improvement required.

Risk Risk Manage- | A section to understand whether risk management is being prac-
Management | ment Strate- | ticed in the organisations and whether the respondents can detail
gies the advantages and disadvantages of this practice.

Patch Patch  Man- | A patch management section created to understand policy, what is
Management | agement being practiced in their organisation in relation to defined policy,
Policy  and | their organisation’s current patching SLA, what the known chal-
Practice lenges are and whether (after contextualising patch management
within each organisation) the participants believe that there is still
room for improvement required.

Incident Organisation | Post incident review and the assurance that previous incidents of a

Management | Cyber  Inci- | similar nature will not occur through the vulnerability and patch

dent Manage-
ment

management cycle.

Table 3.1: Taxonomy themes
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Category

Experience in information & cybersecurity

Aptitude through information security certifications or qualifications

Team structures and responsibilities for vulnerability management and patch management

Circumstances of communication for multiple teams

Structure

Focus items of communication between multiple teams regarding what cannot be patched

Advantages of separate teams

Advantages of one multi-skilled team

Incidents experienced in last 5 years

Incidents experienced in last 5 years which are associated with a Microsoft vulnerability

Incident| People and Team

Review

Business consideration over incidents

ISO27001 compliance

PCI compliance

Utilisation of industry frameworks

Understanding of frameworks being used in organisation

Frameworks

Advantages of following a framework

Disadvantages of following a framework

Vulnerability management policy documents

Detail of vulnerability management policy

Vulnerability management policy items not being practiced in the workplace

Number of vulnerabilities in organisations

Trending of vulnerabilities being remediated

Challenges of vulnerability management

Vulnerability
Management

Contextualising vulnerability management and room for improvement

Escalation of configuration issues identified through a vulnerability management process

Monitoring of escalated configuration issues, post a vulnerability management process

Business considerations on risk management

Risk management activities

Advantages of risk management

Risk

Disadvantages of risk management

Management

Improvements to system controls and processes

Centralised platform for patch deployment

Patch management policy documents

Detail of a patch management policy

Patch management policy items not being practiced in the workplace

Patch compliance

Challenges of patch management

Contextualising patch management and room for improvement

Escalation of configuration issues identified through a patch management process

Monitoring of escalated configuration issues, post a patch management process

Patch Management

Superseded patch requirements

Business consideration on superseded patch requirements

Considerations on a centralised asset management solution

Period of utilisation regarding a centralised asset management solution

Functionality and applicability of a centralised asset management solution

Incident preparation, i.e. business continuity

ent
Man-

age-
ment

Understanding of business impact regarding incidents

Incid-

Table 3.2: Taxonomy structure




Chapter 4

Research Methodology

Beres et al. (2008b) highlights the need to have policies for patch and vulnerability man-
agement, including defined processes on how to perform effective patch management for
the organisation. The challenge in the context of increasing vulnerabilities is the creation
of policies and the effective, timely deployment of remediation measures (Afful-Dadzie
and Allen, 2014). As a result of the literature review, the research strategy includes the
creation and use of a structured research survey to answer the proposed research ques-
tions. The research strategy creates a link between the research philosophy and the data
collection and analysis (Saunders, Lewis, and Thornhill, 2012). Furthermore, a taxonomy
is also formulated based on the literature review and tested through the use of the research

survey.

The following section will continue to detail the research methodology used in order to
perform the research, obtain empirical data, analyse the data and produce the final report.
This section will start off with the research philosophy and approach, the research design,
the purpose of the research and research target population. The research methodology
section will then conclude with the data collection and analysis which was used to complete

this research, the research limitations and ethics.

4.1 Research Philosophy and Approach

The research has an epistemological philosophical position, which questions what is con-
sidered acceptable knowledge (Saunders et al., 2012). This included a positivism paradigm

as data was collected through a structured data collection technique. Positivism, as per
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Saunders et al. (2012, p. 134), collects “[d]ata about an observable reality and searches

for regularities and causal relationships” in the data.

The research approach is inductive. An inductive approach allowed the research, as per
Saunders et al. (2012, p. 48), to “[e]xplore a topic and develop a theoretical explanation
as the data is collected and analysed”. The researcher collected data to explore a phe-
nomenon, identify themes and explain patterns to generate a new or explore an existing
theory (Saunders et al., 2012). An inductive approach was taken to allow meanings to
emerge and identify whether patterns and relationships exist (what-type data) and why
they exist (why-type data) through observation of empirical data.

4.2 Research Design

To operationalise the research questions and objectives, a fully integrated and concurrent
mixed methods research design is used. This includes both a quantitative and qualitative
methodology within a single phase of data collection and analysis (Saunders et al., 2012).
This could be done in a short timescale and was more practical to undertake than a

sequential mixed methods research design.

A quantitative research design was used to review the survey results statistically, where
the focus is on using data to test theory (Saunders et al., 2012). The confirmation of vul-
nerabilities being reduced is also statistically revised together with associated variables
as per the research taxonomy’s defined themes and categories. In quantitative research,
numerical data is analysed using statistical techniques, including that of probability sam-
pling (see section 4.5). This allows for the identification of relationships between different
statistical data. Qualitative data was also allowed through the completion of the survey.
Results include what has been said and a formulation of any shared areas of concern, as

identified by the sample population.

A concurrent mixed method research design is suited to the philosophical position of
Epistemology (Saunders et al., 2012). A mixed method is used as it is understood that
there is a difference in culture and processes between organisations. The research can
thus not assume that a complete answer to the primary research question is possible from
either a subjective or objective point of view. The expected outcomes from using a mixed
method design are to develop and extend existing theory and to identify, explore and/or

measure case-specific variables.
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4.3 Purpose of Research

The purpose of the research and the nature of the research design is exploratory and
explanatory. Exploratory research explained the “what-type data”, providing the abil-
ity to explore and discover what was happening in a particular case or scenario and gain
knowledge or further insights about the topic of discussion (Saunders et al., 2012). The ex-
planatory research explained the “why-type data”, establishing cause and effects between
identified challenges and factors impeding the ability to successfully remediate vulner-
abilities. Namely, the research survey allowed respondents an opportunity to provide
further detail on any current processes or challenges. This allowed the research to gain
insights further to what was received in the literature review, evaluate the feedback and
then explain the relationships between these identified points, based on the respondents
feedback.

The proposed research was achievable as the researcher has relationships with several
financial services institutions (FSI). No travel was required as the survey, research discus-
sions and review of the taxonomy with the target population were all done digitally, thus

significant research funding was not required.

4.4 Research Target Population

The target population was FSIs. In particular, the target population included organisa-
tions that currently incorporates vulnerability and patch management services in their
organisation, most of which would then also include a risk management function in their
operations or management process. The target population being FSIs for this research
does not imply that this industry has more importance over another. The challenge of
effective vulnerability and patch management is understood to be an issue experienced
across industry from the literature. The use of the industry does also not imply size of or-
ganisation was a deciding factor to include them in the research survey as FSIs of various
organisational sizes provided feedback to the survey. The economical impact of a poten-
tial cyber breach on an FSI due to a potentially unpatched vulnerability was however

considered when deciding a target population for this research.

These organisations are comprised of different business units between which operational
and /or service level agreements have already been defined. An operational level agreement

(OLA) is the agreement of how a required service will be delivered between internal
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departments or business units within an organisation (Esmaili, Gardesh, and Sikari, 2010).
A service level agreement (SLA) refers to the level of service promised to a client to deliver
a service. A client can be served by an internal business unit delivering a product or service
as well as an outsourced partner delivering a service or product. The aim was to get at
least four organisations to complete the survey, and the participants were selected to
provide a complementary set of data when compared with the literature. The selection
of participants also allowed for a diverse set of experiences, backgrounds and perspectives

to be understood.

4.5 Data Collection and Analysis

Further to the understanding that the research design was quantitative, allowing a sta-
tistical analysis of the feedback (numerical data) to the research survey, the observed
empirical data also included opinions and perceptions from people which gave the re-
searcher an opportunity to understand reality (Brady, 2015, Ganin et al., 2017). As a
result of this expected subjective feedback, probability sampling was used to obtain a
sample population to complete the research survey. Probability sampling is a technique
where the participants or respondents for the interview will be sampled based on their ex-
pertise and availability (Saunders et al., 2012, Glen, 2015, Dudovskiy, 2018). This allowed

for the identification of relationships between different statistical data.

Beres et al. (2008b) argues that it is difficult to evaluate how well security processes and
controls are affecting your information security. Evaluating the change of these controls
or incorporating new solutions or policies proves just as difficult. The data needed to
assess the effectiveness of vulnerability management is also difficult to come across due to
organisations’ security concerns around sharing this information (Afful-Dadzie and Allen,
2014). As a consequence hereof, a structured research survey was created to answer the

proposed research questions and was directly correlated with the research taxonomy.

Data was scored based on a score out of 100, calculated against the number of answers
to each question, and averaged to allow comparison between the data and allow for con-
clusions. This means that whether a question had one answer or ten, the approach of
averaging the answer out of 100 allows for comparison with other sections where the num-
ber of available answer may have been different. As mentioned earlier, qualitative data
was also allowed through the completion of the survey. Results therefore included what
has been said and a formulation of any shared areas of concern, as identified by the sample

population. Data was analysed in the following ways:
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e Summaries per question - To help understand the percentages of responses for the

different questions.

e Comparisons per question - To compare some of the questions based on the maturity

of the organisations that participated in this survey.

e Normalised question rating scales - To compare responses between questions more
easily.
e Highlights of answers - To draw attention to answers that are, for various reasons,

particularly interesting in the context of this research.

4.6 Research Survey

The research follows the creation and use of a structured research survey, derived by sum-
marising the literature review and which directly correlates with the proposed taxonomy
of this research. The available answers were based on what the literature considers to be

working or not working.

A survey is widely associated with exploratory research (Saunders et al., 2012). As per
Saunders et al. (2012, p. 177), “[s|urveys using questionnaires are popular as they allow
the collection of standardised data from a sizable population in a highly economical way,
allowing easy comparison”. The use of a survey thus allowed the research to reach beyond
the target of four organisations with 12 participants, allowing participants to provide
feedback to the questionnaire at their own convenience and allowing the researcher to
receive multiple responses in parallel. Based on the research feedback, a revised research

taxonomy will be detailed and explained in Chapter 6 and 7.

A close-ended (static) survey with static answers was utilised for this research survey
and split into themes which formulated the research taxonomy (as found in Table 3.1).
Figure 4.1, as defined by Sauro (2019), helps define specific classes of surveys which are

used in research papers.

A close-ended (static) survey, with multiple choice options and multiple choice responses,
was used for this research to allow for an effective analysis of what has been found in the
literature and to create the final taxonomy of data. The survey was shared online, all

questions were optional and took the respondents about 15-25 minutes to complete. Some



4.7. RESEARCH LIMITATIONS 38

Figure 4.1: Survey classes

questions only allowing a single choice and other questions having multiple available op-
tions to choose from. Some questions allowed respondents to add further detail/comments
to answers, in the event that the survey and taxonomy had missed something. Rating
scales were used for this research to allow for effective comparisons between various an-

swers and taxonomy themes.

4.7 Research Limitations

The target population for the research was South African organisations, more specifically
FSIs as mentioned earlier, and the research sample was a subset of the target organisations
with whom the researcher collaborated with. The research sample does not reflect all
industries or sectors in South Africa, but may be generalised to other enterprise-level
South African FSIs. As all data collection occurs in South Africa, a possible limitation
is the in-applicability to other contexts. There is, however, no prima facie reason for this
to be true. As noted in Chapter 7, further research is welcomed in order to attempt in
replicating the research results in other organisational contexts and in other geographical

areas.

A threat to the reliability of data is that of a biased researcher, due to the researchers cur-
rent working relationships within the target population. Researcher bias is revealed when
“[a] researcher may allow her or his subjective view or disposition get in the way of fairly
recording and interpreting participants’ responses” (Saunders et al., 2012, p. 192). This
was avoided by creating the survey based on the literature review, allowing participants

to add their feedback in addition to the available multiple choice options and accepting
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all submissions online through a solution which does not allow the manipulation of the
data feedback.

A thematic analysis has also allowed a consensus of common sentiments to be derived
from the feedback of the target population. Braun, Clarke, and Terry (2014) refers to a
thematic analysis as “[a] method for systematically identifying, organising, and offering
insight into patterns of meaning (themes) across a data set” (Braun et al., 2014, p. 57).
The thematic analysis was done manually to correlate all data and illustrate patterns and
relationships between each identified theme. The above helped to avoid any prejudiced

data analysis.

4.8 Ethics

Ethics approval was requested from the Rhodes University ethics board before continuing

with the research.

To overcome any organisational concern and to improve the research data quality, the
participants/respondents had an opportunity to ask questions and had sufficient time to
consider any questions without being coerced (Saunders et al., 2012). An introductory
letter was provided to clarify the nature of the research and a consent form was signed

confirming that participants are not obligated to participate.

4.8.1 Privacy and Confidentiality

In order to comply with the Protection of Personal Information Act (POPI Act), respon-
dents were informed about what data will be required, why it is required, how it will be
processed and how it will be stored. Respondents were also educated on how to request

the provided data at a later stage.

Due to the nature of the study, the respondents were not obligated to provide the re-
searcher with a form of identifiable information. However, an understanding of their
expertise and role in the field was required. All responses were kept confidential and
used for the purposes of this research only. Confidentiality and anonymity were assured
through anonymizing and aggregating data, the use of pseudonyms and generalization
in order to remove personal identifiers (Saunders et al., 2012). Direct quotes herein will

therefore be attributed to anonymous respondents.
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User participation implies that the respondents read and understood the research infor-
mation sheet, that they were aware they could ask questions, that they understood that
their participation is voluntary and that they were free to choose not to participate at
any stage. It was also understood that the data collected may be reused in further re-
search. The information provided by the respondents was strictly for the completion of
the aforementioned degree. While their knowledgeable contribution was valued, there
were no benefits to participation and the respondents were not disadvantaged in any way

if they chose not to participate.

Data stored was protected on an encrypted hard-drive with password authentication and
secured behind a Windows firewall. Data will only be released to the respondents when
requested. All paperwork was digitised and then shredded. The summary of findings can

be requested from the researcher, at any stage, by emailing the researcher.

4.9 Research Implementation

The research implementation was in line with the research design, in particular a mixed
methods research design which includes both a quantitative and qualitative methodology,
and the survey was deployed using a well-established internet based survey service. The
identification of prospective respondents, the total number of survey respondents and the

analysis of their responses will be further discussed in the next chapter.



Chapter 5

Data Analysis

This chapter presents the results of analysing the data collected through a research survey
and relates these to the research questions and objectives. The following sections detail
each theme of the research taxonomy, the associated survey questions and the respondents
feedback. The multiple choice answers of the research survey correlate with the subcate-
gories of the taxonomy and the comparison of the questions, or taxonomy categories, are

reviewed based on the mentioned risk score rating.

Most sections do provide interpretation of the results including the relevance of questions
(e.g. Sections 5.1, 5.2, 5.5.1), the assumption of what it means if someone did not respond
to a question (e.g. Sections 5.1-5.4), the correlation of users from the same organisation
having different opinions or answers to questions, filtering on any additional survey feed-
back (either adding the feedback in the main responses or articulating what is in addition
to the literature / unique discussion points), and any needed similarities / comparison
in the data where appropriate, (e.g. Section 5.2 - “The patch management team refer-
ring back periodically to the vulnerability management team on items that cannot be
patched” was listed in the top three areas of communication circumstances, including
being mentioned in additional feedback by respondents) has been detailed in Chapter 5.
Table 5.9 and Table 5.10 are further examples of comparing the survey results data, and
briefly discussing some of the significant results before the summary of the findings being

discussed in Chapter 6.

Chapter 5 will also talk to various included graphs about the survey standard responses
and additional responses, as depicted in the graphs, and if there were any responses best
placed in a different section in the research (e.g. Figure 5.9 “Circumstances of communi-

cation between separate teams”, and where the respondent rather provided feedback to

41



5.1. IDENTIFICATION OF PROSPECTIVE RESPONDENTS 42

the advantages they see in having multiple teams). The data results in terms of where
there are multiple responses from the same organisation is also discussed, or where they
may be a significance in lack of response, e.g. Section 5.5.2 - note that neither vulner-
ability nor patch management feedback had a focus on “creating a pre-patch mitigation
action plan, with existing or new security controls, for vulnerabilities which do not have

an available patch yet” when referring to policies.

Comparing responses to other areas of the results where significant, e.g. Section 5.5.3 -
“Three of the 21 respondents were not sure” in terms of whether they practiced certain
aspects of the patch management policy or not in their environment. However, the same
organisations had concise feedback from other respondents. At least 18 out of the 30
respondents (60%) are therefore currently practicing some form of their defined patch
management policy. There are three points worthwhile to note from the above feedback.
A “patch management lifecycle”, was one of the top five items listed by organisations’
patch management policy or similar document, at 86.7% of the 30 respondents. However,

38.1% of the 21 respondents stated that they are not currently practicing this item.

Due to Figures 5.24, 5.25, 5.27, 5.37 and 5.43 being quite large with data representation,
the tables that summarise these figures, e.g. Table 5.12 and 5.13 etc., provide a shorter
and more concise summary of the significant survey results. For consistency throughout

Chapter 5, all remaining figures are summarised with a respective table.

To summarise, Chapter 5 allows for results to be compared where appropriate however,
Chapter 6 will then discuss the findings in comparison to what the literature review had
revealed and thus is able to contextualise the survey feedback from Chapter 5, detailing

the significance and implication of the data analysis.

5.1 Identification of Prospective Respondents

The research was provisionally intended for 12 participants in total from four FSIs. The
researcher was able to reach out to 67 information security practitioners or professionals
in the information security field, from 26 different organisations. From this total outreach,
14 gatekeepers from the different organisations accepted/approved the use and sending
of the survey to the leaders and employees of their organisations who have a pragmatic

understanding of the research based on their skillset and current roles and responsibilities.

The research analysis below is from 30 responses, obtained from 12 of the 14 approved

reputable FSIs as delegates from two of the approved organisations did not respond in



5.1. IDENTIFICATION OF PROSPECTIVE RESPONDENTS 43

the allocated time-frame for this research data collection. The roles who took part in this
survey include Chief Information Security Officer (CISO), other C-level positions (such as
Chief Technology Officer (CTO), Chief Operational Officer (COO) and Chief Information
Officer (CIO)), Information Security Officer (ISO), Information Security Manager, IT
Manager, consultant, engineer, analyst and risk and audit officer. From the total research

survey feedback, 56.7% of the respondents listed themselves as non-technical.

Figure 5.1 shows that although South African FSIs were selected, 60% of the organisations
who completed the survey do have a global footprint when considering the remediation
of vulnerabilities. This talks to the earlier mentioned possible research limitations and

allows for further research to be better adapted.

Figure 5.1: Operational size of participating organisations

Figure 5.2 represents the number of employees who work for each of the organisations
that took part in this survey. It is important to understand the relation between the
number of employees and assets the organisation needs to protect in order to understand

the scope of each organisation’s vulnerability and patch management service.

Figure 5.3 represents the number of assets, including workstations and servers for the
participating organisations, and thus the magnitude of what they need to protect. It
is evident from the employee graph and the asset graph that over half (58.6%) of the
participating organisations have more than 10000 employees. However, the asset graph
illustrates that 41.4% have to protect almost double the number of assets, i.e. more than
20000 assets.

Figure 5.4 summarises the number of years that most respondents have been in the in-

formation security industry. Noticeably, most respondents have been in the industry for
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Figure 5.2: Employee count for participating organisations

13+ years which illustrates the expansive knowledge of the respondents and their expected

pragmatic approach to the topic of this survey and its questions.

Figure 5.5 represents some of the qualifications the survey respondents currently have. A
large majority of the respondents have not only been in the industry for more than 13
years, they also hold leading international qualifications in the field such as Certified In-
formation Systems Security Professional (CISSP) (47.6%), Certified Information Security
Manager (CISM) (52.4%) and ISO27001 (Foundation, Lead Implementer, etc.) (38.1%).

5.2 Team Structure

As earlier reviewed, Table 3.2 provides detail on the themes and associated categories
for this research taxonomy. The themes and categories are now summarised through the
following sections and graphs for a better understanding of what the respondents currently

practice and find benefit from.

The team structure within each of the participating organisations is reviewed in this
section. This section details what the respondents’ understanding is of team structures

and the organisational benefit(s) thereof.

5.2.1 Single Service Teams to Multiple Service Teams

Q. How have you been involved with vulnerability management?
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Figure 5.3: Asset count of organisations

Figure 5.4: Respondents’ years in information security

J No involvement
[0 Worked with managing teams
0 Led the managing teams
O Created / improved service for organisation
Q. How have you been involved with patch management?
J No involvement
[0 Worked with managing teams
] Led the managing teams

O Created / improved service for organisation
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Figure 5.5: Respondents’ current information security qualifications

Q. In your organisation, does one cross-functional team have responsibility for vul-

nerability management and patch management?

O Yes
O No
(O Not sure

(O Other: (write-in answer)

Figure 5.6 represents how the respondents have been involved in the vulnerability and
patch management services for their organisation. As you will see, separate graphs for
each of the mentioned services are detailed in Figure 5.6. Their involvement, or avail-
able answers to the question, could include “no involvement”, “worked with managing
teams”, “led the managing teams” and “created or improved service for organisation”.

Respondents were able to select multiple options since more than one could be applicable.

Out of the 30 respondents, 19 have been involved in “working with the team” and 13
were involved with either “creating” or “improving” the service for the “Vulnerability
Management” section. With regard to patch management, 17 have been involved in
“working with the team” and 13 were involved with either “creating” or “improving” the
service. “Working with managing teams” and “created or improved services” in each of

these areas continues to indicate the experience of the respondents.

Figure 5.7 shows that, of the 30 respondents, 63% of the participating organisations have
multiple teams attending to their vulnerability and patch management services rather

than one cross-skilled team.
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Figure 5.6: Respondents involvement in vulnerability and patch management services

Figure 5.7: A cross-functional team having responsibility for vulnerability management
and patch management services

There were additional responses when questioning whether the respondents had a cross
functional team within their organisation for the questioned services. These responses
were included in the main options presented based on how the respondent answered
additional questions. In particular, the additional responses and the associated data

correlation included the following:

e Additional response - “Do-er (IT) and Checker (IS)”. This was placed as “no” as
the respondent continued to answer questions based on if they had separate teams

and how they communicated with one another.
e Additional response - “Yes and no”. This was placed as “not sure”.

e Additional response - “There is a software release team responsible for testing and

deploying patches, then there is the Core security team responsible for vulnerability
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management within the organisation”. This was placed as “no” as the respondent
continued to answer questions based on if they had separate teams and how they

communicated with one another.

Additional feedback implies that the number of respondents who utilise separate teams
for the vulnerability and patch management services is 63%, as seen above. Twenty of
the 30 respondents have indicated that they are aware of multiple teams being utilised
in their organisation to manage the vulnerability and patch management services. These
20 respondents represent 11 of the 12 participating organisations in the survey. It is
noticeable, however, that there are participants within the same organisation who have
responded with different answers to this question. Some said that there are multiple
teams and others said that they only have one managing team for the vulnerability and
patch management services. As a result of respondents from the same organisation pro-
viding different answers, the resulting figures indicate that respondents from six of the
participating organisations confirmed they utilise one cross-functional team for both their

vulnerability and patch management services.

5.2.2 Advantages of Different Structured Teams

Q. What do you see as the benefit(s) of having separate teams?

[J Separate teams with more resources allows more tasks to be completed timeously,

i.e. improved capacity constraints

Dedicated resources with clearly defined roles and responsibilities
Able to split costs between different costs centres

Having one team is not suited for large organisations

Not sure

O 0o o o od

Other: (write-in answer)

Figure 5.8 details what the respondents believe are the advantages of utilising multiple

teams to manage their vulnerability and patch management services.

The top three advantages, as per the survey feedback, are listed in Table 5.1. Two
respondents from two different organisations did not respond to this question which may
imply that they saw no advantage from having multiple teams to manage vulnerability

and patch management within their organisations.
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Figure 5.8: Advantages of having separate teams

Advantages of separate teams Percent
g | Dedicated resources with clearly defined roles and responsibilities 75%
% Separate teams with more resources allows more tasks to be com- | 60.7%
2 pleted timeously, i.e. improved capacity constraints
& | Having one team is not suited for large organisations 35.7%

Table 5.1: Advantages of separate team structures

Further to the defined multiple choice options in the survey, four respondents from three
different organisations provided additional comments on the advantages of utilising sepa-
rate teams. The additional feedback does reflect similar perceptions from the respondents
on the advantages, in particular the segregation or separation of duties, and the un-
derstanding that patch and vulnerability management are different services and having
separate teams allows for gaps to be correctly identified in each service offering and ac-
tioned accordingly. This does correlate with what was found in the literature review with

regards to having dedicated resources with clearly defined roles and responsibilities.

One respondent provided two further suggestions, after the survey review, around process

and effective vulnerability management:

e A collaboration page for everyone to communicate and have visibility on challenges
or tasks with positive results would result in the correct principles being utilised

through the organisation.

e The organisation’s SIEM solution, including the vulnerability scanning tool, can

facilitate vulnerability management by issuing tasks to review remediation and also
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gives users in the business the capability of testing whether their response to reme-

diating a vulnerability was successful.

5.2.3 Communication of Separate Teams

Q. If you have separate teams, under what circumstances do they communicate?

0 The vulnerability management team providing the patch management team

with a list of specific vulnerabilities to action

[0 The patch management team referring back periodically to the vulnerability

management team on items that cannot be patched

Q. What would these items which cannot be patched include?

O 0O o0ogood

g

Interoperability issues

Operating systems that have reached EOL
Machines that require configuration updates
Service pack restrictions

Upgrade requirements

Not sure

Other: (write-in answer)

[0 The vulnerability management team doing a post scan to confirm the patch

management cycle was successful for the patch management team

O Prioritising remediation options with identified vulnerabilities

0 Not sure

O Other: (write-in answer)

Figure 5.9 provides an understanding of communication circumstances from 27 respon-

dents across 12 organisations.

As per Figure 5.9, the top three answers of circumstances for communication are listed in

Table 5.2.

The last two options in Figure 5.9 were identified by separate respondents from differ-

ent organisations, but not found in the literature. In the first case, various application

development teams would have their own patch management capability and thus not be

part of the Microsoft patch management team or require a need for communication to

different teams. Although this does not associate with the advantages or disadvantages



5.2. TEAM STRUCTURE 51

Figure 5.9: Circumstances of communication from separate teams

Circumstances of communication from multiple teams Percent
The vulnerability management team providing the patch manage- | 81.5%
ment team with a list of specific vulnerabilities to action
The patch management team referring back periodically to the vul- | 70.4%
nerability management team on items that cannot be patched
Prioritising remediation options with identified vulnerabilities 70.4%

Top three

Table 5.2: Circumstances for team communication

of having multiple teams involved in the vulnerability and patch management teams, the
survey respondent continued to highlight the advantages they see in having multiple or
separate teams, namely: “separate teams with more resources allows more tasks to be
completed timeously, i.e. improved capacity constraints”, and “having one team is not

suited for large organisations”.

The second case spoke to communication between vulnerability and patch management
teams that included the patch management team giving feedback to the vulnerability
management team regarding operational effectiveness, in particular the transparency on

patch control coverage and effectiveness.

“The patch management team referring back periodically to the vulnerability management
team on items that cannot be patched” was listed in the top three areas of communica-
tion circumstances, including being mentioned in additional feedback by respondents.
Figure 5.10 provides an understanding of what cannot be patched, as per 23 respondents

from 11 of the participating organisations.

Table 5.3 details what the top four items that cannot be patched are. Four items are
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Figure 5.10: The patch management team referring back to the vulnerability management
team on items which cannot be patched

Communication of what cannot be patched Percent
5 Interoperability issues 73.9%
S | Upgrade requirements 65.2%
2 | Operating systems that have reached EOL 56.5%
&= ["Machines that require configuration updates 56.5%

Table 5.3: Team communication of what cannot be patched

listed due to the last items having the same percentage of respondent responses.

Three respondents from three different organisations specified the following additional

items that could not be patched:

e Unreachable systems.

e End points that reside on the DMZ because the operating systems that have reached
end of life (EOL) thus no longer supported.

e Simple problems, like reboot required to apply the patch.

The advantages of a single team were also interrogated.

Q. What do you see as the benefit(s) of having one team?

[0 Improved competency with one cross functional team
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[J One team with one goal

O One team allows there to be no barrier between patching and monitoring other

means of mitigation

[0 One team reduces any possible miscommunication on requests

O

One team reduces the time for tasks to be requested and completed between

each service

Easier collaboration

Better skills transfer

One team creates a stronger security oriented focus

Dedicated resources with clearly defined roles and responsibilities

Not sure

O 0O o0 0o oo

Other: (write-in answer)

Figure 5.11 details the advantages of having one team, as per 30 respondents. It is evident
from Figure 5.11 that there seem to be multiple reasons for having one team to manage

the vulnerability and patch management services.

Figure 5.11: Advantages of having one cross functional team

Table 5.4 details what the top three advantages listed of having one team are, as per the
total 30 respondents.
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Advantages of a single team Percent
Easier collaboration 56.7%
One team reduces any possible miscommunication on requests 56.7%

One team allows there to be no barrier between patching and mon- | 53.3%
itoring other means of mitigation

Top three

Table 5.4: Advantages of one team

5.3 Incident Management

The next theme of analysis is the number of previous incidents within each of the partici-
pating organisations. This section provides an understanding of any previous information
security incident(s) the participating organisations may have had and their relation to

known vulnerabilities or available Windows patches.

5.3.1 Incidents in Organisations

From the 27 respondents from 10 participating organisations for this section, nine respon-
dents from five organisations were able to give actual numbers regarding the vulnerabilities

and the possible number of these vulnerabilities related to Microsoft Windows patches.

Out of a total of 33 incidents, 23 vulnerabilities were related to a Windows vulnerability
which had a relevant patch available at the time of the incident that equates to about

39.39% of the vulnerabilities the respondents are willing to share about or are aware of.

Only two respondents from two separate organisations experienced high business impacts
from incidents related to a Microsoft vulnerability which had a relevant Windows patch
available at the time of the incident. Both these respondents gave further feedback stating
that they were well-prepared for the incident(s). From the total number of incidents
experienced by these two respondents and its relation to an available Windows patch, it
is understood that between 25% and 50% of the incidents which were Windows patch

related caused a high business impact on the effected organisations.

Medium impacts were mostly associated with a Windows patch requirement. From the
medium line items, 50% of the respondents, whom are associated with one organisation,
seemed prepared for the incidents. In contrast, from the respondents who mentioned
they were not prepared for the particular incident(s) in their organisation (although these

Y

correlate with “low” or “medium” business impact), one respondent mentioned they had
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to bring down a production cloud environment in order to investigate and calculate the

impact of the incident.

Although the above review was done on organisations that responded regarding their
known incident statistics, several organisations were able to add further information on

the topic, the most relevant of which are:

e The environment within which the impact is felt (e.g. cloud, dev/test, virtualised,

etc.) makes a difference to how severe the impact is.

e Issues such as old OS versions and deployment of incorrect PC images continue to

affect patching.

e Impacts often had a transitive impact on other systems that depended on the af-

fected ones.

e The involvement of multiple teams on the patch management side sometimes made

it difficult to commit to a resolution time for an incident.

e Other best practices, such as backups, become very important from a security point-
of-view when ransomware attacks occur, especially if such attacks affect shared

resources.

e Custom software adds to the complexity of testing during patch rollout.

5.3.2 Organisations Prepared for Incidents

Figure 5.12 shows that, from 27 responses across 12 organisations, 74.1% believe they

were well prepared for the incidents that took place in their environment.

Being prepared refers to either having a computer security incident response team (CSIRT)
or computer emergency response team (CERT), or having further business continuity
plans, ITIL process, the ability to apply new security controls for incident management,

and so on.

It does remain a positive experience to receive the above feedback from a group of re-
spondents who can be seen as experts in their field. The following sections will complete

the analysis on the remaining taxonomy themes.
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Figure 5.12: Organisations prepared for incidents

5.4 Vulnerability Management

5.4.1 Vulnerability Management Policy

Figure 5.13 is a summary from 30 respondents on whether they have a vulnerability
management policy within their organisation. It does not detail who currently has a
policy but is not using it. The 86.7% refers to 26 respondents from 12 of the organisations
currently using a vulnerability management policy. Three respondents from different
organisations state that they are using similar documents and only one organisational

member is currently not sure about whether they have a policy.

These responses are from a total of 12 participating organisations in the survey which,
again, implies that there are respondents from the same organisation who have different

views or understandings of what is taking place and available in their organisations.

Q. Does your vulnerability management policy or similar document cover...

O A vulnerability management lifecycle (i.e. scan - prioritise - analyse - report -

remediate - validate)
O Requirement to create a vulnerability management monthly council /forum

[0 Detail your vulnerability management strategy
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Figure 5.13: Respondents who confirmed they currently have a vulnerability management
policy or a similar document

O 00 oo0o0oogoooo o oo

Daily automated scan schedules

Weekly automated scan schedules

Monthly automated scan schedules

Scan schedules longer than a month

Ad hoc manual scanning

Internal scans

External scans

Authenticated scans

Logging calls with respective teams to remediate vulnerabilities
Service levels/timelines for patching different vulnerability severities
Post checks to confirm a vulnerability is remediated

Risk assessments on threat, available patch and other remediation options
Daily /weekly /monthly review of failed scans, i.e. health checks

A risk dispensation/exemption process for assets that cannot be scanned, i.e.

due to access issues or operational restrictions, downtime restrictions

Creating a pre-patch mitigation action plan, with existing or new security

controls, for vulnerabilities which do not have an available patch yet

A separate process to tackle zero-day vulnerabilities or otherwise expedite

patches
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O Creating periodic management and/or operational reports for action
L] Not sure

O Other: (write-in answer)

Figure 5.14 illustrates what some of the key focus areas of an existing policy are.

Figure 5.14: Items of a vulnerability management policy or similar document

Table 5.5 summarises Figure 5.14 and illustrates that from the 21 available subcategories
or available drop down/multiple choice answers, the five most favourable topics within
the respondents vulnerability management policies, as per the feedback from the 30 re-

spondents of the participating organisations.

Respondents noted that policies were sometimes not as well-defined and detailed as they
could be, especially in terms of process, or regularly updated and also mentioned the

following items covered by such policies which were not present in the literature:

e Third-party service provider requirements, integration and monitoring
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Vulnerability management policies, most common Percent
Internal scans 83.3%

g [ A vulnerability management lifecycle (i.e. scan, prioritise, analyse | 76.6%

g report remediate validate) sitting

S | External scans 70%

*g Logging calls with respective teams to remediate vulnerabilities 70%

= | Service levels/timelines for patching different vulnerability severi- | 66.7%
ties

Table 5.5: Vulnerability management policies, most common

Vulnerability management policies, least common Percent
Scan schedules longer than a month 13.3%
Creating a pre-patch mitigation action plan, with existing or new | 30%
security controls, for vulnerabilities which do not have an available
patch yet

Least
common

Table 5.6: Vulnerability management policies, least common

e Policies to stipulate all practices, i.e. technical forums, reporting, etc.

By contrast, Table 5.6 summarises two items which are the least common when the survey

respondents articulate what is included in their vulnerability management policies.

5.4.2 Vulnerability Management Policy Items not being Prac-
ticed

Figure 5.14 provided detail on what organisations are including in their vulnerability
management policies. Figure 5.15 will now detail what organisations are not practicing

with respect to their defined organisational policies.

Table 5.7 summarises the six key topic areas of feedback from the respondents, rather than
the top three due to several items having the same score or same number of feedback.

Responses were obtained from 28 respondents across 11 organisations.

Three of the 28 respondents were “not sure” in terms of whether they practiced certain
aspects of the vulnerability management policy or not in their environment. These three
individuals represented two organisations from which other respondents had more assured
feedback. It was also noted in the survey feedback that the remaining two respondents who

did not respond to this question represent two organisations where other respondents from
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Figure 5.15: Items not being practiced from a defined vulnerability management policy
or similar document

the same organisation did provide feedback. This means that 25 out of the 30 respondents

(83.3%) are currently practicing forms of their defined vulnerability management policy.

Lastly, to summarise from the above feedback it is worthwhile noting two points. As per
Table 5.5, a “vulnerability management lifecycle” was one of the top five items listed in
the participating organisations’ vulnerability management policy or similar document, at
76.6% of the 29 responses. However, 28.6% of 28 responses then mentioned that they are

not currently practicing this item, as per Table 5.7.

Similarly, “service levels/timelines for patching different vulnerability severities” was one
of the top five items listed in the participating organisations’ vulnerability management

policy or similar document, at 66.7% of the 29 responses. However, 28.6% of 28 responses
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Vulnerability management policies, not practiced Percent
A vulnerability management lifecycle (i.e. scan, prioritise, analyse | 28.6%
report remediate validate)
Service levels/timelines for patching different vulnerability severi- | 28.6%

ties

External scans 25%
Authenticated scans 25%
Daily /weekly /monthly review of failed scans, i.e. health checks 25%

Top “not practiced”
1items

A separate process to tackle zero-day vulnerabilities or otherwise 25%
expedite patches

Table 5.7: Vulnerability management policies, not being practiced

then mentioned that they are not currently practicing this.

Additionally, four respondents noted that they adhered fully to policy, with one noting
that daily and weekly feedback at an executive level — with regard to coverage and
remediation — was practiced. A respondent did however continue to mention that as

their policy was not descriptive enough, the team was able to adhere to the policy.

5.4.3 Vulnerability Management Trending

This section considers how progressive the participating organisations are with their vul-

nerability management based on the above feedback.

Figure 5.16 shows the total number of vulnerabilities in the participating organisations’

environments.

It seems that from the 29 responses, 24.1% are actually not even sure what their total
number of vulnerabilities are within their organisation. You will notice that 41.4% believe
their vulnerabilities are sitting between 0 and 10 000. In addition, 20.7% of the responses
believe their vulnerabilities are sitting at 10 001 to 250 000. There was one response from

the 29 responses who believes their vulnerabilities are more than a million.

Further to the above understanding of the total number of vulnerabilities in the partic-
ipating organisations, Figure 5.17 illustrates how many of the 28 responses believe that

their vulnerabilities currently being remediated are actually increasing or decreasing.
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Figure 5.16: Total number of vulnerabilities per organisation

5.4.4 Vulnerability Management Challenges

A significant aspect of this research is determining what the current challenges within

vulnerability management are. Figure 5.18 helps to detail exactly that.

Q. What challenges do you face with vulnerability management within your organ-

isation?

]
O

O 0O 0o oo 0™

Budget
Lack of executive/management support

Resource constraints, i.e. lack of resources, skills shortage, capacity issues or

poorly defined responsibilities, etc.

Lack of collaboration between the patching and vulnerability management

teams

One cross functional team not producing positive results on vulnerability re-

mediation

Lack of ownership for remediation tasks

Lack of or poorly defined vulnerability management policy

Lack of or poorly defined patch management policy

Lack of communication and user awareness on policies and procedures
Processes (not defined or not efficient)

Security controls (not available or not effective)
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Figure 5.17: Monthly trend of vulnerabilities being remediated

Environment too complex

Vulnerability management is time consuming

Operational restrictions (such as limiting scans or downtime for critical assets)
Patching not consistent or timeously applied

Scanning or visibility of assets in the cloud

O O o o0 00

The vulnerabilities you trying to remediate in the organisation are not to be

remediated by a patch, but rather upgrades, config updates, etc.

[0 Superseded patches highlighted in vulnerability management scan although

current patches have been applied

O Identified vulnerabilities causing an upward trend all have risk dispensation/exemption

approved, thus removed from reporting and not effectively remediated
[0 Organisation only focusing on Critical and High severity vulnerabilities

O Information overload (from completed scan reports or publicly available vul-

nerabilities)
[0 Vulnerabilities increasing quicker than they can be remediated

O Technical issues (such as access issues to scan assets, machines offline/unmanaged

or technology issues/outdated)
[J Risk assessment not completed to ensure correct priority on remediation
[0 Patch teams not having a strong security oriented focus

O Asset database (such as incorrect or incomplete information of assets, i.e. asset

ownership, installed components, services, versions)
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Figure 5.18: Vulnerability management challenges

0 Not sure

O Other: (write-in answer)
Table 5.8 summarises the feedback of the top six current challenges from all 30 respon-
dents.

Four respondents from three organisations provided additional feedback to the challenges
they were facing in vulnerability management. The following summarises these additional

notes into separate points of consideration:

e Lack of trust in vulnerabilities discovered.
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Vulnerability management challenges Percent
Resource constraints, i.e. lack of resources, skills shortage, capacity | 66.7%
issues or poorly defined responsibilities, etc.

z | Lack of ownership for remediation tasks 60%
20 [ Lack of collaboration between the patching and vulnerability man- | 56.7%
% agement teams

< | Processes (not defined or not efficient) 50%
& | Organisation only focusing on Critical and High severity vulnera- | 43.3%
= | bilities

Asset database (such as incorrect or incomplete information of as- | 43.3%
sets, i.e. asset ownership, installed components, services, versions)

Table 5.8: Summary of vulnerability management challenges
e No correlation between the severity of a vulnerability and critical or non business
critical asset.

e Disconnect between organisations and the outsourcing of vulnerability management

activities.
e Skill shortage or skill variances across various teams managing multiple geographics.
e Capacity constraints across teams managing multiple geographics.

e Disconnect between post scans and the identified vulnerabilities which were reme-

diated successfully or not.
e Legacy systems are not being reported through a risk based approach.

e Organisations focus on the high and critical vulnerabilities however there is no
tracking of the low and medium vulnerabilities as they may potentially become a

high or critical vulnerability for the organisation over time.

e Vulnerability management scans are not part of the development and post produc-

tion deployment of S-SDLC iterations.

e Third party inefficiencies in performing the vulnerability management tasks.

Although there are items detailed in the additional feedback which do correlate with what
was found in the literature, specifically that organisations seem to only take care of a sub-
set of all known vulnerabilities that could be relevant (Beres et al., 2008b), there are a
few unique points that stand out. Namely, the lack of trust in vulnerabilities discovered,

the disconnect between the organisations and their associated third parties or vendors
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to which they outsource the vulnerability management function, the disconnect between
post scans and identified vulnerabilities being remediated, legacy systems not being ap-
propriately reported on and the need to include vulnerability management through an

organisation’s SDLC.

With the understanding of utilised vulnerability management policies in each of the par-
ticipating organisations and with the total feedback of current challenges being faced,
Figure 5.19 illustrates that from the feedback of 30 respondents, there is a balance (50%
agree and 50% do not agree) in understanding or perception of whether there is still room

for improvement in vulnerability management for their organisations.

Figure 5.19: Vulnerability management room for improvement

Table 5.9, before going to the “Patch Management” theme of the taxonomy, will help
correlate a few aspects. This table is filtered on who is using a vulnerability management
policy or has a similar document. This leaves a total of 29 respondents of which certain
data-sets are then correlated with their initial feedback that they actually have a policy
in place. The score columns for column B and column E is taking the number of answers
the respondent gave and calculating a 100% response based on the number of answers
or subcategories available for the respondents to select. This score aids to understand
1) respondents with the highest percentage of not following items as dictated in the
vulnerability management policy (column B), and 2) the respondents who have indicated
the highest number of challenges they currently facing based on the multiple choice option

available to them (column E).

From Table 5.9, it is evident which of the respondents have detailed whether they have
more than 500 000 vulnerabilities in their organisation and whom of the respondents have

between 10 000 and 250 000 vulnerabilities in their environment.

To summarise for the respondents whom have confirmed they have more than 500 000

vulnerabilities, the highest number of vulnerabilities reported (column C), and although
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Do you | Score  of | Number of vul- | Monthly trend | What challenges | Do you agree
have a vul- | compa- nerabilities  in | of vulnerabilities | do you face with | that there is
nerability | nies  not | your organisa- | being  remedi- | vulnerability still  room for
man- practicing | tion ated in  your | management improvement
agement what is in organisation within your or- | required?
policy or | their VM moving up or | ganisation? The
similar policy down? average score is
document? used below.
Yes 9.52 10001-250000 Down 58.62 Strongly agree
Yes 9.52 500001-1000000 | Down 24.14 Strongly agree
Yes 0.00 Not sure Down 17.24 Strongly agree
Yes 14.29 10001-250000 Down 17.24 Agree
Yes 4.76 37.93 Strongly agree
Yes 9.52 10001-250000 Staying  about | 17.24 Agree
the same
Yes 61.90 0-10000 Down 20.69 Agree
Yes 38.10 0-10000 Down 3.45 Agree
Yes 19.05 10001-250000 Up 55.17 Strongly agree
Yes 23.81 Not sure Not sure 34.48 Strongly agree
Yes 0.00 1000001+ Down 48.28 Strongly agree
Yes 0.00 Not sure Down 13.79 Agree
Similar 14.29 Not sure Down 10.34 Agree
document
Yes 38.10 0-10000 Staying  about | 10.34 Strongly agree
the same
Yes 4.76 Not sure Down 13.79 Agree
Yes 9.52 250001-500000 Down 27.59 Agree
Yes 4.76 500001-1000000 44.83 Strongly agree
Yes 28.57 10001-250000 Staying  about | 27.59 Agree
the same
Yes 0.00 0-10000 Up 13.79 Agree
Yes 4.76 0-10000 Down 13.79 Agree
Yes 33.33 0-10000 Not sure 17.24 Strongly agree
Yes 4.76 0-10000 Down 6.90 Agree
Yes 28.57 Not sure Not sure 10.34 Agree
Similar 9.52 0-10000 Staying  about | 48.28 Strongly agree
document the same
Yes 4.76 0-10000 Up 13.79 Agree
Yes 95.24 Not sure Down 89.66 Strongly agree
Yes 4.76 0-10000 Down 34.48 Strongly agree
Similar 52.38 0-10000 Down 24.14 Agree
document
Yes 4.76 10001-250000 Down 31.03 Strongly agree

Table 5.9: Vulnerability management review on policies being used vs current challenges
in the organisation
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Do you | Score  of | Number of vul- | Monthly trend | What challenges | Do you agree
have a vul- | compa- nerabilities  in | of vulnerabilities | do you face with | that there is
nerability | nies  not | your organisa- | being  remedi- | vulnerability still  room for
man- practicing | tion ated in  your | management improvement
agement what is in organisation within your or- | required?
policy or | their VM moving up or | ganisation? The
similar policy down? average score is
document? used below.
Yes 9.52 500001-1000000 | Down 24.14 Strongly agree
Yes 0.00 1000001+ Down 48.28 Strongly agree
Yes 4.76 500001-1000000 44.83 Strongly agree

Table 5.10: Vulnerability management review on policies being used vs current challenges
vs top vulnerabilities

they all understand there is a vulnerability management (VM) policy (column A), they
utilise most of what is being indicated in their VM policy as indicated by the low score
(column B). The low score refers to the least number of selected items available from
the drop down multiple choice options. These respondents also tend to suggest the trend
of their remediated vulnerabilities is moving down. Their challenges are below 50% of
what was available for selection and lastly, they “strongly agree” (75% of the 4 organisa-
tions being analysed) there is still room for improvement in their organisation for their

vulnerability management service. Table 5.10 summarises the above.

Further to Table 5.9, the following Table 5.11 illustrates a similar data structure but is
focused on per organisation rather than per respondent. The scores are averaged based
on the number of respondents per participating organisation. If there was a balance of
yes or no answers from respondents of the same organisation, the response of the most

senior respondent in that organisation was used for the below analysis.

It is evident from Table 5.11 that on average, organisations are sitting at a score of 21.89%
regarding not practicing what is in their vulnerability management policy or similar doc-
ument. With that said, 16.67% of the 12 organisations who responded, are sitting above
60% in terms of their score on not practicing what is in their vulnerability management
policy. Of this 16.67%, the respondents of these organisations still believe the trending of
vulnerabilities within their organisation is decreasing. Of the organisations with a high
rating in terms of not practicing all items listed in their vulnerability management policy,
50% of these organisations also mentioned their vulnerability management challenges are
sitting at 62.07% which is the highest scoring received. In general, however, 58.33% of

the participating organisations believe the vulnerabilities within their organisation are
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Organisation Do you | Score  of | Number  of | Monthly What  chal- | Do you agree
have a vul- | compa- vulnerabili- trend of wvul- | lenges do | that there is
nerability | nies  not | ties in your | nerabilities you face with | still room for
man- practicing | organisation | being remedi- | vulnerability | improvement
agement what is in ated in your | management | required?
policy or | their VM organisation | within your
similar policy moving up or | organisation?
document? down? The average

score is used
below.

A Yes 14.29 250000 Up 41.38 Strongly

agree

B Yes 64.29 Not sure Down 62.07 Strongly

agree

C Yes 61.9 0-10000 Down 20.69 Agree

D Yes 4.76 10001-250000 | Down 31.03 Strongly

agree

B Yes 9.12 Not sure Down 25.29 Agree

F Yes 0 0-10000 Up 13.79 Agree

G Yes 9.52 10000 Staying about | 53.45 Strongly

the same agree

H Yes 9.52 10001-250000 | Staying about | 17.24 Agree

the same

I Yes 38.10 0-10000 Staying about | 10.34 Strongly

the same agree

J Yes 4.76 0-10000 Down 13.79 Agree

K Yes 17.86 0-10000 Down 8.62 Agree

L Yes 28.57 0-10000 Down 29.31 Strongly

agree

Table 5.11: Vulnerability management review on policies being used vs current challenges

in the organisation - Statistics per organisation
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decreasing.

5.4.5 Escalation of Configuration Issues Identified Through a

Vulnerability Management Process

The research acknowledges that there are several other aspects to vulnerability manage-
ment, other than patch management. There are also issues such as configuration manage-
ment issues, systems end of life, systems requiring upgrades, etc. With this said, is the
review of configuration or system update requirements being picked up in our respondents
vulnerability management scans, is this being escalated, is there ownership between teams
and are these vulnerabilities being monitored to completion? Figure 5.20 highlights that
76.7% of the 30 respondents believe this task is happening and there is ownership of who
escalates these issues. However, Figure 5.21 depicts that 80.8% from only 26 responses

believe this is being monitored successfully to conclusion.

Figure 5.20: Escalation of configuration issues identified through a vulnerability manage-
ment process

5.5 Patch Management

The above was to retrieve feedback and analyse the theme of “Vulnerability Management”

and testing of the research taxonomy. The following section of this taxonomy will help to
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Figure 5.21: Monitoring of configuration escalations, post vulnerability management, to
completion

understand the different patch management statuses in the participating organisations.
As mentioned earlier these summaries of the themes in the research taxonomy will also
allow us to correlate data between the different themes, find similarities and also help

ensure the taxonomy is created correctly from the understanding of the literature review.

5.5.1 Utilising a Central Patch Management Platform

Figure 5.22 illustrates that with regards to the utilisation of available solutions to deploy
patches to large organisations, 29 out of 30 respondents (96.7%) confirmed that they do

use a system/solution for this purpose.

These tools provide several benefits. For larger organisations this is an easier approach
to deploying patches, which are made available monthly for Windows. However, this
still does not mean that the issue of vulnerabilities within the organisation is resolved or
can easily be tackled because vulnerabilities are not all resolved by deploying a patch as

mentioned in the earlier sections.
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Figure 5.22: Central platform for managing and deploying Microsoft patches

5.5.2 Patch Management Policy

Figure 5.23 summarises feedback from 30 respondents. The 86.7% refers to 26 respondents
from 11 of the participating organisations currently using a patch management policy.
Two respondents from different organisations, however, are using similar documents and
two respondents from the same organisation are currently not sure whether they have a
policy or similar document. This from a total of 12 participating organisations in this

survey, with multiple respondents per organisation.

With regard to the “not sure” responses, both respondents work for the same participat-
ing organisation where other members within their organisation could give more precise
feedback on this question. With regard to the responses where a “similar document”
was in use, the respondents of each of these two answers also work for the participat-

ing organisations where other members within their organisation could give more precise

feedback.

Figure 5.24 illustrates what some of the key focus areas are in which their existing policy

currently covers.

Q. Does your patch management policy or similar document cover...

O A patch management lifecycle (i.e. patch analysis/selection - risk assessment
& prioritisation - quality assurance/testing - implementation/deployment of

updates - post checks/verification - reporting)



5.5. PATCH MANAGEMENT

73

Figure 5.23: Respondents who confirmed they currently have a patch management policy
or a similar document

O oo o0ooboo0ogoo0oooogooao

O

Detail your patch management strategy

Daily patch schedules

Weekly patch schedules

Monthly patch schedules

Patch schedules longer than a month

Automated patching

Manual patching

Patch management baselines for workstations and servers

Patching all servers and workstations

Performing test management of patches

Service levels/timelines for patching different vulnerability severities
Patching only Critical and High vulnerabilities, or

Patching all vulnerability severities

Only patching vulnerabilities with a known exploit

Risk assessments on threat, available patch and other remediation options

Patch dependency analysis, i.e. understanding of superseded patches or post

service pack dependencies
Roll back options for system configurations to a prior known stable state

Daily /weekly /monthly review of agent coverage, i.e. health checks
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Figure 5.24: Ttems of a patch management policy or similar document

O A risk dispensation/exemption process for vulnerabilities that cannot be patched,

i.e. due to access issues or operational restrictions, downtime restrictions

0 Creating a pre-patch mitigation action plan, with existing or new security

controls, for vulnerabilities which do not have an available patch yet

[0 A separate process to tackle zero-day vulnerabilities or otherwise expedite

patches
[J Creating periodic patch level reports
[J Not sure

O Other: (write-in answer)

Table 5.12 summarises Figure 5.24 and highlights the six most favourable or most common
topics within the respondents patch management policies. The top six are listed as four

of the items have similar feedback results.

There were 24 subcategories or available answers to the discussion or category of having a

patch management policy being used in the organisations. With the top six being listed,
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Patch management policies, most common Percent
A patch management lifecycle (i.e. patch analysis/selection, risk | 86.7%
g | assessment & prioritisation, quality assurance/testing, implemen-
£ | tation/deployment of updates, post checks/verification, reporting)
g Monthly patch schedules 70%
= Detail your patch management strategy 56.7%
§ Patching all servers and workstations 56.7%
Performing test management of patches 56.7%
Patching all vulnerability severities 56.7%
Table 5.12: Patch management policies, most common
Patch management policies, least common Percent
Only patching vulnerabilities with a known exploit 10%
Creating a pre-patch mitigation action plan, with existing or new 10%
~ | security controls, for vulnerabilities which do not have an available
g patch yet
% Patch schedules longer than a month 20%
< | Daily patch schedules 23.3%
§ Patching only Critical and High vulnerabilities 26.7%
— | Patch dependency analysis, i.e. understanding of superseded | 26.7%
patches or post service pack dependencies
A separate process to tackle zero-day vulnerabilities or otherwise | 26.7%
expedite patches

Table 5.13: Patch management policies, least common

Table 5.13 will help indicate what was the least common or least selected from answers
detailing available sections to a patch management policy. The data analysis excludes
the two “not sure” responses to who has a policy within their organisation. These two

responses are from the same organisation.

Note that neither vulnerability nor patch management feedback had a focus on “creating a
pre-patch mitigation action plan, with existing or new security controls, for vulnerabilities

which do not have an available patch yet” when referring to policies.

5.5.3 Patch Management Policy Items not being Practiced

Figure 5.25 explores what organisations are not practicing with reference to their defined

organisational policies.

Table 5.14 summarises the five key topic areas of feedback from the respondents, rather



5.5. PATCH MANAGEMENT 76

Figure 5.25: Items not being practiced from a defined patch management policy or similar
document

than the top three due to several items having the same score or similar number of

feedback. Responses were obtained from 21 respondents across 10 organisations.

Three of the 21 respondents were “not sure” in terms of whether they practiced certain
aspects of the patch management policy or not in their environment. However, the same
organisations had concise feedback from other respondents. At least 18 out of the 30
respondents (60%) are therefore currently practicing some form of their defined patch

management policy.

There are three points worthwhile to note from the above feedback. A “patch manage-
ment lifecycle”, was one of the top five items listed by organisations’ patch management

policy or similar document, at 86.7% of the 30 respondents. However, 38.1% of the 21
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Patch management policies, not practiced Percent
Service levels/timelines for patching different vulnerability severi- | 42.9%
ties
A patch management lifecycle (i.e. patch analysis/selection, risk | 38.1%
assessment and prioritisation, quality assurance/testing, implemen-
tation/deployment of updates, post checks/verification, reporting)

Top “not practiced”
1tems

Patch management baselines for workstations and servers 38.1%
Patching all vulnerability severities 38.1%
Performing test management of patches 33.3%

Table 5.14: Patch management policies, not being practiced

respondents stated that they are not currently practicing this item.

Similarly, “performing test management of patches” was one of the top five items listed
in organisations’ patch management policy or similar document, at 56.7% of the 30 re-
spondents. However, 33.3% of 21 responses then mentioned that they are not currently

practicing this either.

Lastly, “patching all vulnerability severities” was one of the top five items listed in organ-
isations’ patch management policy or similar document, at 56.7% of the 30 respondents.
However, 38.1% of 21 responses then mentioned that they are not currently practicing

this item.

5.5.4 Organisations’ System Patch Level Compliance

Further to the understanding of who currently has a patch management policy and is
practicing tasks against the service based on their policy, the following will help under-
stand whether the respondents and their organisations believe they are patching Windows

systems to the best of their ability.

Figure 5.26 indicates that from 28 responses, 53.6% believe that their systems are not
patched at a compliance level of 95%, based on their Windows patching status. This does
not directly refer to the vulnerability management status. As mentioned in Chapter 2,
attacks often exploit known vulnerabilities which have available patches or other remedi-
ation options (Cavusoglu et al., 2008, Okhravi and Nicol, 2008, Afful-Dadzie and Allen,
2014). Risk increases exponentially through the vulnerability timeline as the vulnerability
becomes better known (Beres et al., 2008a,b). Only 25% of the respondents, however,
believe they have a patching compliance higher than 95%.
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Figure 5.26: Systems patch level compliance

5.5.5 Patch Management Challenges

Q. What challenges do you face with patch management within your organisation?

]
(]

O 0O o0 0o ogooo o™

Budget
Lack of executive/management support

Resource constraints, i.e. lack of resources, skills shortage, capacity issues or

poorly defined responsibilities, etc.

Lack of collaboration between the patching and vulnerability management
teams

One cross functional team not producing positive results on vulnerability re-
mediation

Lack of ownership for remediation tasks

Lack or poorly defined vulnerability management policy

Lack or poorly defined patch management policy

Lack of communication and user awareness on policies and procedures
Processes (not defined or not efficient)

Security controls (not available or not effective)

Environment too complex

Patch management is time consuming
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Operational restrictions (such as downtime restrictions on critical assets)
Patch testing is cumbersome

Patching of assets in the cloud

No standard way of deploying patches

Maintaining assets in the cloud

IT Support teams using incorrect images for machines builds

Inability to manage zero-day vulnerabilities

Legacy patches causing issues

O 0O o0 0o ogooobo oo

Information overload (from completed patch reports or publicised vulnerabil-

ities and patches)

O

Issues with understanding bespoke application limitations

O

Issue is not with deploying patches but prioritising config updates or upgrades

O

Technical issues (such as access issues, coverage issues, machines offline/unmanaged

or technology issues/outdated)
Maintenance and upgrades of utilised technology
Risk assessment not completed to ensure correct priority on remediation

Patch teams not having a strong security oriented focus

O 0O o O

Asset database (such as incorrect or incomplete information of assets, i.e. asset

ownership, installed components, services, versions)

O

Not sure

O Other: (write-in answer)

As mentioned earlier, one of the key questions in this research is what are the current chal-
lenges not just within vulnerability management but also patch management. Figure 5.27

helps detail the challenges the participating organisations are currently facing.

Table 5.15 summarises Figure 5.27 into the top six current challenges from all 30 respon-

dents.

Figure 5.28 illustrates that from the feedback of 30 respondents, and similarly to the
balance of 50% “agree” and 50% “do not agree” statistics found in the “Vulnerability
Management” section, 53.3% “strongly agree” that there is still room for improvement in

their patch management service.
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Figure 5.27: Patch management challenges

Table 5.16 correlates several of the already reviewed aspects. This table is filtered on who
is using a patch management policy or has a similar document. The table was also filtered
on users who were “not sure” or left this field blank regarding their patch compliance.
This leaves a total of 21 respondents from 11 organisations, of which certain data-sets are

then correlated with their initial feedback that they actually have a policy in place.

The score columns for column B and column D are calculated by taking the number
of answers the respondent gave and calculating a 100% response based on the number
of answers or subcategories available for the respondents to select. This score helps to
understand 1) respondents with the highest percentage of not following items as dictated
in the patch management policy (column B), and 2) the respondents who have indicated
the highest number of challenges they currently facing based on the multiple choice option

available to them (column D).
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Patch management challenges Percent
Resource constraints, i.e. lack of resources, skills shortage, capacity | 53.3%
issues or poorly defined responsibilities, etc.

g”i, Lack of ownership for remediation tasks 50%
E Operational restrictions (such as downtime restrictions on critical | 43.3%
2‘3 assets)
; Technical issues (such as access issues, coverage issues, machines | 36.7%
2 | offline/unmanaged or technology issues/outdated)
Processes (not defined or not efficient) 33.3%
Environment too complex 33.3%

Table 5.15: Summary of patch management challenges

I Strongly agree M Agree Neutral [ Disagree [l Strongly disagree

15

10

Figure 5.28: Patch management room for improvement

From Table 5.16, column C indicates the respondents whom said their compliance on
systems patched is above 95%. Six out of the 21 respondents (28.5%) thus believe they
are above 95% patch compliance, all of whom “agree” or “strongly agree” that there is

still room for improvement within the organisations for their patch management service.

Table 5.16 also illustrates for the respondents whom mentioned their patch compliance is
above 95%, the six out of 21 respondents, that the challenges faced equates to an average
of 8.62% (average of column D) of what was available for selection from the subcategories.
The remaining 15 respondents who do not agree that their patch compliance is sitting
above 95% indicate that the challenges faced equates to an average of 34.25%. However,
80% “strongly agree” that there is still room for improvement in their patch management

service.

Lastly, from Table 5.16 you will notice that the respondents who confirmed their patch
compliance is above 95% on average do not practice 18.84% of what is listed in their patch
policy. The remaining 15 respondents do not practice about 27.54% of what is listed in

their patch management policy.
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Do you have a | Score of compa- | Proportion | What chal- | Do you agree
patch manage- | nies not prac- | of systems | lenges do you | that there is
ment policy or | ticing what is | patched face with patch | still room for
similar docu- | in their patching | (patch management improvement
ment? policy compli- within your | required?

ance) organisation?

above 95%
Yes 21.74 No 44.83 Strongly agree
Yes 100.00 No 34.48 Strongly agree
Yes 4.35 No 3.45 Agree
Similar ~ docu- | 0.00 No 34.48 Strongly agree
ment
Yes 34.78 No 27.59 Strongly agree
Yes 82.61 Yes 0.00 Agree
Yes 17.39 No 72.41 Strongly agree
Yes 21.74 No 37.93 Strongly agree
Yes 0.00 No 41.38 Agree
Yes 0.00 Yes 10.34 Agree
Yes 43.48 No 6.90 Strongly agree
Yes 17.39 Yes 13.79 Agree
Yes 0.00 Yes 13.79 Agree
Yes 8.70 No 17.24 Agree
Yes 21.74 No 6.90 Strongly agree
Yes 8.70 Yes 3.45 Agree
Similar ~ docu- | 21.74 No 27.59 Strongly agree
ment
Yes 4.35 Yes 10.34 Agree
Yes 100.00 No 86.21 Strongly agree
Yes 0.00 No 24.14 Strongly agree
Yes 17.39 No 48.28 Strongly agree

Table 5.16: Patch management review on policies being used vs current challenges in the

organisation
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Organisation Do you have | Score of | Proportion What chal- | Do you agree
a patch man- | companies of systems | lenges do | that there is
agement pol- | not practic- | patched you face | still room for
icy or similar | ing what is in | (patch com- | with ~ patch | improvement
document? their patching | pliance) management | required?

policy above 95% within  your
organisation?

A Yes 10.87 No 43.10 Strongly

agree

B Yes 60.87 No 46.55 Strongly

agree

C Yes 43.48 Not sure 13.79 Agree

D Yes 17.39 No 48.28 Strongly

agree

E Yes 13.77 No 20.69 Agree

F Yes 0.00 Yes 13.79 Agree

G Similar docu- | 21.74 No 36.21 Strongly
ment agree

H Yes 34.78 No 27.59 Strongly

agree

I Yes 43.48 No 6.90 Strongly

agree

J Yes 8.70 No 17.24 Agree

K Yes 45.65 Yes 1.72 Agree

L Yes 0.00 No 24.14 Strongly

agree

Table 5.17: Patch management review on policies being used vs current challenges in the
organisation - Statistics per organisation

Further to Table 5.16, the following Table 5.17 illustrates a similar data structure but
is focused on per organisation rather than per respondent. Two respondents, from one
organisation, whom said they were “not sure” as to whether they had a patch management
policy or similar document being used in their organisation were removed from the below
data analysis. However, there were two further respondents from the same organisation
of the above who could indicate that they indeed were using a patch management policy
within their organisation. The scores are averaged based on the number of respondents per
participating organisation. If there was a balance of yes or no answers from respondents
of the same organisation, the response of the most senior respondent in that organisation

was used for the below analysis.

It is evident from Table 5.17 that on average, organisations are sitting at a score of 25.06%

regarding not practicing what is in their patch management policy or similar document.
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With that said, 33.33% of the 12 organisations who responded, are sitting above 40% at
an average of 48.37%. Of this 33.33%, 50% believe their patch compliance is below 95%.

The participating organisations are on average sitting at 25% regarding the patch man-
agement challenges they are facing. The above 33.33% of organisations with a high rating
in terms of not practicing all items listed in their patch management policy are sitting at
an average of 17.24% of patch management challenges being faced. In general, however,
58.33% of the organisations “strongly agree” that there is still room for improvement in

their patch management service.

5.5.6 Escalation of Configuration Issues Identified Through a

Patch Management Process

As mentioned in the “Vulnerability Management” section, this research acknowledges that
there are several other aspects to vulnerability management, other than patch manage-
ment. The following paragraph will highlight that if after patching, it is identified that
the patch did not work or there was no patch required for the vulnerability in question,
are these systems, servers or applications escalated to the correct managing team to reme-
diate the vulnerability. Further to simply escalating, the following also identifies whether
there is ownership between teams and whether the remediation of vulnerabilities are being
monitored to completion. Figure 5.29 highlights that 80% of the 30 respondents believe

this task is happening and there is ownership of who escalates these issues.

Nicolett and Colville (2003) states that patch management is not enough when effectively
mitigating vulnerabilities. The following functional requirements should be considered
with regards to patch management: asset inventory, patch and service pack status, patch
dependency analysis, patch dependency analysis, patch inventory and patch classification,
patch matching reports or system baselining, role based administration, patch distribution

and installation, patch and application support, and agent vs agentless architectures.

Figure 5.30 depicts that 64.3% of 28 respondents believe that the escalation of configura-

tion issues is being monitored successfully to conclusion.

5.5.7 Superseded Patches

Figure 5.31 illustrates how many of the participating organisations and respondents are

aware of superseded patches within their environment. Figure 5.31 highlights that 40%
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Figure 5.29: Escalation of configuration issues identified through the patch management
process

of the 30 respondents have confirmed that superseded patches do exist within their or-

ganisations.

Respondents’ additional feedback spoke more about the contentious nature of superseded
patches. Some respondents refer to the understanding of what compensating controls
exist in their organisation as an extra layer of protection to assets with superseded patch
requirements, and state that a formal risk acceptance approach and a defined risk scoring
matrix should be used to appropriately define the risk of the asset not being patched
to the organisation. In contrast to the this view, one respondent mentioned that risk
dispensations may delay or prevent patches from being deployed timeously, and another
respondent stated that an informal investigation and escalation process exists in their

organisation due to the vast number of assets with a superseded patch requirement.

5.5.8 Utilising a Centralised Asset Management Solution

Section 5.3.1 highlighted a link between incidents experienced in organisations and the
requirement for an asset management tool. In particular, a respondent did provide addi-
tional feedback regarding issues with phasing out old OS versions across their estate. This
section explores how organisations know their environment and provide suitable data for

risk management. The literature asserts that to apply effective patch management within
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Figure 5.30: Monitoring of configuration escalations, post patch management, to comple-
tion

the organisation, comprehensive knowledge of all assets within the organisation is required
in terms of understanding asset components, operating systems and applications (Gauci
et al., 2017).

Figure 5.32 provides an indication of whether the respondents know that their organisa-
tions have a centralised asset management solution such as a configuration management
database (CMDB) which details full asset details (installed components, versions & ser-

vices) and ownership for their assets.

Figure 5.33 explores the duration of a centralised asset management system being utilised

in the participating organisation’s environment.

Out of the 29 respondents 17.2% believe they have had an asset system for more than
11 years whereas 48.3% are “not sure” of how long they have had a centralised asset
management system. Figure 5.34 points out that 55.2% believe their solution is not up
to date and only 17.2% are sure that their asset management solution is up to date.
This seems to indicate that although 60% of the respondents confirmed they have a
centralised asset management solution, 55.5% of the respondents believe their centralised

asset management solution is not up to date.
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Figure 5.31: Organisations with superseded patch requirements

5.6 Risk Management

The following section will review the “Risk Management” theme of the taxonomy and aid
in the understanding of the current risk management status in the participating organi-

sations.

5.6.1 Performing Risk Management before Deploying Patches

Figure 5.35 provides an understanding of whether the participating organisations and
respondents perform risk management before patch deployment. From the 30 respondents,
50% indicated that they perform this task before patch management and 33.3% are aware
that they do not perform risk management before deploying patches. The following graphs

will delve into some of the reasons for this.

5.6.2 Risk Management Functional Activities

Figure 5.36 summarises responses from 24 respondents across 12 organisations about what

is included in their risk management function.
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Figure 5.32: Utilising a centralised asset management solution

Q. Does the risk management function within your organisation include the following

activities?

[0 Documenting business processes or transactions for risk evaluation
Ensuring key controls exist to mitigate specific types of risks
Defining procedural controls (for example, rules for access control)
Implementing controls
Reviewing or testing controls
Remediating defective controls

Not sure

O 0O 0o o oo -

Other: (write-in answer)

Four respondents from two organisations responded with “not sure”. Considering that
15 respondents responded to utilising a risk management function, but 24 respondents
responded to this question, it seems that in some organisations the risk management

function is available but not used at the correct times before patch deployment.

Table 5.18 illustrates the top three most common activities which their risk management

function performs, as per the 24 respondents.
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Figure 5.33: Duration of utilising a centralised asset management solution

Most common risk management activities Percent
= Ensuring key controls exist to mitigate specific types of risks 78.6%
£ 2 Reviewing or testing controls 57.1%
<< Documenting business processes or transactions for risk evaluation | 53.6%

Table 5.18: Top listed risk management functions

5.6.3 Advantages of Risk Management

Further to the earlier review of challenges both within vulnerability and patch manage-
ment, the following will now review the advantages and disadvantages (in sequential order)

of performing risk management within the participating organisations.

Q. What do you see as the advantages of risk management for your organisation?
[0 Understanding threat, vulnerability and consequence
[0 Continuous review and management of risks and threats

0 Patch and risk prioritisation, based on exploitability, attack vector, attack

complexity, etc.
0 Improved organisational awareness on risks to the environment
0 Improving control deficiencies

O Being able to monitor change in risk over time for a vulnerability
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Figure 5.34: Up-to-date centralised asset management solution

Risk management advantages Percent
& 5 | Understanding threat, vulnerability and consequence 75.9%
g %0 Continuous review and management of risks and threats 75.9%
< * | Improving control deficiencies 69%

Table 5.19: Top advantages of risk management

[0 Management of the risk identified can then either be retained, mitigated or

transferred
0 Allows a means for other mitigation strategies to be considered
O Understanding overall risk posture for organisation
[J Not sure

O Other: (write-in answer)

Figure 5.37 details the advantages of risk management activities, as per 26 respondents
from 12 organisations. There were three respondents from two organisations who were

“not sure”, and one respondent who did not complete this question.

Table 5.19 illustrates the top three advantages of risk management, as per the respondents’

feedback.

From the above it is evident that respondents are stipulating that controls and risk evalu-

ation are some of the activities performed in their organisation. However, the advantages
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Figure 5.35: Performing risk management before deploying patches

touch more on high level summaries such as understanding threat vulnerability and con-

sequemnce.

A respondent also provided another advantage through additional feedback: “facilitating

the organisations strategy in either defining or supporting their strategy”.

5.6.4 Disadvantages of Risk Management

Figure 5.38 details the feedback from 29 respondents regarding the disadvantages of per-

forming risk management.

Q. What do you see as the disadvantages of risk management for your organisation?
[0 Time consuming
[J Resource intensive

Inability to characterise risk

Inability to measure risk

Inability to represent threats due to the complexity of threats

O O 0o O

The IT Risk team not fully aware of the cyber threats to the organisation and

the existing compensating controls in the organisation
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Figure 5.36: Activities the risk management function includes

Risk management disadvantages Percent
© g | Resource intensive 48.3%
E 2 | Time consuming 44.8%
A = | Inability to measure risk 37.9%
Table 5.20: Top disadvantages of risk management
[J Not sure

O Other: (write-in answer)

Table 5.20 illustrates the top three disadvantages of risk management, as per the respon-
dents feedback.

While the advantages touch more on high level summaries such as understanding threat
vulnerability and consequence, it seems the disadvantages are illustrating more focus on
lack of time and resources to perform this activity. More importantly, it seems 37.9% of

the respondents believe that risk management has an inability to actually measure risk.

5.6.5 Risk Management Control and System Improvements

Figure 5.39 summarises, from 29 respondents, whether during the past 12 months and
to what degree have there been efficiency improvements made (or are in-progress) to
the system of controls and processes, taken as a whole, by redesigning, consolidating, or

automating key controls used to manage risk in the organisation.
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Figure 5.37: Advantages of risk management

Twenty-seven respondents believe that a “little better” and “significantly better” im-
provements have been made. The “significantly better” refers to 12 respondents from
seven organisations, thus 41.37% of the feedback remains extremely positive about im-
provements over the last 12 months. There are two respondents from two different organ-
isations, however, who believe there has been “no change in improvement” to their risk

management over the last 12 months.

Table 5.21 provides a comparative view of organisations who perform risk management

before patch deployment.

Table 5.21 can be translated with an understanding of the following bullet items:

e Column A - Indicates with a high score that particular respondents have selected
the most available options with regards to the questions available multiple choice

options.

e Column B - Indicates particular respondents’ perception on the advantages of utilis-
ing risk management within their organisation. Again, the higher the score indicates
that particular respondents selected a high number of available answers or subcat-

egories from the questions multiple choice options.

e Column C - Indicates particular respondents’ perception on the disadvantages of
utilising risk management within their organisation. Again, the higher the score
indicates that particular respondent selected a high number of available answers or

subcategories from the questions multiple choice options.
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Score of organ- | Score of or- | Score of or- | To what degree have

isations ~ where | ganisations ganisations there been efficiency im-

their risk man- | highlighting highlighting provements made (or are

agement include | items of ad- | items of disad- | in-progress) to the system

various activities | vantage to risk | vantage to risk | of controls and processes,

management management taken as a whole, by re-

designing, consolidating,
or automating key controls
used to manage risk?

33.33 20.00 16.67 A little better

33.33 60.00 33.33 A little better

83.33 80.00 16.67 Significantly better

50.00 100.00 50.00 A little better

0.00 0.00 0.00 No response

83.33 70.00 16.67 Significantly better

33.33 20.00 33.33 No change in improvement

50.00 40.00 0.00 A little better

83.33 40.00 66.67 A little better

100.00 90.00 33.33 Significantly better

100.00 90.00 66.67 Significantly better

0.00 30.00 16.67 A little better

66.67 70.00 16.67 Significantly better

100.00 0.00 0.00 Significantly better

83.33 90.00 33.33 A little better

Table 5.21: Comparison on organisations utilising risk management
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Figure 5.38: Disadvantages of risk management

Figure 5.39: Risk management control efficiencies

e Column D - Indicates particular respondents’ perception on the improvement ef-
ficiencies that have taken place within their organisation over the last 12 months.
The higher the score indicates that particular respondents selected a high degree of

improvement for their organisations.

Table 5.21 shows that as per column B, three respondents from three different organisa-
tions perform 100% of the risk management activities. Of these three respondents, two
find risk management very advantageous to their organisation however, there is a dispar-
ity in what disadvantages these respondents consider from risk management. Disparity
meaning a high degree of difference between the respondents in terms of what they be-
lieve are the disadvantages of utilising risk management in their organisation. Lastly, all

of these respondents believe their improvement efficiencies are “significantly better”.
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5.7 Utilisation of Frameworks

The below final graphs of the survey and taxonomy review will continue to summarise the
‘Frameworks’ theme and associated categories to allow for a more effective understanding

of what is currently being practiced in the industry.

The following two graphs provide a brief summary of who follows certain standards. To
clarify, a standard is used as best practice or principles whereas a framework provides
guidelines for an organisation to follow (Olivia, 2019). The below two questions on stan-
dards indicates the controls required but does not dictate how these controls should be

applied.

5.7.1 1S0O27001 Compliant

Figure 5.40 provides an understanding of whether the participating organisations and
respondents are ISO27001 compliant. This means that in addition to each organisation
having the required controls or principles of the standard, they have been externally

evaluated on their compliance to this standard.

Figure 5.40: ISO27001 compliant organisations

From the 30 respondents, 43.3% confirmed that they are compliant. However, 50% of the
respondents indicated that they are not compliant, with 6.7% “not sure”. The 43.3% who

confirmed that they are compliant equates to 13 respondents from eight organisations.
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5.7.2 PCI Compliant

Figure 5.41 indicates whether the participating organisations and respondents are PCI
compliant. This means that in addition to each organisation having the required controls
or principles of the standard, they have been externally evaluated on their compliance to
this standard.

Figure 5.41: PCI compliant organisations

From the 29 respondents, 51.7% confirmed that they are not PCI compliant. Note that
only organisations who process and store card transactions are meant to be PCI compliant
so this implies that, from the FSI participating organisations for this research, just over
a quarter (27.6%) need to be PCI compliant.

5.7.3 Utilise Frameworks for Effective Collaboration

Figure 5.42 illustrates whether the respondents utilise any existing frameworks within
their organisation which further assists in the collaboration between the vulnerability

management and Windows patch management teams and activities.

From the 30 respondents, 46.7% confirmed that they do utilise a framework. This refers to
14 participants from nine organisations. However, 30% of the respondents are saying that

they do not use a framework and 23.3% are “not sure”. From the 14 respondents whom
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Figure 5.42: Organisations utilising existing frameworks

confirmed they do utilise a framework, only six of these respondents from four organisa-
tions mentioned their organisations are ISO27001 compliant and only four respondents

from three organisations mentioned they are PCI compliant.

5.7.4 Current Frameworks being Utilised

Table 5.22 details, as per the feedback of 14 respondents from nine organisations, what
frameworks are currently being utilised in the organisations. Table 5.22 is filtered on who
currently is utilising a framework, what framework they currently using and correlates
that with who is ISO27001 or PCI compliant.

As per Table 5.22, 57.14% of the respondents (8 out of 14 respondents) are using NIST.

5.7.5 Advantages of a Framework

Figure 5.43 provides insight into what the respondents of the participating organisations

have stated are the advantages of utilising a framework in their organisations.

Q. What do you see as the advantages of following a framework for your

organisation?
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[SO27001 | PCI compliant? | If yes, what is the name | Score of organisations
compliant? of the framework being | who highlighted items of
used? advantage for following
a framework within their
organisations
Yes Yes NIST 25.00
No No NIST 8.33
Yes No NIST 25.00
No No CIS Benchmarks and in- | 33.33
ternal
No No NIST 50.00
Yes Yes NIST / ISO27001 50.00
No No Follow key control and | 33.33
criticality for now based
on risk rating score.
No Not sure NIST 33.33
Yes Yes 25.00
No No Aligned to ISO and NIST | 91.67
Yes Yes ISO 27000 Series (IT Se- | 25.00
curity) and NIST
No Not sure Hybrid 0.00
Yes No response ISF framework 75.00
No No ISF Standards of Good | 41.67

Practice

Table 5.22: Summary of frameworks being used in the organisations
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Figure 5.43: Advantages of a framework

[] Holistic approach to threats and vulnerabilities

O Conduct a risk analysis of vulnerabilities and compare exploiting and

patching strategies within a computing environment

[J Obtains security characteristics of vulnerabilities and optimises the ap-

plication of patches

OO0 Allow for more effective collaboration between the vulnerability and patch

management teams
[ Improving control deficiencies

O Easier to share data across separate vulnerability capabilities (tools,

databases, and services)

[ Identify vulnerabilities based on the potential attack techniques and to

minimise any associated damage

[J Keeps into account vulnerability age and the vulnerability discovery rate

to highlight a practical means to remediate vulnerabilities

[J Better understanding of the lifecycle of vulnerabilities and keeps into

account available exploits and associated patches

[0 Allows a means for other mitigation strategies to be considered
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Framework advantages Percent
Holistic approach to threats and vulnerabilities 78.6%
Conduct a risk analysis of vulnerabilities and compare exploiting | 64.3%
and patching strategies within a computing environment
Improving control deficiencies 60.7%
Obtains security characteristics of vulnerabilities and optimises the | 53.6%
application of patches
Allow for more effective collaboration between the vulnerability and | 46.4%
patch management teams
Allows a means for other mitigation strategies to be considered 46.4%

Advantages

Table 5.23: Most commonly accepted advantages of a framework

[] Creates more defined processes for zero-day attacks
L1 Not sure

O Other: (write-in answer)

Table 5.23 summarises the feedback from 28 respondents on the top six advantages of

utilising a framework.

A respondent who confirmed that they do not currently utilise a framework within their
environment gave further feedback by stating the following advantage of utilising a frame-
work. The respondent indicated that penetration testing was often used to validate or
provide an opinion of vulnerability exploits, and could be better-focused through a risk-
based framework for vulnerability management. This complementary use allows for logic
and insight into planning the focus of penetration testing, which improves risk manage-
ment within technology that is linked to cyber exposure, and makes the best use of monies

spent on penetration testing.

5.7.6 Disadvantages of a Framework

Figure 5.44 will now detail what the respondents of the participating organisations be-
lieve are the disadvantages of utilising a framework in their organisations. This is as per
feedback from 25 respondents across 10 organisations. To further detail the respondents
who replied to this question, five respondents from four organisations left their response
blank, one respondent stated “not applicable” and five respondents from four organisa-

tions responded “not sure”.
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Figure 5.44: Disadvantages of a framework

Framework disadvantages Percent
Do not provide a means to characterise risk but rather focus on | 44%
general practices enhancing the resilience of a system
Time consuming 28%
Resource intensive 28%

Disadva-
ntages

Table 5.24: Most commonly perceived disadvantages of a framework

Q. What do you see as the disadvantages of following a framework for your organi-

sation?
[J Time consuming
[J Resource intensive
[J Does not correlate what is taking place in the patch management service

[J Do not provide a means to characterise risk but rather focus on general prac-

tices enhancing the resilience of a system
[J Not sure

O Other: (write-in answer)

Table 5.24 summarises the top three items listed as disadvantages of utilising frameworks
within the respondents environments. This is as per 19 respondents from nine organisa-

tions.

It seems there is disparity between the advantages of utilising a framework which provides

a holistic approach to threats and vulnerabilities and also allowing a risk analysis to take



5.7. UTILISATION OF FRAMEWORKS 103

place whereas the disadvantages of utilising a framework itself does not allow a means to
characterise risk, further to being resource and time consuming. Further feedback from
a respondent who did not use a framework indicated the more complex an organisation’s
environment is, the the greater the possibility of potential blind spots being created
through the use of a predefined framework, and this makes the integration or usage of an

industry framework more complicated.



Chapter 6

Research Findings

With the understanding of the data analysis from the previous chapter, this chapter will

now be able to discuss the findings in line with what the literature review had revealed.

It is clear from various sections of the previous chapter that from the received feedback of
the different respondents, some working for the same organisation as other participants of
this survey, there seems to be a mis-alignment in what each participant understands both
about their vulnerability and patch management services and what they are practicing in
the organisation, i.e. the operational side. This could however indicate the participants
could be in different roles and responsibilities, and thus could not possibly have the same

visibility into key areas of these services.

Further evidence for the above is the number of respondents providing feedback of “not
sure” for questions related to service challenges and what they currently not practicing in
each of these services. In particular, one respondent from an organisation with multiple
responses to the survey was “not sure” whether they had a vulnerability management pol-
icy and two respondents from two organisations mentioned they were “not sure” of what
they were not practicing in their vulnerability management service. However, it seems
all respondents provided feedback regarding what the challenges are in their vulnerability
management service, thus there were no “not sure” responses for this category. Similarly,
two respondents from one organisation which also had multiple responses to the survey
mentioned they were “not sure” whether they had a vulnerability management policy,
three respondents from two organisations mentioned they were “not sure” about what
they were not practicing in their patch management service and two respondents from
two separate organisations mentioned they were “not sure” of the challenges faced in their

patch management service.
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The following insights provides some further evidence for this hypothesis:

e Team structure - Team members have different answers to some questions from the
same organisations which is a concern regarding the suitability of single or multiple

team structures being utilised for vulnerability and patch management services.

e Team structure advantages - It is noticeable in the total count for organisations,
there was one organisation that had responses and non responses from its respon-
dents which could indicate different mindsets of the service or expectations of the

service.

e Vulnerability management policies differences - A summary from 30 respondents on
who knows they have a vulnerability management policy within their organisation
was detailed. This item of discussion referred to the respondents’ understanding of
whether their organisation had a vulnerability management policy. The 86.7% listed
referred to 26 respondents from 12 of the organisations currently using a vulnera-
bility management policy. However, three respondents from different organisations
mentioned that they are using similar documents and only one organisational re-
spondent is currently “not sure” whether they have a policy. The above is from the
total of 12 participating organisations in this survey which again implies there are
respondents from the same organisation who have different views or understandings

of what is taking place and available in their organisations.

e Vulnerability and patch management policies - There are discrepancies in what
respondents from the same organisation are practicing and discrepancies in what

items are listed as most important in their vulnerability management.

e Risk management - Figure 5.36 summarises from 24 respondents across 12 organ-
isations, on who knows what is included in their risk management function. Four
respondents from two organisations had listed “not sure”. Considering 15 respon-
dents responded to utilising a risk management function whereas 28 respondents
responded to the question of what is included in their risk management function,
as reflected in Figure 5.36, it seems in some organisations the risk management
function is available but not formally understood or possibly not used across the

organisation.
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6.1 Team Structure

Now, with a better understanding of the industry and their preference for having multiple
teams in the organisation, the research reflects on some of the initially identified areas of
the literature review on the topic. There are several citations in the literature that review
the use of multiple teams to manage the vulnerability and patch management services
separately, including the detail of technical and non-technical respondents being involved.
Gauci et al. (2017) mentions that developing cross-functional teams and competencies
becomes key when securing technology. Beres et al. (2008b) highlights multiple functions
between both the patch management and the security operations team who do the vulner-
ability management. Security teams of large organisations or enterprises usually manage
security controls such as patching, anti-virus or anti-malware applications, firewalls, etc.,
all of which work together to minimise exposure to potential threats (Beres et al., 2008b).
With this said, software flaws continue to be a prevalent issue for small and large organi-
sations, irrespective to the budget and resources available (Gianini et al., 2015, Khouzani

et al., 2016).

Okhravi and Nicol (2008) details seven elements for successful patch management of which
dedicated resources and clearly defined responsibilities are some of the listed reasons. With
an increase in vulnerabilities over time, so have attack tools progressed (Cavusoglu et al.,
2008) which provides a further requirement for defined roles and responsibilities. Users
add value to security risk management when, “[t|hey participated in the prioritisation,
analysis, design, implementation, testing, and monitoring of user-related security controls
within business processes” (Spears and Barki, 2010, p. 520). The outcome of user par-
ticipation then leads to greater organisational awareness of security risks and controls
within the organisational processes. This leads to better development and management

of security controls.

The top three rows of Figure 5.8 refer to “dedicated resources with clearly defined roles
and responsibilities” sitting at 75% of the feedback, “separate teams with more resources
allows more tasks to be completed timeously, i.e. improved capacity constraints” sitting at
60.7% and lastly “having one team is not suited for large organisations” sitting at 35.7%.
This feedback indicates that, as far as the industry is concerned, there is a pragmatic
rather than an idealistic preference to having separate teams managing the vulnerability

and patch management services within organisations.

Organisations, unfortunately, do not have the luxury of sharing resources from other I'T

functions with the patch management team as the planning, deploying and maintenance
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of patch management is a full time exercise (Cavusoglu et al., 2008). Abraham and
Nair (2015a) mentions that organisations are trying to apply more resources and more
funding to the issue of vulnerability remediation. In order for patch management to
complement vulnerability management, patch management requires a strong security-
oriented focus (Nicolett and Colville, 2003).

Nevertheless, Figure 5.7 indicates that most organisations are using multiple teams to
manage their vulnerability and patch management, with Figure 5.8 indicating why. Spears
and Barki (2010) suggests however that although users are seen as a weak link in infor-
mation security, a user’s understanding of the organisation or the business contributes to
more effective security controls or measures. It is thus evident from the survey feedback,
and the implication for the literature, that users with defined roles and skill-sets continue

to play a critical role in the vulnerability and patch management function.

Regarding team structure or team responsibilities, a respondent of the research survey
gave post survey feedback to consider the structure of the organisation, i.e. is the organ-
isational structure centralised, federated or a combination of both. The structure of the
organisation directly impacts the effectiveness of the IT risk and security function in its
ability to execute its various tasks or functions. The respondent continues to highlight
that there is an observed tension between the digital teams and the more conservative
risk management functions. The digital teams look to expedite the execution of a task
or function with often little regard for governance or external collaboration to mitigate
risks. The respondent highlighted the above to contexualise the challenge where the I'T
risk and security teams are seen as an inhibitor to innovation and progress, which further
compounds the challenges of vulnerability management if the I'T risk and security teams
are circumvented in business decisions or activities. The above two key points understood
is 1) the structure of the organisation directly correlates with the effectiveness of vulnera-
bility and patch management, and 2) the noticeable disconnect between the business and
the security teams. These two points are considered as additions to what was identified
in the literature when reviewing the effectiveness of vulnerability and patch management
as the above points provide a link between the business structure and objectives to the

effective requirement of a vulnerability and patch management service.

6.2 Incident Management

The number and types of cyber attacks changes dramatically as time progresses (Shetty

et al., 2018). As mentioned in Chapter 1, security teams of large organisations or en-
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terprises usually manage security controls such as patching, anti-virus or anti-malware
applications, firewalls, etc., all of which work together to minimise exposure to potential
threats and cyber incidents (Beres et al., 2008b). Microsoft application security controls
were selected for review because Microsoft Windows is a popular business operating sys-
tem (Beres et al., 2008b). The data analysis of incident management experienced by the
participating organisations provides an understanding of the percentage of vulnerabilities

which caused an incident, some not only referring to Windows patching.

From the total of 33 incidents across nine organisations, detailed in Chapter 5, at least 23
were related to a Microsoft vulnerability which had a relevant Windows patch available
at the time of the incident. That equates to 39.39% of the vulnerabilities the respondents
are willing to share or are aware of. It is evident from the data analysis in Chapter 5 that
the lack of effective vulnerability and patch management leads to or is the cause of under
40% of the incidents being experienced by the respondents. Of the related Windows patch

incidents experienced, the following business impact was experienced:

e High business impact - 22.22% of the incidents have had a high impact on the organ-
isations which implies a significant impact that was non-manageable and resulted

in some form of failure for the organisation and its assets.

e Medium business impact - 44.44% of the incidents have had a medium impact
which implies a significant impact on the organisations, however the impact was

manageable.

Of the reported incidents by the respondents who confirmed the incident was related to
Windows patch not being applied, 66.66% had mentioned that they have multiple / sepa-
rate teams managing their vulnerability and patch management services. All respondents
of the above statistics however mentioned that they do have a vulnerability and patch
management policy available in their organisation and 55.55% believe that the monthly
trend of vulnerabilities being remediated in their organisations is moving down but only
33.33% believe their organisation’s proportion of systems patched (patch compliance) is
above 95%.

As mentioned earlier, Nicolett and Colville (2003) states that patch management is not
enough when effectively mitigating vulnerabilities. The following functional requirements
should be considered with regards to patch management: asset inventory, patch and ser-

vice pack status, patch dependency analysis, patch dependency analysis, patch inventory
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and patch classification, patch matching reports or system baselining, role based admin-
istration, patch distribution and installation, patch and application support, and agent
vs agentless architectures. Patching based on the incidents seen also implies that patch
management should not only be reviewed under vulnerability management as there are

other remediation requirements.

6.3 Vulnerability Management

As mentioned earlier in the research literature review on vulnerability and patch man-
agement, Spears and Barki (2010) suggests that although users are seen as a weak link
in information security, a user’s understanding of the organisation or the business con-
tributes to more effective security controls or measures. However, it seems from the 29
responses, 24.1% are actually not even sure what their total number of vulnerabilities are
within their organisation. This implies that around a quarter of the respondents are not
actually monitoring or measuring the effectiveness of their required action or role in their
organisation’s vulnerability and patch management services, even though new software

vulnerabilities are discovered almost daily (Okhravi and Nicol, 2008).

Furthermore, according to the literature, the expectation is that organisations need to
remain proactive when reviewing vulnerabilities through identifying critical assets, its
associated risk levels and, defining and implementing a process for mitigating actions.
This can be understood as having a defined expectation through a defined policy of which
an organisation and its vulnerability and patch management stakeholders should have
an understanding and effective adherence towards. Beres et al. (2008b) highlights the
need to have policies for patch management and vulnerability management respectively,
together with defined processes around how to perform effective patch management for the
organisation. As per the survey results, organisations continue to create and implement
policies with an average of 52.22% of the available options (subcategories) having been
selected as part of their policy. However, 82.22% of the participating organisations are

practicing all items as listed in their vulnerability management policy.

Regarding the understanding of policies, both from a vulnerability and patch management
perspective, a respondent provided additional feedback regarding the understanding that
all individuals involved in these services need to contribute to these policies, including
standards, as this will allow for everyone having accountability for these services and

the progression thereof. This further supports what was identified in the literature as
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Summary of vulnerability management policy review Percent
Internal scans 83.3%
é A vulnerability management lifecycle (i.e. scan, prioritise, analyse | 76.6%
= | report remediate validate) sitting
S | External scans 70%
‘g Logging calls with respective teams to remediate vulnerabilities 70%
= | Service levels/timelines for patching different vulnerability severi- | 66.7%
ties
A vulnerability management lifecycle (i.e. scan, prioritise, analyse | 28.6%
o report remediate validate)
= | Service levels/timelines for patching different vulnerability severi- | 28.6%
£ | ties
§ External scans 25%
= [ Authenticated scans 25%
= Daily /weekly /monthly review of failed scans, i.e. health checks 25%
A separate process to tackle zero-day vulnerabilities or otherwise | 25%
expedite patches

Table 6.1: Summary of vulnerability management policy review

items were noted based on user expertise and users identifying challenges through the
vulnerability and patch management process. The lessons learned through the operational
activity thus may allow organisational policies to be more effectively adapted based on

the organisation and industry requirements.

The trend of vulnerabilities being remediated within organisations is moving down, in-
dicating that the success in remediation is not improving. It is also evident from the
vulnerability and patch management reviews that there is ownership of escalating config-
uration issues identified through a vulnerability management process to the correct team
for action. Further to the escalation hereof, it seems these items are being monitored to

conclusion.

Table 6.1 helps summarise the most common items listed in the respondents’ defined
vulnerability management policy. This table also shows the most common items from
the policy which the respondents are not practicing in their environments. It is further
highlighted that 3 of the 6 most common items listed in an organisation’s policy are not
actually being practiced in the organisation. A key item of what is not being practiced,
i.e. “a vulnerability management lifecycle”, can be found in various sections of the liter-
ature review where it is mentioned as a requirement for effective vulnerability and patch

management.

Further to the above regarding vulnerability management, a respondent of the research
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survey continued to give post survey feedback to consider systems which have reached end
of life (EOL). You may find systems and operating systems in legacy environments that
have reached end of life which cannot be patched/updated. The respondent then con-
tinues to mention that in these instances they rely completely on compensating controls
until such time that the functionality of the system can be replaced, budget and inter-
nal governance or politics willing. Compensating security controls, however, are seen as
temporary solutions and might not cover all known vulnerabilities (Beres et al., 2008b).
Nevertheless, the literature also mentions that patch management is not enough when
effectively mitigating vulnerabilities. The above additional feedback also talks to the
fact that operational challenges identified through vulnerability and patch management
should be clearly communicated between the teams to understand what is being identified
in the vulnerability management service and what are the required actions to remediate

the vulnerability, may that be with the associated patch management team or not.

Regarding the theme of “Vulnerability Management“, and further to the additional feed-
back from a respondent in Chapter 5 regarding vulnerability management being part of
a program where regular feedback is provided at an executive level for review, a separate
respondent’s post survey feedback touched on the same topic suggesting this theme to be
a board level item of discussion. Within the taxonomy, this could indicate a requirement
for executive team awareness of the vulnerability and patch management service levels,
which could be defined either through the defining of the “people and team structure” or

included through various layers of the taxonomy.

To conclude on the theme of “Vulnerability Management”, a respondent gave several other
suggestions for effective vulnerability management. These reflects as several key items to
consider as indicated in the literature review. This includes, 1) effective communication
and collaboration between teams, 2) lessons learned through operations being shared to
allow for correct principles to be utilised in the organisation, and 3) the need for effective
analysis and analytics of what is taking place in the vulnerability and patch management
services. With this mentioned, the use of a specific security technology such as a security
information and event management (SIEM) solution to monitor and provide analytics on
the vulnerability management does add further context to what was understood in the

literature.
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Summary of patch management policy review Percent
A patch management lifecycle (i.e. patch analysis/selection, risk | 86.7%
5 | assessment & prioritisation, quality assurance/testing, implemen-
E tation/deployment of updates, post checks/verification, reporting)
S | Monthly patch schedules 70%
‘g Detail your patch management strategy 56.7%
= | Patching all servers and workstations 56.7%
Performing test management of patches 56.7%
Patching all vulnerability severities 56.7%
Service levels/timelines for patching different vulnerability severi- | 42.9%
o ties
£ | A patch management lifecycle (i.e. patch analysis/selection, risk | 38.1%
% assessment and prioritisation, quality assurance/testing, implemen-
< | tation/deployment of updates, post checks/verification, reporting)
E” Patch management baselines for workstations and servers 38.1%
2 Patching all vulnerability severities 38.1%
Performing test management of patches 33.3%

Table 6.2: Summary of patch management policy review

6.4 Patch Management

Within the understanding of the “Patch Management” theme, Table 6.2 helps summarise
the most common items listed in the respondents defined patch management policy. This
table also shows the most common items from the policy which the respondents are not
practicing in their environments. As per the analysis of the last section, it is evident that
3 of the 6 most common items listed in an organisation’s policy are not actually being

practiced in the organisation.

Further to the above summary, a subcategory “creating a pre-patch mitigation action plan,
with existing or new security controls, for vulnerabilities which do not have an available
patch yet” is least common in both the “Vulnerability Management” and “Patch Man-
agement” sections of the previous chapter. This item, however, does not show up in the
number of items not being practiced, based on most responses. This implying that al-
though only 10% of the respondents confirmed this to be listed in their patch management
policy, it seems this item may still be practiced in the participating organisations which
is positive as it reflects what was identified in the literature talking to patch management

not being enough when effectively mitigating vulnerabilities.

To apply effective patch management within the organisation, comprehensive knowledge of

all assets within the organisation is required in terms of understanding asset components,
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operating systems and applications (Gauci et al., 2017). With this said, the data indicates
that although a centralised asset management tool is being used in the participating or-
ganisations, less than 16.6% believe this data is up to date. Not just the understanding of
the asset configuration details but also location was mentioned by a respondent through
their additional feedback post the survey review. To quote, “the location of assets could
involve bandwidth issues and concerns around assets not being reachable for patching”.
This adds further detail to the understanding of the patch management challenges cate-
gory of the research taxonomy. Taking the above into consideration, not having an up to
date inventory of critical assets in the organisation and not being able to identify threats
and vulnerabilities for these assets based on its specifications or attributes does not al-
low organisations to quantify an uncertain risk to the organisation, as mentioned in the

literature.

In addition to understanding the importance of an up to date asset management solution,
another respondent confirmed they use added solutions to understand assets connecting
to their network. There are other solutions available that provide device visibility on
the network. This visibility enables an accurate device inventory, continuous compliance

enforcement, policy-based access control and rapid response to security incidents.

6.5 Risk Management

From the 12 participating organisations, nine organisations are not performing risk man-
agement as per the survey feedback. For those that do practice risk management, the
creation and testing of key controls together with documentation for risk evaluation comes

out key from the survey.

Further to the available statistics for this theme based on the feedback to what was found
in the literature review, a respondent also confirmed that “facilitating strategy” is a benefit
from the use of risk management before patch management. This continues to touch on
what was said in the literature review and earlier section on “Team Structure”. Users
add value to security risk management when, “[t|hey participated in the prioritisation,
analysis, design, implementation, testing, and monitoring of user-related security controls

within business processes” (Spears and Barki, 2010, p. 520).

There are also additional mentions of risk as highlighted in the feedback of the “Vul-
nerability Management” theme and the category on challenges. More specifically the

additional challenges, which were highlighted, are namely the following:
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e Lack of trust in vulnerabilities discovered - No correlation between the impact (sever-
ity) of the vulnerability vs critical of assets (multiple “medium” vulnerabilities on
mission critical systems with higher severity and impact vs “critical” vulnerabilities

on less or non business critical assets).

e Risk based approach - Legacy systems also need to be reported taking a risk based
approach.

e Inefficiencies - Third party inefficiencies

All of the above areas highlighted identified the relevance and requirement for risk man-
agement to be practiced in organisations. This is also noted in addition to the literature,
namely, the lack of trust in vulnerabilities discovered, the disconnect between the or-
ganisations and their associated third parties or vendors to which they outsource the
vulnerability management function, and legacy systems not being appropriately reported

on.

The patch management lifecycle includes several steps, including preparation, vulnerabil-
ity identification and patch acquisition, risk assessment and prioritisation, patch testing,
patch deployment and verification (HKSAR, 2008). The challenge in the context of in-
creasing vulnerabilities is the creation of policies and the effective, timely deployment of
remediation measures (Afful-Dadzie and Allen, 2014). Vulnerabilities introduced due to
a bad patch process add further complexity to patch management (Okhravi and Nicol,
2008). Gauci et al. (2017) lists several pain points for patch management such as user
notifications, patch relevance, testing patches and post deployment reviews. Effective
vulnerability management will thus allow the mitigation of security risks to the organisa-
tion (Singh et al., 2016). As per the disadvantages of risk management, as highlighted in
Chapter 5 Figure 5.38, feedback from the respondents are again very similar to the liter-
ature review which mentions that threats are not correctly represented in risk assessment

models due to the complexity of threats (Ganin et al., 2017).

Similarly to the review of the vulnerability and patch management policy, Figure 5.36
summarises from 28 respondents on who knows what is included in their risk management
function. Considering 15 respondents responded to utilising a risk management function
however 28 respondents responded to this question, as reflected in Figure 5.36, it seems
in some organisations the risk management function is available but not used efficiently

or at an appropriate time before patch management.
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As mentioned earlier, 37.9% of the respondents believe that risk management has an
inability to actually measure risk. As per the literature review, by contrast, Gauci et al.
(2017) summarises how to quantify an uncertain risk in a cybersecurity assessment which
includes knowing the following variables for an organisation. Firstly the identification
or inventory of the organisations critical assets. Thereafter, the identification of threats
and the associated risk levels, defining and implementing a mitigation plan and lastly
the maintenance of these tasks to continue the quantification of uncertain risk and the

implementation of existing security controls.

Risk Management continued to be mentioned in the “Patch Management” category when
talking about superseded patches. To note from the additional feedback, respondents do
refer to the understanding of what compensating controls exist in their organisation as
an extra layer of protection to assets with superseded patch requirements. Further to
the understanding of compensating controls, a formal risk acceptance approach and a
defined risk scoring matrix should be used to appropriately define the risk of the asset
not being patched to the organisation. In contrast, one respondent did mention that risk
dispensations may delay or prevent patches from being deployed timeously, and another
respondent did mention that an informal investigation and escalation process exists in

their organisation due to the vast number of assets with a superseded patch requirement.

6.6 Utilisation of Frameworks

It is evident there is disparity in knowledge of individuals who know their compliance
and whether they use frameworks or standards in their organisations, almost sitting at
25% of the respondents feedback. Being resource intensive with respect to the use of risk
management, it seems the same applies to the use of a framework in the participating

organisations.

As per Table 5.22, NIST seems to be mostly used. NIST is considered a standard providing
best practices or principles in the participating organisation’s vulnerability and patch
management services (Beres et al., 2008b). The participating organisations are using
this as a framework rather between the mentioned services in terms of following certain
guidelines to continue to manage these services. This implies a framework that includes
all facets of this research taxonomy, i.e. a framework which encompasses all the themes
of the taxonomy and provides process flows to allow more efficient communication and

task handovers between themes and the responsible teams, is not currently being utilised.
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Whereas NIST created a document that illustrates a patch and vulnerability management
program (Mell et al., 2005), the survey feedback does not correlate with what NIST had
created in terms of a group which the professional body considers central to remediation

efforts (i.e. patching and configuration changes).

The topic of this research is “An exploratory investigation into an integrated vulnerability
and patch management framework”. With this said, and with the revision from Table 5.22
of all respondents who confirmed they are using a framework, what standards they follow
and what they believe are the advantages of using a framework, Table 6.3 and Table 6.4
help to illustrate a thread between those who are using a framework and some associated

comparisons with categories from the “Vulnerability and Patch Management” themes.

Table 6.3 and Table 6.4 were filtered on all respondents whom confirmed they are using
multiple teams to manage their vulnerability and patch management services. From the
19 respondents, the tables are then also filtered on who confirmed they are using a frame-
work. This resulted in nine respondents from six organisations, 30% of the participants,
being illustrated in the below tables. Due to the number of associated variables being
compared separate tables were created, for the vulnerability and patch management ser-
vices respectively, to review an integrated vulnerability and patch management framework
however the line items per table refer to the same respondents. Only columns C, D, E, F
and G are changed per table, based on the vulnerability and patch management statistics

currently being compared.

Further to the earlier statement that this research implies a framework that includes all
facets of this research taxonomy, i.e. a framework which encompasses all the themes
of the taxonomy and provides process flows to allow more efficient communication and
task handovers between themes and the responsible teams, is not currently being utilised,
Table 6.3 and Table 6.4 actually gives an understanding of where the use of a framework

actually correlates with a positive downward trend of vulnerabilities.

Table 6.3 confirms successful progress being made in the vulnerability management service
based on 1) the high average score of communication between multiple teams (column
A), 2) the low score of vulnerability management policy items not being practiced in
the workplace (column C, total respondents average is 17.46%) and 3) the low score of
challenges faced with vulnerability management (column F, total respondents average is
21.07%). There seems to be ownership of escalating configuration issues identified through
vulnerability management (column G) and the majority of the respondents do perform

risk management before deploying patches (column H).
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Separate | Incidents, | Score  of | Number of | Trend  of | Score Are con- | Perform What is
teams over  the | vulner- vulnera- vulnerabil- | of chal- | figuration | risk man- | the name
level of | last 5 | ability bilities in | ities being | lenges issues, agement | of the
commu- | years, re- | man- your  or- | remediated | faced identified | before frame-
nication | lated to a | agement ganisation | in organ- | with through deploying | work
MS  wvul- | policy isation vulner- | VM, es- | patches? | being
nerability | items not moving up | ability calated used?
which had | being prac- or down man- and mon-
a relevant | ticed in the age- itored to
patch workplace ment comple-
available tion?
at time of
incident
80.00 Not sure 9.52 500001- Down 24.14 Yes No NIST
1000000
20.00 0 0.00 Not sure Down 17.24 Not sure | Not sure | NIST
20.00 10+ 14.29 10001- Down 17.24 Yes Yes NIST
250000
60.00 0 61.90 0-10000 Down 20.69 Yes Yes CIS
Bench-
marks
and
internal
60.00 1 0.00 Not sure Down 13.79 Yes Yes NIST /
[SO27001
20.00 4 9.52 250001- Down 27.59 Yes Yes
500000
80.00 0 4.76 0-10000 Down 13.79 Yes Yes ISO
27000
Series (IT
Security)
and NIST
80.00 0 52.38 0-10000 Down 24.14 Yes Yes ISF
frame-
work
80.00 4.76 10001- Down 31.03 Yes No ISF Stan-
250000 dards
of Good
Practice

Table 6.3: Vulnerability management review with utilisation of frameworks
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Separate | Incidents, | Score  of | Systems Score  of | Are  con- | Superseded Perform | What
teams over  the | patch patched challenges | figuration | patch risk is the
level of | last 5 | man- (patch faced with | issues, require- man- name
commu- | years, re- | agement compli- patch identified ments agement | of  the
nication | lated to a | policy ance) manage- through within before frame-
MS  wvul- | items not | above ment patch your envi- | de- work
nerability | being prac- | 95%7 manage- ronment ploying | being
which had | ticed in the ment, patches? | used?
a relevant | workplace escalated
patch and mon-
available itored  to
at time of comple-
incident tion?
80.00 Not sure 100.00 No 34.48 No Yes No NIST
20.00 0 0.00 0.00 Not sure Not sure | Not sure | NIST
20.00 10+ 4.35 No 3.45 Yes Not sure | Yes NIST
60.00 0 43.48 Not sure | 13.79 Yes No Yes CIS
Bench-
marks
and
internal
60.00 1 0.00 Not sure | 17.24 Yes Not sure | Yes NIST /
ISO27001
20.00 4 4.35 Not sure | 13.79 Yes Yes Yes
80.00 0 8.70 No 17.24 Yes No Yes ISO
27000
Series
(IT  Se-
curity)
and
NIST
80.00 0 0.00 Not sure | 24.14 Yes No Yes ISF
frame-
work
80.00 17.39 No 48.28 Yes No No ISF
Stan-
dards of
Good
Practice

Table 6.4: Patch management review with utilisation of frameworks
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Similarly, Table 6.4 confirms successful progress being made in the patch management
service based on 1) the high average score of communication between multiple teams
(column A), 2) the low score of patch management policy items not being practiced
in the workplace (column C, total respondents average is 19.8%) and 3) the low score of
challenges faced with patch management (column E, total respondents average is 19.15%).
There also seems to be ownership of escalating configuration issues identified through
patch management (column F) and the majority of the respondents do perform risk

management before deploying patches (column H).

The correlation between the above two tables indicates that in relation to incidents be-
ing experienced in the organisations which relate to a vulnerability where an available
Windows patch needed to be applied, there continues to be a high level of communica-
tion between separate teams which manage their vulnerability and patch management
services, respondents believe most of what is being stipulated in the organisations vulner-
ability and patch management policies are being practiced, challenges faced within the
vulnerability and patch management services remain under a score of 34%, configuration
issues are generally being escalated and monitored to completion, frameworks are being
used and risk management is mostly being performed before deploying patches. However,
with this form of alignment to the literature, although systems are not patched above a
level of 95% compliance, the trend of vulnerabilities being remediated indicates a down-
ward trend. This may imply although vulnerabilities are successfully being attended to,

it is not directly as a result of a high patch compliance in the organisations.

6.7 Research Findings Summary

Because there are multiple themes with multiple categories and subcategories of the Vul-
nerability Management Resilience Taxonomy, a rating scale was defined which further to
allowing correlation of summaries from the feedback received, the scoring also helped in
creating a quadrant of where most of the respondents are performing in terms of pro-
gressive remediation of vulnerabilities within their environments. Figure 6.1 is a result
of this analysis. The X axis details from left to right, “not aligned with the literature”
to “aligned with the literature”. The Y axis details from bottom to top “what is not
working” and “what is working” in the environments based on the understanding of the
above analysis. This scoring was done by understanding the available options from the
survey’s multiple choice, verses what the user has selected or provided further information

on and then a mark out of 100% was calculated.
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Table 6.5 and Table 6.6 summarises which categories were included in the calculation of
the quadrant. The X axis helps understand where the respondents are sitting in terms of
following the literature review verses not following the literature review. The Y axis helps
understand where the respondents are sitting in terms of what is working and what they
are practicing within their environments. The averaged scores for the following categories

were used in the quadrant calculations.

Figure 6.1 provides a graphical representation of the summary from Table 6.5 and Ta-
ble 6.6 by placing the summarised scoring per category, per respondent, on a scatter map
to help visualise what is considered working in an organisation and is (or is not) in line

with what the literature currently suggests.

Figure 6.1: Organisational capability based on literature

It is evident from Figure 6.1 that most of the respondents fall within the top right of the
quadrant which refers to the respondents having listed that they mostly do follow what
the literature review has revealed, as most of the answers or taxonomy subcategories

were listed as identified in the literature. What they are currently practicing verses
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X Axis

Detail

Team Structurel

In your organisation, does one cross-functional team have re-
sponsibility for vulnerability management and patch manage-
ment?

Separate Teams

If you have separate teams, under what circumstances do they
communicate?

VM Policy

Do you have a vulnerability management policy or similar
document?

VM Policy Items

What items does your vulnerability management policy or
similar document cover?

Ownership of Configuration
Escalations

Is there ownership of who escalates configuration issues iden-
tified through a vulnerability management process to the cor-
rect team for action?

Conclusions of Configura-
tion Escalations

Are such queries monitored to completion?

Patch Deployments

Do you have a central platform for managing and deploying
Microsoft patches?

Patch Management Policy

Do you have a patch management policy or similar document?

Patch Management Policy
[tems

What items does your patch management policy or similar
document cover?

Configuration Escalations
Identified through Patch
Management

Is there ownership of who escalates configuration issues identi-
fied through a patch management process to the correct team
for action?

Conclusions of Configura-
tion Escalations identified
through Patch Management

Are such queries monitored to completion?

Centralised Asset Manage-
ment Systems

Do you have a system to centralise asset management such as
a configuration management database (CMDB) which details
full asset details (installed components, versions \& services)
and ownership?

Up to date Centralised As-
set Management Systems

Is your centralised asset management solution up to date?

Risk Management

Does your organisation perform risk management before de-
ploying patches?

Risk Management Activi-
ties

What activities does the risk management function within
your organisation include?

Frameworks

Do you utilise any existing frameworks (or engagement model)
that allows for effective collaboration between vulnerability
management and patch management teams?

Table 6.5: Defined quadrant detail on literature review vs current practice, X Axis
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Y Axis

Detail

Team Structurel

In your organisation, does one cross-functional team have responsibility for vulner-
ability management and patch management?

Separate Teams

If you have separate teams, under what circumstances do they communicate?

Incidents

How many incidents were related to a Microsoft vulnerability which had a relevant
MS Windows patch available at the time of recent incidents?

Incident Impact

What was the general business impact of these incidents?

Preparation for Incident

In general, were you well prepared for the incident, i.e. incident response?

VM Policy

Do you have a vulnerability management policy or similar document?

VM Policy Items

Please list items which you have listed is in your vulnerability management policy
(above) however of which you are not practicing in the workplace?

Vulnerabilities Trend

Monthly trend of vulnerabilities being remediated in organisation?

VM Challenges

Vulnerability management challenges within your organisation?

Room for VM Improve-
ment

After contextualising vulnerability management within your organisation, do you
agree that there is still room for improvement required?

Config Escalations Identi-
fied through VM

Is there ownership of who escalates configuration issues identified through a vulner-
ability management process to the correct team for action?

Config Escalations identi-
fied through VM

If yes, are such queries monitored to completion?

Patch Deployment

Do you have a central platform for managing and deploying Microsoft patches?

Patch Management Policy

Do you have a patch management policy or similar document?

Patch Management Policy
Items

Please list items which you have listed is in your patching policy (above) however
of which you are not practicing in the workplace?

Patch Compliance

Organisation’s proportion of systems patched (patch compliance) above 95 percent?

Patch Management Chal-
lenges

Patch management challenges within your organisation?

Patch Management Im-
provement

After contextualising patch management within your organisation, do you agree that
there is still room for improvement required?

Config Escalations Identi-
fied through Patch Man-
agement

Is there ownership of who escalates configuration issues identified through a patch
management process to the correct team for action?

Config Escalations identi-
fied through Patch Man-
agement

If yes, are such queries monitored to completion?

Superseded Patches

Do you have any superseded patch requirements within your environment?

Asset Management

Do you have a system to centralise asset management?

Asset Management Up-
dates

Is your centralised asset management solution up to date?

Risk Management

Does your organisation perform risk management before deploying patches?

Risk Management Activi-
ties

What activities does the risk management function within your organisation include?

Improvements in Manag-
ing Risks

To what degree have there been efficiency improvements made (or are in-progress) to
the system of controls and processes, taken as a whole, by redesigning, consolidating,
or automating key controls used to manage risk?

[SO27001 Compliance

Is your organisation, or a division, ISO27001 compliant?

PCI Compliance

Is your organisation, or a division, PCI compliant?

Frameworks

Do you utilise any existing frameworks (or engagement model) that allows for effec-
tive collaboration between vulnerability management and patch management teams?

Table 6.6:

Defined quadrant detail on literature review vs current practice, Y Axis
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their number of vulnerabilities and patch compliance implies that what they currently

performing within their environment is producing positive results.

6.7.1 Team Structure Impact

Further to the above direct feedback from the respondents, and the summaries of the
themes and their respective categories of the research taxonomy, Table 6.7 provides in-
sight to the first secondary research question, whether “a silo approach between vulner-
ability management and patch management produces positive results in terms of reme-
diating known vulnerabilities”. Table 6.7 summarises all respondents who utilise one
cross-functional team in their organisation and is then also filtered by removing all “0”,
“not sure” or blanks in terms of “how many incidents were related to a MS vulnerabil-
ity which had a relevant MS Windows patch available at the time of the incident” The
resulting data included respondents whom only had one incident related to a Windows
vulnerability. The respondents from Table 6.7 were also not sure whether they were PCI

compliant.

The end result of Table 6.7 is to indicate whether having one team to manage the vul-
nerability and patch management services is producing positive results. It is clear from
Table 6.7 that one cross-functional team, from the respondents’ feedback, only had one
incident in the last five years related to a Windows vulnerability which had a relevant
Windows patch available at the time of the incident. The business impact for 66.6% of
these respondents remained low and 66.6% were prepared for this incident. The answer
to whether a silo approach works however can be understood by looking at the number of
vulnerabilities within their organisation, which 66.6% of the respondents have confirmed
are less than 10 000. Also, 66.6% of the respondents confirmed they do perform risk man-
agement before their patch deployment. None of these respondents however are familiar
with standards being followed in their organisation and only 33.3% of the respondents

confirmed they use a framework.

Table 6.7 can then be compared to Table 6.8 which details all respondents who work with
multiple teams to manage their vulnerability and patch management services. Table 6.8
is then also filtered by removing all “0”, “not sure” or blanks in terms of “how many
incidents were related to a MS vulnerability which had a relevant MS Windows patch

available at the time of the incident”.
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Busine{ Prepar{ Number | Trend Room Syste- | Room | Perfo- | Efficie- ISO Existi-| What
ss im- | ed for | of wvul- | of wvul- | for im- | ms for im- | rm ncy 27001 | ng is the
pact? | Inci- | nera- nera- prove- | patched prove- | risk improve- | com- | frame-| name
dents? | bilities | bilities | ment (patch | ment man- | ments pli- works | of the
in your | being re- com- | re- age- made (or | ant? (or frame-
organi- | reme- quired | pli- quired | ment | are in- en- work
sation? | diated |in your | ance) |in your | be- progress) gage- | being
in your | VM above | patch fore to the ment | used?
organ- | Service | 95%7 | man- de- system model)
isation age- ploy- | of  con- being
moving ment ing trols and utilis-
up or ser- patch- | processes ed?
down? vice? es? used to
manage
risk?
Low No 0-10000 | Down Agree Yes Agree Yes A little | Not Not No re-
better sure sure sponse
Low | Yes 0-10000 | Up Agree Yes Agree No Signifi- Not Not No re-
cantly sure sure sponse
better
High | Yes Not Down Strongly| No Strongly| Yes Signifi- No Yes Hybrid
sure agree agree cantly
better

Table 6.7: Review of one cross functional team structure
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Incid- | Business | Prep- | Number| Trend of | Room | Syste-| Room | Perfo-| Efficiency| ISO PCI | Exist-| What
ents | impact? | ared | of vul- | vulner- for ms for rm improve- | 27001 | com- | ing is the
re- for nera- abilities | im- patch-| im- risk ments com- | pli- frame-| name
lated Inci- | bilities | being prove- | ed prove- | man- | made (or | pli- ant? | works | of
to a dents?| in your | reme- ment | (patch| ment | age- | are in- | ant? (or the
MS organi- | diated re- com- | re- ment | progress) en- frame-
vul- sation? | in your | quired | pli- quired | be- to  the gage- | work
ner- organ- in ance) | in fore System ment | be-
abil- isation your | above| your | de- of con- mod- | ing
ity? moving | VM 95%7? | patch | ploy- | trols el) used?
up or | Ser- man- | ing and pro- be-
down? vice age- patch-| cesses ing
ment | es? used to utilis-
ser- manage ed?
vice? risk?
10+ | Medium | No 10001- | Down Agree | No Agree | Yes A little | Yes No Yes NIST
250000 better
2 High Yes 10001- | Staying | Agree | No Stron- | Not | A little | Yes No No No
250000 | about gly sure | better re-
the same agree sponse
1 Medium | Yes Not Down Agree | Not Agree | Yes Significa- | Yes Yes Yes NIST
sure sure ntly /
better 1SO
27001
4 Low Yes 250001- | Down Agree | Not Agree | Yes A little | Yes Yes Yes No
500000 sure better re-
sponse
1 Medium | Yes 10001- | Staying | Agree | Yes Agree | No Significa- | Yes No No No
250000 | about ntly re-
the same better sponse
2 Medium 0- Not sure | Stron- | No Stron- | No A little | No No Not No
10000 gly gly better sure | re-
agree agree sponse

Table 6.8: Review of one multiple team structure
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6.7.2 Review on Primary Research Question

Although Chapter 5 identifies the answer to the primary research question which is “what
are the challenges that face vulnerability remediation through patch management within
organisations”, and most of the previous graphs indicate why from a team structure and
other associated variables perspective, the following section will delve further into why

there are challenges currently being experienced as per the respondents feedback.

Table 6.1 illustrated the most common items listed in the respondents’ defined vulnera-
bility management policy and also the top number of items which the respondents are not
practicing in their environments. Table 6.2 then continued to illustrate the most common
items listed in the respondents defined patch management policy and also the top number
of items which the respondents are not practicing in their environments. These tables can
imply answers as to why organisations could be failing. However, the following review
provides a further understanding of the feedback to answer “why” there are challenges

within the organisations.

Vulnerability management is a continuous cycle of revision and action, unlike a project
which will have a start and end task. Vulnerability management will also be an ongoing
requirement if we consider the possibility of software never being released without bugs.
With this understanding of an ongoing effort, it is vital to have all personnel involved
in this exercise working towards common goals. Otherwise, when trying to correlate the
tasks between the vulnerability and patch management teams, inefficient processes will
be evident, pulling the different teams into different directions and not effectively dealing

with the cybersecurity issues at hand.

To summarise through a separate means of understanding the challenges faced through
vulnerability management, the research data was filtered off all respondents who men-
tioned their vulnerabilities trend is increasing. This is a separate approach to the tables
listed earlier in this section. Out of the three respondents highlighted, two of the three
respondents mentioned they have multiple teams dealing with vulnerability and patch
management. Table 6.9 details what they were not practicing from what was being high-
lighted in the vulnerability management policy. Table 6.10 details what the respondents

were not practicing from what was being highlighted in the patch management policy.
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[tem not being practiced Detail of item

Logging calls Logging calls with respective teams to remediate
vulnerabilities.

Service level agreements Service levels/timelines for patching different vul-
nerability severities.

Health Checks Daily /weekly /monthly review of failed scans, i.e.
health checks.

Expedite patches A separate process to tackle zero-day vulnerabili-
ties or otherwise expedite patches

Table 6.9: Vulnerabilities increasing, Vulnerability management policy, [tems not being
practiced

[tem not being practiced Detail of item
Test Patches Performing test management of patches.
Service level agreements Service levels/timelines for patching different vul-

nerability severities.
Reviewing all vulnerability sever- | Patching all vulnerability severities.
ities
Expedite patches A separate process to tackle zero-day vulnerabili-
ties or otherwise expedite patches.

Table 6.10: Vulnerabilities increasing, Patch management policy, Items not being prac-
ticed



6.7. RESEARCH FINDINGS SUMMARY 128

6.7.3 Influencing Factors

From a research objective perspective, “influencing factors that impact successful vul-
nerability management” can also be derived from Table 6.7. To summarise, single teams
being used for vulnerability and patch management, whom are well prepared for incidents,
i.e. business continuity management, are some of these influencing factors which corre-
lates with low vulnerabilities within the respondent’s environments. This also ensures
the majority have a patch level compliance status above 95%, although the respondents
still believe there is room for further improvement in their environment. As earlier sum-
marised, these respondents do not seem to focus on being compliant in aspects such as
ISO27001 and PCI, however 33.3% does utilise a hybrid of frameworks and 66.6% of this

data sample also do risk management before patch deployment.

To summarise the above, Table 6.11 details the respondents who have confirmed they have
less than 500 000 vulnerabilities, the lowest number of vulnerabilities reported (column
C), and mostly all of which understand there is a vulnerability management (VM) policy
(column A), they utilise most of what is being detailed in their VM policy as indicated
by the low score (column B). The low score refers to the least number of selected items
available from the drop down multiple choice options. This list of multiple choice options
are identical to what the selection option was for respondents to confirm what is in
their VM policy. These respondents also tend to suggest the trend of their remediated
vulnerabilities is moving down. Most of their challenges are below 50% of what was
available for selection and lastly, they “strongly agree” there is still room for improvement

in their organisation for their vulnerability management service.

6.7.4 Risk Management Review

A further full review of the dataset, as per Table 6.12 gives an indication of the number
of vulnerabilities each respondent has answered and whether they perform risk manage-
ment or not before patching, keeping into account the number of Windows patch related

vulnerabilities.

Table 6.12 is filtered on all organisations who mentioned their vulnerability total in their
organisation (column A) and also filtered on removing all the “0”, blanks and “not sure”
values for column B. It is evident from Table 6.12 that there is a balance between respon-

dents that perform risk management, their associated number of vulnerabilities in the
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Do you | Score  of | Number of | Monthly trend | What challenges | Do you agree
have a vul- | organisa- vulnera- of vulnerabilities | do you face with | that there is
nerability | tion’s not | bilities in | being  remedi- | vulnerability still  room for
man- practicing | your or- | ated in your | management improvement
agement what is in | ganisation | organisation within your or- | required?
policy or | their VM moving up or | ganisation? The
similar policy down? average score is
document? used below.
Yes 9.52 10001- Down 58.62 Strongly agree
250000
Yes 14.29 10001- Down 17.24 Agree
250000
Yes 9.52 10001- Staying about | 17.24 Agree
250000 the same
Yes 61.90 0-10000 Down 20.69 Agree
Yes 38.10 0-10000 Down 3.45 Agree
Yes 19.05 10001- Up 55.17 Strongly agree
250000
Yes 38.10 0-10000 Staying  about | 10.34 Strongly agree
the same
Yes 9.52 250001- Down 27.59 Agree
500000
Yes 28.57 10001- Staying  about | 27.59 Agree
250000 the same
Yes 0.00 0-10000 Up 13.79 Agree
Yes 4.76 0-10000 Down 13.79 Agree
Yes 33.33 0-10000 Not sure 17.24 Strongly agree
Yes 4.76 0-10000 Down 6.90 Agree
Similar 9.52 0-10000 Staying  about | 48.28 Strongly agree
document the same
Yes 4.76 0-10000 Up 13.79 Agree
Not sure 0.00 0-10000 Down 13.79 Strongly agree
Yes 4.76 0-10000 Down 34.48 Strongly agree
Similar 52.38 0-10000 Down 24.14 Agree
document
Yes 4.76 10001- Down 31.03 Strongly agree
250000

Table 6.11: Vulnerability management review on policies being used vs current challenges
vs least vulnerabilities




6.7. RESEARCH FINDINGS SUMMARY 130
Number of vulnerabil- | How many incidents | Superseded Perform risk
ities in your organisa- | were related to a Mi- | patch  require- | management
tion? crosoft  vulnerability | ments within | before deploying

which had a relevant | your  environ- | patches?

MS Windows patch | ment?

available at the time

of the incident?
10001-250000 10+ Not sure Yes
10001-250000 2 No Not sure
250001-500000 4 Yes Yes
10001-250000 1 No No
0-10000 2 Not sure No
0-10000 1 Yes Yes
0-10000 1 No No

Table 6.12: Risk management correlated with vulnerabilities

organisation and the associated number of Windows related patch incidents as opposed

to respondents that do not perform risk management prior to patch deployment.

6.7.5 Progressive Vulnerability Management

Table 6.13, Table 6.14 and Table 6.15 all indicate associated variables with three respon-
dents from three organisations whom confirmed their monthly trend of vulnerabilities
being remediated in their organisation is moving up. Due to the number of the associated
variables, three tables were created, however the line items from each table refer to the

same respondent.

6.7.6 Taxonomy Review

The structure and different levels of the taxonomy is further confirmed through the review
of the survey feedback. Firstly with the understanding of having a correct team structure
with people whom have the right focus or aptitude for the services they are managing.
Through the research literature review on vulnerability and patch management, Spears
and Barki (2010) suggests that although users are seen as a weak link in information
security, a user’s understanding of the organisation or the business contributes to more
effective security controls or measures. It was mentioned earlier that it remains vital

to have all personnel involved in this exercise whom are educated and working towards



131

Monthly Score  of | Number Score  of | Are  con- | Do you | Score  of
trend  of | VM items | of wvulner- | number of | figuration | have a | patch
vulnerabil- | not being | abilities challenges | issues central manage-
ities being | practiced in your | faced with | identified platform ment items
remediated | in the | organisa- vulner- in vul- | for man- | not being
moving up | workplace? | tion? ability nerability | aging and | practiced
manage- man- deploying | in the
ment agement Microsoft | workplace?
monitored | patches.
to comple-
tion?
Up 19.05 10001- 55.17 Yes Yes 17.39
250000
Up 0.00 0-10000 13.79 Yes Yes 0.00
Up 4.76 0-10000 13.79 Yes Yes 4.35
Table 6.13: Progressive use cases of vulnerability management-1
Monthly Organisat- | Score  of | Are  con- | Superseded | Centralised | Organisat-
trend  of | ion’s number of | figuration | patch re- | asset man- | ion  per-
vulnerabil- | systems challenges | issues quirements | agement form risk
ities being | patched faced with | identified solution up | man-
remediated | (patch patch after patch to date agement
moving up | compli- manage- man- before
ance) ment agement deploying
above monitored patches?
95%7 to comple-
tion?
Up No 72.41 Yes Yes No Not sure
Up Yes 13.79 Yes Yes Yes Yes
Up Yes 10.34 Yes No Not sure No

Table 6.14: Progressive use cases of vulnerability management-2
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Monthly [SO27001 PCI Utilise any | Does one | How  many | General Well  pre-
trend  of | compli- | compli- | existing Cross- incidents business pared for
vulnerabil- | ant ant frame- functional were related | impact the  inci-
ities being works team have | to a Microsoft | of  these | dent, i.e.
remediated (or en- | responsi- vulnerability | incidents? | incident
moving up gagement | bility for | which had response
model) vulnerability | a relevant
management | MS Windows
and patch | patch  avail-
management? | able at the
(please select | time of the
one) incident?
Up No No No No No response Medium Yes
(significant
effect but
manage-
able)
Up Yes Yes No No 0 Low (mi- | Yes
nor effect
or conse-
quence)
Up Not Not Not sure Yes 1 Low (mi- | Yes
sure sure nor effect
or conse-
quence)

Table 6.15: Progressive use cases of vulnerability management-3




6.7. RESEARCH FINDINGS SUMMARY 133

common goals. If everyone is not working with similar goals, inefficient processes will be
evident, pulling the different teams into different directions and not effectively dealing

with the cybersecurity issues at hand.

As mentioned in the Introduction of this research, security teams of large organisations or
enterprises usually manage security controls such as patching, anti-virus or anti-malware
applications, firewalls, etc., all of which work together to minimise exposure to potential
threats (Beres et al., 2008b). An understanding of ownership is required for the different
components of the taxonomy. This would tie in with understanding ownership of assets
and understanding the critically of those assets, and may potentially allow a more effective

and holistic approach to vulnerability and patch management.

It is important to have comprehensive knowledge of all assets within the organisation,
in terms of understanding asset components, operating systems and applications (Gauci
et al., 2017). With this said the above research does indicate that although a centralised
asset management tool is being used in the participating organisations, less than 18%
believe the data of the solution is up to date. The discussion of asset management was
also raised as additional feedback from a respondent when talking about virtualised assets

and monitoring of operating system versions.

Further to what was detailed in the “Summary of Vulnerability Management Challenges”
table, referenced in Chapter 5, an asset database (such as incorrect or incomplete infor-
mation of assets, i.e. asset ownership, installed components, services, versions) remain an

issue at 43.3% of the responses.

The above research also reviewed and provides an understanding of the percentage of
vulnerabilities which caused an incident within the target population. From the earlier
mentioned research objectives, the research highlights that an influencing factor that
impacts vulnerability management is where multiple teams are well prepared for incidents,
i.e. business continuity management being of the highlighted influencing factors. Past
critical incidents and current critical incidents remain key when reviewing the effectiveness

of vulnerability management and the prevention of vulnerabilities from being exploited.

With the above in mind, incident management is placed at level three and eight of the
taxonomy to allow a review of previous incidents and post incidents, its relation to critical
assets and the following layers then focus on the assurance that previous incidents of a
similar nature will not reoccur. Incident management is thus seen twice in the taxonomy
to allow continuous review of current issues or challenges in the organisations. Also

previous incidents with the understanding of required frameworks, possibly not being
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followed, needs to be evaluated as a principle the organisation follows before deciding on

the controls and how to apply them, i.e. vulnerability and patch management.

As earlier mentioned, it seems there is disparity between the advantages of utilising a
framework which provides a holistic approach to threats and vulnerabilities and also al-
lowing a risk analysis to take place whereas the disadvantages of utilising a framework itself
does not allow a means to characterise risk, further to being resource and time consuming.
This does, however, reflect that should your organisation be utilising a framework, this

should be decided before defining your means to identify threats and vulnerabilities.

Attacks exploit known vulnerabilities which have available patches or other remediation
options (Cavusoglu et al., 2008, Okhravi and Nicol, 2008, Afful-Dadzie and Allen, 2014).
Again, a relation to the understanding of vulnerability management being applied before
the prioritisation of patching takes place. Effective vulnerability management will thus
allow the mitigation of security risks to the organisation (Singh et al., 2016). It is for this
reason once the vulnerability management takes place, risk management is performed to
allow for a more effective prioritisation and patch deployment. Risk increases exponen-
tially through the vulnerability timeline as the vulnerability becomes better known (Beres

et al., 2008a,b).

As listed under the “Effective Vulnerability Management” section of Chapter 2, there is
benefit in reviewing existing security controls, threat information, the organisation’s assets
and the impact of a potential attack together with the available CVSS scores (Rouse, 2017)
and this has thus been kept in mind through the analysis of this research. CVSS considers
the vulnerability’s characteristics (base metric), the vulnerability’s progression over time
(temporal metric) and the organisation’s security level (environmental metric) (Singh
et al., 2016, Shetty et al., 2018). The base metric can be further split into exploitability

and impact metrics.

Risk Management, similarly to the review of the vulnerability and patch management
policy, summarises from 24 respondents from 12 organisations, on who knows what is
included in their risk management function and four respondents from two organisa-
tions have listed “not sure”. Considering 15 respondents responded to utilising a risk
management function however 28 respondents responded to this question, as reflected in
Figure 5.36, it seems in some organisations the risk management function is available but

not used at the correct times before patch deployment.

Regarding the understanding of the respondents feedback in terms of what they are not

practicing further to their defined patch management policy, items such as not defining
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service levels/timelines for patching different vulnerability severities and another item on
respondents not patching all vulnerability severities can only be done effectively once the

vulnerability management and risk management approach takes place.

Gauci et al. (2017) summarises how to quantify an uncertain risk in a cybersecurity assess-
ment which includes knowing the following variables for your organisation, i.e. inventory,
identify threats, risk levels, define mitigation, implement mitigation and maintain pro-
cesses for existing controls. This also continues to then define the understanding of risk
management to be performed before patch management. This statement also helps clar-
ify the need to know your inventory, i.e. asset management and identify threats and
risk levels, through the themes of “Incident Review” and “Incident Management” of the

taxonomy.

As mentioned in Chapter 6, Nicolett and Colville (2003) states that patch management
is not enough when effectively mitigating vulnerabilities. Further to the theme of “Patch
Management”, a “pre-patch mitigation plan” seems to be uncommon among the respon-
dents and superseded patches remain an issue in organisations. Further to the available
statistics for this theme based on the feedback to what was found in the literature review,
a respondent also confirmed that “facilitating strategy” is an advantage from the use of

risk management before patch management.

The patch management lifecycle includes several steps, including preparation, vulnerabil-
ity identification and patch acquisition, risk assessment and prioritisation, patch testing,
patch deployment and verification (HKSAR, 2008). The following functional requirements
should also be considered with regards to patch management: asset inventory, patch and
service pack status, patch dependency analysis, patch dependency analysis, patch inven-
tory and patch classification, patch matching reports or system baselining, role based
administration, patch distribution and installation, patch and application support and
agent vs agentless architectures. As mentioned in the literature review, Okhravi and
Nicol (2008) also details elements for successful patch management. These are executive
support, dedicated resources and clearly defined responsibilities, creation and mainte-
nance of technology, identification of vulnerabilities and available patches, scanning and
monitoring the network, testing of patches and post-deployment scanning and monitoring.
The above assists in defining the several layers of the taxonomy, from the clearly defined
responsibilities of dedicated resources, to firstly the identification of vulnerabilities and
the available patches which would include scanning and monitoring the network, to the
testing and deployment of patches to the post monitoring whether the patch cycle was

effective.
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To conclude on the “Incident Management” theme of the taxonomy, the mention of in-
cident management at layer three and layer eight is because this is what we ultimately
trying to avoid. Any incidents after a successful patch cycle will need to be reviewed and
the possibility of revising all layers from one to eight again after picking up new vulner-
abilities remains an option. Further research can allow cycles to take place between the
different layers. As mentioned earlier, the taxonomy is meant to outlay all paradigms of

activities required in vulnerability and patch management.



Chapter 7

Conclusion

This was primarily an exploratory study which assisted the researcher to accomplish re-
search objectives and ultimately review a framework where available, that integrates an
understanding of processes and activities between the vulnerability and patch manage-
ment services of an organisation. Through the above empirical research, vulnerability
and patch management services within FSIs were reviewed, testing the initially proposed
taxonomy with the target population to obtain their feedback on the categories of the
taxonomy and formulate results on the efficacy of the taxonomy. The taxonomy exists as
a reflection of the research survey, formulating a basis of understanding regarding aspects
of vulnerability management and includes associated paradigms of services or functions.
The taxonomy assists in understanding any existing frameworks being utilised, giving

guidance on process and cyclic behaviours between the different themes of the taxonomy.
To summarise the questions this research wanted to answer:
1. Primary question - What are the challenges that face vulnerability remediation
through patch management within organisations, and why?

2. Secondary question - Does a silo approach between vulnerability management and
patch management produce positive results in terms of remediating known vulner-
abilities?

3. Secondary question - What are the advantages of an engagement model between

vulnerability management and patch management?

4. Secondary question - What are the disadvantages of an engagement model between

vulnerability management and patch management?

137
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7.1 Conclusion on Research Questions

Regarding some of the direct feedback received from the respondents, 1) the challenges
that face vulnerability and patch management, 2) the preference by the participants on
using multiple teams and the advantages thereof, 3) advantages and 4) disadvantages of
using frameworks in the respondents environments are answered by several of the figures

and tables listed in chapter 5.

Table 6.8 indicates that, of the respondents using multiple teams in their organisations
to manage vulnerability and patch management, several incidents were experienced in
the last five years that were related to a Windows vulnerability which had a relevant
Windows patch available at the time of the incident. The business impact for 66.6% of
these respondents remained medium and 66.6% were prepared for these incidents. The
answer to whether an approach of using multiple teams effectively works however can
be understood with the number of vulnerabilities within their organisation, which 66.6%
of the respondents have confirmed is more than 10 000. 50% of the respondents also
confirmed they do perform risk management before their patch deployment. As opposed
to the respondents utilising one cross-functional team, the respondents utilising multiple
teams for their vulnerability and patch management are familiar with standards being
followed in their organisation, 83.3% confirming they are ISO27001 compliant and 50%

of the respondents confirmed they use a framework, mostly NIST.

The comparison of the above mentioned tables clarifies the differences between using one
team verses using multiple teams to manage the vulnerability and patch management
services. Further to the understanding of previous incidents which happened in the or-
ganisations related to a missing Windows patch and the associated business impact, these

tables then also compared the following:

1. Current vulnerability count from each respondent.

2. Whether there is an improvement in their vulnerability and patch management

services.
3. What their patch compliance is.
4. Whether they perform risk management before patching.

5. What standards or frameworks do they follow.
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The respondents whom confirmed they use multiple teams actually have more vulnerabil-
ities in their environment and their trend of remediating vulnerabilities are mostly either
“staying about the same” or are going “down”. They also have less certainty that their

systems have a patch compliance of over 95%.

A respondent provided further feedback to also consider the structure of the organisation,
i.e. is the organisational structure centralised, federated or a combination of both. The
structure of the organisation directly impacts the effectiveness of the IT risk and security

function in its ability to execute its various tasks or functions.

Chapter 5 and the analysis of the survey feedback found in Chapter 6 continues to provide
direct answers to the remaining two secondary research questions, i.e. 1) the advantages,
and 2) the disadvantages of an engagement model/framework between vulnerability man-
agement and patch management. The “Review on Primary Research Question” section
detailed in Chapter 6 then continues to provide clarity from respondents, who confirmed
their organisations are not progressively remediating vulnerabilities, on what their organi-
sations are not doing of which their vulnerability and patch management policies dictates.
These would, from the understanding of the themes being analysed in this research, allow

us to understand why there are challenges in the organisations.

7.2 Conclusion on Research Objectives

The research objectives helped identify the evaluative criteria for the research questions
and formulate the research in terms of the structure taken to answer the research questions.

The following interconnected research objectives were obtained through the research:

1. Influencing factors - Identify influencing factors that impact successful vulnerability

management.

2. Recommendations - To make recommendations regarding positively influencing each
identified factor.

3. Risk management - Identify whether effective risk management within a vulnera-
bility management program actually benefits the approach to patching, further to

patching what Microsoft has available in its catalog.

4. Explore use cases - I[dentify and explore use cases where the decline of vulnerabilities

remain progressive.
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“Influencing factors that impact successful vulnerability management” can be derived
from various tables detailed in Chapter 6. The second research objective, “to make
recommendations regarding positively influencing each identified factor”, is at an organ-
isations discretion to decide on how to positively influence each identified factor further
to their security strategy and their importance of the themes reviewed in this research.
The research analysis does provide clarity in terms of not only the respondents from same
organisations having different interpretations or different mindsets to certain categories
of the taxonomy; there are also vulnerability and patching policy disparities on what is
currently being practiced in the participating organisations and what is not being prac-
ticed further to what is defined in their vulnerability and patch management policies.
This would be the first focus area when trying to improve vulnerability management and
patch management, and that is the review of policy to what is being practiced and the
assurance of the correct people having the same understanding of the research service
variables where appropriate. Different roles within an organisation that touch on vul-
nerability and patch management (including the difference in perception of the services
between a junior or senior employee), needs to be resolved and the understanding of ev-
eryone having a joint responsibility in the research topic needs to be clarified and agreed
upon by all parties involved. A respondent confirmed post the survey feedback that “if
security fails then we all fail as it is a shared responsibility, there needs to be an agreed
cadence between all teams involved with mutually agreed targets and SLAs”. Once these
categories are understood, the challenges can then be reviewed and prioritised based on

an organisation’s risk appetite.

The third research objective is to “identify whether effective risk management within a
vulnerability management program actually benefits the approach to patching, further to
patching what Microsoft has available in its catalog”. It seems from the earlier mentioned
tables in Chapter 6 “Research Findings Summary”, that most of the respondents do
perform risk management prior to patching and vulnerabilities are not higher than 500

000.

The last research objective is to “identify and explore use cases where the decline of
vulnerabilities remain progressive”. This has been reviewed and illustrated in the last
chapter however the summarised tables, from Chapter 6, on utilising single or multiple
teams also provides clarity on some of the associated variables where the respondents
mention their vulnerability remediation is increasing or decreasing. Lastly, through this
research it has been identified whether there are mechanisms currently in place for the
patching team to refer back to the vulnerability management team on items that cannot

be patched, either due to possible interoperability issues, operating systems which have
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reached end of life, machines that require configuration updates, service pack restrictions,
upgrade requirements, etc. Between 70% to 80% of the respondents do believe there are
escalations taking place of configuration issues identified either through the vulnerability
management or the patch management processes however a lessor percentage of these

respondents believe these escalations are being monitored successfully to conclusion.

7.3 Research Contribution

The data collected from the survey has helped the researcher to understand the important

relationship between vulnerability and patch management and other associated variables.

The benefits of the research were the following:

e Review current challenges - Establish current challenges for effective vulnerability

remediation and areas of improvement.

e Revise patch management approach - Confirm whether there is a better approach
to patch management on vulnerabilities that are not listed as critical and not listed
with an exploit yet, i.e. be more proactive in approach rather than ignoring the less

critical vulnerabilities and relying on compensating controls.

e Create a conceptual taxonomy - Create a conceptual taxonomy that will allow for
further research and defining of suitable frameworks which can be used in organisa-
tions, initially focused for the financial sector. The taxonomy creates the basis for

a suitable framework which can enhance the needs and requirements of the users.

Further to the research questions and objectives, the research was able to produce a
logical and concise taxonomy, allowing the classification of multiple themes associated
with the research (Ely, Osheroff, Gorman, Ebell, Chambliss, Pifer, and Stavri, 2000).
The taxonomy is flexible as it not only provides a theoretical comparison but also allows
for additional themes to be applied or for a theoretical framework to be developed based

on the taxonomy.

The research allowed empirical data to include opinions and perceptions from people
and allowed the researcher to understand reality (Brady, 2015, Ganin et al., 2017). The

taxonomy was reviewed and validated based on the scoring on the feedback to the research
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survey. Deviations from the initial draft of the taxonomy were considered based on the
analysis of the feedback. Figure 7.1 details an updated taxonomy based on the feedback
of this research. To note, the taxonomy is not a framework and thus the use of the
different layers to be performed in cycles or if something happens in a certain layer to go
to another layer for review is not what this research is advising. It is, however, structuring

all paradigms related to vulnerability and patch management.

Figure 7.1: Vulnerability management resilience taxonomy updated

Table 7.1 describes the final summary of the research taxonomy themes. This research
acknowledges that there are several other aspects to vulnerability management, other
than patch management and particularly to one operating system. There are also issues
such as configuration management issues, systems end of life, systems requiring upgrades,
etc. This was also highlighted in the configuration escalation issues further to patching.
With this said, the research includes configuration management at both levels or themes

of “Vulnerability and Patch Management”.

In addition, it was listed that asset management is a key foundational aspect, as per the
feedback of the survey and the associated benefits in successful vulnerability remediation.
There are thus three updates to the initial proposed taxonomy, namely the following.
To note, “Configuration Management” refers to two updates in separate themes of the

taxonomy, namely the following:

e Asset Management - As per the research survey feedback, asset management is a

key foundational aspect when performing effective vulnerability remediation. The
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research will not further elaborate on the differences between asset management and

a configuration management database as this can be reviewed in further research.

e Configuration Management - This point of discussion revolves around both 1) the
vulnerability management and 2) the patch management services. It seems through
both of these services, further to patch management, anything not patch related
should be correctly owned, escalated and monitored so that positive results from

the escalation takes place.

Table 7.2 illustrates the final research detail to Figure 7.1, providing further detail on

the additional and associated categories of the taxonomy.

7.4 Practical Implications

As there are various teams responsible for vulnerability and patch management within
an organisation, the practical implications of the research will allow for a detailed under-
standing of the various paradigms of the two services. This means that whether one is
technical or not, the research and its findings should allow information security practi-
tioners, I'T or the Risk team to be able to understand the implications of their actions on
their organisations goals to remediate vulnerabilities in the organisation, thus reducing

the associated risk for the organisation.

The following practical suggestions have been drawn from Chapter 6.

A cross-functional team may result in fewer overall vulnerabilities.

e Daily practices and routine processes, such as logging calls, reviewing failed scans,
maintaining SLA levels, security control reviews, and testing patches, are key to

ongoing success.

e “Emergency” processes such as a process to expedite patches for zero-day vulnera-

bilities are important.

e Up-to-date record-keeping infrastructure such as an asset database can be a key

resource for both vulnerability management and patch management.

e [t is not necessary to utilize a risk framework. However, if a framework is being used,

this should be decided before defining a means to identify threats and vulnerabilities.
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Theme Summary Description

People and Respondent Respondents background section to understand the participant’s

Team Roles and | current demographics, aptitude and experience in the industry, and

Structure Experience their understanding of vulnerability management and patch man-
agement services, incl. team structures.

Asset Asset and | A section to detail the assets and associated configuration in the

Management | Configuration | organisation to understand critical assets within the organisation.

Management

Incident Reflection on | A section where respondents could acknowledge recent incidents in

Review Incidents their environment and whether there were any associations with
Microsoft Windows patching, or lack thereof.

Frameworks Frameworks A section to understand whether any frameworks, to create facili-
tation or a means of engagement between vulnerability and patch
management, is being practiced in the organisations and whether
the respondents can detail the advantages and disadvantages ac-
cordingly.

Vulnerability | Vulnerability | A vulnerability management section created to understand policy,

Management | Management | what is being practiced in the organisation in relation to defined

and Con- | Policy  and | policy, what the known challenges are, trending of vulnerabili-

figuration Practice ties and whether (after contextualising vulnerability management

Management within each organisation) the participants believe that there is still
room for improvement required.

Risk Risk Manage- | A section to understand whether risk management is being prac-
Management | ment Strate- | ticed in the organisations and whether the respondents can detail
gies the advantages and disadvantages of this practice.

Patch Man- | Patch Man- | A patch management section created to understand policy, what is
agement and | agement being practiced in their organisation further to their defined policy,
Configuration | Policy  and | their organisation’s current patching SLA, what the known chal-
Management | Practice lenges are and whether (after contextualising patch management
within each organisation) the participants believe that there is still

room for improvement required.

Incident Organisation | Post incident review and the assurance that previous incidents of a

Management | Cyber  Inci- | similar nature will not occur through the vulnerability and patch

dent Manage-
ment

management cycle.

Table 7.1: Taxonomy final themes
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Category

Experience in information & cybersecurity

Aptitude through information security certifications or qualifications

Team structures and responsibilities for vulnerability management and patch management

Circumstances of communication for multiple teams

Structure

Focus items of communication between multiple teams regarding what cannot be patched

Advantages of separate teams

Advantages of one multi-skilled team

Considerations on a centralised asset management solution

age-
ment

Period of utilisation regarding a centralised asset management solution

Functionality and applicability of a centralised asset management solution

Incidents experienced in last 5 years

Incidents experienced in last 5 years which are associated with a Microsoft vulnerability

Incident| Asset | People and Team

Review| Man-

Business consideration over incidents

I[SO27001 compliance

PCI compliance

Utilisation of industry frameworks

Understanding of frameworks being used in organisation

Frameworks

Advantages of following a framework

Disadvantages of following a framework

Vulnerability management policy documents

Detail of vulnerability management policy

Vulnerability management policy items not being practiced in the workplace

Number of vulnerabilities in organisations

Trending of vulnerabilities being remediated

Challenges of vulnerability management

Management

Vulnerability
Configuration

Contextualising vulnerability management and room for improvement

Management and

Escalation of configuration issues identified through a vulnerability management process

Monitoring of escalated configuration issues, post a vulnerability management process

Business considerations on risk management

Risk management activities

Risk

Advantages of risk management

Disadvantages of risk management

Management

Improvements to system controls and processes

Centralised platform for patch deployment

Patch management policy documents

Detail of a patch management policy

Patch management policy items not being practiced in the workplace

Patch compliance

Challenges of patch management

Contextualising patch management and room for improvement

Patch
and

Escalation of configuration issues identified through a patch management process

Management

Management
Configuration

Monitoring of escalated configuration issues, post a patch management process

Superseded patch requirements

Business consideration on superseded patch requirements

Incident preparation, i.e. business continuity

[nci-
dent
Man-
age-
ment

Understanding of business impact regarding incidents

Table 7.2: Taxonomy final structure
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e There is broad consensus on what constitutes “good practice” within the literature,
and organizations that follow these practices are more successful. The implication
is that following the guidance of any peer-reviewed and well-cited literature may
be practically better than spending too much time selecting between the details of

largely-equivalent pragmatic guidance.

7.5 Further Research

As per Whittle, Hutchinson, Rouncefield, Burden, and Heldal (2017, p. 317), “[a] taxon-
omy can be used in a variety of ways. It can be used as a checklist of issues to consider
when developing tools. It can be used as a framework to evaluate existing tools”. It
must be noted that this research focused on Windows patching and the associations with
this patching to ensure effective remediation of vulnerabilities. Microsoft application se-
curity controls were selected for review because Microsoft Windows is a popular business
operating system (Beres et al., 2008b). The number and types of cyber attacks changes
dramatically as time progresses (Shetty et al., 2018). Nicolett and Colville (2003) states
that patch management is not enough when effectively mitigating vulnerabilities. Vulner-
ability management, however, includes several other areas rather than just Windows patch
management and this can thus be reviewed as part of further research of the taxonomy

and any associated frameworks.

There were several areas mentioned through the final chapters of this research where fur-
ther research would be an option. This includes 1) additions to the taxonomy (including
items not patch related, items not Windows patch related for databases, servers, other
operating systems, third party application vulnerabilities, bespoke application vulnera-
bilities, vulnerable development repository downloads, threat modelling, etc.), or 2) to
create a framework that weaves its way through the different levels of the taxonomy and
then getting that framework tested with key stakeholders in the industry. With the result
of the formation of a conceptual framework, the researcher can then deductively test the
framework and any associated cyclic process with a target population. Process flows as
illustrated in Figure 2.3, as per Beres et al. (2008a,b), can detail an activity diagram
of a typical vulnerability and patch management process which can assist in defining a

suitable framework.

Testing can be performed during the development of a conceptual framework, in particular

as the framework is defined into smaller tasks or processes, it can be reviewed by subject
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matter experts. The Delphi method can be utilised to develop and explore the effectiveness
of a defined framework. As per Brady (2015, p. 1), “[t|he Delphi method emphasizes
structured anonymous communication between individuals who hold expertise on a certain
topic with a goal of arriving at a consensus in the areas of policy, practice, or organisational
decision making”. The Delphi method provides a pragmatic and more inclusive means to

obtain information and validation from the target population.

Further to the above mention of creating a conceptual framework, Manshaei, Zhu, Alp-
can, Bacsar, and Hubaux (2013) summarised a number of security related problems within
their paper and their adopted game theoretical approach for each of the security related
problems. The static non-zero-sum game approach is specific to the vulnerability man-
agement security problem and the approach leads to an understanding of vulnerability
disclosure policies or processes. Game theory helps to understand the actions of an at-
tacker and helps to determine the decisions of a defender (Liang and Xiao, 2013). Game
theory also deals with problems where there are multiple players or users within an organ-
isation, with contradictory objectives (Roy, Ellis, Shiva, Dasgupta, Shandilya, and Wu,
2010). This can then be a further review not just of a conceptual framework but also
an understanding of areas lacking maturity or misconception. This implies the improved
maturity of the different levels of the taxonomy could relate to how effective each service

of the taxonomy is and whether the “pyramid” type figure can grow with maturity.

With the understanding of game theory and the revision of maturity, NIST SP 800-26
details targeting metrics used to review the maturity of vulnerability and patch man-
agement (Mell et al., 2005). NIST provides a table of metric values to be used based
on the number of vulnerabilities as opposed to the number of hosts an organisation has,
patches applied and not applied, response times, costs, etc. These metrics would then
substantiate further research and the understanding of a maturity level for the vulnera-
bility and patch management program. The review of maturity of the taxonomy’s various
themes can then also include previous respondents feedback regarding the additional un-
derstanding of other categories per theme such as organisational structure for theme one,
“People and Team Structure”, or also include the understanding of compensating controls
in themes five and six of the research taxonomy, i.e. “Vulnerability Management” and

“Risk Management”.

Further research can also include the addition of subjective variable topics for each of the
Vulnerability Management Resilience Taxonomy’s categories. Adding this variable topic
per category should allow correlation between the different subcategory items or questions

and give an understanding of relationships between the categories of the different themes.
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The resulting data can be split to better understand the key areas of what is and what is
not working. The areas of dissection of the research feedback can then be reviewed under
1) technical factors, 2) internal organisational factors, 3) external organisational factors
and 4) social factors (Whittle et al., 2017).

Finally, as all data collection occurs in South Africa, further research is welcomed in order
to attempt in replicating the research results in other organisational contexts and in other

geographical areas.
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