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ABSTRACT

Researchers looking for ways to change the insecure behaviour that results in
successful phishing have considered multiple possible reasons for such behaviour.
Therefore, the purpose of this study is to understand the role of optimism bias (OB —
defined as a cognitive bias), which characterises overly optimistic or unrealistic
individuals, in order to ensure secure behaviour. Research is considered that has
focused on issues such as personality traits, trust, attitude and information security
awareness training (ISAT). We used a mixed methods design to investigate OB
behaviour, building on a recontextualised version of the theory of planned behaviour to
evaluate the influence that OB has on phishing susceptibility. To model the data, an
analysis was performed on 226 survey responses (systematic random sampling
method) from the employees of a financial services organisation using partial least
squares (PLS) path modelling. To evaluate OB behaviour, we conducted an experiment
consisting of three ISAT sessions and three simulated phishing attacks. After each
phishing experiment, we conducted interviews to gain a better understanding of why
people succumbed to the attacks. It was subsequently found that overly optimistic
individuals are inclined to behave insecurely, while factors such as attitude and trust
significantly influence the intention to behave securely. Our contribution to practice is to
enhance the effectiveness of ISAT by identifying and addressing the OB weakness to
deliver a more successful training outcome. Our contribution to theory enriches the
Information Systems literature by evaluating the effect of a cognitive bias on phishing
susceptibility and, through research, offering a contextual explanation of the resultant

behaviour.



UITTREKSEL

The home language of the researcher is Afrikaans and therefore the abstract was
translated.

Navorsers op soek na ‘n antwoord om onveilige gedrag te verander wat lei na uitvissing
het verskeie moontlike redes oorweeg vir sulke gedrag. Daarom is die doel van hierdie
verhandeling om die rol van optimistiese vooroordeel (OB - gedefinieer as 'n kognitiewe
vooroordeel) te verstaan, wat te optimistiese of onrealistiese individue kenmerk om
veilige gedrag te verseker. Navorsing was oorweeg wat gefokus het op kwessies soos
persoonlikheidseienskappe, vertroue, gesindheid en
inligtingsekuriteitsbewustheidsopleiding (/SAT). Die navorser het gemengde metodes

gebruik om OB-gedrag te ondersoek. Daar was voortgebou op 'n
gerekontekstualiseerde weergawe van die theory of planned behaviour om die invioed
wat OB op uitvissing-vatbaarheid het, te evalueer. Om die data te modelleer, is 'n
analise gedoen waar 226 opname antwoorde verkry is van 'n finansiéle dienste
organisasie en is partial least squares (PLS) path modelling gebruik. Om OB-gedrag te
evalueer, het ons 'n eksperiment uitgevoer wat bestaan uit drie ISAT-sessies en drie
gesimuleerde uitvissing-aanvalle. Na elke uitvissing-eksperiment het ons onderhoude
gevoer om 'n beter begrip te kry waarom mense aan die aanvalle geswig het. Te
optimistiese individue is geneig om onveilig op te tree, terwyl faktore soos gesindheid
en vertroue die voorneme om veilig op te tree, aansienlik beinvlioed het. Die studie se
bydrae tot die praktyk is om die doeltreffendheid van ISAT te verbeter deur die OB-
swakheid te identifiseer en aan te spreek om 'n meer suksesvolle opleidingsuitkoms te
lewer. Verder verryk die studie die Inligtingstelsels-literatuur deur die effek van 'n
kognitiewe vooroordeel op uitvissing-vatbaarheid te evalueer en deur navorsing bied dit

'n kontekstuele verduideliking van die gevolglike gedrag.



DECLARATION

I, Morné Owen, hereby declare that:

o The work presented in this thesis is my own work.

o All sources used or referred to have been documented and acknowledged.

e This thesis has not previously been submitted in full or partial fulfilment of the
requirements for an equivalent or higher qualification.

e | am fully aware of the Rhodes University’s policy on plagiarism and have taken
every precaution to adhere to this regulation.

e Ethical approval for this study was obtained from the university’s Ethics

Committee with certificate reference number: CIS18-11

-

Date: September 2022



ACKNOWLEDGEMENTS

All praise be to the Creator God (Yahweh) who sustains me daily. To my family, for their
encouragement to complete this work and their patience to allow me to do so. To my
supervisor, Prof. Flowerday, for his guidance and support throughout this journey. To
Prof. Syden Mishi from Nelson Mandela University (NMMU) and Dr Karl van der Schyff

from Rhodes University for their assistance with the statistical data analysis.

Y



GLOSSARY

Term

Definition

Attitude

Attitude has been defined as a way of thinking, feeling or acting
that represents a mental or emotional condition (McLeod,
2018). The characteristic property of attitude, according to
Peterson and Thurstone (1932), is an evaluative or emotional

inclination toward an object, concept or issue.

Information security
awareness training
(ISAT)

In an organisational setting, security awareness refers to
employees' understanding of and attitude toward the protection
of their company's physical and information assets (Pattinson
et al., 2016). Security awareness is a critical link in an
organisation's security chain, as even the most effective
security procedures are useless in an environment where there

is no security culture.

Optimism bias occurs when people believe “that negative
events are less likely to happen to them than to others, and they
believe that positive events are more likely to happen to them
than to others” (Weinstein, 1980, p.807). Houston et al. (2012)
define optimism as an “overestimation of the expected gains
from future outcomes”. People therefore believe that they have
less risk compared to other people. Optimism bias is also
known as unrealistic comparative optimism (Baek, Kim and
Bae, 2014).

Optimism bias
(OB), unrealistic
comparative
optimism

Phishing

Hadnagy (2014, p.24) defines social engineering as “any act
that influences someone to take an action that may or may not
be in his or her best interest”. Phishing falls into the category of
social engineering and is defined as a deceptive action in which
the phisher/attacker attempts to entice internet users into
revealing their personal information/credentials in order to profit
financially (Kirda & Kruegel, 2005; Leukfeldt & Holt, 2019).
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PLS-SEM

Partial least squares (PLS) path modelling is a variance-based
structural equation modelling (SEM) technique that is widely
used in corporate and social sciences (Henseler, Hubona and
Ray, 2016). Because of its ability to model composites and
factors, it is a powerful statistical tool for new technology

research.

Trust

Trust is defined as the inclination to “accept risk und
vulnerability based upon positive expectations of the intentions
or behaviours of another” (Rousseau et al., 1998) and might be
considered the thread that binds our social universe together
(Weiss et al., 2021). When our personal results are dependent
on others, our expectations of their benevolent versus
malevolent intentions toward us have a significant impact on
our behaviour and, as a result, on our interpersonal interactions
(Rotter, 1967; Weiss et al., 2021).

viii




TABLE OF CONTENTS

ABSTRACT ...ttt e e a bt e e e bt e e et e e e et e et e e e b e e e e nnnaeeeeaa i
UITTREKSEL ...ttt e et e e e eneneeas iv
DECLARATION ...ttt ettt oottt e e ettt e e e ettt e e e e st e e e e e nteeeeeannsneaaaeannneeas v
ACKNOWLEDGEMENTS ...ttt e ettt e et e e e et e e e e anse e e e e aaneeeaaens vi
GLO S S ARY .ttt e e et e e e e et e e e e anbe e e e e e antee e e e e anaeeaeaanees vii
LIST OF FIGURES ...ttt ettt e ettt e e et e e e e et e e e e nees XV
LIST OF TABLES ... ettt e e e e e XVii
1. INTRODUCTION. ... .ttt ettt e ettt e e et e e e e nntee e e e anreeeeean 2
1.1 INEFOAUCTION ... e 2
LI == Ter o | o 18] T R 2
1.3 Problem statement........ ... 9
1.4 ReSearCh QUESLIONS .......ouuiiiii e 10
1.5 ResSearch ODJECHIVE ..........uuuiiiiiiiii e 11
1.6 Overview of the methodological approach............cccooovviviiiciiicee e, 11
1.7 Ethical CONSIAEIatioNS ..........uuiiiiiiiiiiiiiii e 14
1.8 CONIIDULION ... e e 15
1.9 THESIS SITUCIUIE ........uiiiiiiii e 16

2. PHISHING. ...ttt e et e e e et e e e e e nnreeeeans 20
P2 I [ 01 1o T [ 8T 1o o PP PPPPPPPPPPP 20
2.2 PRiShING OVEIVIEW ...t e e e e e e e e e e eeeeenn s 20
2.2.1 Characteristics and elements of a phishing attack ............................. 23
2.2.2Types of PhiShiNg .....ccooeiiiiee 25
2.2.3 The steps in or phases of a phishing attack ..............cccccc. 28

2.3 Practical phishing implementation...................uuuiiiiiiiiiiiiiis 30
2.4 Intention VS DENAVIOUN ..........coiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee e 37
2.4.1 Fear and reward phishing approaches...........cc.ooieiiiiiiiiiiieee e 37
2.4.2 Habits and the role of influence in persuasion ...............ccccoeeeeieieiiee. 37



2.4.3 Disinformation teChniqQUes ...........coooiiiiiiiiii 39

2.5 Current trends and StatiStiCS..........ooiiiiiiiiiii 40
2.8 SUMIMAIY ... e e e e e e e e e e e ettt a e e e e e e e e e e st e e e eeaeeeeeraaaans 41
3. INFORMATION SECURITY AWARENESS TRAINING (ISAT)....cooiiiiiiiiiienens 44
ST INrOAUCTION ...t e e e 44
3.2 Brief overview of security threats ... 45
3.2.1 Types Of MAIWEAIE ........uuuiiiii e 45

3.3 The goal of information security awareness training (ISAT) .......ccovvvvviviiiiiennen. 47
3.4 An overview of cybersecurity frameworks ..............couvvvviiiiiiiiiiiiiiiiiiiiiiiiiiiieeee 48
3.4.1 INTERNATIONAL STANDARDS ORGANISATION 27001/1SO 27002 ...... 48

3.4.2 National Institute for Standards and Technology Cybersecurity Framework

3.4.3 Information Assurance for Small to Medium-sized Enterprises Governance

(JASIME) ...ttt et e et e e et e e et e e et e e e nte e e enteeeenneeeanneeens 50
3.4.4 System and Organisation Controls 2 (SOC 2) and System and Organisation
Controls for Cybersecurity (SOC-C) ......ouvuiiiiiieiieccee e 50
3.4.5 Center for Internet Security (CIS) ... 51
3.4.6 Control Objectives for Information Technologies (COBIT) ........cccccccuvvvnnnee 51

3.4.7 Privacy: General Data Protection Regulation (GDPR) and the Protection of

Personal Information ACt (POPIA) ........uuiieiiiiiiiiiiiiiiieiieieiieeeiieeeeeeeeeeeeeeeennnnes 54
3.4.8 Summary of frameworks diSCUSSEd ..............uuuuuimiiiiiiiiiiiiiiiiiiees 54
3.5 The role of information security policies and procedures...........cccceeeevvvveivinnnnn. 55
3.6 Frequency and approach of ISAT ... e 55
3.6.1 FrequencCy Of ISAT ... e 56
3.6.2 Elements of a successful security awareness programme...............c.cc...... 56
3.6.3 Design recommendations for ISAT ... 58
T4 o (o VYo (o3 o T=To] o 1= 1= Y= 14 o PP 59
3.7.1 Learning styles or methods. ... 59
3.7.2 How do people learn in the wWorkplace? ...........cccceoeimiimmniiinenns 61
3.7.3 The effect of awareness (cybersecurity learning) on secure behaviour-...... 61



3.8 Previous ISAT studies and OULCOMIES.........vee e 63

3.9 SUMMAIY ..o e e e e e e e e e e e e e e e eea s 64
4. THE ROLE OF OPTIMISM BIAS IN BEHAVING SECURELY ......ccccoocviiiiiinnenne 66
4.1 INEFOAUCTION ...t e e a e e e e 66
4.2 OptiMISM DIAS ...vvvei e 67
4.2.1 DefiNition ...ccooviiiiiiiii 67
4.2.2 Measurement of unrealistic optimism.............ccoviiiiii e 73
4.2.3 The influence of OB on behaviour ... 74
4.2.4 The influence of OB on secure behaviour.............ccccccvvvviiiiiiiiiiiiiiiiiiiieeee. 75
4.2.5 The influence of OB on attitude ... 76
4.2.6 The influence of OB oNn trust...........ouuiiiiiiiii e 77
4.3 ATHIUAR .ttt e e e e 78
4.3.1 DEFINITION ...t 78
4.3.2 Theories of attitude...........coooiiiiiii e 78
4.3.3 Attitude in the context of secure behaviour ............cccccciii 79
4.3.4 Changes in and influences on attitude ..............cooviiiiii e, 80
4.3.5 Previous attitude studies and outcomes ............ccccevvvviiiiiiiiiiiiiiiiiiiiieeeee 81
L I 4 U N 82
4.4.1 Definition ...coooviiiiiiei 82
4.4.2 The influence of trust on behaviour...............ccciii 83
4.4.3 Trust in the context of information systems and security..........ccccoevvveee.. 84
4.4.4 The influence of trust in the workplace on information security .................. 86
RIS T 0o g - Y 87
5. HYPOTHESIS DEVELOPMENT AND MODEL........cccoiiiiiiiiiiiiiiee e 90
ST I [ a1 1'e Yo 8T o o PP 90
5.2 Theory development and hypothesis. ... 90
5.2.1 The theory of planned behaviour ...............cccooiiiiiee 91
5.3 HYPOINESES ...ttt 94
5.3.1 Attitude towards secure behaviour...............cccccciiiie 94

Xi



5.3.2 The behavioural influence Of truSt........c.oveei i 95

5.3.3 The behavioural influence of awareness.............cccooviiiiiiiiiiiiiieen 96
5.3.4 The behavioural influence of optimism bias ..............cccccciieiii . 97
5.3.5 Measuring intention and behaviour.............cccccooceiii i, 98
B4 SUMIMAIY ...ttt e e e e e e e e e e e e e e e eeaaaaas 99
6. RESEARCH DESIGN AND METHODOLOGY ......cccoiiiiiiieiiiiiiaeaiiiieeeeeieeeaeans 101
(I [ a1 1o To [ U T 1o o PP PPPPPPPPP 101
6.2 DESIGN OVEIVIEW......ceiiiiiiiiiiiiiiiiitietee ettt e e e e e e eeeees 101
6.3 Philosophical perspective (research paradigm).........ccccoevieiiiiiiiiiiiineeeeeeeeeenns 104
6.3.1 POSItIVISIT ..o 105
6.3.2 POSt-POSIHIVISIMN ....ee e 107
6.3.3 INterpretiviSM .. ... e 107
6.3.4 Critical realiSIM ..........eeieeiiii e 108
6.3.5 PragmatiSm .......cou i e 109
6.4 Paradigm adopted in this study ...........ccoeiviiiiiiiiiiiiiiiiiiiiieeeeeeeee 109
6.5 Approach to theory development ... 110
6.6 Secondary data ColleCtion ..............cooviviiiiiiiiiiiiiiiiiiieeee 111
6.6.1 Sources of secondary data ... 111
6.6.2 Process of secondary data analysis ............cccooeeeiiiii, 112
6.7 Research iNStrumeNnt..........ooovviiiiiiiiiiiiieeeeeeeeeeeeeeee e 113
6.7.1 Pilot QUESLIONNAINE ........ueieei e 113
6.7.2 Final qUESTIONNAIre .........o i 113
6.7.3 Addressing MeasuremMENt ©ITOIS. .......ccoiiiiiuiiiii e e e 114
6.8 Methods used in this StUdY..........ccuviiiiiiiiiiiiiiiiiiiieeeeeeee 114
6.9 Primary data colleCtion..............cuviiiiiiiiiiiiiiiiiiiiiiiiieeieeeeeeee e 115
6.9.1 Sources of primary data............coooooiiiiiii 115
6.9.2 Sampling Strategy .......coooeeeiiiieeee 115
6.9.3 Process of primary data analysis ... 116
6.10 Experiment and iNntervieWs ............oooiiiiiiiii e 117

Xii



6.10.1 ISA and simulated phishing experiment................cccoooiiii . 117

6.10.2 INTEIVIBWS ...t 120
6.11 Ethical conSiderations .............cooiiiiiiiiii e 121
B.12 SUMIMAIY ...ttt e e e e e e e e e e e ettt e e e e e e e e e eesabaaaaeeeaaaeenernns 123

7. SURVEY RESULTS AND DISCUSSION......ccciiiiiiiiiiiiiie e 125
7. INEFOAUCTION .ttt e e e 125
7.2 Results of the pilot Study .........ccoeiiiiiiiiiiiiiiie 125
7.3 Results of the StUAY .......ooovviiiiiiiiiiiiiiee e 125

7.3.1 Respondent population and sample ............eiiiiiiiiiiiiici e, 125

7.3.2 Data collection and SCre€niNg.............uuuuuuiummiiiiiiiiiiieeeeeees 126

7.3.3 Univariate analySiS .......c.uoiiriiiiiii i 130

7.3.4 Data analysis and reSUltS. ..o 136

7.3.5 Evaluating the measurement model............ccoiiiiiiii i, 137

7.3.6 Evaluating the structural models............coooieiii i, 139

7.3.7 PLS multigroup analysis (unrealistically optimistic vs average group)...... 141
74 DISCUSSION ...ccveiiiiiiiiiiieiiteteee ettt ettt ettt ettt ettt ettt ettt ettt ettt et e eeeeeeeeeeeeeeeeeees 144

7.4.1 The significance of attitude ..o 144

7.4.2 The significance Of truSt..............uuuiiie 146

7.4.3 Information security awareness training (ISAT) ........cccooiiiiiiiiiiiiiiiiis 147
45 TS 1 1.4 0 = T 148

8. EXPERIMENT, INTERVIEWS AND EVALUATION ......c.ccoiiiiiiiiaiiiieie e 150
8.1 INTrOAUCTION ...ttt 150
8.2 Information security awareness and secure behaviour...........ccccccevvvvvveveeen... 150

8.2.1 Phishing experiment ... 150

8.2.2 Observed behaviour following ISAT ..., 157
8.3 INTEIVIEWS ...ttt e e e eeees 160
8.4 Unrealistic optimism and secure behaviour...............ccccooo i, 166
SRS T =T g Yo 10 =1 (o o PP 167
8.6 SUMMEAIY ...ttt e e e et e e e e e e e e 169



9. CONCLUSION ...ttt e e enrea e 172

9.1 INrOTUCTHION ... e e 172
9.2 Overview of the thesis problem ..., 172
9.3 Chapter SUMMANIES.........cc.ooiiiiiieii e e e e e e et e e e e e e eeennes 174
9.4 Research questions and hypotheses revisited ..................oiiiiei . 177
9.5 Contributions of the Study ..........cooviiiiiiiiiiii 180
9.5.1 Contribution tO theory ... 180
9.5.2. Contribution t0 practiCe..........cuuuiiiiiiiiee 181

9.6 Limitations and future research directions.............ccccvvvvviiiiiiiiiiiiiiiiiiiiiiiiieee 185
9.6.1 Limitations of the study ... 185
9.6.2 Possible future research directions.............cccuvveiiiiiiiiiiiii 186

9.7 REflECHON ... 187
9.8 SUMMAIY ..ottt e e e e ettt e e e e e e e e e e e aat e e e e aaaeeeenans 187
REFERENGCES ... .ttt ettt e e et e e e e nnee e e e e e nnees 189
APPENDIX A: ADDITIONAL QUALITATIVE DATA ..o 237
APPENDIX B: INFORMED CONSENT FORM .......c.cooiiiiiiiiieiiiiee e 247
APPENDIX C: ETHICAL CLEARANCE ..ottt 248
APPENDIX D: PYTHON CODE-......ccoiiiiiiieiiiie e 249

Xiv



LIST OF FIGURES

Figure 1.1 The theory of planned behaviour (adapted from Azjen, 1991)..................... 9
Figure 1.2 Chapter layout of the study ..........cccooooiiiiiiii e, 18
Figure 2.1 Social engineering red flags adapted (KnowBe4, 2017) ..........coovvveeeeen.l. 24
Figure 2.2 Stages of a phishing attack (Aslaner, 2018)............ocviieieiiiiiiiiiiiiceeee e, 29
Figure 2.3 Phishing process phases (Aleroud and Zhou, 2017)...........cccoovviiiieeeeenn.. 29
Figure 2.4 The interlink between the medium, vector and technical approach of the
phishing techniques (adapted from Chiew et al., 2018) ...........cciiiiiiiiiiiiiiie e, 31
Figure 2.5 Proposed phishing taxonomy (Aleroud and Zhou, 2017) .........cccccceeee... 36
Figure 2.6 Effects of phishing (adapted from Proofpoint, 2021). .........ccooiiiiiiieenne.l. 41
Figure 3.1. COBIT 2019 Framework: Basic Concepts: Governance Systems and
1070 0 g] oTo] T=T o1 £ USSP 53
Figure 3.2. Hewlett Packard Enterprise Awareness Maturity Curve..............ccccuvvueee. 62
Figure 4.1 Miller-Lyer stimuli (adapted from Howe and Purves, 2005)...................... 70
Figure 4.2 Spectrum of realism (Marsh, 1994)..............uuuiiiiiiiiiiiiiiiiiiiiee 77
Figure 4.3 Overview of the variables potentially influencing the experience of trust
(WEISS €1 @l., 2027 ... 83
Figure 5.1 Adapted TPB ..........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieb bbb aeeseeeeneenaesannes 99
Figure 6.1 The research onion (adapted from Saunders, Lewis and Thornhill, 2016,
O T 17 R 102
Figure 6.2 Process flow of research design followed ..............cccccoiiiiiiiiiiiniiinnnnnns 103

[T L4 PO PP PP TSPPPUPPPPRPPPPN 103
Figure 6.4 Continuum of core ontological assumptions (Morgan and Smircich, 1980,
p.492 in Collis and Hussey, 2003, P.51) ...uuuuuuuiiiiiiiiiiiieeeeeeeeeeeees 105
Figure 6.5 Quality in positivist and interpretivist research (Lincoln and Guba,1985, in
0ates, 20006, P.294) ... 108
Figure 6.6 Sample training Slide. ... 118
Figure 6.7 Example phishing email................uuuiiiiiiiiiiiiiiiiiiiiiiieeeees 119
Figure 6.8 Ethical matters (Crowe and Sheppard, 2012) ............uuuuemmimiiieiiiiniiiinnnnns 122
Figure 7.1 Information security awareness model (Parsons et al., 2017)................. 130
Figure 7.2 Quantitative research model (global), *** at p < 0.01, **atp < 0.05........ 140
Figure 7.3. Intention to behave securely................uuuuiiiiiiiiiiiiiiiiis 142
Figure 8.1 First simulated phishing attack: email ................ccccooiiiiiiiiiiiiis 153
Figure 8.2 First simulated phishing attack: website...............ccccooiiiiis 153

XV



Figure 8.3 Second simulated phishing attack: email ..............cc.ccccoiieiii . 154

Figure 8.4 Second simulate phishing attack: website .............ccccccviiiiiiii . 155
Figure 8.5 Third simulated phishing attack: email ..................ccciiieii . 156
Figure 8.6 Third simulated phishing attack: website ..............ccccciiieiiiiii. 157
Figure 8.7 Debriefing email sent after first phishing attack........................ccccol. 158
Figure 8.8 Combined phishing experiment result...................ccciiiiii i, 159
Figure 8.9 Interview mind Map .......cccoooiiiiiiiiiiii e 164
Figure 8.10 Evaluation via triangulation (Saunders, Lewis and Thornhill, 2016). ..... 168
Figure 9.1 Intention to behave securely..........cccooooviiiiiiii e, 181

Figure 9.2 Information Security OB Behavioural Model (Adapted from the TPB, Ajzen

XVi



LIST OF TABLES

Table 1.1 Constructs used in this study ...........ccceeii i, 12
Table 1.2 IemMS ArOPPEA.......co e e e e 13
Table 2.1 Summary of phishing types.........ooovriiiiii e, 28

Table 4.1 Major trust in technology constructs used (Lankton, Mcknight and Tripp, 2015)

g aToTe L= ) OO U PPUPPO SRR PURPPN 127
Table 7.2 Distribution of items related to the construct Attitude .................ooeennneeinn. 131
Table 7.3 Distribution of items related to the construct awareness ............cccccceee.. 132
Table 7.4 Distribution of items related to the construct trust ............ccccoooviiiinnnnn. 133
Table 7.5 Distribution of items related to the grouping optimism bias(OB)............... 135
Table 7.6 Distribution of items related to the grouping intention to behave securely 136
Table 7.7 Measurement model statistiCS ..........coiviiiiiiiiiiii e, 138
Table 7.8. Cross-loading Values ... 138
Table 7.9. Heterotrait-monotrait (HTMT) ratio values...........ccccccevvviiiiiiiiiiiiiiiiiinnnn. 139
Table 7.10 Results of the multigroup analysis, *** at p < 0.01, * at p < 0.10 (unrealistic
OPLIMISES VS. @VEIAQE).....ci i e e 142
Table 7.11 Summary of all MOAEIS .......coovviiiiieieeeeeeeeeeeeee 143
Table 8.1 INtervieWw 1 re@SPONSES ......cccvii e e e e e e e e e e e eeees 160
Table 8.2 INtErvieW 2 rE€SPONSES ......cccuuui et e e e et e e e e et e e e eaaneeeeees 161
Table 8.3 INtervieWw 3 rE€SPONSES ......cccuiui i e e e e e e e e e eeees 162

XVii



CHAPTER 1

INTRODUCTION

Theoretical Foundation

Chapter 2

Phizhing

Chapter 3

Information Security
Awareness Training

Chapter 4

The role of optimism bias
in behaving securely

Chapter 5

Hypothesis development and model

Chapter &

Research design and methodology

Mixed-method results

Chapter 7

Survey results and
discussion

Chapter &

Experiment,
interviews and
evaluation

Chapter 9

Conclusion




1. INTRODUCTION

1.1 Introduction

The continued increase in internet and data usage is closely followed by increased
cybercrime. An estimated 58% of the world’s population (4.5 billion people) is connected
to the internet, an increase of more than 1157% compared to a decade ago (Neto et al.,
2021). Button and Cross (2017) estimate that 29 billion spam emails are sent daily, with
one in 196 emails containing a virus and one in 392 being classified as a phishing email.
As more people become reliant on the internet, this trend is likely to increase. People
are deceived by these phishing emails and fall victim to these attacks (Proofpoint, 2021;
Petri¢ and Roer, 2022). Although phishing is not a new concept, as it has been around
for more than two decades, there is currently no solution to completely eradicate this risk
(Petri¢ and Roer, 2022). Phishing is another form of fraud. There is no solution to stop
fraud from happening. Why people still succumb to phishing attacks warrants further
exploration which presents the main underlying problem of this study. Researchers have
taken different approaches in phishing studies. This chapter provides the background to
the problem, explains the main objective and research questions of the study, as well as

the methodological approach that was followed.

1.2 Background

The internet has become pervasive in everything we do (Wei et al., 2021). It comprises
various systems that are interconnected to form an ecosystem or platform, allowing for
voice, video and text communication, online shopping and learning, as well as recently
allowing the work-from-home phenomenon to explode (Chadee et al., 2021; Garrote
Sanchez et al.,, 2021; Noura et al.,, 2019; Purwanto & Tannady, 2020; Zhghenti &
Gedenidze, 2022). For the 4.5 billion people connected to the internet (Section 1.1), not
a day goes by without checking their email and accessing instant messages or websites;
some even suffer from “internet addiction” (Roberts et al., 2022). Behaviour is driven by
the fear of missing out (FOMO) so that people feel they need to stay up to date at all

times (Akbari et al., 2021). It would therefore appear that one cannot be part of society



today without being connected to the internet. Unfortunately, everything created can be
used for its intended purpose or abused for another purpose. This also applies to the
internet. Owing to the lucrative gains to be made from cybercrime, such crime is a
thriving and growing business. In fact, cybercrime services are offered on the dark web

basically to assist anyone to join this “business” (Van Wegberg et al., 2018).

One of the methods used in cybercrime is known as social engineering. Hadnagy
(2014, p.24) defines social engineering as “any act that influences someone to take an
action that may or may not be in his or her best interest”. Phishing falls into this category
and is defined as a deceptive action in which the phisher/attacker attempts to entice
internet users into revealing their personal information/credentials in order to profit
financially (Kirda & Kruegel, 2005; Leukfeldt & Holt, 2019). Unfortunately, many think
phishing is a technical issue and thus corporations focus on technical controls.
Researchers have also investigated many technical controls, hoping to find a solution to
mitigate the risk of phishing. These technical controls include the blacklisting of sites,
warning messages when browsing a malicious site or when a suspicious email is
received, browser controls, endpoint protection to determine malware and, lately, the
implementation of Artificial Intelligence (Al) / Machine Learning (ML) to determine
suspicious activity (Baadel & Lu, 2019; Kirda & Kruegel, 2005; Y. Lin et al., 2021,
Qabajeh et al., 2018). Sadly, these controls merely reduce the risk of phishing, as the
current stats indicate that phishing is still the number one reason for security breaches.
This is according to Verizon’s (2022) data breach investigations report which states that
82% of all breaches are due to human error. Chapter 2 is dedicated to describing

phishing in detail.

Since technical controls do not eradicate the risk of phishing entirely, the focus needs
to turn to human behaviour. The second mitigating control for the risk of phishing is
information security awareness and training (ISAT). If people have the knowledge to
identify a phishing attack they should be in a position to protect themselves (Mittal, 2015).
However, the current phishing statistics indicate that awareness also does not
completely mitigate the risk (Verizon, 2022). Ultimately, there is no simple solution to

eradicate the risk of phishing. ISAT is described further in Chapter 3.

The current body of knowledge on phishing susceptibility focuses on personality traits,

ISAT and demographics (Tornblad et al., 2021). Personality traits include the following:

o Conscientiousness. People with higher conscientiousness tend to succumb

more to phishing attacks as they are normally hard working and goal
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orientated (Halevi, Memon & Nov, 2015). However, Frauenstein and
Flowerday (2020) found this not to be true for social networking sites owing to
lower reliance on heuristic processing.

Agreeableness. People with this trait are normally friendly, polite and trusting
of others and are therefore more susceptible to the phishing risk (Anawar et
al., 2019).

Neuroticism. This trait refers to people who tend to be more emotional. They
often experience negative feelings such as pessimism or guilt and therefore
experience low emotional stability. Such people have been found to be
susceptible to phishing (Ge et al., 2021).

Openness to experience. When people are open-minded and eager to try new
things, they expose themselves to risk and are therefore susceptible to
phishing (Alseadoon, 2014).

Extraversion. This is a significant predictor of phishing susceptibility as these
people experience positive emotions and are more sociable and open to new
ideas (Lawson et al., 2020).

Impulsivity. Impulsive people make decisions quickly without understanding
the consequences and therefore tend to behave insecurely by clicking on
email links (Coutlee et al., 2014). In addition, lack of planning has been found
to be a significant negative predictor (Hadlington, 2017).

Sensation seeking. Those who pursue new experiences or feelings are more
susceptible to phishing as they are not able to distinguish between phishing
and legitimate emails (Hoyle et al., 2002; Jones et al., 2019).

Curiosity. Moody et al. (2017) found that the need to obtain new knowledge
and experiences is a positive predictor of phishing susceptibility.

Risk propensity. People who are willing to take risks are more susceptible to
phishing attacks (Moody, Galletta and Dunn, 2017)

Dispositional trust and distrust. Dispositional trust is the tendency to trust in
other people’s positive characteristics and is a significant positive predictor of
phishing (Alseadoon, 2014). Hong et al. (2013) discovered that less trusting
people were more likely to delete legitimate emails, a behaviour that could
potentially reduce the risk of falling victim to an attack.

Submissiveness. Submissiveness is associated with obedience to and
compliance with authority and has been shown to be a significant positive

predictor of phishing susceptibility (Alseadoon, 2014).



Previous studies have included the educational background of the participants. For
example, Gavett et al. (2017) predicted that those with higher levels of education should
be more suspicious and therefore less likely to be phished. Parsons et al. (2013) also
found that the more educated person was in a better position to deal with a phishing
email, but only if they were not told that they were part of a phishing study. In addition,
others have shown less susceptibility to phishing owing to internet experience (Lin et al.,
2019; Sheng et al., 2010). However, some studies have failed to show that education
predicts susceptibility (Moody, Galletta and Dunn, 2017). Interestingly, people in
technical jobs do not have an advantage over non-technical people, as they are equally

able to distinguish a phishing email from a legitimate email (Kumaraguru et al., 2008).

Demographics used in phishing studies include age and gender. Some studies have
found that younger people (18-25) are more susceptible to phishing attacks than older
people (Jagatic et al., 2007; Parsons et al., 2019). Others have not found any difference
based on age (Zielinska et al., 2014; Moody, Galletta and Dunn, 2017). Certain studies
that include gender have reported that women are more susceptible to phishing than
men (Hong 2013, Jagatic 2007), while others have not found any differences (Gavett
2017, Moody 2017, Parsons 2019).

From what has been discussed in the previous section, it would appear that there are

contradictory findings:

e Halevi et al. (2015) found conscientious people to be more susceptible to
phishing, but Frauenstein and Flowerday (2020) found this not to be true for
social networking sites.

e Coutlee et al. (2014) found impulsive people more susceptible to phishing, but
Hadlington (2017) found that non-planning, a factor of impulsiveness, was not
a significant predictor of susceptibility to phishing.

o Gavett et al. (2017) and Parsons et al. (2013) found that people with a higher
level of education should be in a better position to deal correctly with phishing,
but Moody et al. (2017) failed to see that education level had a significant
influence on susceptibility.

e Jagatic et al. (2007) and Parsons et al. (2019) found that younger age groups
are more susceptible to phishing than older groups but Moody et al. (2017)
and Zielinska et al. (2014) did not find age to be a predictor of phishing
susceptibility.



e Hong (2013) and Jagatic (2007) found women to be more susceptible to
phishing but Gavett (2017), Moody (2017) and Parsons (2019) did not find

gender to be a predictor of phishing susceptibility.

Thus, personality, demographics and education all play a role in phishing
susceptibility, but merely looking at these factors alone do not create a clear pattern of
who is susceptible to phishing. Individuals' decisions regarding phishing attempts are
not always entirely sensible (Metzger and Suh, 2017). Behaviour is also influenced by
cognitive bias (Marshall et al., 2013). There are many different types of cognitive bias,
but this study will focus on optimism bias (OB), as there is scant research linking OB to
phishing and on the influence OB has on attitude and trust (Kisak, 2015). OB is
discussed in Chapter 4 in more detail. In this study, the expressions ‘optimism bias’ and
‘unrealistic optimism’ will be used interchangeably. Positive illusions in general, and
unrealistic optimism in particular, are sometimes claimed to be systematic tendencies to
form beliefs that are biased, and frequently false, but have significant benefits (Jefferson,

Bortolotti and Kuzmanovic, 2017).
There are many forms of positive illusions, such as:

o Self-serving bias and wishful thinking where a person hopes for the best but
does not influence the target outcome, for example a soon-to-be bride and
groom who are hoping for good weather on their wedding day (Krizan and
Windschitl, 2009)

e The illusion of control, which is an overestimation of one's ability to control
independent, external events (Langer and Roth, 1975);

o The better-than-average effect, also known as the superiority illusion, which
is a more positive perception of oneself, one's past behaviour and one's
lasting characteristics than is actually the case, for example "I have more

abilities than the average person" (Brown, 2012).

In the context of this study, OB (Section 4.1) occurs when one believes “that
negative events are less likely to happen to them than to others, and they believe that
positive events are more likely to happen to them than to others” (Weinstein, 1980,
p.807). In terms of OB, the likelihood of bad events happening is underestimated, for
example a car accident, losing a job or suffering from a terminal iliness (Cherry, 2020)
whilst overestimating good events such as individual longevity or job aptitude (Sharot,
2011). OB has also been observed in online environments, for example, Campbell et al.

(2007) investigated OB in a variety of internet activities (e.g. cyberbullying, installing
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malware, selling personal information and financial fraud). Their findings suggest that
such people perceive themselves to be less vulnerable to adverse internet events than
others but more likely to encounter good internet events. Furthermore, Rhee, Ryu and
Kim (2005) discovered that users had an optimistic bias when it came to risk
assessments about information security. Other studies found that OB was also
prominent in the context of online privacy (Cho, Lee and Chung, 2010; Baek, Kim and
Bae, 2014). OB was even found in the way people perceive privacy threats, with the bias
being determined by perceived control and previous experience (Metzger and Suh,
2017).

The result of looking at the world too favourably could result in poor decision-making
since people’s preference leans towards positive outcomes (Bracha and Brown, 2012).
In addition, overconfidence — when people believe that outcomes are under their control
— could result in incorrect decision-making (Acquisti and Leon, 2017). Overconfidence
can lead to OB as people mistakenly believe that they will not fall prey to a security attack
based on their cognitive ability, knowledge and experience in relation to ISAT.
Knowledge alone does not result in the correct action being taken, since it is a
combination of knowledge and one’s attitude that results in behaviour (Pattinson et al.,
2016; Rhee et al., 2005; Safa et al., 2015). However, it may be deduced that individuals
may optimistically regard themselves to be less likely than others to be the victim of
phishing, which can have a significant impact on their attitude toward taking preventive
steps against such attacks. Thus, understanding OB in relation to phishing is critical and
will be the focus of this study, as this bias may interfere with one's decision about whether

to take protective measures to prevent phishing attempts.

The preceding section debated whether the susceptibility to phishing was influenced

by

e higher levels of awareness

e trusting in technology controls

¢ understanding various personality types

¢ demographics, such as age and gender, or

e positive illusions, such as OB.

All these factors seem to have some influence on phishing susceptibility. It is
therefore important to understand the effect of unrealistic optimism towards phishing
susceptibility, taking the two phishing mitigation strategies, namely technology controls,

or more specifically the trust people place in these controls, and ISAT into account.



This study is firstly informed by the theory of planned behaviour (TPB) which
attempts to explain human behaviour in certain situations and secondly by the cognitive
bias referred to as optimism bias (Weinstein, 1980; Ajzen, 1991). The TPB (see Figure
1.1) concludes that behaviour is influenced by attitude, subjective norms and perceived
behavioural control. Attitude is described as a taught inclination to judge things in a
certain way and refers to positive or negative feelings about a specific behaviour. If the
inclination changes, then attitude will change, leading to changed behaviour. A positive
feeling about the said behaviour will result in more motivation to perform the behaviour
in question. Subjective norms refer to the assumed social burden regarding whether to
perform a certain behaviour. Perceived behavioural control is one’s perception of the
effort, considering one’s skills and abilities, required to implement the behaviour of
interest, while perception is “the way in which something is regarded, understood, or
interpreted” (Dictionary.com, 2021). Undertaking a specific behaviour can favour
perceptions that are related to either a desirable or an undesirable outcome. An
individual's intention to undertake a certain behaviour is a key element of the TPB, as
intentions are thought to capture the motivating variables that impact a behaviour; they
are indicators of how hard someone is willing to try, and how much work they intend to
put in to complete the behaviour. In general, the stronger the desire to engage in a

behaviour, the more likely it will be carried out.

According to the TPB, behaviour is a function of salient beliefs about the behaviour.
People may have many beliefs about an activity, but they can only concentrate on a few
of them at a time. These salient beliefs may have an impact on a person's intentions and
actions. By tying each idea to a specific outcome, behavioural beliefs influence attitude.
We develop favourable attitudes toward beliefs that lead to desirable results and
negative attitudes toward activities that lead to negative consequences. Normative
beliefs are linked to social norms as they are concerned with influential persons’ approval
or disapproval of a specific behaviour. Control beliefs are linked to perceived behavioural
control as people believe they have more control over a behaviour when they possess

the skills or confidence to perform the behaviour.
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Figure 1.1 The theory of planned behaviour (adapted from Azjen, 1991)

Weinstein (1980) conducted a study to determine the inclination of people to be
unrealistically optimistic about upcoming life events. He found that college students rated
their own chances as above average for positive events and below average for negative
events. Thus, unrealistically optimistic people could be under the false impression that

they will not succumb to a phishing attack.

1.3 Problem statement

There is a dearth of research on the effect of OB on ISAT. Therefore, this study poses

the following problem statement:

Certain dispositional factors such as attitude, trust, awareness and optimism bias
(OB) influence employees’ ability to detect phishing emails in the work

environment, thus putting the organisation and other employees at risk.



1.4 Research questions

Based on the problem statement, this study implies that current ISAT is not sufficient to

address the risk of phishing for certain susceptible employees.

Main question: How should information security awareness training initiatives improve
to overcome phishing in susceptible individuals employed by a mid-size financial

services company?
The following sub-questions were derived to answer the main question:

o Sub-question one. Why is information security awareness training not
always effective in changing human behaviour?

Knowledge can set the correct intention but not result in the correct behaviour.
The relationship between knowledge and behaviour needs to be understood to

create the desired outcome.

o Sub-question two. What effect does optimism bias have on secure
behaviour?

If a person is under the impression that nothing bad will happen to them, for
example falling victim to a phishing attack, then awareness training might not

have a positive effect. Hence, could OB cloud a person’s judgement?

o Sub-question three. How does attitude affect secure behaviour?

The wrong attitude results in insecure behaviour because one thinks everything
is under control. The correct balance must be created between attitude and

behaviour so that one will not fall victim to a security breach.

o Sub-question four. How does trust in technology security controls affect
secure behaviour?

People might succumb to a phishing attack if they blindly trust that technology

will safeguard them regardless of their behaviour.
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Therefore, the aims of this study are to

¢ understand that knowledge obtained through ISAT can set the correct intentions but
ultimately leads to incorrect security behaviour

¢ understand the effect of OB in relation to secure behaviour relating to phishing

¢ study the effect of one’s attitude in relation to security behaviour, and

e question the trust placed in the technical controls implemented by the IT department.

1.5 Research objective

The main goal of this study was to address the aforementioned research questions by:

Developing a model that identifies users who are susceptible to phishing, taking

into account the role of optimism bias when creating an ISAT initiative.

This model was subsequently used to evaluate the influence of attitude, trust and
awareness on the intention to behave securely. To investigate the role of OB, the survey
participants were split into two groups, based on the OB survey questions: (1) the
unrealistically optimistic group and (2) the average group. The final model will depict the
differences between the two groups in relation to their intention to behave securely.
Furthermore, actual behaviour was measured through the use of an experiment in a real
work environment. The research done by Parsons et al. (2013) found that people
responded differently to phishing emails if they were told that they were participating in
a phishing study. Thus, the objective of this study was to test actual behaviour to phishing
susceptibility in such a way that it was not seen as a research exercise but as part of a

normal workday for an employee, in other words, real world conditions.

1.6 Overview of the methodological approach

Since this study used mixed methods research, a pragmatic paradigm was used as it
works well when quantitative and qualitative research are implemented. From a
theoretical perspective, this study followed an abductive approach. Since both the
intention to behave securely and actual behaviour was researched, the study alternated
between induction and deduction. Hypothesis development was supported by the

collection of secondary data using a literature study.
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This study adopted a survey strategy to collect primary data. Data was collected
using the learner management system (LMS) of the financial organisation involved. A
pilot survey was conducted to remove any question ambiguity. The questionnaire
consisted of 39 items, with most of the items taken from other sources or adapted as
required. The distribution of these items in relation to each construct is displayed in Table
1.1.

Table 1.1 Constructs used in this study

Construct Items Source
Optimism bias (OB) 11 Weinstein (1980)
Attitude 8 HAIS-Q adapted from

Parsons et al. (2017).

Trust 6 Ferres and Travaglione
(2003)
Awareness 6 HAIS-Q adapted from

Parsons et al. (2017).

Intention to behave securely 2 New items

Additionally, the questionnaire captured data related to

¢ the respondent’s email address

demographics: age and gender

job role

number of formal computer courses completed, and

number of years’ work experience using computers.

Systematic random sampling was used by sorting the employees’ email addresses
and selecting every third person to participate. Since an audit finding from an
international audit firm required that more awareness training be conducted, the
employees were willing and encouraged to participate. The total population of the
organisation is 775. A total of 257 responses were collected of which 226 were deemed

usable.
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Validity and reliability testing was conducted once the data was collected. This
resulted in the elimination of several items as a result of low factor loadings (Table 1.2).
The hypotheses were statistically evaluated by using a multivariate analysis technique
referred to as partial least squares structural equation modelling (PLS-SEM). This
approach was deemed suitable for conducting the analysis for this study, given that this
study was largely exploratory and considering the complexity of the relationships

required to form a single structural model.

Table 1.2 Items dropped

Construct | Item | Iltem Description

Attitude 19 If it helps me to do my job, it doesn’t matter what information |

put on a website.

20 It doesn’t matter if | post things on social media that | would not

normally say in public.

22 Nothing bad can happen if | ignore poor security behaviour.

23 | believe my system is secure and will protect me from cyber
threats.

24 My attitude positively changed towards information security

(security behaviour) over the past 2 years.

Awareness | 28 | am allowed to download any files onto my work computer if

they help me do my job.

30 Sensitive printouts can be disposed of in the same way as non-

sensitive ones.

The quantitative analysis in this study measured the intention to behave securely
for the global group, as well as for the unrealistically optimistic and average groups
separately. Actual behaviour was analysed using an experiment. The phishing
experiment was repeated three times every third month to allow for ISAT to be
conducted, debriefing and interviews to be concluded. The experiment consisted of the

following steps:
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e |SAT was conducted using the LMS of the organisation.

e A simulated phishing exercise was performed by emailing participants a
phishing email that allowed them to enter their credentials into a website
once they had clicked on the link.

e Debriefing was done after the simulated attack to explain that this was a
phishing email and how participants should have identified it as such.

o Interviews were conducted to better understand why participants

succumbed to the phishing attack.

Finally, the study was evaluated using triangulation (see Section 8.5).

1.7 Ethical considerations

Permission to conduct the research was obtained from the CEO of the financial services
company. The ISAT training formed part of the training requirements for the company,
as this had been highlighted as necessary by an international audit firm. Participating
staff members were informed that their results would be used in a research study and
that they could opt-out at any stage. In addition to these considerations, the researcher
obtained ethical clearance from Rhodes University before conducting interviews or

soliciting survey responses.

Ethics is concerned with how information is gathered and how results are
communicated (Collis and Hussey, 2014, p.30). Phishing experiments that simulate real-
world scenarios present significant ethical considerations because they include
participants in research without their permission and involve trickery (Resnik and Finn,
2018). In this study, the data collection process included a survey and three simulated
phishing attacks against the participants, using their email addresses to determine who
succumbed to the attacks. Resnik and Finn (2018) argue that it is ethically permissible
to include human subjects in a study without their permission, firstly, if the research
cannot be carried out unless the subjects provide consent, and secondly, if involving
subjects in the research without their permission does not significantly jeopardise their
autonomy. In line with these requirements, since the aim of this study was to perform a
real-world phishing attack, participants could not give consent for the experiment; in

addition, their autonomy was not jeopardised.
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Debriefing is widely accepted as a technique for reducing the harms associated with
deception and holding researchers accountable to subjects (Oczak and Niedzwienska,
2007; Miller, Gluck Jr and Wendler, 2008). Debriefing should inform subjects about the
nature and significance of the research, as well as the reasoning behind the deception
(Miller, Gluck Jr and Wendler, 2008). Accordingly, debriefing was done to inform the
participants that the intervention was a phishing exercise and that only their email

address was stored.

The university and the participants faced no financial, emotional, or physical risk or
loss. A more detailed discussion on the ethical process can be found in Section 6.11 and

the informed consent form can be found in Appendix B.

1.8 Contribution

Researchers have studied various phenomena to understand why people still succumb
to phishing attacks, with some focusing only on the intention to behave securely through
the use of a survey and statistical analysis, and not measuring actual behaviour (Chen,
Gaia and Rao, 2020; Williams and Joinson, 2020; Shahbaznezhad, Kolini and
Rashidirad, 2021). Unfortunately, there is often a difference between intention and actual
behaviour, known as the intention—behaviour gap (Jenkins, Durcikova and Nunamaker,
2021). Other researchers have presented a list of emails to participants, asking them to
distinguish between phishing and authentic emails or showing them a series of websites
and asking them to identify the phishing websites (Alsharnouby, Alaca and Chiasson,
2015; Wang, Li and Rao, 2016). Parsons et al. (2015) state that informing participants
that they are part of phishing research makes them more alert and thus more able to
correctly identify a phishing email. Furthermore, phishing is more successful when it is

aligned with an employee’s work context (Steves, Greene and Theofanos, 2020).

The study's practical contribution is a better understanding of who is vulnerable to
phishing attempts in the workplace. Moreover, a cognitive bias, called OB, was
introduced to determine the effect it has on behaving securely. This study concludes that
ISAT needs to be adapted to address unrealistically optimistic people by clearly
communicating to them that a security breach could happen to them. Thus, ISAT should
contain a section to determine these warning signs and make the participant aware that

they are unrealistically optimistic.
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This study’s contribution to theory is an adapted model of the TPB, better enabling
the identification of employees who are susceptible to phishing. The results indicate that
there is a significant difference between the unrealistically optimistic and average groups
and therefore they should be treated differently when applying mitigating controls for
information security. Optimistic bias has a significant influence on both intention and

actual behaviour.

1.9 Thesis structure

This study consists of nine chapters (Figure 1.2). Chapter 1 provided an overview of the
study by describing what led to this research by giving the background, the problem
statement and the study objectives. The research process, the research design and the

methodology were briefly discussed.

Chapter 2 explains phishing in detail. It not only describes the theoretical nature of
phishing, but also covers some of the practical phishing implementation techniques. This

is the first chapter, together with chapters 3 and 4, that forms the theoretical foundation.

Chapter 3 focuses on ISAT and gives a detailed overview of the various
cybersecurity frameworks. This is important, since one of the objectives of this study is
to improve ISAT, specifically taking OB into account. As people have different learning
styles and might be learning differently in the workplace (on-the-job training) this is also

discussed.

Chapter 4 discusses OB and the influence it has on behaviour. Attitude determines
one’s outlook on life and therefore could relate to OB. Trust could also be influenced by
attitude as it is influenced by the behaviour of others and is therefore also discussed in

this chapter.

Chapter 5 details the way in which the hypotheses were formulated and explains
the TPB. In addition, the suitability of the TPB for this study is justified.

Chapter 6 defines the research design and methodology. Since this is a mixed
method study, it includes both the quantitative and experimental components of the

study.

16



Chapter 7 presents the reader with the results of the quantitative analysis. The
evaluation of both the measurement model and structural model is discussed, as are the
results of the global model (all participants). Subsequently, the results for the multigroup
are shown. Importantly, a significant difference was found between the unrealistically

optimistic and average group in the intention to behave securely.

Chapter 8 discusses the results of the experiment, detailing the process that was
followed. Importantly to note that there is a significant difference in actual behaviour
between the unrealistically optimistic and average group. Lastly, the evaluation of the

study is discussed with the use of triangulation.

Chapter 9 provides a complete review of the entire thesis. Emphasis is placed on
how the research questions were answered as well as the contribution made by this

study.
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2. PHISHING

2.1 Introduction

Humans can be manipulated by fear or reward (Franchina et al., 2018; Moody, Siponen
and Pahnila, 2018; Chowdhury, Adam and Teubner, 2020). With the advent of the digital
age social engineering has grown exponentially, assisted by the use of technology
(Ogltgli, Testik and Chouseinoglou, 2016; Williams, Beardmore and Joinson, 2017).
Frank Abagnale, a cheque fraudster in the 1960s, claims that hypothetically it is now

about 4000 times easier to socially engineer people using digital tools (Sachs, 2017).

Computer users often lack the technical skills to determine an information security
threat and therefore need to be made continuously aware of what these threats look like
by raising awareness of information security (Downs, Holbrook and Cranor, 2007;
Arachchilage and Love, 2014; Arachchilage, Love and Beznosov, 2016; McCormac et
al., 2017). However, some people consider themselves knowledgeable in this area and
as a result of their confidence or optimistic outlook that it will ‘not happen to them’, they
fall victim to the next phishing attack (Boddy, 2018).

This chapter will explain and define phishing as understood in this study. Social
engineering is as relevant today as it was 60 years ago when the cheque fraudster
named Abagnale, posing to be a pilot, illegally ordered flight uniforms over the phone
(Sachs, 2017).

2.2 Phishing overview

In the online age we live in, deception takes an electronic form which is relatively easy
to create and has the added ability to be mass marketed. Enhancing its success is the
speed at which we need to complete tasks to remain relevant and competitive in our
respective market segments. We are bombarded with multiple different tasks during a
working day, often switching between them, not completing one before starting another.
This has resulted in a diminished concentration span, resulting in tick-box actioning

where we need to complete tasks as soon as possible (Sweller, 1994; Levine, Waite and
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Bowman, 2007; Junco and Cotten, 2012; Feng et al., 2019). Electronic communication
tools such as email, instant messaging and social networking are fighting for our
attention through notifications via websites and mobile phones, which is a major

distraction, further stretching our ability to concentrate (Fox, Rosen and Crawford, 2009).

The conditions described above could lead to clicking without thinking. We have
become processing robots, pursuing rewards for completing tasks as quickly and
efficiently as possible. In this race to be successful we often do not fully understand the
content we are provided with nor do we investigate its truthfulness (Schneider, Slaughter
and Dux, 2017).

The speed at which tasks need to be completed combined with the effectiveness of
persuasive communication could result in insecure behaviour (Dhamija, Tygar and
Hearst, 2006). The elaboration likelihood model developed by Petty and Cacioppo
(1986) defines the relationship between persuasive communication and attitude change.
The theory argues that people process communication with different levels of thought,
known as elaboration, ranging from low to high. Based on the level of elaboration, one
of two routes will be followed to process communication: (1) a low level requires little
thought such as conventional conditioning and mere experience, and (2) a high level
requires significantly more thought such as expectancy-value and cognitive-response
processes. The two routes are known as the (1) peripheral route when lower elaboration
processes predominate and (2) the central route for high elaboration processes. Central-
route processes tend to persist over time and resist persuasion, whereas peripheral-
route processes do not. Any given variable can play multiple roles in persuasion,
including the action of a certain judgement, as well as influencing the thought process
about a message. The extent of the elaboration determines the specific role that a
variable plays. There is a strong correlation between the degree of thought used in the
persuasion context and the resultant attitude. Attitudes have been a key topic in research
on persuasion, because they enable important social and psychological functions which
could influence decisions and behaviours as they summarise one’s beliefs, emotions

and preferences regarding issues, objects and people (Cacioppo et al., 2018).

Research conducted to understand human behaviour relating to persuasion has not
yielded a robust and stable model. Modic and Lea (2014) developed the Susceptibility
to Persuasion (StP) scale to understand the individual differences in scam compliance.
Factors they included that can influence one’s ability to react rationally were (1) liking

and similarity, (2) trust and authority, (3) social influence, (4) risky behaviour (sensation

21



seeking), (5) lack of self-control, (6) illusions of superiority and control, (7) the scarcity
and uniqueness of the scam offer and (8) consistency and commitment. Although their
models have shown acceptable construct validity, a deeper understanding of ‘why’

people succumb to online fraud is required (Norris, Brookes and Dowell, 2019).

Fischer, Lea and Evans (2013) confirm the factors to consider when trying to
ascertain why people might respond to the persuasion of a phishing communication.
These factors include substantial gain through reward, trust that the request is legitimate,
social influence to be compliant or to promote liking and reciprocation and the scarcity
or urgency of the request. Although Fischer et al. found some support for these factors
in predicting victimisation, they also added personality, with a focus on ‘self-confidence’,
which could be interpreted as one’s belief in the ability to detect scams. Furthermore,
feelings or emotions could play a role in decision-making. Various studies indicate that
a negative mood results in lower risk taking while people in a neutral or positive mood

are more inclined to take risks (Yuen and Lee, 2003; Chou, Lee and Ho, 2007).

In the online era, deception or phishing is not new. Multiple studies have been done
over several years to understand why people succumb to deception and to create a
robust and stable model that could be used to prevent people from falling victim to
phishing. Today, it is still not clear why some people succumb to certain deceptive
message requests while others do not. A deeper understanding is required about how

individuals process message requests.

Phishing is a combination of fraudulent social engineering techniques and technical
trickery used by an attacker to obtain sensitive information in order to perpetrate identity
theft for financial gain. The phishing process starts with a spoofed email or instant
message convincing a victim to act by clicking on a URL or to open an attachment. The
phishing URL opens a website that represents a legitimate site, using the same look and
feel, hoping that the victim will part with their credentials i.e. username and password
(Alsharnouby, Alaca and Chiasson, 2015; Aleroud and Zhou, 2017; Zhao et al., 2017,
APWG, 2020).

Hadnagy (2018) describes the goals of phishing as follows:

e To provide a mechanism for the installation of malicious software thereby
granting an attacker remote access
e To gather sensitive information, i.e. the victim’s credentials

e To gather additional information that could be used in additional attacks.
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Without realising it, the victim compromises their security, allowing an attacker to
assume their identity. Malicious software installed through a phishing attack often
remains undetected for months, allowing an attacker to gain access to many of the

victim’s accounts (Abraham and Chengalur-Smith, 2010; Al-rimy et al., 2018).

2.2.1 Characteristics and elements of a phishing attack

Ramzan (2010) defines the following characteristics of a phishing attack: (1) a well-
known entity or organisation could be spoofed, (2) the victim must be directed to a
fraudulent website and (3) the victim’s credentials must be captured on the website.
These three steps form the basis of any phishing attack. The email message should be
convincing so that the employee wants to comply with the request. A typical phishing

email consists of several elements.
KnowBe4 (2017) defines the following elements of phishing emails:

¢ Unusual urgency — emails containing inappropriate urgent messages are used
to entice the victim to respond quickly. This results in emotional decision-
making, bypassing any logic to check if the message is in fact legitimate.

o Poor design — legitimate organisations will ensure all their communications are
done professionally. Phishing emails are often badly formatted.

e Misspellings — poor spelling and grammar use could indicate that the message
was not created by a professional company.

e Too good to be true — the victim is enticed to click on a link or open an
attachment in order to receive a reward.

¢ Hyperlinks — links are often disguised and do not open the site referred to in the
text.

e Attachments — often used to hide payloads for malware.

e Unusual sender — if it looks suspicious or out of character do not click any links.
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Figure 2.1 illustrates what you need to check if you received an unusual or unwanted

email. Reviewing these elements or ‘red flags’ could result in more secure behaviour.

Figure 2.1 Social engineering red flags adapted (KnowBe4, 2017)

Computer users will be able to recognise a phishing email if they take the time to carefully

consider the following:

e The “From” address — is the sender known to the recipient? Does the email
address seem legitimate? If the email is from a known sender, does it seem
strange or different from emails received before? Was this email expected?

e The “To” address — was it sent to one participant or a list of people not known
to the recipient? Was the email sent based on some illogical grouping, for
example to everyone with a surname starting with “A”?

e Hyperlinks — verify the URL by hovering over the link. If the address seems
suspicious, this is reason for caution. Emails with no text containing only a
hyperlink or a hyperlinked that is misspelled should not be trusted.

e Date — emails sent during uncommon time slots need to be investigated.

e Subject — if the subject does not relate to the contents of the email body, it
could indicate a security issue.

e Attachments — executable type attachments not having any bearing on the

contents of the email should be deleted.
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e Content — what is the action that is requested in the email? Does it drive
unwarranted fear or reward? If actions are required that do not make logical

sense, it would be safer to delete the attachment.

This section explained the elements making up a phishing attack. The next section
will focus on how people are specifically targeted. Certain phishing strategies place an
emphasis on specific groups of people and therefore adjust the message to lure the

victim to comply.

2.2.2 Types of phishing

Spear phishing

This phishing type entails an attack that targets a specific organisation to collect the
credentials of its users as well as financial and other sensitive information. In order for
spear phishing to succeed, the attackers need to have a good understanding of the
organisation (Parmar, 2012; Aleroud and Zhou, 2017). Symantec (2019) reports that
targets include various types of organisation. The victim is tricked into thinking that the
attack is from a known or trusted source. Often, executives in financial departments are
the targets, making spear phishing lucrative. Another type of spear phishing, referred to
as social phishing (Jagatic et al.,, 2007), uses friendship information from social

networks. This type of phishing has been found to obtain a success rate of 70%.

Whaling

Whaling or business email compromise refers to spear phishing attacks aimed
specifically at senior executives, otherwise known as the “big fish or whale”
(Giandomenico, 2017; Trend Micro, 2019). As executives typically have access to
confidential company data, the intention of the whaling email is to get the executive to
part with such confidential or private data (Moul, 2019). The attack email could contain
an attachment containing malware, which infects the executive’s computer in order to
create a backdoor for the attacker (Gil, 2020). To get the attention of the executive, the
content of a whaling attack email will be relevant to them, such as a subpoena or

customer complaint (Goodin, 2008).

Catfishing and catphishing
Catfishing (spelled with an f’) is a type of online trickery where an attacker creates a

presence in social networks as a sock puppet or creates a fictional online identity with
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the purpose of forming a relationship with the objective of obtaining money, gifts or
attention. Using the fake nature of the sock puppet identity allows the attacker to make
controversial and offensive comments, masquerading as a real person with no ulterior
agenda. Catphishing (spelled with a ‘ph’) is similar but the focus is on befriending the
target to gain access to information and/or the resources they have (Jouriles and
Sargent, 2017).

Simply put, the former is out to break hearts (and bank accounts), while the
latter is out to compromise individuals, organisations, and quite possibly even

countries (Malwarebytes, 2018).

Clone phishing

An attacker will clone a legitimate and often previously delivered email by replacing the
links or attachments with a malicious version. To complicate matters, the email is sent
from a spoofed address appearing to be the original sender. The target believes it is an
update of the previous email sent and processes it accordingly (Certnz, 2018; NZ Herald,
2018; ZD Net, 2020).

Vishing (voice phishing)

This attack is similar to email phishing but does not require a fake website as the attacker
uses a voice call to trick a victim in giving away their account credentials. Vishing attacks
increased with the SARS-CoV-2 coronavirus (commonly referred to as Covid-19) as
more people worked from home using a corporate VPN. A compromised VPN allows an
attacker to impersonate a legitimate entity using their telephony systems (Moul, 2019;
Musuva, Getao and Chepken, 2019; Johnson, 2020; Social-Engineer, 2020). Voice over
IP technologies such as automatic dialling and telemarketing calls are exploited for
vulnerabilities, guiding victims to fake services to compromise their accounts (Aleroud
and Zhou, 2017). Caller ID spoofing is also used to trick the victim into believing that the
call is from a legitimate entity (Reuters, 2005). The increased use of mobile phones fuels

these attacks.

SMiShing

SMS phishing or smishing uses mobile text messages as the attack surface to trick a
victim into parting with account credentials. Users tend to be warier of phishing emails,
but in general trust an SMS (Norton, 2018). The SMS could contain a URL to a malicious

website or a number to phone so that the attacker can obtain the victim’s credentials
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(Keyworth, 2016). Mobile browsers make it difficult to spot a fake website as the URL is
not always fully displayed (Mishra and Soni, 2019). The increased use of mobile phones
with good internet connectivity have made these devices more vulnerable (Mishra and
Soni, 2020).

eFax

eFax, also known as internet fax, allows users to send and receive faxes via email, thus
eliminating the need for a traditional fax machine (J2 Global, 2020). The online
capabilities of eFax are similar to email and therefore an attacker can exploit it in the

same fashion as email (Chiew, Yong and Tan, 2018).

Instant messaging

The use of instant messaging has soared over the last few years especially during the
Covid-19 pandemic with more people working from home (Gartner, 2020; McKinsey and
Company, 2020). Messages may include voice notes, photos, maps, hyperlinks, files,
and the like, which makes instant messaging an ideal platform for an attacker to launch
a phishing attack (Wright and Marett, 2010).

Social network

People love to interact with other people who share the same interests and values.
Social media makes this possible by creating a platform for people to opt in to groups or
become friends. However, affiliation often creates trust and therefore allows the attacker

to exploit this environment (Oglitgu, Testik and Chouseinoglou, 2016).
The mass adoption of any new communication platform creates a new attack surface

that could be exploited. Table 2.1 briefly summarises the various phishing types targeting

different user groups and technical platforms.
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Table 2.1 Summary of phishing types.

Phishing type

Description

Spear phishing The victim is tricked into thinking the email is from a known
trusted source.

Whaling Spear phishing attack specifically aimed at senior executives.

Catfishing and | An attacker creates a fake social network persona to befriend

catphishing the victim.

Clone phishing

A legitimate email is modified to contain links to malicious sites

or contain a malicious attachment.

Vishing An attacker uses a voice call to lure the victim to comply.
SMiShing The attack is delivered using mobile text messages.
eFax Uses internet fax which is similar to email.

Instant messaging

The wide adoption of instant messaging across multiple devices

makes it an ideal attack platform.

Social network

By using affiliation trust is created, allowing an attacker to exploit

the human relationships.

Phishing attacks follow a similar process, starting with the selection of the target

audience and carefully considering the elements of the phishing message, while

selecting the most appropriate technology platform to deliver the attack. In the next

section, we will discuss these steps in more detail.

2.2.3 The steps in or phases of a phishing attack

A planned spear phishing attack yields better results than sending a random email

hoping to trick a potential victim. Wetzel (2005) defines the phishing attack process as

comprising five phases: the attack planning, attack setup, attack execution, fraud and

post-attack phases. A more elaborate process is defined by Jakobsson and Myers
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(2007) who define the information flow in the attack as attack preparation, delivering the
malicious payload via email, luring the potential victim to engage, asking for confidential
information, capturing the information and using the credentials obtained for monetary
gain. The phases (see Figure 2.2) proposed by Aslaner (2018) follow a similar approach:
(1) targeting employee(s) using a phishing campaign, (2) employee(s) opening the email
which activates the malicious payload, (3) compromising the workstation to gather
credentials, (4) using the stolen credentials to gain unlawful access, and finally, (5)

extracting sensitive business information.

Figure 2.2 Stages of a phishing attack (Aslaner, 2018)
Owing to the similarities in these phishing attack phases, Aleroud and Zhou (2017)

condensed the phases into three: preparation, execution and results from exploitation
(Figure 2.3).

Figure 2.3 Phishing process phases (Aleroud and Zhou, 2017).

Attack preparation: The first step is for the attacker to determine the communication
media to use. Email is used predominantly, but the attack surface has grown with the

popularity of mobile devices to include instant messaging, apps, social media and
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vishing (voice). The attacker needs to consider target devices to ensure the successful
delivery of the malicious payload. The attacking technique applied is the site where the
potential victim will provide their personal information, for example a spoofed website.
Once the attacker understands these steps, the attack material preparation process will

create the malicious artifact for distribution which could take place via email.

Attack execution: This is the heart of the process and consists of three processes.
Attack material distribution is the mechanism chosen to deliver malicious content to a
potential victim. The attack material and target device will influence the selection of a
distribution mechanism. To illustrate, if the attack material is in text and the target device
is mobile then using a wireless network would be the preferred attack surface. Target
data collection starts when the victim responds to the material sent. To enhance the
process of collecting user information, the attackers could inject a client-side script into

a webpage.

Attack results exploitation: Once the data collection process has been completed
successfully, the confidential information or credentials are used to impersonate the

victim.

2.3 Practical phishing implementation

As explained in the previous sections, multiple transport layers or mediums exist that
could be used by an attacker in conjunction with a vector to deliver the malicious content.
The successful implementation of a phishing attack could be done with the use of various
technical methods or approaches. Chiew, Yong and Tan (2018) summarise the
relationships (see Figure 2.4) between the medium, vector and technical approach of

phishing techniques.
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Figure 2.4 The interlink between the medium, vector and technical approach of the
phishing techniques (Chiew et al., 2018)

Browser vulnerabilities refer to browser software vulnerabilities that could be
exploited by an attacker to launch a phishing attack. New vulnerabilities are often
introduced into software by ongoing improvement efforts that have not been properly
tested (Ollmann, 2004). One such improvement is to allow a third party to create an add-
in that can be installed in the browser. This creates an opportunity for an attacker to
create an add-in containing malicious code that compromises the user’s confidential
information. It is harder to detect this type of phishing attack as the user would not be
aware that the add-in contains malicious code and it could go unnoticed for a long period.
Vulnerabilities resulting from plug-ins have doubled in recent years with Adobe Flash
Player being the most vulnerable (Bilge, Han and Dell’Amico, 2017). Users need to
ensure that they regularly patch add-ins to keep them up to date or find an alternative
add-in. Another helpful browser function, the auto-fill function, which allows a user to
quickly complete a form based on previous information saved in the browser, is another
vulnerability that a phisher could use to obtain confidential information from a user
without their consent. The form could contain hidden fields not visible to the user and

when the auto-filled function is used, these fields are populated (Loeb, 2018).

Clickjacking is the manipulation of the user interface (Ul) of a webpage that seems
legitimate but unknowingly to the user has been compromised. This could be done in
various ways such as overlaying the target website with a div container (HTML

component), thus hiding the target website and displaying the correct information in the
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fake div container. The user will think it seems correct but not realise that any clicks
performed on the fake page are done with the data from the obfuscated target site (Sood
and Enbody, 2011a).

Cloud computing is an online service that provides three service models, namely
Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS) and Infrastructure-as-a-
Service (laaS). There has been an increase in the adoption of these services as they
have improved. Security, however, remains one of the top concerns for cloud users.
Symantec (2019) predicted that phishers would target cloud computing services owing
to the abundance of information stored in one location. An email address is required to
create a cloud computing account thus making it an ideal target for a phishing attack. A
successful phishing attack would yield the cloud service credentials, enabling the
attacker to control all services running on the cloud service and possibly allow them to

obtain the credentials of other users thereby increasing their attack surface.

Cross-site scripting (XSS) is an exploited vulnerability in a web application that allows
an attacker to inject malicious code into form data fields using client-side scripts. The
use of XSS attacks is increasing yearly as they are relatively easy to construct and
difficult to alleviate completely (Rodriguez et al., 2020). Before using any supplied data
web developers have to sanitise user input to eliminate any vulnerabilities created by
malicious scripts (Gundy and Chen, 2012). Attackers often exploit the vulnerability on
websites where users are allowed to make comments. The malicious code is injected
into the comment field and then automatically executed when the victim loads the web
page (Rader and Rahman, 2013).

Drive-by-download occurs when a user visits an infected website or views an HTML
email that installs malware, a virus or a shell code on his computer. This is often done
by executing JavaScript targeting the vulnerability of a browser or plug-in (Sood and
Enbody, 2011b; McAfee, 2013; RSA, 2016). The malware could be in the form of a
Trojan. The word ‘Trojan’ comes from the Greeks who used a wooden horse as a
disguise to infiltrate their enemy’s base (Christensson, 2006). A Trojan is a malicious
program that seems legitimate and therefore tricks the user into installing it. Once
installed, it has full access to the user’'s machine via a backdoor program and could
record the victim’s personal information or report back to a command-and-control server

to perform malicious activities (Makitalo, 2017; Symantec, 2019).

Javascript obfuscation is used to alter the chrome area of the browser window which

includes the address bar, status bar, toolbar and menu area. The phisher spoofs the
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address bar or status bar to make the URL appear legitimate. To make things worse, the
phisher could also create the perception that a site is secure by spoofing the ‘lock’ icon
or pretending to use ‘https’ protocol. The victim will be unaware that the website is not

legitimate (Chiew, Yong and Tan, 2018).

Malvertising infects user machines using online advertisement hosting services when
a phisher creates an advertisement containing malicious code. The victim’s machine is

infected when he clicks on the advertisement (Sanders, 2018).

Man-in-the-middle attacks occur when the phisher inserts himself into the
communication between the victim and the website, often using free or unsecured Wi-
Fi. The phisher can then receive copies of all the data communicated between the
website and the victim. The user will perceive his experience as normal and the attack

will remain undetected (Chivers, 2020).

Mobile phone phishing attacks are growing in popularity as the number of mobile
users increases (Drolet, 2018). The form factor of the device limits the amount of
information that can be displayed, therefore making it difficult to distinguish legitimate
applications from malicious ones. For example, Facebook Messenger was used to send
a video of a recipient with their name, photo and view count together with a link allowing

them to login to a fake Facebook site (Umawing, 2019).

Phishing kits allow users without knowledge of programming to create their own
phishing websites. Often these kits have backdoors leaking the personal information
obtained back to their creators. Cybercriminals have copied cloud computing to create
Malware-as-a-Service (MaaS). This service includes the development of the Kkit,
deploying the kit and managing the financial aspect of the phishing attack (Moreno-
Fernandez et al., 2017).

Search engine optimisation, also known as spamdexing, can be used to deliver
phishing sites in search results by deliberately manipulating search engine indexes
(Gyongyi and Garcia, 2005; Chakraborty et al., 2016; Jeong et al., 2017). The phisher
creates a website and applies the correct indexing to ensure it is returned in the results.
Adding popular words to a site increases the search score. In addition, products are

advertised at unbelievable prices to attract traffic to the website.

Session fixation occurs when a phisher is able to hijack a user’s current session as a
result of poor state management implementation in a website. The internet protocols

HTTP and HTTPS used in websites are stateless and therefore cannot store values. As
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a user moves between different pages on a website, it is important to store certain data
such as username, items in the cart for a shopping site, and suchlike. In order to store
these values, the webserver creates a session with a unique session ID (SID). For this
phishing attack to work, the phisher creates a SID that the user needs to authenticate,
usually via a phishing email. The phisher then uses this authenticated SID to hijack the

session and impersonate the user (Chiew, Yong and Tan, 2018).

Social engineering is the use of emotion to get the victim to respond to a request
without making rational decisions. Emotions exploited include fear, greed, excitement,
curiosity, anger, self-importance, philanthropy, a sense of community belonging or a
sense of duty and authority, especially in the work environment (Abraham and
Chengalur-Smith, 2010; Chiew, Yong and Tan, 2018). Hyping up emotion, such as
creating the opportunity to gain or lose something of value, could result in the victim
thinking irrationally and providing his or her personal information (Boss et al., 2015). This
behaviour is driven by self-protection to take instant preventative action (Leventhal,
1970).

Sound-squatting is a method used by phishers to register domain names sounding
similar to legitimate websites. Similar sounding words are called homonyms, for example
air and heir, ascent and assent, and whether.com and weather.com (Trend Micro, 2019).

Phishers also use the number in place of the word, for example www.tencent.com and

www.10cent.com. This directs the user to the phishing site where their credentials are

compromised.

Structured Query Language (SQL) injection is the exploitation of database
vulnerabilities, allowing SQL commands to be added to the text captured in form fields,
giving the attacker database access in order to retrieve information (OWASP, 2017). The
injected code results in a new SQL statement being executed and returning the data to

the phisher.

Tabnapping occurs when an attacker can open a spoofed website in a browser tab.
Tabnapping comes from the words “tab” and “kidnapping”, indicating that the tab has
been kidnapped. The phisher emails a phishing site link to the victim and once the victim
clicks it, an ordinary website is opened. Embedded JavaScript monitors the user’s
behaviour to determine whether they have browsed to other tabs. If the script determines
that the phishing tab has lost focus, it loads a phishing site which looks like Gmail and

waits for the user to login. When the user returns, they are under the impression that the
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session has expired and they need to login again. When they login, they provide their

credentials to the phisher (Chiew, Yong and Tan, 2018).

Typo-squatting takes place when phishers register multiple domains (squatting) with
minimal differences in the spelling of a legitimate website, usually by changing the order
of certain letters. If a user mistypes the URL of a domain they could end up on the
phishing site which is not identified as such as it looks similar to the legitimate site
(Waziri, 2016).

Wiphishing/evil twin occurs when a phisher places himself in between a user and a
legitimate wireless access point (AP) by using a rogue AP. This technique involves the
creation of a rogue AP with the same service set identifier (SSID) or network name as a
legitimate AP in the area (Nakhila et al., 2018). Software is available to enable a laptop
to become an AP (Huculak, 2016). The laptop is then moved closer to the victim in order
for them to connect to this rogue AP, allowing the phisher to intercept all

communications. This is usually done in public areas where free Wi-Fi is available.

The phishing taxonomy proposed by Aleroud and Zhou (2017) and displayed in
Figure 2.5 summarises the discussion in the previous sections. Various communication
media running on different target devices are used in phishing attacks. To increase the
chances of success it makes sense to launch an attack where there is a large user base.
The shortcomings of some target devices allow the attacker to exploit these features, for
example when using a mobile device it could be more difficult to determine whether a
link is legitimate owing to the screen real estate on mobile phones. As discussed
previously, the phishing attack process is summarised in the following steps: attack
initialisation, data collection ultimately leading to system penetration. Any
countermeasures used should have a positive effect on secure human behaviour by
identifying cyberthreats. In the next chapter we will focus on the role of ISAT as such a

countermeasure.
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Figure 2.5 Proposed phishing taxonomy (Aleroud and Zhou, 2017)
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2.4 Intention vs behaviour

Generally, people have good intentions; they want to do the right thing. This includes
behaving securely and using information systems responsibly. Nevertheless, some of
the worst security breaches were caused by unintentional human error (Alhogail, Mirza
and Bakry, 2015). To understand some of the possible reasons for this disconnect, one

needs to look at the psychological aspects of human decision-making.

2.4.1 Fear and reward phishing approaches

The goal of phishing is to encourage the victim to perform an action, primarily using one
of the following persuasive tactics to influence emotions such as curiosity, fear, greed or
reward (Hasle et al., 2005; Workman, 2008). To exploit these emotions, an attacker will
create an email subject line that will ‘hook’ victims, leading to their emotions getting the
better of them. They then open the email and either click on a URL or open an unsafe
attachment. Fear-based phishing sets out to scare users into believing that they will lose
something of value and therefore need to act, for example fake pop-up warnings of disk
corruption. Although the user’s intention is to behave securely, the fake warning could

lead them to download and install malware perceived as legitimate security updates.

Greed or reward-based phishing plays to the fact that people love free things.
Attackers capitalise on this by luring the victim into thinking that they will receive a free
item by clicking on a URL or opening an attachment (Abraham and Chengalur-Smith,
2010).

2.4.2 Habits and the role of influence in persuasion

Humans are creatures of habit. Out of habit, we follow routine, perform habitual
behaviour or make a decision without thinking about it (James, 1890). Habits assist us
in making our behaviour more efficient, reducing our daily decision load and freeing up
psychological energy for more challenging tasks (Mendelsohn, 2019). Therefore, certain

habits could lead one to make faulty decisions, resulting in insecure behaviour. Cialdini
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(2006) further developed the theme of human habits by stating that humans have fixed
behavioural patterns that are triggered during certain events. He calls these events that
trigger behavioural patterns psychological principles of influence. These principles

include authority, commitment, liking, reciprocation, scarcity and social proof.

Authority refers to people’s behaviour in generally complying with requests made by
those in a position of authority, which could include their employer, the government or
police. Creating phishing emails from someone in authority could therefore yield the
desired result, that is, of compromising the victim’'s account, since people follow
commands to avoid a negative outcome such as losing a privilege or something valuable
(Milgram, 1983).

Humans often take a stand on an ethical issue resulting in a commitment and feel
obligated to act accordingly (McCaul, Hinsz and McCaul, 1995). For example, Jane has
witnessed gender violence and when asked to sign a petition against it, she will support

it. An attacker who is aware of this could exploit this scenario.

People take a liking to other people who think like them or with whom they can
associate. It would, for example, be easier to accept a request from someone who
volunteers at the same charity as you rather than a request from someone out of town

with whom you share no interest (Giles and Wiemann, 1987).

The principle of repaying like for like is known as reciprocation and occurs when
people make indirect commitments to others (Allen and Meyer, 1990). An attacker could

leverage this principle giving a gift, albeit it with malware installed.

Scarcity has to do with the apparent value of an item, opportunity or life-changing
event when it is deemed to be a limited commodity (Brehm, 1966). An attacker could

create urgency to act quickly and therefore be successful in the phishing attempt.

The social proof principle refers to the ‘sheep’ mentality which holds that the majority
(peer group, role models, important others) must be correct and is therefore to be trusted
(Asch, 1946). For example, 90% of people who purchased a limited product said it was
good value for money and since it was not to be repeated, considered a chance of a

lifetime, thereby creating trust for others to purchase it.

Habits steer us to act without thinking through the possible consequences of the

decisions we make. This blinds us to seeing possible security vulnerabilities.

38



2.4.3 Disinformation techniques

Hernon (1995) states that wrong and deceptive information causes bad behaviour
regardless of whether the source made an honest mistake (misinformation) or
consciously planned to deceive (disinformation). Disinformation is similar to fake news,
as it comprises incorrect information supplied with the intention of deceiving people
(Allcott and Gentzkow, 2017). It was used in “Operation Bodyguard” during the Second
World War to hide the intended location of the D-Day invasion. Disinformation was sent
using fake radio transmissions to convince the Germans that there was a large force in

East Anglia ready to attack Calais rather than Normandy (Farquhar, 2005).

In the internet age we live in, specifically the ease with which information is shared,
disinformation poses a significant threat to information quality. This situation has created
the ideal opportunity for phishing attacks to use this information as bait. If users were
exposed to the disinformation and did not recognise it as fake, a phishing email with the
same information might convince them to act. Carpenter (2020) defines the following

disinformation techniques:

e Astrosurfing: the term derives from a product of artificial grass that is made to
look real. A number of comments, that appear to be uncoordinated, are made by
well-meaning private citizens on social media, blogs and websites. However,
they are orchestrated by an adversary to achieve a certain outcome.

e Gaslighting stems from the proverbial ‘adding fuel to the fire’ which uses
psychological manipulation on a victim to distort their sense of truth. A sock
puppet is someone who creates a false identity on a social media platform,
making controversial and offensive comments on divisive issues, while seeming
to be a legitimate person with no hidden agenda.

o Clickbait uses an enticing but false post to lure a victim to click on a link to read
the full article, with malware being downloaded in the process.

e Microtargeting focuses on dividing voters into small groups based on
demographics, interests, biases or affiliations to deliver specific messages that

appeal to those groups.

The sophistication level of disinformation or deception increases with the use of
modern technology. People often believe what they see, failing to take into account the

visual manipulation that technology provides today (Stenberg, 2006; Newman et al.,
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2015). Deepfakes are often difficult to recognise and as the technology matures they will

become more real and therefore more convincing (Ahmed, 2021).

The techniques mentioned can be used to set the scene for a phishing attack as the
victim has been conditioned subconsciously to believe a lie. Several phishing email
campaigns were created during the Covid-19 pandemic, confusing people and enticing
them to take action. Disinformation creates the ideal environment for successful phishing

campaigns.

2.5 Current statistics

The FBI Internet Crime Complaint Center (IC3) in the USA reports annually on internet
crime based on the complaints it receives. Between 2015 and 2019 it received 1.7 million
complaints resulting in a $10.2 billion loss. The losses reported in 2015 ($1.1 billion)
more than tripled in 2019 ($3.5 billion). On average, the IC3 receives 1200 complaints
per day (FBI Internet Crime Complaint Center, 2019). The most frequent complaints
relate to social engineering attacks (phishing/vishing/smishing/pharming) which affected
114 702 victims in 2019. Of these, business email compromise resulted in the highest
reported financial loss at $1.7 billion. The 2021 State of the Phish report (Proofpoint,
2021) states that more than 75% of organisations experienced a phishing attack in 2020,
and 57% of these fell victim to a phishing attack. A key finding of the report is that the
impact of phishing varies widely per region, for example Japan had an onslaught of
fraudulent Amazon messages leading to higher-than-average account compromise
compared to 69% of Spanish respondents and 47% of Australians experiencing data
loss. The global impact of phishing attacks is summarised in Figure 2.6. The number of
breaches reported via the media has recently increased significantly. Using links in a
phishing email to solicit account credentials remains the preferred phishing email type

compared to data entry sites or attachments.
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Figure 2.6 Effects of phishing (adapted from Proofpoint, 2021).

Attackers ensure that their phishing emails are topical, thus ensuring that phishing
remains one of the preferred social engineering techniques. For example, Covid-19 was
used to create millions of phishing emails, ranging from information on the spread of the
virus to conspiracy theories and news relating to a vaccine (Proofpoint, 2021). Since

these emails seem authentic, users struggle to identify phishing attacks.

2.6 Summary

This chapter explained phishing in detail by discussing the context to better understand
the research sub-questions. The chapter began by explaining the theory of phishing and
how it is used to deceive humans into behaving insecurely. The literature review
emphasised that people are motivated by fear or reward. It was also indicated that
persuasion is not the only motivating factor that influences behaviour. Certain personality
traits seem to be more susceptible to succumbing to phishing attacks. The literature also
pointed out that there are a host of different phishing types, although they contain similar
elements and characteristics. Therefore, any internet-based communication platform or
device could be used for a phishing attack. This large attack surface means that users
need to be consciously aware of possible cybersecurity threats when engaging with
these platforms. Unfortunately, people are creatures of habit, which often results in
decisions being made ‘unconsciously’. This happens especially in the work environment,
where people are driven to produce results and want to comply with requests from a

superior, known as the authority principle. Although people have good intentions to
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behave securely, literature reveals that this is not always the case as phishing attacks
continue to be successful. Attackers ensure that their phishing emails are topical thereby
creating the impression that their requests are legitimate. Previous studies suggest that
if people can identify what a phishing attack looks like, they should be in a better position

not to succumb to it. Therefore, the next chapter will focus on the effectiveness of ISAT.
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3. INFORMATION SECURITY AWARENESS
TRAINING (ISAT)

3.1 Introduction

In the context of an organisational setting, security awareness refers to employees'
understanding of and attitude toward the protection of their company's physical and
information assets (Pattinson et al., 2016). Security awareness is a critical link in an
organisation's security chain, as even the most effective security procedures are useless

in an environment where there is no security culture.

The terms ‘security culture’, ‘information security culture’ and ‘cybersecurity culture’
will be used interchangeably in this study. A security culture consists of the following: top
management support, policy and procedures, and information security awareness (ISA).
Many of the cybersecurity frameworks share a common core set of components, with
organisational culture fulfilling a crucial role in creating the appropriate cybersecurity
culture models (Ruhwanya and Ophoff, 2019; Uchendu et al., 2021).

Information security has been defined as more than just a “technical problem”
(Alhogail, Mirza and Bakry, 2015). People are often regarded as the weakest link in the
security chain and therefore human behaviour must be addressed to improve overall
information security behaviour (Parsons et al., 2014; Bélanger et al., 2017; Fagade and
Tryfonas, 2017). The perceived solution to this problem is the use of ISAT (information
security awareness training) as it has been shown to have a positive impact on creating

more secure behaviour.

Bulgurcu, Cavusoglu and Benbasat (2010) state that in employees, ISA comprises
both a general knowledge of information security and an awareness of the organisation’s
information security policy. This policy stipulates what is allowed and not allowed when
using the organisation’s ICT infrastructure and systems. It is vital that employees
understand the possible threats and consequences relating to any breach of information

security in order to behave securely.

The objective of this chapter is to define at a high level the various information security

threats and therefore what the goal of ISAT is. The literature review will show that a
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successful ISAT programme contains the right content for overcoming these threats and
takes into account the desired behaviour that the training needs to enforce. To gain a
better understanding of the content required, several cybersecurity frameworks will be
discussed. Once the content requirements are understood, the design recommendations
for ISAT must be taken into account whilst understanding how people learn to maximise

the effectiveness of the training.

3.2 Brief overview of security threats

Multiple types of security threat exist, but they are usually in the form of malicious code
known as malware. Malware, short for malicious (or malevolent) software, includes
viruses, Trojans, worms, bots, backdoors, spyware and ransomware to name a few (Han
et al., 2019). The purpose of malware is to disrupt, damage or gain unauthorised access
to computer systems, often for financial gain (Parmar, 2012). Malware may be delivered
by visiting illicit websites, downloading rogue applications or falling victim to a phishing
attack (Ifinedo, 2018).

To be effective ISAT must be relevant and practical. It is therefore important to
understand the current security threats, by reviewing the notifications from security
companies and software vendors, to ensure that the ISA material remains relevant in

addressing the risks. One of these risks can be classified as malware.

3.2.1 Types of malware

There is a variety of different malware types, allowing an attacker to choose the best
method to achieve their goal. Malware can be classified into (1) spying applications for
leaking or stealing information that aim to be unobtrusive and exist for a long time, and
(2) destructive applications that cause damage to information or computer systems. The
outcome could include the destruction of systems either for or without financial gain

(Bahtiyar, 2016). The following section briefly describes various malware types.

Viruses are the oldest form of malware. A virus is a piece of code that (1) has the

capability to automatically reproduce, and (2) attaches itself to other computer objects
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such as programs, disks and USB storage devices. A virus cannot execute by itself; for

the code to execute it needs a host program to run on.

A worm is a program that actively replicates to other computers in a network, usually
by exploiting vulnerabilities in operating systems. A worm can execute on its own as it is

a complete program (Bahtiyar, 2016).

A Trojan Horse is malicious code pretending to be something else. It is frequently
found in pirated software downloaded from unauthorised sources. It can also download
and install additional programs to achieve its goal of stealing information or damaging
the system (Pandya, 2013).

A rootkit is software designed to gain administrator or ‘root’ permissions on a
computer without being detected. Rootkits are difficult to detect as they are able to cover
their tracks. Once installed they can be used to access the computer remotely or steal
information (Shafiee Hasanabadi, Habibi Lashkari and Ghorbani, 2020).

Spyware is an application that aims to gather information about a person or

organisation without their knowledge (Alghamdi, 2021).

Adware is often installed alongside other applications of dubious reputation and will

insert unsolicited advertising into a user’s browser (Singh and Singh, 2021).

Ransomware has become very common in recent years. This software is designed
to exploit a known Windows vulnerability and consequently bypasses traditional anti-
virus protection (Kara and Aydos, 2022). This grants the malware full administrative
rights over the victim’s computer. Once it has full access, it encrypts all the files and
locks the victim out of their computer. A ransom is subsequently demanded to obtain the

key to unlocking it.

Phishing was discussed in detail in the previous chapter. Generally, a successful
phishing attack results in malware being deployed on the victim’s computer. In order to
behave securely, employees need to understand the different cybersecurity risks and,

at a high-level, the different mechanisms used to initiate these attacks.
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3.3 The goal of information security awareness training (ISAT)

ISAT should encourage people to play an active role in securing their environment by
knowing what to protect and why (Beyer et al., 2015). One of the aspects of a good

security culture is that people take responsibility for their online behaviour.

A security awareness programme ensures that everyone in the organisation has an
appropriate level of know-how about security along with an appropriate sense of
responsibility. Such programmes are important because they reinforce the notion that
security is everyone’s responsibility. When employees understand their responsibility
and the consequences of insecure behaviour, the resultant behaviour should indicate
that security is taken seriously. Responsibility refers to the duty a person has to process
a task and how accountable they are for its results (Musuva, Getao and Chepken, 2019).
The more accountable someone is, the greater the motivation to complete a task
correctly or more securely. An employee who takes accountability for their actions will

endeavour to do what is in the best interests of the organisation.

Technology is always evolving and therefore attack strategies keep on changing.
Employees need to be aware of new attacks and how to circumvent them (Bauer,
Bernroider and Chudzikowski, 2017). This is achieved through ongoing awareness

training programmes which take the latest cyberthreats into account.

The goal of ISAT is to stress the importance of secure behaviour and the possible
negative outcomes of a security breach. The training should result in more than just a
compliance check-box exercise; it should consider how people interact with processes
and technology to solve business problems (Ki-Aries and Faily, 2017). Awareness
programmes should trigger security behaviours, helping employees to discern security
concerns in order to respond securely to threats (Tsohou, Karyda and Kokolakis, 2015).

The result should be a reduction in security breaches.
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3.4 An overview of cybersecurity frameworks

Cybersecurity frameworks were created to assist organisations to create effective ISAT
programmes. The frameworks consist of processes, practices and technologies that an
organisation may implement to secure their systems. In addition, regulatory privacy acts,
for example the General Data Protection Regulation (GDPR) (Anon., 2018) and the
Protection of Personal Information Act (POPIA) Act 4 of 2013, demand the safekeeping
and protection of personally identifiable information. In the following section we will

discuss a number of these frameworks.

3.4.1 INTERNATIONAL STANDARDS ORGANISATION 27001/ISO 27002

The ISO 27001 cybersecurity framework is an international standard that makes
recommendations for managing information security management systems (ISMS). ISO
27001 uses a risk-based process to guide organisations in creating controls to safeguard
them against cybersecurity threats (ISO/IEC, 2013). The security controls consist of the

following:

e Organisational context: the information security needs and expectations to scope
and create the ISMS are identified.

e [Leadership: management is committed to the process, signs off on the
information security policy and delegates responsibilities.

e Planning: information security risk assessments and treatments are performed.

o Support: suitably qualified people are employed for the project and awareness
and project documentation are kept up to date.

e Operation: the risk treatment plan is implemented and constantly refined.

e Monitoring, measuring, analysis and evaluation: the overall effectiveness of the
ISMS is determined and future changes recommended.

e Continuous improvements: these are critical to ensure the continued efficiency

and relevancy of the ISMS.

ISO 27001 states that ongoing awareness training must be done but does not

stipulate how it should be done.
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3.4.2 National Institute for Standards and Technology Cybersecurity

Framework

In 2013, the National Institute for Standards and Technology (NIST) in the USA created
the National Initiative for Cybersecurity Education (NICE) framework to address various
security topics, specifically to manage the risks to data and information security
(Petersen et al., 2020). The NICE framework is comprised of the following components:
(1) categories that describe a high-level grouping of common cybersecurity functions,
(2) specialty areas of cybersecurity work, and (3) work roles that form part of
cybersecurity work, comprising the specific knowledge, skills and abilities (KSAs)

required to perform tasks in a work role.

The NICE framework defines the following functions for managing the risks to data

and information security:

e [dentify: helps organisations to detect security risks using comprehensive risk
assessment and management processes.

o Detect: defines security controls, including access control, training and
awareness, data security, information protection procedures and maintaining
protective technologies.

o Response: makes recommendations for responding to a security incident, as well
as for mitigation procedures, communication processes and activities for
improving security resiliency.

e Recovery: gives guidelines for recovering from an attack.

The NIST 800-53 publication (Security and privacy controls for information systems
and organisations) was specifically created to enable federal agencies to secure their
information systems, but is suitable for any organisation (NIST, 2020). This publication
contains more than 900 security requirements, making it one of the most complicated
frameworks to implement. Controls included in the framework consist in enhancing
physical security, penetration testing, guidelines for implementing security assessments

and authorisation policies and procedures.
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3.4.3 Information Assurance for Small to Medium-sized Enterprises
Governance (IASME)

This standard assists small and medium-size organisations to implement adequate
cybersecurity controls (IASME Consortium Limited, 2018). It is used to accredit the
cybersecurity posture of an organisation and is far more affordable than 1ISO 27001
certification. The standard uses a framework to determine the risk profile for the
organisation by understanding (1) how information systems are used, (2) how
outsourced services are used, (3) whether the organisation allows employees to bring
their own device (BYOD), (4) the use of mobile and remote systems, (5) awareness of
and attitude to the threat environment and (6) the value of the organisation’s business

assets and information technology.

3.4.4 System and Organisation Controls 2 (SOC 2) and System and
Organisation Controls for Cybersecurity (SOC-C)

The SOC 2 and SOC-C frameworks were developed by the American Institute of
Certified Public Accountants (AICPA) and form part of the System and Organisation
Controls (SOC) suite of services (AICPA, 2022). SOC 2 was developed for service
organisations to maintain proper security where personal customer information is stored
using cloud services. The objective of SOC 2 is to provide information about controls
related to the security, availability, integrity, confidentiality and privacy of information.
The framework also includes rules and requirements for software as a service (SaaS)
companies to follow, in order to mitigate data breach risks and boost their cybersecurity
postures. The framework gives guidance on conducting an external and internal threat
assessment in order to identify possible cybersecurity threats. SOC 2 contains 61
compliance requirements, including guidelines for the destruction of confidential
information, alert systems for security anomalies, procedures for responding to security

incidents and internal communication guidelines, among others.

SOC-C is a framework for non-service businesses, providing users with information
on the organisation’s Cyber Risk Management Policy (CRMP). A CRMP is defined by

the SOC-C as the policies, procedures and controls implemented by an organisation to
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protect their information from a security breach and to be able to respond to, mitigate
and recover from a security incident (Al-Moshaigeh, Dickins and Higgs, 2019). The
objective of the framework is to allow organisations to communicate information about
their cybersecurity risk-management programmes and the criteria for assessing their
effectiveness. Reporting is done on three levels: (1) organisation — includes board,
management, investors and regulators, (2) service providers — any vendor providing a
service to effectively manage cybersecurity risk, and (3) supply chain — all suppliers and

processes are adequately documented to mitigate any cybersecurity risks.

3.4.5 Center for Internet Security (CIS)

The CIS framework is maintained by the Center for Information Security. CIS lists 18
actionable cybersecurity controls meant for enhancing the security standards of all
organisations (CIS, 2022). The framework categorises the information security controls
into three implementation groups: group 1 is for businesses that have limited
cybersecurity expertise and resources; group 2 is for all organisations with moderate
technical experience and resources in implementing the sub-controls, and group 3
targets companies with vast cybersecurity expertise and resources. CIS stands out
because it enables businesses to develop cost-effective cybersecurity initiatives. An
additional benefit is the ability to prioritise cybersecurity activities. Some of the CIS
critical security controls include an inventory of software assets, data protection, account

management, access control, data recovery, security awareness and skills training.

3.4.6 Control Objectives for Information Technologies (COBIT)

In 2019, the Information Systems Audit and Control Association (ISACA) updated its
COBIT framework to create a governance system and governance framework (ISACA,
2018). Rather than relying on individual security controls to ensure compliance, COBIT
2019 starts with the demands of stakeholders, assigns job-related governance
responsibilities to each category, and then maps the responsibility back to technology.
The goal of COBIT is to ensure appropriate oversight of the organisation’s security

posture.
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The COBIT core model groups governance and management objectives into five

domains:
e Governance objectives:
o EDM: evaluate, direct and monitor
o Management objectives:
o APO: align, plan and organise
o BAI: build, acquire and implement
o DSS: deliver, service and support
o MEA: monitor, evaluate and assess
COBIT’s design principles include
e understanding the enterprise strategy
e scoping the governance system
o refining the scope, and

e completing the design.

The COBIT framework considers and caters for humans in the security chain by taking
culture, ethics and behaviour, as well as skills and competencies, into account (see
Figure 3.1).
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Figure 3.1. COBIT 2019 Framework: Basic Concepts: Governance Systems and
Components

COBIT’s main output is to create a security framework that streamlines audits and
incorporates continuous improvement to enhance outcomes.
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3.4.7 Privacy: General Data Protection Regulation (GDPR) and the

Protection of Personal Information Act (POPIA)

GDPR is a framework enacted to secure personally identifiable information belonging to
European citizens (Anon., 2018). The framework provides a set of compulsory security
requirements that organisations across the world must implement. It is treated as a
global framework that protects the data of all EU citizens. Non-compliance could result
in huge penalties, leading most companies to comply with the requirements. GDPR
requirements include implementing appropriate controls for restricting unauthorised
access to stored data. These controls include access control measures, for example
least privilege and role-based access controls and multifactor authentication schemes.
Organisations or websites must acquire a data owner’s consent before using the data
for purposes such as marketing or advertising. Personally identifiable data breaches that
result from a company’s inability to implement security controls lead to non-compliance
with the GDPR.

The POPIA is applicable to all South African public and private organisations (No 4 of
2013: Protection of Personal Information Act). The Act is similar to the GDPR and forces
South African organisations to take cybersecurity seriously, with non-compliance leading
to fines and/or imprisonment. The requirements of the Act highlight the importance of

continued security awareness and training.

3.4.8 Summary of frameworks discussed

The frameworks discussed share common themes, starting with understanding what
information assets need to be protected by creating an information asset register that
describes the value of these assets. Policies and procedures provide guidelines for the
use of such assets by employees. These frameworks indicate that technology security
controls do not provide a fool proof environment and that employees need consistent

training and monitoring.
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3.5 The role of information security policies and procedures

A policy is a set of principles created with the intention of guiding actions and achieving
sensible outcomes. It is a declaration of intent that is executed through a procedure or
protocol. Policies are generally adopted by a governing body of an organisation (Philips,
Sander and Govers, 1994).

Creating an information security policy is the first step to protecting an organisation’s
data against cybersecurity threats (Moody, Siponen and Pahnila, 2018). Although this is
a good starting point for a strong security posture, several studies have found that
employees do not pay attention to the contents of the policy and therefore behave
insecurely (Ifinedo, 2012; 2014; Han, Kim and Kim, 2017). This problem must be
addressed through ISAT that includes the contents of the security policy. Safa, Von
Solms and Furnell (2016) found that commitment and personal norms had a significant
effect on attitude and the intention to behave securely. An employee’s attitude towards
secure behaviour can be changed if they understand the risks and consequences of
insecure behaviour. Employees who are aware of their company’s information security
policy and procedures are more competent to manage cybersecurity risks than those
who are ignorant of the policy (Li et al., 2019). In addition, the organisational information
security environment positively influences employees’ threat assessment and coping

assessment abilities, resulting in secure behaviour (Li et al., 2019).

The information security policy and procedures must become living documents. To
mitigate cybersecurity threats, employees need to have a practical understanding of the

contents.

3.6 Frequency and approach of ISAT

ISAT should be done on an ongoing basis to reinforce awareness, putting security
practices into normal daily routine and using mock tests to foster a security-focused
culture (Beyer et al., 2015). The training programme should focus on building a strong

security culture.
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3.6.1 Frequency of ISAT

Initial ISAT should be done when new employees are hired and should include essential
education on the organisation’s information security policies and procedures. Employees
should confirm either electronically or in writing that they have received the training and
that they understand what is required from them. This can be used later as proof that
the employee was warned about what is allowed using the organisation’s systems
(Sadowsky et al., 2003).

ISAT is forever evolving owing to a changing technology landscape. This makes it
difficult for employees to stay up to date with cybersecurity threats. ISAT programmes
should be structured in such a way that employees are constantly updated on the latest
threats (Bauer, Bernroider and Chudzikowski, 2017). Li et al. (2019) found that digital
transformation has an impact on long-term cybersecurity plans, methods and practices.

This highlights the need to update ISAT material regularly.

3.6.2 Elements of a successful security awareness programme

Manke and Winkler (2012) identified several elements required for a successful security

awareness programme:
(1) Obtain senior management support

With executive buy-in, budgets are increased, and other departments are more
ready to assist the programme. ISAT is a legal necessity that, in the end, should

save the company money by preventing security breaches.
(2) Partner with all departments

Departments, such as legal, compliance and human resources, may be able to
provide income to support the training if they are involved. Their support will
guarantee that the training is made mandatory within their teams, and it may even
be incorporated into the induction process for new hires. Including the demands
of other departments in security training could be advantageous, for example

compliance could be added to the training materials.
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(3) Be relevant

The ISAT programme should not be a check-box activity. Using an out-of-date
selection of computer-based training movies may also be ineffective. Based on
current threats, content must be timely and relevant. The utilisation of

contemporary cases will demonstrate the potential for undesirable consequences.
(4) Measure success

Before any training is conducted, a baseline should be created to measure
programme success. This should be measured again once the training is
completed (Fertig and Schitz, 2020). Surveys of security attitudes, a mock
phishing test, monitoring web content for malicious activity, or the use of a social
engineering attack are all possible tests and may include, for example, a USB
stick containing malware (Silva, Feitosa and Garcia, 2020). Any progress that can
be measured will make it easier to justify the continued support and funding of the

awareness programme (Khando et al., 2021).
(5) Set the example of how to securely behave

It is more important to tell employees how to use technology than to prohibit them
from using it. Telling employees not to use social media, for example, will result in
them finding ways to use it. Successful awareness training teaches employees

how to accomplish tasks safely.
(6) Incentivise awareness

Employees should be rewarded for secure behaviour, for example when security

incidents are reported.
(7) Use several awareness tools

Training should not be limited to the use of one type of tool; it should encourage
participation from employees to demonstrate that they relate to the training.

Training material should be personalised for the intended audience.

The implementation of these elements should result in a successful ISAT
programme. It is understood that participation from everyone in the organisation is
required for a successful ISAT programme. The content should be relevant and

therefore updated on a regular basis. The organisation should also administer
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practical tests after each training session to monitor the effectiveness of the
employee training. In the next section we will focus on the design elements of
effective ISAT.

3.6.3 Design recommendations for ISAT

Effective ISAT should target a company’s risks and focus on specific employee groups
(Beyer et al., 2015). It is important that companies define their own security culture to
demonstrate the seriousness thereof to all employees. Not only is it important to select
the appropriate topics for training, but attention must also be paid to how these security
topics are addressed. To do this effectively, the target audience must be categorised
(Gonzéalez-Manzano and de Fuentes, 2019). Therefore, the training must be relevant to

the work context and must address defined security requirements.

The delivery mechanism plays a vital role in how well the material is internalised and
understood by the employee (Al-Daeef, Basir and Saudi, 2017). Online e-learning
platforms allow employees to register for a course and to complete it in their own time.
Management can track progress by reviewing the stats created by the system. Such
stats could include who has successfully completed the course by correctly answering
the test questions and how many attempts were required to complete a course. In
addition, if multiple attempts are required to complete a course it could be an indication
that either the course has too much material to cover or the material is difficult and/or

boring (Gonzalez-Manzano and de Fuentes, 2019).
Design recommendations for ISAT include the following:

e Training material should be interesting so as to keep the employee’s attention
and to retain the acquired knowledge.

e Training activities should be embedded in an employee’s normal workday
where feasible and not seen as a once-off exercise.

e A variety of mechanisms should be used to master the material, for example
e-learning courses, emails, messages when logging in and gamification could
be used.

e The information security risks and the possible consequences of a security
breach should be clearly explained. If employees are emotionally involved,

they will have a better chance of retaining the knowledge acquired.
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e Training material should be customised and be specific where feasible.

e The contents of the information security policy should be explained as well
as the punitive measures for non-compliance.

e Employees should be able to review the material multiple times at their
leisure.

e Check for understanding by asking questions or requiring employees to do a
short test based on the contents of the training material. The employee
should receive immediate feedback so that corrective action can be taken if
required. Repeat training until the material has been successfully mastered.

¢ Make the training practical, for example conduct simulated phishing attacks
to demonstrate what these could look like. Make users aware of the phishing

emails that the organisation receives.

Implementing these design recommendations will ensure that the training material
covers the organisational risks and that the awareness training is embedded in the
employees’ daily work activities. Since people have different learning preferences, the
next section will address those, as they could have an influence on how well employees

internationalise the material.

3.7 How do people learn?

People have different preferences when it comes to learning, which could influence how
knowledge is acquired and retained. Of particular interest to this study is how people
learn in the workplace. Understanding how people learn could help shape ISAT to

enhance its effectiveness.

3.7.1 Learning styles or methods

People prefer either words, pictures or speech and/or the kind of intellectual activity they
find most stimulating, for example analysis versus listening (Pashler et al., 2008). There
is ample research to support this notion (Pashler et al., 2008; Dekker et al., 2012;

Howard-Jones, 2014). Learning styles are classified as visual, auditory or tactile.
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Visual learners prefer to learn by seeing images, reading books or watching content.
They prefer to look at the written words on a blackboard or presentation than to only
listen to the educator. They convey understanding by using expressions such as “| get
the picture” and “I see”. The visual learner performs well on tests as they are able to

read and translate the words into images (Bueno, 2005; Xu, 2011; Zhang et al., 2020)

Auditory learners or verbal learners prefer to learn by listening. This student is the
most verbal of the three types of learner. They leam by listening and love class dialogues
(Vincent and Ross, 2001). They may not be fond of reading books, a they prefer to hear
more and see less. The auditory learner conveys understanding by discussing the issue;

their speech patterns indicate how they think (McVay Lynch, 2012).

Kinaesthetic or tactile learners do not respond to verbal instruction, preferring to
express their feelings physically, and are socially outgoing (Vincent and Ross, 2001;
Syofyan and Siwi, 2018). A kinaesthetic learner will leam by doing. They remember and
develop understanding by touching and feeling, performing hands-on activities (McVay
Lynch, 2012). Owing to their restlessness, kinaesthetic learners will find it difficult to learn
in an online environment. Accordingly, the instructor should encourage them to make

notes and discuss the material with others in the group.

The meshing hypothesis posits that if people are given instruction in their preferred
modality (visual, auditory, kinaesthetic) they will experience enhanced learning results
(Pashler et al., 2008). However, Aslaksen and Loras (2018) found that there is no
statistical evidence to confirm that using a person’s preferred modality will result in an
enhanced learning outcome. Furthermore, Pashler et al. (2008) confirm that the majority
of the research on learning styles lacks the “experimental methodology capable of

testing the validity of learning styles applied to education”.

It would therefore appear that learning style is more a preference than a recipe for
success. However, it could create an emotional connection that allows the learner to feel
more comfortable with the material and therefore provide a more engaging experience

resulting in good learning outcomes (Pessoa, 2008).
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3.7.2 How do people learn in the workplace?

Some of the characteristics of workplace learning include the effect of work assignments
and the work environment on what and how people learn, as well as their former work
experience (Collin, 2006; Lemmetty and Collin, 2020). Learning can take different forms
depending on the nature of the job. These may include formal learning through training
courses and informal learning like on-the-job training where one colleague assists
another to master an activity (Twidale, 2005; Vasanthi and Basariya, 2019). In a fast-
paced, changing world, to remain competent adults need to take responsibility for their
own learning. In their work people can learn on their own by experimenting and using
information. This is known as self-directed learning or non-formal learning (Livingstone,
2001; Lemmetty and Collin, 2020). Non-formal learning lacks the following formal
learning characteristics: (1) a prescribed learning framework, (2) an organised learning
event or package, (3) the presence of a designated instructor and (4) the award of a
qualification or credit (Kooken, Ley and de Hoog, 2007; Seemann, Stofkova and
Binasova, 2019). Learning in this study is seen as what people do with the knowledge

they acquire and their resulting behaviour.

3.7.3 The effect of awareness (cybersecurity learning) on secure behaviour

Figure 3.2 (Beyer et al., 2015) indicates that secure behaviour is influenced by both the
knowledge and skills of employees. Secure behaviour requires consistent
communication of relevant information via a multitude of channels. These channels
should include electronic messages, posters and newsletters to name a few. Intervention
is required from the organisation in every step in the process to ensure that awareness
maturity is achieved. The awareness raised through this communication process should
result in unconscious competence for the employees, meaning that they are adequately
equipped to handle security risks and tasks. On the flip side, conscious incompetence

leaves the employee vulnerable to security risks owing to a lack of awareness.
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Figure 3.2. Hewlett Packard Enterprise Awareness Maturity Curve

In Figure 3.2, The Understanding and Conviction stages require management buy-in.
Management needs to lead by example by displaying secure behaviour, as this
motivates employees to do the same. In the Implementation stage, employees need to
take personal responsibility for protecting the organisation’s information assets; they
need to know what is expected of them. The Acceptance and Safe Behaviour phases
require commitment from the employees to implement the awareness knowledge they
have acquired. Secure behaviour should become self-sustaining over time. This is done
by continuously reviewing the lived security culture and identifying any behavioural
changes that are required. Management needs to give recognition for secure behaviour
and so motivate employees to stay security compliant. Ongoing engagement is required

to foster social capability and to develop discourse around security.
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3.8 Previous ISAT studies and outcomes

Previous studies have shown that increased ISAT has a positive impact on secure
behaviour (McCormac et al., 2017; Khando et al., 2021). When people know what to
look for, they are able to identify security threats (Mittal, 2015). However, Dodge et al.
(2007) question how well ISAT mitigates insecure behaviour. Users may complete the
training successfully, but without taking measures to check that they apply this
knowledge there is a possibility that the ISAT could fail to change insecure behaviour.
Counting the number of successful attacks is one such measure. However, this
approach may be inadequate, because fewer successful attacks may be the result of
fewer attempts, and more successful attacks may reflect new vulnerabilities or other
variables unrelated to user behaviour (Egelman and Peer, 2015). In addition, phishing
attacks increased during such events as the Covid-19 pandemic and the US elections
(Bhardwaj et al., 2020). Because the number of attacks varies greatly from month to

month, this approach is not a reliable measure for determining the effectiveness of ISAT.

To make matters worse, traditional ISAT programmes are often unsuccessful
because they are seen as dull and lack user contact and participation (Mansfield-Devine,
2013; Abraham and Chengalur-Smith, 2019). Using posters and flyers alone to create
awareness is completely ineffective (Bada and Sasse, 2014); instead, a different
approach is required. Wash and Cooper (2018) considered both the traditional “facts-
and-advice” and the use of “story telling” to convey the same message. Interestingly,
they found the facts-and-advice approach to be effective when presented by a security
expert, while the use of storytelling was effective when done by a peer. It therefore
seems that the perceived origin of training materials can influence the behavioural
outcome. To create an interactive training experience that will yield better results, the
use of various online tools, such as discussion groups, animation and multimedia in
websites or gamification, should be used (Shaw et al., 2009; Clarke, 2013; Gjertsen et
al.,, 2017). Web-based training has become very popular in delivering content and

managing learners’ progress.

A study by Li et al. (2019) showed that employees who were more aware of their
company’s information security policy and procedures were better equipped to behave
securely. A phishing audit performed by Aloul (2012) resulted in a reduction from 9% to
2% of people succumbing to phishing attacks after ISAT was done. Tschakert and

Ngamsuriyaroj (2019) performed ISAT using various techniques from instructor-led, to
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gamification, video and text-based material and found them all to be effective in raising

awareness and changing behaviour.

3.9 Summary

As discussed in this chapter, although ISAT does not completely mitigate insecure
behaviour for all users, it does reduce the risk of insecure behaviour. A successful ISAT
programme will enable employees to recognise a cybersecurity threat and act
accordingly. Various frameworks have been created to assist organisations to create an
efficient ISAT programme. It was also indicated that ISAT must be relevant to the

organisation and be a good cultural fit.

Although there is no statistical proof that certain learning styles yield better results, it
is important for employees to make an emotional connection to the material. Therefore,
training programmes need to cater for all learning styles in order to foster a connection

with the employee so that knowledge can be acquired and retained.

Most of the learning that employees do is self-directed, as they need to take
responsibility for their own learning. However, to protect the organisation’s information
assets, organisations have a responsibility to ensure that their employees are
adequately trained in information security. ISAT is not a once-off exercise. It needs to be
adapted as technology changes. Management should strive to create more dialogue

around cybersecurity and praise good security behaviour.

Many countries expect their organisations and citizens to comply with privacy
regulations, for example through laws such as the GDPR and POPIA. The
implementation of cybersecurity frameworks could assist the organisation in assessing
its compliance with such regulations, as the implementation of cybersecurity frameworks

will result in a better security culture.
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4. THE ROLE OF OPTIMISM BIAS |IN
BEHAVING SECURELY

4.1 Introduction

Phishing was discussed in detail in Chapter 2 where it was established that phishing is
still a relevant information security risk today. Although the intention of employees is to
behave securely, they often do not. In the previous chapter, we discussed the effect of
ISAT on secure behaviour. Although it has a positive effect in reducing insecure
behaviour, it does not eradicate it completely. Various information security frameworks
were reviewed which should be used to ensure that the content of ISAT is relevant. The
different learning styles people prefer were discussed to ensure that all employees are
able to understand and internalise the content. However, the decision to behave in a

certain way consists of many elements.

In answering the research question about how ISAT needs to improve ("How should
information security awareness training initiatives improve to overcome phishing in
susceptible individuals employed by a mid-size financial services company?"), it is vital
to understand which employees are deemed more susceptible to phishing attacks. To
better understand human behaviour, this study will consider the effect of certain human
traits and cognitive biases. Therefore, this chapter will describe additional factors that
could influence behaviour. One such factor that influences decision-making is optimism
bias (OB). When people do not expect bad things to happen to them, they believe their
behaviour will not have negative consequences. They may, therefore, behave
insecurely, not understanding the risk they are taking or the consequences for

themselves or the organisation.

Different people have different outlooks on life. This results in their attitude being
positively or negatively associated with a certain behaviour. People often do not see their
own vulnerabilities and therefore need to be made aware of their negative attitudes

towards certain behaviours in order to change.

Trust goes together with attitude in influencing behaviour. Trust will be studied from

a human-to-human relationship and a human-to-systems perspective. Focus will be
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placed on the influence trust has on secure behaviour and specifically the effect of trust
in the workplace where employees place their trust in security controls implemented by

the IT department.

In the context of this study, attitude, trust, awareness and OB will be tested as
constructs of the theory of planned behaviour (TPB). These constructs have an influence

on the intention to behave in a certain way, which results in actual behaviour.

4.2 Optimism bias

4.2.1 Definition

OB is a well-known cognitive bias in the social sciences and is one of the most reported
findings influencing results in social-reasoning and decision-making studies (Sweldens
et al., 2014). A cognitive bias is defined as “an inaccurate view of the world” that might
produce a rational behaviour or result in an outcome bias (Marshall et al., 2013). There
is evidence that people believe they have a better than average chance of experiencing
a variety of desirable future outcomes, whether good or negative (Weinstein, 1980). This
phenomenon is known as “unrealistic” optimism or “optimistic bias” (Weinstein, 1980).
Houston et al. (2012) define optimism as an “overestimation of the expected gains from
future outcomes”. People therefore believe that they are at less risk compared to other

people.

Examples of OB can be found with regard to driving skills, where drivers have been
found to be optimistically biased. Optimistic people have a tendency to believe that they
are better and safer drivers than other people (Svenson, 1981). Furthermore, in a study
by Svenson, Fischhoff and MacGregor (1985), the majority of their participants stated
that their risk of being involved in a traffic accident was lower than that of others. Both
expert and novice drivers believed they had superior driving ability, indicating that
professionals had a tendency to overestimate their own abilities (De Craen et al., 2011).
Other studies included the likelihood of developing skin cancer or lung cancer from
smoking and found that people showed OB in rating their own risk (Brown and Imber,
2003; Weinstein, Marcus and Moser, 2005). In short, the results show that people with

an OB tend to believe that their future looks much brighter than for people in general.
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It is important at this point to clarify the difference between unrealistic optimism and
optimism, also known as dispositional optimism. Dispositional optimism is viewed as a
personality trait that people exhibit to varying degrees (Jefferson, Bortolotti and
Kuzmanovic, 2017). Roughly defined, it is a universal inclination to expect positive
outcomes (Carver, Scheier and Segerstrom, 2010). This expectation does not have to
be unrealistic. The Life Orientation Test is used to measure a general positive outlook
rather than expectations about certain life events (Scheier, Carver and Bridges, 1994).
However, people may be unrealistically optimistic about certain potential circumstances
in the future and not optimistic about others (Shepperd, Ouellette and Fernandez, 1996).
Thus, optimism generally refers to a positive outlook on one’s personal life whereas

unrealistic optimism has a uniquely comparative nature.

Unrealistic optimism can be classified into one of two broad categories: (1) unrealistic
absolute optimism and (2) unrealistic comparative optimism (Shepperd, Pogge and
Howell, 2017). Both types of unrealistic optimism can be applied both on an individual

and a group level.

The belief that a personal outcome will be more favourable than it should be according
to some quantitative objective standard is referred to as unrealistic absolute optimism
(Shepperd, Pogge and Howell, 2017). Researchers have compared people's predictions
about an event to the actual outcomes to assess unrealistic absolute optimism at the
individual level (Shepperd, Pogge and Howell, 2017). Previous studies using this
approach in comparing predictions to actual behaviour have shown that people are
unrealistically optimistic about, for example, the time it will take them to complete a task,
the starting salary for their first job, and their grades on college exams (Buehler, Griffin
and Ross, 1994; Shepperd, Ouellette and Fernandez, 1996). Another method to
determine unrealistic absolute optimism at the individual level is to compare an
individual’s personal risk estimate to a risk calculator, which is defined as a “validated
individualised risk-assessment algorithm” (Shepperd, Pogge and Howell, 2017). An
example would be when a woman rates herself as having a 5% chance of getting breast
cancer when the risk calculator suggests 21%. Risk calculators could contain errors, for
example when they are based on non-representative samples or fail to assess crucial
variables (Allan, Garrison and McCormack, 2014; Bonner et al., 2014). When assessing
unrealistic absolute optimism at the group level, it is impossible to tell whether a given
person exhibits this trait. Nonetheless, researchers can argue that a group of people is

unrealistically optimistic if the mean of their risk estimations is lower than the group's
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actual risk as defined by some objective measure, such as base-rate data (Shepperd,
Pogge and Howell, 2017).

The tendency for people to report that they are less likely to experience a negative
event compared to others, is known as unrealistic comparative optimism (Baek, Kim and
Bae, 2014). Previous studies that explained comparative optimism included risk
rejection, which is the belief that people disregard the likelihood of experiencing negative
events (Arnett, 2000); ego safety, which is the belief that people want to defend
themselves against a negative self-image (Helweg-Larsen, Sadeghian and Webb,
2002); and a sense of control, which is the belief that people are overconfident in their
ability to control future events (Weinstein, 1980). Since comparative optimism results
comes from comparing one’s own risk with that of others, it is based on personal and
target risk estimates (Helweg-Larsen and Shepperd, 2001). It is impossible to determine
whether a given person is displaying unrealistic comparative optimism at the group level.
Researchers contend that a group of people exhibits unrealistic comparative optimism if
the group's mean comparative risk estimate for an unfavourable outcome is less than
"average". The logic is that if a group of people accurately estimate their risk, their
estimates should balance out overall, by taking the accurate below and above average

into account (Shepperd, Pogge and Howell, 2017).

Blanco (2017) defines cognitive bias as “a systematic (that is, non-random and, thus,
predictable) deviation from the rationality in judgment or decision making”. Context,
motivation, anticipation and experience all influence people's perceptions and
cognitions, according to previous psychological studies (Robertson and Kesselheim,
2016; Blanco, 2017). People's perceptions and judgements have been proven to be
influenced by factors unrelated to the information they have available. Nevertheless, our
limited information processing capacity performs excellently, but it also contributes
persistent flaws in decision-making (Simons and Chabris, 1999). Even so-called experts
suffer from these “bias blind spots” (Pronin, Lin and Ross, 2002). People selectively
focus on what they consider worthy of their attention and process it in a manner that
matches any pre-existing knowledge or experience. This information processing is
generally automatic and goes unnoticed by the individual. While such automaticity and
efficiency are the foundations of competence, they have also been discovered to be a
major source of bias (Robertson and Kesselheim, 2016). A good example to
demonstrate this is the Muller-Lyer stimulus (see Figure 4.2). This is a simple visual
illusion that shows how irrelevant information (the adornments — the arrows at the ends

of the lines) can fool people's inferences, leading to systemic errors in perception (Howe
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and Purves, 2005; Blanco, 2017). Line A appears to be shorter than line B, but in reality
they are the same length. A comparable scenario may arise in a variety of domains and
tasks, revealing cognitive biases not only in perception but also in reasoning, decision-
making and memory. Cognitive bias usually manifests itself in the form of predictable
irrational behaviour (because it is systematic). Many risky or problematic beliefs and
behaviours, such as superstitions, pseudoscience, discrimination and poor consumer

choices, have been linked to cognitive biases (Blanco, 2017).

Figure 4.1 Miiller-Lyer stimuli (adapted from Howe and Purves, 2005)

Although cognitive biases were conceptualised in 1974, little information security
research has been linked to this topic (Tversky and Kahneman, 1986; KieRRling, Hanka
and Merli, 2021). The number of known cognitive biases is deemed to be between 150
and 180 with some overlap between the individual biases (Kisak, 2015). A study by
Fleischmann et al. (2014) reviewed cognitive bias-related research, specifically in
information systems, over a period of 20 years. They found that it would be worthwhile
to further study information security in relation to cognitive biases. They were also
concerned that the articles they reviewed merely defined cognitive biases and did not
offer any solution to mitigate the associated risks or changed behaviour. According to
Keet (2021), in information systems research, cognitive biases are classified according
to the dimension of interest. Examples of these dimensions include type of task
(estimation, decision, recall, etc.) for information visualisation, software engineering
knowledge area (e.g. design, testing, management) and cognitive styles in ontology
building. Lately, there has been a lot of interest in bias in IT systems, especially with the

building of models using machine learning (Keet, 2021).

Kiel3ling, Hanka and Merli (2021) reviewed current publications to form an opinion on
which cognitive biases should be studied in conjunction with information security. They

identified the following biases that should be overcome:

(1) Affect bias. When it comes to risks and expense, people tend to underestimate
these when they are linked to things they enjoy and overestimate them when they

are associated with things they dislike.
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(2) Anchoring bias. What people notice first becomes a powerful anchor, which has
an impact on future thoughts.

(3) Confirmation bias. People are more likely to believe information that confirms their
pre-existing beliefs; therefore, they go out of their way to find it. Humans dislike
being proven wrong because the brain interprets this as physical discomfort.

(4) Optimism bias (OB). The OB causes a human to think that they are less at risk of
suffering a negative occurrence compared to others.

(5) Status quo bias. As a starting point, the current status quo is used. Any deviation
from the status quo is regarded as a loss. Only when there is a strong enough

motivation to act can human behaviour change.

Kiel3ling, Hanka and Merli (2021) also defined a set of cognitive biases that should be

used to change behaviour through the use of ISAT. These include the following:

(1) Anthropomorphism bias. The assignment of human characteristics, emotions or
intentions to nonhuman entities has the potential to influence behaviour.
Anthropomorphised objects are rated higher by humans.

(2) Availability bias. In every decision-making process, information that is easily
recalled is given more weight; for example, recent occurrences and vivid
recollections are simpler to recall. That's why people pay more attention to recent
threats, especially when they are linked to emotional stories, and ignore data.

(3) Bandwagon effect. Individual adoption of a behaviour is more likely when the
proportion of people who have previously done so increases.

(4) Humour effect. Items that are funny are easier to recall than those that are not.

(5) Picture superiority effect. When information is given visually rather than in writing,
it is significantly more likely to be recalled. Interestingly, Kief3ling, Hanka and Merli
(2021) mention the need to overcome OB via the creation of workshops and
simulation exercises to demonstrate to the overly optimistic that security threats

could also happen to them.

Other studies have considered phishing attacks that take advantage of cognitive
biases such as priming and confirmation bias (Thomas and Mantri, 2015). Priming
creates conscious and subconscious trust associations that can be leveraged, such as
the look and feel of a business website. Confirmation bias is more conceptual and
subjective and refers to the idea that ‘if all you have is a hammer, everything looks like
a nail’; for example a socially designed Trojan sent by a compromised but trusted

acquaintance. Thus, patterns of security, or the lack thereof, are ultimately a mental
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state; to address this fundamentally, it must be reduced to patterns recognisable in
human cognitive biases (Thomas and Mantri, 2015). Schwind and Buder (2012)
investigated how learners using computer systems experienced the effects of (1)
confirmation bias when people prefer to select information that agrees with their previous
perspectives, and (2) evaluation bias, when people think the previous knowledge they
have gained is better than the information they are presented with. Schwind and Buder
(2012) found that confirmation bias deters people from taking opposing information into
consideration. Hale and Gamble (2019) found the extent to which confirmation bias was
prevalent among security experts surprising. This behaviour could also be linked to
overconfidence, especially when someone considers themselves an expert in a field.

Park and Oh (2016) researched the following cognitive biases:

o Affect heuristic. Occurs when people take a mental shortcut to make
judgements and decisions hesitantly based on affective impressions; in other
words, the decision is based on affect rather than rational judgement.

e Goal framing. Arises when alternative framing of contextually similar
information produces different decisions. People may see an outcome as a
gain or a loss, which leads to different reactions.

o Optimism bias. This bias influences the intention to behave securely.

Anderson et al. (2015) focused on repetition suppression bias where users ignore
security warning messages. They observed how habituation is developed in response
to security warnings. After seeing a warning once there was a drop in visual processing,
and after seeing the same warning 13 times there was a significant drop. People

therefore easily form the habit of clicking on warning messages without reading them.

From the previous research mentioned above, it is clear that cognitive biases
influence the way people use IT systems and therefore behaviour. The focus of this study
therefore is on OB, as people are generally seen as hopeful and optimistic (Dolinski et
al., 2022), and do not expect to experience a security incident. Since most people are
deemed to be optimistic, this type of bias would yield a larger population than studying

other cognitive biases (Weinstein, 1980).
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4.2.2 Measurement of unrealistic optimism

Optimism bias can be measured in two ways: directly and indirectly (Fromm, 2005, p.11).
When the direct method is used, the respondent is asked to rate their own risk: is it lower,
higher, or equal to that of their peers or the general population? The indirect method, on

the other hand, requires separate estimates of personal and general risk.

The use of a peer group as a comparison target is a common approach in optimism
bias research. For example, a sample of college students may be asked to compare
their own risk to that of an average student of their age and gender at their college
(Weinstein, 1980). According to research, comparison targets that are psychologically
close to the respondent reduce the level of optimism bias (Hoorens, 1994). When
compared to friends or family or a specific person within a group, the level of optimism
bias is reduced (Klein and Weinstein, 1997). The reason given for this is that when the
target is known or when one's own risk is assessed it is based on unique and personal
information, whereas judgment made on other people’s risk will be based on base rates

and statistical information (Fromm, 2005).

The significance of the risk specificity has also been emphasised (Armor and Taylor,
2002). In their study on environmental risks, Hatfield and Job (2001) hypothesised that
the level of optimism would increase when the risks were phrased in more specific and
personally relevant terms. They asked respondents a general question, that is, to rate
the risk of noise pollution, versus a specific question, that is, to rate the risk of suffering
from psychological issues as a result of noise pollution. While no optimism bias was
found for general environmental questions, risk decisions relating to specific

consequences were optimistically biased.

Using the direct method to ensure that respondents rate their own risk compared to
a known peer group might yield better results than using the indirect method where both
personal and general risk estimates are required. In addition, general questions and
ambiguous questions should be avoided. Questions should be specific and relevant to

the respondent.
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4.2.3 The influence of OB on behaviour

Although OB may improve self-esteem and motivation (Aue et al., 2021), the most
prominent potential negative result is that it may lead to a less attractive individual future
should people take unwarranted risks or fail to prepare for possible problems (Shepperd,
Pogge and Howell, 2017). Previous research has found that people are less likely to take
health precautions such as health check-ups or stopping risky health behaviours if they
believe their risk is low (Janz and Becker, 1984; Floyd, Prentice-Dunn and Rogers,
2000). Thus, unrealistic optimism may result in less health-encouraging behaviours or
more risky behaviours to the extent that they reflect the view that one is not at risk

(Shepperd, Pogge and Howell, 2017).

In general, people are more optimistic about future events or events for which no formal
date has been set (Kinari, 2016). Overconfidence is a separate human trait that is closely
linked to OB. Moore and Healy (2008) divide overconfidence into three categories: (1)
overestimation of one's own successes, (2) overplacing one's execution compared to
others (assuming better-than-average execution where in fact it is not), and (3)
overprecision, which refers to extreme confidence in the correctness of one's
perceptions as displayed in one's attitudes. According to Plous (1993), overconfidence
is the most common and potentially catastrophic issue in judgement and decision-
making. Bracha and Brown (2012) consider two systems of reasoning: the rational
process, which chooses a course of action, and the emotional process, which shapes
risk perception and is usually optimistically skewed. To arrive at a conclusion, the two

processes interact.

Furthermore, Reisberg (2001) refers to different brain functions that specialise in
various activities. The amygdala, for example, is linked to feelings, while the prefrontal
cortex is linked to higher-order, deliberate thought. Psychological research distinguishes
between analytical versus intuitive processing, and between deliberate versus emotional
processing (Chaiken and Trope, 1999). Gray et al. (2002) state that “at some point of
processing, functional specialisation is lost, and emotion and cognition conjointly and
equally contribute to the control of thought and behaviour”. Pessoa (2008) confirms that
“emotions and cognition not only strongly interact in the brain, but [that] they are often
integrated so that they jointly contribute to behaviour”. Under risk and uncertainty,
decision-making may be modelled as a deliberate mechanism that selects the best

course of action, as well as an emotional cognitive process that shapes risk perception
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(Kahneman, 2003). The emotional mechanism shapes risk perception by balancing two
opposing impulses: (1) affective motivation, which is the urge to maintain a favourable
personal risk perception, i.e. optimism; and (2) a desire for precision or correctness in
doing the right thing. This suggests that motivated reasoning is a psychological
mechanism in terms of which one’s beliefs are motivated by emotional goals, resulting

in psychological biases such as OB (Kunda, 1990).

Importantly, empirical evidence links OB to behaviour. For example, White et al.
(2011) found that young drivers with OB rated themselves as ‘somewhat more’ skilled
than a typical young driver in terms of perceived overall and specific driving skills, while
rating themselves as ‘somewhat less’ likely to be in an accident; this despite the fact that
road accidents are the leading cause of death and injury among those younger than 25
in First World countries. Interestingly, 68% of new business owners believe their venture
is more likely to succeed than that of their competitors, despite the fact that only 50% of
new businesses survive for more than three years (Baker, Ruback and Wurgler, 2006).

OB therefore has a direct influence on decision-making.

4.2 4 The influence of OB on secure behaviour

While there are many studies about OB in the context of psychology, there is very little
research linking OB to ISAT and secure behaviour. A study performed by Cho et al.
(2010) considered the influence of OB on online privacy risks and found that
unrealistically optimistic people do not respond to mere warning messages about privacy
concerns, nor do they personalise the risk, seeing it rather as a risk to ‘others’. Min et al.
(2014) also studied the effect of OB on online privacy concerns and came to the same
conclusion; that is, that unrealistically optimistic people engage in risky behaviour.
People underestimate the risk because they believe they are immune to cyberattacks,
even when others have been shown to be vulnerable. They may disregard preventative
care measures such as patching because they believe they will not be affected (Pfleeger
and Caputo, 2012). Interestingly, this is not only true for the general population;
unrealistically optimistic information security executives also believe that they are less
vulnerable than others and have better skills to control threats to information security
(Rhee, Ryu and Kim, 2011).

Optimistic beliefs are, to a certain point, susceptible to evidence (Jefferson,

Bortolotti and Kuzmanovic, 2017). Previous research has found that some forms of
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optimism and self-enhancement can be reduced or at least controlled by providing
people with more information and making them more accountable for the accuracy of
their predictions (Sedikides et al., 2002; Barberia et al., 2013). Chapter 3 discussed the
positive effect of ISAT on increasing secure behaviour. It was noted that awareness
alone is not enough to eradicate insecure behaviour. It seems that those who succumb
to phishing attacks should be held accountable for their actions by making them aware

that they hold inaccurate predictions and therefore are susceptible to phishing attacks.

4.2.5 The influence of OB on attitude

As discussed, OB could lead to a careless attitude of ‘it won’t happen to me’, thus placing
the responsibility for secure behaviour on other people or on technology. Not paying
attention to possible cyberthreats owing to a lack of conscious awareness can result in
risky behaviour. A phishing email may be seen as merely another request to be complied
with, either through fear or reward. As we have seen, emotional decisions often yield
incorrect results (Norris and Brookes, 2021). Logical or rational thinking is often replaced
in the moment by the belief that complying with the phishing email is in one’s best

interests.

The current findings indicate that optimism bias (OB) and the illusion of control are
widespread phenomena (Rhee, Ryu and Kim, 2011). Perceptions, whether true and
sensible or not, are critical aspects in managing risk realities (Baron, Hershey and
Kunreuther, 2000). A person's attitude (belief) toward an object influences the overall
pattern of his responses to the object, as demonstrated in numerous studies that tested
the contention of strong attitude (belief) and subsequent behaviour relations (Ajzen and
Fishbein, 1977). As a result of this strong inclination to underestimate their own risk and
overrate their controllability observed in the domain of information security, we may
argue that people may see little point in changing their current behaviour and have less

motivation to be attentive to potential threats (Rhee, Ryu and Kim, 2011).
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4.2.6 The influence of OB on trust

Since trust is based on positive expectations of others (see Section 4.4.1) this can
increase the outlook for trust in the good disposition of others (Andersson, 2012). In
addition, an optimist is generally more forgiving. Marsh (1994) argues that an optimist is
likely to be one whose trust in others is high, and is inflexible in a downward direction
(see Figure 4.2). Thus, following his being abused by another, his trust in that other will
not reduce by too much. In contrast, the amount of trust a pessimist has in others will be
relatively uncompromising in an upwards direction, and a small manipulation by another
will result in extreme loss of trust (Marsh, 1994). Hence, if an unrealistic optimist’s trust
is not reduced through a previous security breach it could lead to further insecure

behaviour.

X X 1

Less forgly In%_l More forgivin,
Trust more inflexible upwards Trust more inflexible downwards

Pessimist Realist Optimist

Figure 4.2 Spectrum of realism (Marsh, 1994)
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4.3 Attitude

4.3.1 Definition

The psychologist Herbert Spencer first used the term ‘attitude’ in 1862 (Spencer, 1867).
Attitude has been defined as a way of thinking, feeling or acting that represents a mental
or emotional condition (McLeod, 2018). The characteristic property of attitude, according
to Peterson and Thurstone (1932), is an evaluative or emotional inclination toward an
object, concept or issue. Someone is said to have a bad attitude if they have a negative
attitude towards ISAT or information security, while a positive attitude could create a
perfect platform for secure behaviour. Attitude can be seen as a catalyst driving
behaviour; a mental filter through which people experience the world. Some people
perceive the world through an optimistic lens (the glass is half full), while others

experience life through a pessimistic lens (the glass is half empty) (Keller, 2001).

4.3.2 Theories of attitude

Attitude is incorporated in several theories. The value-belief-norm theory states that the
role of individuals’ influence on their own behaviour is crucial and includes employees’
beliefs, attitudes and awareness (Stern et al., 1999). The theory provides a framework
for investigating normative factors that promote sustainable attitudes and behaviour.
Ajzen’s (1991) theory of planned behaviour (TPB) states that the intention to perform a
specific behaviour is strongly influenced by attitude, subjective norms (trust placed in the
IT department) and perceived behavioural control (OB and ISAT). He states that attitude
is an independent element of intention referring to the degree that an individual has a
favourable or unfavourable assessment or view of the behaviour in question. The
theories indicate that attitude influences behaviour. In the context of this study, attitude

is defined as the willingness to comply with all security requirements.
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4.3.3 Attitude in the context of secure behaviour

An individual's attitude towards information security could result in them behaving
securely or insecurely. If they are of the opinion that nothing bad will happen to them
regardless of the online actions they take and the websites they visit, the chances are
good that they will fall victim to an attack. A positive attitude towards information security
should result in more secure behaviour as the individual should have a better

understanding of the risk.

Attitude is used in many studies relating to information security. For example, Guhr
et al. (2019) suggest that attitude should be investigated specifically for leaders as it
plays a role in secure behaviour. Unfortunately, their study did not consider the attitudes,
motivations and intentions of employees. To fully understand the effect of leadership
style on information security it is necessary to contrast leadership findings in this regard
with those relating to employees. Herath et al. (2014) found that attitude had a significant
effect on the use of an email identification service to behave securely, while Lowry and
Moody (2015) found that attitude influenced the behaviour to comply with organisational
information security policies. When individuals ‘buy into’ and take ownership of the
security tools, policies and procedures, they generally comply and behave more
securely. In information security research, links between attitude and intentions have
been studied extensively; whereas some researchers have focused on positive attitudes
and positive compliance (e.g. Bulgurcu et al., 2010), others have focused on negative
attitudes and noncompliance (e.g. Hu et al., 2011). A study done by Nunes, Antunes and
Silva (2021) in a healthcare organisation confirmed that there is a correlation between
attitude and risky cybersecurity behaviour among employees, while Sas et al.’s (2021)
study on the relationship between attitude and physical security came to the same

conclusion.

Other examples include the study of Turkanovi¢ and Polan¢i¢ (2013) which explains
that attitude towards privacy and security entails moving from an unaware state to
greater awareness where people try to protect themselves as best as they can. The
aware category consists of people who are aware of the security and privacy risks and
who have a positive attitude towards information security. In addition, a study done by
Tsohou et al. (2015) confirms that biases affecting personal beliefs and attitudes
influence the intention to behave securely and, therefore, ISAT needs to be adapted to

address these attitudes.
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Understanding how to change and influence attitude positively, especially through

awareness, could lead to more secure behaviour.

4.3.4 Changes in and influences on attitude

Attitudes form and change within three contexts: (1) the person (i.e. attitude can change
in connection to values, general goals and emotions); (2) social relationships (i.e. when
attitude is changed based on persuasive messages, social media and culture); and (3)
sociohistorical (i.e. when unique economic and climatic occurrences influence attitude)
(Albarracin and Shavitt, 2018). A person’s attitude may be influenced internally, by
themselves, if they come to a new realisation about a concept or object. It could also be
influenced through peer pressure in a social environment or in a work situation by a
superior where the employee feels the need to comply with authority. Weber (1978)
relates authority to institutionalised command and discipline as a source of power.
Normal employee behaviour would be to comply with instructions, thus not opening
themselves to a disciplinary procedure. Some people learn from history and form their
attitude based on influential past events. Despite considering these factors, some
employees keep behaving insecurely. Something motivates them to behave in this

manner.

In the fast-paced, results-driven world we live in, an employee’s attitude is driven by
the benefit of compliance, the cost of compliance and the cost of noncompliance
(Bulgurcu, Cavusoglu and Benbasat, 2010). An employee will take all of these ‘costs’
into account when making a decision. Sometimes it might even seem of value to them
to follow the road of noncompliance just to complete a task. Since employees are often
measured by predefined key performance indicators (KPIs) that are linked to their
remuneration, they might be willing to take a risk. KPIs have a strong influence on
behaviour but are often focused on generating revenue rather than mitigating risk
(Hristov and Chirico, 2019).

Brannon et al. (2019) found that attitude towards “focal objects” was supplemented
by equivalent changes in attitude towards “proximally related objects”. Accordingly, this
should be considered when considering how to change attitudes. Similar objects or
topics should be grouped together to maximise the effectiveness of attitude change. For

example, employees have to comply with all the policies of an organisation. Thus,
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changing their attitude towards policies could also change their attitude towards the
information security policy. In turn, this could lead to a change in behaviour, for example

not taking risks and behaving more securely.

4.3.5 Previous attitude studies and outcomes

Previous research found that user job attitudes, namely job involvement and intrinsic
involvement, affected user behaviour (Liberman et al., 2011). Job involvement is the
degree to which one is cognitively preoccupied with, interested in, and obsessed with
one's current work. Intrinsic involvement is the conviction that the user's work is valuable
and that his or her efforts are making a significant contribution to the organisation. High
degrees of job and intrinsic involvement may lead to goal-oriented conduct to complete
work at all costs. Therefore, results-driven employees are more prone to falling victim to
phishing attacks since they are likely to comply with incoming requests by making hasty
decisions (Mamonov and Benbunan-Fich, 2018). Studies also confirm that employee
attitudes are influenced by intrinsic motivation (Cho and Perry, 2012). People are
intrinsically driven when they seek pleasure, interest, fulfilment of curiosity, self-

expression, or a new challenge in their work (Cho and Perry, 2012).

Furthermore, disengaged employees, as a result of a bad attitude, often display
counterproductive behaviour. For example, an ’l don’t care’ attitude resulting from an
employee feeling undervalued and possibly resentful could result in insecure behaviour
(Liberman et al., 2011). A deeper understanding is therefore required to address the root
cause of employee disengagement or bad attitude, as failure to resolve this could lead
to employment termination and/or damage to the organisation. In addition, lack of
awareness, carelessness and apathy create a negative attitude towards information
security making an employee vulnerable to a phishing attack (Safa, Von Solms and
Furnell, 2016). Safa et al. (2018) conducted a study on insider threat behaviour and
found that employees who accepted the organisational policies and procedures and had
a positive attitude towards information security were less likely to behave insecurely. A
happy, inspired and motivated employee (positive attitude) will realise that behaving

securely is in the best interests of all stakeholders (Lee et al., 2016).

Another factor influencing users’ attitudes to information security is their reliance on

the IT department to protect them through the implementation of security tools in the
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organisation. This can lead to a careless attitude, resulting in users who do not take
ownership of their own actions. Moreover, unrealistic optimists often assume that bad
things will not happen to them and therefore do not expect to be part of, or the cause of,

a security breach.

In the next section we will discuss trust in more detail, as the reliance placed on the

security tools in the organisation could lead to insecure behaviour.

4.4 Trust

4.4.1 Definition

Trust is defined as the inclination to “accept risk und vulnerability based upon positive
expectations of the intentions or behaviours of another” (Rousseau et al.,, 1998) and
might be considered the thread that binds our social universe together (Weiss et al.,
2021). When our personal results are dependent on others, our expectations of their
benevolent versus malevolent intentions toward us have a significant impact on our
behaviour and, as a result, on our interpersonal interactions (Rotter, 1967; Weiss et al.,
2021). Thus, trust is necessary for the functioning of social ties, from close friendships
to interactions with strangers (Rempel, Holmes and Zanna, 1985). Trust appears to be
especially important in interdependent circumstances when there is a conflict of interest.
Because disagreement between preferred outcomes entails additional risk and
vulnerability, trusting the other's good intentions is more important in such circumstances
(Weiss et al., 2021).

Trustworthiness is a prerequisite for trust. Scholars see trust as a managerial
resource and have highlighted the components of trustworthiness as competence,
consistency, fairness, integrity, loyalty, openness, receptivity, compassion, and value
congruence, as they have grown to see trust as a managerial resource (Butler, 1991;
Sitkin and Roth, 1993; Cho and Perry, 2012; Jiang and Probst, 2015). Since trust guides

our relationships, it has a strong influence on behaviour.

In the context of this study, the concept of trust can be defined as the trust that
employees, in an organisation, place in the technical security controls implemented by

their IT department. This could result in an attitude of false security, believing they are
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fully protected when they are not. Blindly trusting security controls that could fail could

lead to a successful phishing attack (Blythe and Coventry, 2018).

4.4.2 The influence of trust on behaviour

Trust is conceptualised in terms of three approaches: (1) a focus on trustee
characteristics (i.e. whether or not the other person can be trusted); (2) a focus on the
relevant aspects of the trustor—trustee relationship (i.e. how well do the parties know
each other and will they meet again?); and (3) a focus on the individual characteristics
of the trustor (i.e. how stable do they seem and do they have a willingness to trust others)
(Weiss et al., 2021). Figure 4.3 conceptualises the relationships between the three

approaches and the effect they have on behaviour.

Generalized Trust,
Generalized Distrust,
Maral Identity,

Political Orientation, etc.

DISPOSITIONAL PROPENSITY
TO TRUST

Interindividual Rifferences’
Personality

Situation-fo-Situation Varation

[ TRUSTEE PERCEFTION ] |:>

Warmth/Benevolence

Competence/Ability
Marality/Inteagrity

{ TRUSTOR-TRUSTEE RELATIONSHIP ]

OVERALL TRUST MOTIVATIONAL AND BEHAVIORAL
EXPERIENCE IMPLICATIONS

e.g. Cooperative Behaviour,

Prosacial Orientation, Self-Disclosure

{ CLOSENESS } [SDCL’-\L INTERDEPENDENCE }

Closeness, Familiarity, Conflict, Information Certainty,
Similarity Mutual Interdependence,
Future Interdependence, Power

Figure 4.3 Overview of the variables potentially influencing the experience of trust
(Weiss et al., 2021)

The frustee perception approach to trust is based on the notion that trustors condition

their trust on their view of the other person's trustworthiness. The assumption is that
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trustors form an opinion of trustworthiness based on personal cues and previous
interaction (Weiss et al., 2021). Although these opinions could be wrong, the trustee will

act based on their intuition.

The relational approach (trustor and trustee) attempts to discover the core aspects of
the trustor—trustee relationship, as well as the larger context that may influence trust
experiences. This relates to social closeness and suggests that trust develops over time
(Weiss et al., 2021). It is easier for people to trust if there is a strong relationship between
the various parties. This study was conducted in a financial services organisation where
the IT department had implemented various technical security controls. The relationship
between trustor and trustee in this case was of such a nature that the employees
believed they were protected. For example, employees often found that firewalls
prevented them from accessing certain folders or websites, or were reminded that an
email was from an external source and should be treated with caution. In addition,
endpoint protection (e.g. anti-malware and anti-virus products) prohibited the use of
suspicious files. Such interventions create the illusion that employees are in a fully

protected environment. However, trust in this instance is misguided.

The dispositional approach to trust focuses on the trustor's predisposition to trust as
a personality trait (Weiss et al., 2021). It can be described as “a belief in the benevolence
of human nature in general and thus is not limited to particular objects” (Yamagishi et
al., 2015). Overly optimistic people see only the best in others and have a natural

inclination to trust (optimistic trust effect) (Wilson and Darke, 2012).

Thus, trust between people relies on human behaviour and traits to gauge whether
someone can be trusted. People often use intuition to decide whether to trust someone
or not and this is mostly based on previous experience (Weiss et al., 2021). However,
trust in the context of information security, when dealing with systems, excludes some

of the human interaction and therefore behavioural decisions are made differently.

4.4.3 Trust in the context of information systems and security

Trust in systems spans multiple areas; for example, the use of systems to do
calculations, the integrity of a blockchain, trusting that electronic communications
received are authentic, and finding a new business partner or a new dating partner online
(Riegelsberger, Sasse and McCarthy, 2005; Lankton, Mcknight and Tripp, 2015; Beck
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et al., 2017). Trust in technology refers to the trust placed in a technological object and
differs from trust in people as it refers to a human-to-technology relationship rather than
a ahuman-to-human relationship (Lankton, Mcknight and Tripp, 2015). Lankton,
Mcknight and Tripp (2015) compared human-like trusting beliefs with system-like trusting
beliefs (see Table 4.1). They found that if the technology was low in humanness, system-
like trust constructs (reliability, functionality, helpfulness) had a stronger influence on
outcomes, whereas human-like trust constructs (integrity, ability, competence,
benevolence) had a stronger influence if the technology was high in humanness. People
therefore try to ascribe humanness to systems in order to trust them or not. The
employees trust the IT department’s integrity, ability, competence and benevolence.
Therefore, they trust the security controls the department implements as they believe in

their reliability, functionality and helpfulness.

Table 4.1 Major trust in technology constructs used (Lankton, Mcknight and Tripp,
2015)

Human-like trusting beliefs

Corresponding system-like trusting

beliefs

Integrity: the belief that a trustee adheres
to a set of principles that the trustor finds

acceptable.

Reliability: the belief that the specific

technology  will

properly.

consistently operate

Ability: the belief that the trustee has a

group of skills, competencies and
characteristics that enable them to have

influence within some specific domain.

Competence: the belief that the trustee
has the ability to do what the trustor needs

to have done.

Functionality: the belief that the specific
technology has the capability, functions or
features to do for one what one needs to

be done.

Benevolence: the belief that the trustee
will want to do good by the trustor, aside

from an egocentric profit motive.

Helpfulness: the belief that the specific

technology provides adequate and

responsive help for users.
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Many studies indicate that trust has a significant influence on secure behaviour
(Komiak and Benbasat, 2006; Shropshire, Warkentin and Sharma, 2015; Kearney and
Kruger, 2016; Sultan et al., 2020). Hong et al. (2013) found that less trusting individuals
deleted not only phishing emails but also legitimate emails, thus indicating the
significance effect trust has on secure behaviour. Musuva et al. (2019) found that a
person's perception of trustworthiness was a strong predictor of their behaviour. People
who are trusting are more susceptible to becoming victims of social engineering than
those who distrust. Therefore, phishers who are skilled at instilling a sense of trust
through the use of aesthetic cues are generally successful in their attacks. To create
trust they use techniques such as personalisation or familiarisation, for example by

mentioning the victim’s name and/or contact details (Blythe et al., 2011).

This discussion was about how people trust systems. In the context of this studyj, it is
important to understand whether there is a difference in the way employees trust work
systems versus the trust they place in their home systems. They might not trust their
home system security controls as they set them up and do not consider themselves
experts, whereas they implicitly trust the security controls implemented by their IT

department.

4.4.4 The influence of trust in the workplace on information security

Most organisations create policies and procedures to guide employees to behave in a
certain way. The information security policy is normally one of these (Hu et al., 2012).
Employees trust that skilled people are employed to create these policies and
procedures. They also believe that a proper risk assessment has been done to

implement mitigating controls (Lowry and Moody, 2015; D’Arcy and Lowry, 2019).

Some of these mitigating controls could be the security controls implemented by the
IT department. Employees seem to trust these security controls and believe they will
protect them regardless of their behaviour (Butavicius et al., 2020). This attitude could,
however, lead to a security incident. Security tools cannot cater for all threats, especially
zero-day vulnerabilities (Blythe and Coventry, 2018; Butavicius et al., 2020).
Accountability for system use, whether that use is secure or insecure, cannot be
abdicated. ISAT should provide examples of scenarios where the security tools might

fail to prevent a breach. This would give users a better understanding of what is meant
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by insecure or risky behaviour. User perceptions regarding the risks involved in using
the organisation’s IT systems should be calibrated to minimise the overconfidence

typically placed in the security controls that have been implemented.

Employees generally trust their managers and believe that the controls and measures
implemented in the organisation are for the greater good. Hu et al. (2012) found that
there is a direct relationship between the behaviour of management and that of the
employees. If a manager ignores the information security policy and behaves insecurely,
their subordinates will behave in the same way. It is therefore vital to stress that
information security is everyone’s responsibility. Subordinates should feel safe in

correcting anyone’s insecure behaviour, even their manager’s.

Owing to the mitigating controls put in place in the work environment, and the
governance implemented through the use of policies and procedures, employees may
easily believe that it is not possible for them to behave insecurely. Therefore, they could

have an overly optimistic outlook.

4.5 Summary

Since human behaviour plays a critical role in mitigating phishing susceptibility, this
chapter focused on additional factors that could influence secure behaviour. The three

factors discussed were OB, attitude and trust.

OB is known as a cognitive bias. It is found in people who are overly optimistic,
believing that bad things will not happen to them. Because of this belief, they may act
insecurely, not expecting any negative consequences for their actions. OB has a direct
influence on behaviour. To combat OB, systems may be designed to convey threat
impact and likelihood in ways that are relevant to people's real-world experiences
(Pfleeger and Caputo, 2012). Although behaviour may be affected by various factors (as
discussed above), this study sought to understand how the intention to behave securely
is affected by the influence of ISAT and OB.

Attitude was described as a way of thinking that represents a mental or emotional
condition. When a person makes emotional decisions, there is no room for logic. A
positive attitude towards information security policies and procedures therefore results

in more secure behaviour.
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Trust was reviewed to understand when and how people decide to trust. At some
point we all need to trust and often we are led by intuition to do so. The trust triangle
consisting of the trustor, the trustee—trustor relationship and the characteristics of the
trustor were discussed. There is a difference between trust in human relationships and
trust in human-to-system relationships. These were contrasted and discussed in terms
of integrity, ability, competence, benevolence versus reliability, functionality and
helpfulness and it was found that people apply human attributes to systems to develop

trust in using them.

This chapter concludes the literature chapters that established the theoretical
foundation for the study. This theoretical foundation forms the starting point for
investigating phishing susceptibility, considering factors such as attitude, awareness,
trust and OB. The objective of this study is to create a model to identify employees at
risk to phishing. The following chapter puts the aforementioned factors together and

offers the theoretical model and hypotheses that accompany it.
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5. HYPOTHESIS DEVELOPMENT AND
MODEL

5.1 Introduction

This chapter explains the primary research question ("How should information security
awareness training initiatives improve to overcome phishing in susceptible individuals
employed by a mid-size financial services company?”) and hypotheses that were
developed to meet the research objective of the study. It presents the theoretical model
for the study, which was derived from the literature review. The hypotheses for the
research model, as well as their justifications, are formulated. As a result, the research
questions are answered, and theoretical contribution of the proposed model is
highlighted. The theory of planned behaviour (TPB) was used to better understand both
the intention to behave securely and actual behaviour with regard to phishing, while

considering the role of optimism bias (OB).

5.2 Theory development and hypothesis

The research process identified the behavioural factors related to phishing susceptibility.
This assisted in defining the research question and led to the development of the model
constructs. From the literature study the relationships between the constructs became
clear thus assisting in formulating the hypotheses. A hypothesis may be defined as a
supposition, a surmise, a presumption, a tentative explanation, or a likely cause (Runes,
1984). A hypothesis, according to Walker (1988), is a prediction based on theory, an
informed estimate drawn from many assumptions that can be tested in a variety of ways,
but is most typically connected with an experimental process. It may also be regarded

as a suggestion put forward for evidence or discussion.
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5.2.1 The theory of planned behaviour

The TPB was introduced in Chapter 1. According to the theory, various motivating factors
influence the intention to behave in a certain way. From the literature study in Chapter
4, it was found that attitude influences the intention to behave securely, with a positive
attitude towards information security in general resulting in more secure behaviour. This
study proposes retaining this construct, as previous literature has confirmed that attitude

plays a role in the workplace when it comes to secure behaviour.

The subjective norm construct was replaced with frust, since the survey participant
population consists of employees from one organisation, thus creating a semi-controlled
environment. Therefore, social pressure in relation to the performance or non-
performance of a certain behaviour was not perceived as significant. Employees seem
to trust that the security controls implemented by the IT department will protect them,
regardless of what other employees intend to do or are actually doing. According to

Butavicius et al. (2020), this way of thinking could lead to insecure behaviour.

Perceived behavioural control relates to the perception of difficulty in performing a
certain behaviour and relies on one’s confidence and skills in being able to perform this
behaviour (Ajzen, 1991). This control was replaced with awareness as it is more relevant
to this study. Employees who are more aware of cyberthreats, that is, those who can
identify them, have more confidence in their abilities and skills. Accordingly, they should
be in a position to correctly identify a phishing attack. The literature discussed in Chapter
3 made it clear that although awareness reduces the risk of being phished, it does not
completely eradicate it. The level of awareness is therefore perceived as a control; the

more aware someone is of cyberthreats, the more they should behave securely.
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Table 5.1 Definitions of constructs adapted from the theory of planned behaviour

Construct Definition

Attitude The willingness to behave securely (Bulgurcu, Cavusoglu and
Benbasat, 2010; Lowry and Moody, 2015)

Trust Defined as benevolent trust where employees implicitly trust the
security controls implemented by the IT department (D’Arcy and
Lowry, 2019)

Awareness The ability to discern security concerns in order to respond
securely to threats (Tsohou, Karyda and Kokolakis, 2015; Parker
and Flowerday, 2021)

Other studies using the TPB to understand secure behaviour when using information
systems include the evaluation of the rank order of employees (Aurigemma and Mattson,
2017), addressing careless information security behaviour (Safa et al., 2015), how to
create training and awareness methods for better ISA (Lebek et al., 2014) and
investigating why ISA campaigns fail (Bada and Sasse, 2014). Shahbaznezhad et al.
(2021) used the TPB to understand the factors that result in employees clicking on a

phishing email.

Although protection motivation theory (PMT) is applied in many studies linked to
secure behaviour, the primary purpose of the theory is to explain the impact of fear
requests on attitudes and behaviours (Rogers, 1983). Fear can be triggered in response
to a situation that is deemed dangerous and thus necessitates protective measures
(Sikolia, Twitchell and Sagers, 2016). PMT posits that protective behaviour is achieved
through threat and coping appraisals. Threat appraisals are influenced by perceived
vulnerability and sensitivity to hazards, as well as the benefits associated with risky
activities. Coping appraisals consist of the coping self-efficacy, response efficacy and
response costs related to safe or adaptive activities. Coping self-efficacy is the belief
that people can enact the protective behaviour because they have the skills and means
to do so. Response efficacy refers to how well the protections work and response cost
refers the cost associated with using the protection. PMT stresses interactions with the
goal of changing people's minds, feelings, or behaviours, or persuading them (Sikolia,
Twitchell and Sagers, 2016).
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Previous studies using PMT and phishing have considered maladaptive behaviours
based on fear and threats (Bax, McGill and Hobbs, 2021). Jansen and Van Schaik
(2018) used PMT to determine the extent to which fear appeals can convince users to
behave securely. Moody et al. (2018) found that fear in the context of health threats
should be investigated to determine whether cybersecurity threats evoke the same fear.
Phishing attacks are not only fear based, but often reward based (Fischer, Lea and
Evans, 2013). Thus, in this study it was decided against the use of PMT, as unrealistically
optimistic people do not think that bad things will happen to them and therefore do not

focus on threats but rewards.

Another theory considered was cognitive evaluation theory (CET). CET is a sub-
theory of self-determination theory. The theory emphasises competence and autonomy
especially when investigating how external pressures affect self-rewards (Deci and
Ryan, 1985; Christenson, Reschly and Wylie, 2012; Sikolia, Twitchell and Sagers, 2016).
CET was developed to predict the negative effects of rewards on intrinsic motivation,
particularly when the rewards were tangible (e.g. prizes or awards). According to CET,
when rewards are interpreted as a tool for controlling behaviour, the recipients feel
controlled, and their feelings of self-determination and autonomy decline (Siponen,
Adam Mahmood and Pahnila, 2014). CET also predicts that rewards, particularly verbal
rewards, will have a positive effect on intrinsic motivation. However, in order to increase
employees' beliefs that they are skilled in completing a task, verbal rewards must be
administered in a non-coercive manner (Siponen, Adam Mahmood and Pahnila, 2014).
CET has been used in previous research to determine the adherence of employees to
information security policies (Siponen, Adam Mahmood and Pahnila, 2014; Sikolia,
Twitchell and Sagers, 2016). Since phishing is delivered via email and is therefore non-
verbal and the tone normally not one of control, it was decided not to use CET in this

study.

The TPB is suitable in the context of this study to guide the development of the
research model and the associated hypotheses. As salient beliefs play a crucial role in
the intention to perform a certain behaviour, the TPB was considered to be more suitable
than any other theory for the purposes of this study, which considers both the intention
to behave securely and actual behaviour. Ultimately, it would appear that few in-depth
studies have considered the effect of OB using the TPB in the context of secure

behaviour.

93



5.3 Hypotheses

5.3.1 Attitude towards secure behaviour

The TPB, as discussed previously, makes it clear that attitude significantly influences
the intention to behave in a certain manner. Within the context of information security,
attitude refers to employees’ beliefs about whether the behaviour is safe, unsafe, risky
or not risky (Ameen et al., 2021). These beliefs about what is safe or unsafe are often
shaped on the basis of their information security knowledge. This is demonstrated by the
Knowledge-Attitude-Behaviour (KAB) model. The KAB model is used in the context of
ISA and proposes that through improved knowledge of how to behave securely an
employee’s attitude improves, resulting in improved information security behaviour
(Parsons et al., 2014; 2017). A study by Grassegger and Nedbal (2021) found that
employees can resist social engineering attacks if they have a positive attitude towards
ISA, thus resulting in the intention to behave more securely. Various studies have found
that a positive attitude towards policies and procedures resulted in more secure
behaviour as employees make the transition from an unaware state to a more aware
state in respect of information security (Hu et al., 2012; Siponen, Adam Mahmood and
Pahnila, 2014; Bélanger et al., 2017; D’Arcy and Lowry, 2019). Employees buy in to the
security policies and procedures when they understand that these were created to help
them protect themselves. This is usually achieved through ISAT, which helps the
employee to understand the various security threats and consequences (Alshaikh,
Maynard and Ahmad, 2021; Chowdhury, Katsikas and Gkioulos, 2022). Furthermore,
employee attitudes are driven by the benefit of compliance, the cost of compliance and
the cost of noncompliance. The amount of effort required to comply with policies is
compared with the successful execution of daily tasks (Bulgurcu, Cavusoglu and
Benbasat, 2010). Goal-oriented employees could be so focused on outcomes that they
rush to complete a task and behave insecurely as they have a negative attitude towards

information security.

In the context of this study, attitude is defined in relation to secure employee

behaviour. The study proposes:

Hypothesis 1. An employee's attitude towards information security is positively

associated with the intention to behave securely.
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5.3.2 The behavioural influence of trust

People use various systems every day to perform tasks ranging from business to leisure.
Accordingly, significant trust is placed in the accuracy and correctness of these systems.
For example, people trust systems to run and manage their bank accounts, to protect
their personal information, including their medical history, and to efficiently run their local
infrastructure such as the water and electricity supply (Lowry et al., 2010; Lankton,
Mcknight and Tripp, 2015; Dupont and Karpoff, 2020). The use of systems has become
so pervasive in everyday life that often no thought is given to the accuracy or integrity
provided by these systems, with people blatantly trusting their outcomes. However, not
all people trust equally (Cha and Lee, 2021; Weiss et al., 2021); some are more sceptical
than others. Previous studies found that those who are more sceptical not only deleted
phishing emails but also legitimate ones (Gopavaram et al., 2021). The aim of this study
is to understand how employees behave when knowing that security controls are
implemented by their IT department. If employees blindly trust the controls implemented,
this could lead to insecure behaviour as they falsely think they are fully protected against
cyberthreats, regardless of their behaviour. Employees need to be trained, through the
use of ISAT, to understand the capabilities of the controls implemented (Arduin, 2021).
This should guide them to understand that their actions will have consequences. They
cannot blindly trust these controls as they often do not identify zero-day vulnerabilities
or the next new phishing attack (Botacin et al., 2020). Employees should be reminded
that cybersecurity is a primary concern, especially in the workplace. Hence, they cannot
devolve their responsibility to technical interventions or senior management (Hadlington,
2018). Therefore, ISAT should clearly state that the security tools that have been
implemented only serve as a first line of defence. Employee perceptions regarding the
risks involved in using the organisation’s IT systems should be calibrated to minimise
the overconfidence typically placed in the security controls that have been implemented.

Accordingly, the study proposes:

Hypothesis 2. An employee's trust is positively associated with the intention to

behave securely.
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5.3.3 The behavioural influence of awareness

The aim of ISAT is to empower employees to know what to look for when it comes to
cyberthreats. If they can identify a phishing email successfully this will enable them to
behave more securely (Aldawood and Skinner, 2019). ISAT should be practical and not
a mere theoretical exercise. Thus, employees need to understand what is written in the
company information security policy and how to implement it (Hina, Panneer Selvam
and Lowry, 2019). People learn by doing and the more they practise the better they will
become at recognising a phishing attack. Therefore, ISAT is an ongoing activity and, in
order to implement it successfully, companies should create a documented security
training strategy (Al-Daeef, Basir and Saudi, 2017; Stefaniuk, 2020). Chapter 3
discussed the fact that people have different learning styles and ISAT should be adapted
to ensure that the material is understood and memorised by all. In addition, fostering a
strong information security culture within an organisation will improve the overall security
posture. Da Veiga et al. (2020) define a security culture as “an aware and knowledgeable
workforce implementing conscientious, caring behaviour to comply with policies as
guided by management”. Such an information security culture needs to be driven by top
management downwards to ensure that all levels of staff adhere to the security
requirements. Various studies have found that subordinates follow the example set by
their managers (Grassegger and Nedbal, 2021; Khando et al., 2021). Consequently, top
management needs to show it participation in behaving securely by adhering to the
security policy and communicating to subordinates to do the same (Jalali et al., 2020).
Hwang et al. (2021) state in this regard: “Interestingly, managerial security participation

has the strongest relationship to employees’ awareness.”

A difference of opinion exists as to how well ISAT works in combatting phishing
attacks (Qabajeh, Thabtah and Chiclana, 2018). Delivering the training and sharing the
material are only the beginning. If employees do not put the knowledge gained into
practice, they will end up behaving insecurely. In contrast, overtraining could also lead
to overconfidence where an employee thinks they are an expert in cybersecurity and
therefore their actual behaviour is less secure (Zwilling et al., 2022). Through the training
it should be made clear that attackers are constantly trying new things or new attack

vectors. Therefore, employees are required to remain vigilant at all times.
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As discussed, although ISAT does not completely mitigate insecure behaviour for all
employees, it does reduce the risk of insecure behaviour for certain employees. The

study proposes:

Hypothesis 3. An employee’s awareness of information security is positively

associated with the intention to behave securely.

5.3.4 The behavioural influence of optimism bias

In Chapter 4, OB was explained in detail with a particular focus on secure behaviour. OB
is seen as a weakness with regard to information security because unrealistically
optimistic people believe bad things, such as phishing attacks, will not happen to them.
Therefore, they are under the illusion that their behaviour, safe or risky, will not lead to
a security breach (Baek, Kim and Bae, 2014). They tend to see the good in everything
and therefore trust that their actions will only yield positive results. OB is a cognitive bias
that leads to error in judgment; the unrealistically optimistic person’s risk perception is
therefore incorrect (Shepperd, Pogge and Howell, 2017). Unrealistically optimistic
people’s beliefs lead them to act and behave in a certain way as they are convinced the

behaviour is correct (Jefferson, Bortolotti and Kuzmanovic, 2017).

Since OB has a direct relationship with behaviour, it stands to reason that it will also
influence the intention to behave in a certain way. To test for intention, this study uses a
survey to classify participants into two groups: unrealistically optimistic (OB group) and
average. The survey was adapted from Weinstein’s (1980) survey, "Unrealistic optimism
for future life events”. In addition, the survey used in this study contained questions on
information security and behaviour. This allows for the comparison of intention to behave
securely between the two groups. Furthermore, the study tests actual behaviour with a

phishing experiment and uses the results to compare the two groups.

Unrealistic optimists frequently believe that no effort is required on their part in order
to behave securely since they will not be placed in a threat situation. Thus, the study

proposes:

Hypothesis 4a. Employees’ attitudes towards information security differ significantly

between the OB group and the average group.
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Hypothesis 4b. Employees’ trust is positively associated with information security

and differs significantly between the OB group and the average group.

Hypothesis 4c. Employees’ awareness of information security is positively
associated with the practice of information security and differs significantly between the

OB group and the average group.

5.3.5 Measuring intention and behaviour

The three constructs used in this study — attitude, trust and awareness — play a critical
role in the intention to behave securely. In some areas they overlap, for example attitude
and trust, where attitude is influenced because employees place trust in the technical
controls to protect them. Awareness leads to overconfidence which could negatively
influence attitude towards information security. Figure 5.1 shows the changes made to
the constructs and introduces OB together with the TPB. OB should not be seen as a
construct but is used to classify the individual into a group, as well as to define the two
groups, as previously explained: the unrealistically optimistic group and the average
group. The three constructs will be tested for intention and actual behaviour for both
groups. Intention to behave securely will be tested with a survey and evaluated using
PLS-SEM statistical analysis. Actual behaviour will be tested with a phishing experiment
followed by interviews to gain a better understanding why employees succumbed to the

attacks.
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5.4 Summary

Hypotheses one, two and three are evaluated in Chapter 7, while hypothesis 4 is
evaluated and discussed in Chapter 8. The next chapter describes the procedures and
approaches used to ensure that the research process was carried out scientifically, using
a mixed methods design that combined qualitative and quantitative data collection
techniques. This included a quantitative survey, email phishing experiments and
interviews. Particular attention is paid to how the data analysis techniques and

procedures were conducted to ensure that the constructs were valid and reliable.

99



CHAPTER 6

RESEARCH DESIGN AND

METHODOLOGY

Chapter 1

Introduction

Thecretical Foundation

Hypothesis development and model

Chapter 2 Chapter 3 Chapter 4
Phishin Information Security The role of optimism bias
shing Awareness Training in behaving securely
Chapter 5

Mixed-method results

Chapter 7 Chapter 8
Survey results and in'f;fﬁ;'.'ff;ﬁd
discussion evaluation

Chapter 9

Conclusion

100



6. RESEARCH DESIGN AND
METHODOLOGY

6.1 Introduction

The literature reviewed in the previous chapters resulted in establishing the relevance of
the research problem and its theoretical underpinnings. The theoretical model and its
associated hypotheses were also discussed. The purpose of this chapter is to detail the
techniques and approaches utilised to ensure that the research process was conducted
scientifically throughout the duration of the study. As a result, this chapter emphasises
the philosophical viewpoint of the study and examines the research paradigm, research
method and research strategy, as well as the data collection and analysis tools that
accompany them. Furthermore, this chapter explains why a certain research
methodology was chosen, as well as how these methodologies were used to find
solutions to the research problem. The statistical approaches implemented to ensure the

validity and reliability of the variables in this study are also discussed.

6.2 Design overview

Research is frequently confused with gathering information, documenting facts and
sifting information (Leedy and Ormrod, 2001). A more correct definition for research
would be the process of gathering, analysing and interpreting data in order to
comprehend a phenomenon (Leedy and Ormrod, 2001). The research process is
pragmatic in the sense that defining the goal, managing the relevant information, and
conveying the findings all take place within well-known frameworks and in agreement
with established guidelines (Williams, 2007). The frameworks and guidelines inform
researchers about what to include in their research, how to conduct the research, and
what types of conclusion are likely based on the data collected (Williams, 2007).
According to Saunders, Lewis and Thornhill (2016), the research design is the
general plan of how one will go about answering one's research questions. The

research design includes a clear goal obtained from the research questions, as well
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as a description of the data sources and methods used to collect and analyse it.
Figure 6.1 illustrates the “research onion” (Saunders, Lewis and Thornhill, 2016,
p.124), which is frequently used to describe research methodology when considering
how it supports the philosophies, approach to theory development, strategies and
data collection methods for a specific study. In this study the items that are circled in

red in Figure 6.1 represent the areas applied.

Figure 6.1 The research onion (adapted from Saunders, Lewis and Thornhill, 2016,
p.124)

Figure 6.2 depicts the process flow followed in this study. Mixed methods research
entails a study that combines a quantitative methods paradigm (the use and analysis of
numerical data using statistical techniques) as well as a qualitative methods paradigm
(that uses narrative data collected from interviews, focus groups, archival materials and

opinion surveys) (Saunders, Lewis and Thornhill, 2016).
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Figure 6.2 Process flow of research design followed

This study commenced with the identification of the problem using a problem statement
and research questions. To better understand the problem, a literature review was
conducted which formed the basis of the conceptual model. The next step was to collect
the primary data which was done quantitatively with the use of a survey and an
experiment, and qualitatively through interviews and observations, which assisted in the
refining the model. Once the model refinement was completed, the final model and study

evaluation were done to produce the study’s contribution.

‘Mixed methods’ is distinct from ‘multi-methods’ research, as the latter uses multiple
data collection methods from a single paradigm (either quantitative or qualitative) (see
Figure 6.3). Mixed methods research has been heralded as a solution to the long-
running, circular and remarkably ineffective debates over the benefits and drawbacks of
quantitative versus qualitative research as a result of the paradigm "wars" (Feilzer,
2010). The study was designed as a multi-phase mixed methods (complex) research
project (Saunders, Lewis and Thornhill, 2016) consisting of (1) collecting quantitative
primary data from a survey, (2) running an experiment and quantifying the result, and
(3) obtaining qualitative data through the use of interviews and observations, as

explained in Figure 6.2.

Figure 6.3 Methodological choice (adapted from Saunders, Lewis and Thornhill, 2016,
p.167)
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6.3 Philosophical perspective (research paradigm)

According to Saunders, Lewis and Thornhill (2016, p.124), the term research
philosophy refers to a system of beliefs and assumptions about the development of
knowledge. The researcher brings their own set of worldviews, theories and paradigms
to the research project (Creswell and Poth, 2016). A paradigm can be defined as a “set
of interrelated assumptions about the social world which provides a philosophical and
conceptual framework” (Filstead, 1979). Choosing a research paradigm should be one
of the first steps in defining the research design in order to: (1) describe the purpose of
the research to be conducted, (2) provide a clear indication of underlying motivations as
well as additional methodological choices, and (3) allow other researchers to understand
what type of results to expect and conclusions to be made (Mackenzie and Knipe, 2006).
Ultimately, the paradigm choice allows researchers to question their worldviews. These
worldviews impact not only how data is obtained but also which data is considered
important to collect. These are mostly philosophical questions, with questions varying

greatly from one researcher to the next (Van der Schyff, 2019).

Figure 6.4 depicts that the positivistic and phenomenological approaches are the two
extremes on the research paradigm continuum. The traits and assumptions of one
paradigm are gradually reduced and replaced by those of the other as one continues
along the scale. According to Collis and Hussey (2003), few people would conduct
research in the pure form of each. Figure 6.4 contains six stages indicating that different
research paradigms contain traits from both extreme paradigms. Research methods do
not have to be used in isolation and may be mixed and matched. Collis and Hussey
(2003) emphasise that mixing methods provides a more comprehensive and often
complementary picture of the research problem. When research methods are combined,
it is referred to as triangulation. Collis and Hussey (2003) claim that triangulation can
overcome the bias and sterility of a single-method approach. Saunders, Lewis and
Thornhill, (2016) agree that through triangulation, the different methods used can

corroborate the results.
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p.492 in Collis and Hussey, 2003, p.51)

Since this study is based on a financial services organisation and half of the
respondents are unrealistically optimistic, it is concrete within the context. The study is
predominantly quantitative (systematic random sampling and a survey and experiment)
rather than qualitative (interviews). It is consequently assumed that if another researcher

conducted a similar study they would be likely to obtain similar results.

In the next section the different paradigms are discussed in more detail.

6.3.1 Positivism

According to Park, Konge and Artino (2020, p.690), positivism relies on the hypothetico-
deductive method to verify a priori hypotheses that are often stated quantitatively, where
functional relationships can be derived between causal and explanatory factors
(independent variables) and outcomes (dependent variables). These researchers claim
that positivism is aligned with the hypothetico-deductive model of science. They (Park,
Konge and Artino, 2020) further state that the hypothetico-deductive method is a
repetitive process that begins with theory from the literature to (1) create testable
hypotheses, (2) create an experiment by operationalising variables (i.e. identifying
variables to manipulate and measure via group projects), and (3) carry out an
experiment-based empirical study. Finally, the results of such a study are used to help
inform theory and contribute to the literature, completing the process (theory —
hypothesis — operationalising variables — experimentation — theory) (Park, Konge and
Artino, 2020). The results of an empirical study can support or enhance theory.
According to Collis and Hussey (2014, p.44), positivism is based on the belief that reality
is independent of us, and the goal is to identify theories based on empirical research
conducted by means of scientific methods, in particular observations and experiments.

‘Positive information’ becomes knowledge because it can be scientifically verified by
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means of justification or proof. As a result, positivists would benefit from pure data and
facts that are not influenced by human interpretation or subjective bias (Saunders, Lewis
and Thornhill, 2016, p.137). Saunders et al. (2016, p.137) elaborate further that
positivists attempt to remain neutral and detached from the research and the data in
order to avoid influencing their findings. Since the results could be used to support or
enhance current theory and then be tested again later, positivism aligns with deductive

reasoning.

Positivism has been criticised for dismissing various sources of understanding of the
world, including those derived from human experiences, reasoning or interpretation, as
unsuitable for scientific investigation (Fox, 2008). Fox (2008) states the following

criticisms:

¢ Inthe social sciences, these alternative understandings (e.g. qualitative interview
data) are critical as foundations for learning development, and many areas of
social scientific inquiry would be impoverished if such sources were not available,
because this interpretative work is itself of interest.

e A second criticism is that positivism ignores context in order to establish
generalisations that are independent of setting. Setting is frequently an integral
component of activity in social science, and as such, it cannot be overlooked;
indeed, claims to knowledge require full contextualisation.

e Athird criticism is that, as social order emerges from human sense-making, it will
be dependent largely on value perspectives, making it difficult to define a single
truth about the characteristics of the social world.

¢ Finally, positivism is dedicated to eliminating the subjective nature of knowledge
development, and thus rejects any function that requires reflexivity among

researchers.

For these reasons, positivism has been heavily criticised since the beginning of social
science, and has gradually been replaced, particularly in qualitative research, by post-
positivist epistemologies (theories of knowledge) and ontologies (theories of the nature
of reality) (Patomaki and Wight, 2000; Fox, 2008).
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6.3.2 Post-positivism

While the pursuit of knowledge remains a goal of social scientific inquiry, the concept of
an absolute truth may be viewed as an aspiration rather than something that can be
discovered once and for all (Fox, 2008). Understanding, rather than interpretation, is
sometimes regarded as the goal of post-positivist inquiry, but this is frequently limited by
perceptions regarding the setting as well as contingencies (Panhwar, Ansari and Shah,
2017). Furthermore, the role of the researcher as data interpreter is openly recognised

in post-positivism, as is the importance of introspection in research practice.

6.3.3 Interpretivism

Interpretivism contends that humans and their social worlds cannot be studied in the
same way as physical phenomena and that, as a result, social science research must
be distinct from natural science research rather than the former attempting to mimic the
latter (Saunders, Lewis and Thornhill, 2016, p.116). Therefore, interpretive methods of
research adopt the position that our knowledge of reality is a social construction by
human actors (Walsham, 1995, p.376). According to this viewpoint, value-free data
cannot be obtained because the researcher uses their preconceived ideas to guide the
process of enquiry, and then interacts with the human subjects of the enquiry, changing
both parties’ perceptions (Walsham, 1995). Interpretivism is underpinned by the belief
that social reality is subjective because it is influenced by our perceptions (Collis and
Hussey, 2014, p.45). Interpretivism differs from positivism in that it is assumed that the
researcher's ‘objective’ data can be used to test prior hypotheses or theories (Walsham,
1995). Lincoln and Guba (1985, in Oates, 2006) highlight a set of criteria for interpretivist
research that is an alternative to, but parallel to, those for the positivist approach (see
Figure 6.5).
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Figure 6.5 Quality in positivist and interpretivist research (Lincoln and Guba,1985, in
Oates, 2006, p.294)

In contrast to positivists, who seek to quantify the occurrence of a phenomenon,
interpretivists use qualitative methods to define, translate and find value. As a result,
the conclusions are generic because they are not based on any statistical analysis
(Frauenstein, 2021). Saunders, Lewis and Thornhill et al. (2016, p.140) generalise
that interpretivism emphasises that humans differ because they are born into
different cultural backgrounds, under different circumstances and at different times;
as a result, they will create (i.e. interpret) their own subjective meanings from
physical phenomena. Interpretivism does not start the research process with a
theory, but rather develops it as the research evolves. Both qualitative and
quantitative research methods (mixed methods) apply to this paradigm and were

adopted in this study (Mackenzie and Knipe, 2006).

6.3.4 Critical realism

Critical realism seeks to explain what we see and encounter in terms of the underlying
reality structures that form observable events (Saunders, Lewis and Thornhill, 2016,
p.138). For critical realists, reality is the most important philosophical reflection, with a
formal and layered ontology (the way we think the world is) being crucial (Fleetwood,
2005). Critical realists consider reality to be external and distinct, but not readily
accessible through inspection and understanding. Saunders, Lewis and Thornhill et al.
(2016) define critical realism as “the philosophical stance that what we experience are
some of the manifestations of the things in the real world, rather than the actual things”.
Critical realists emphasise how frequently our senses delude us (Saunders, Lewis and
Thornhill, 2016, p.139). Similarly, Patomaki and Wight (2000) argue that in critical
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realism, the world consists of underlying structures, authority and inclinations that
exist whether or not they are recognised or known through one's experience and/or

discussion and debate.

6.3.5 Pragmatism

Pragmatism is not committed to any single philosophy or reality system; rather, it
affirms that the research question should determine the research philosophy and
that methods from multiple paradigms can be used in the same study (Collis and
Hussey, 2014). Pragmatism strives to reconcile objectivism and subjectivism, factual
information and values, precise and stringent knowledge, and various contextualised
experiences. This is accomplished by considering theories, ideas, thoughts,
hypotheses and research results not in an abstract way, but in terms of the roles
they play as tools of thought and action, as well as their practical implications in
specific contexts. Pragmatists value reality as the practical effects of concepts and
understanding to carry out actions successfully (Saunders, Lewis and Thornhill,
2016, p.143). Morgan (2014) agrees, arguing that pragmatism can be used as a
paradigm for social research regardless of whether it employs qualitative,
quantitative or mixed methods. As a result, a pragmatic researcher is more
concerned with the research outcome and less concerned with the specific methods
used to achieve the outcome. Pragmatism is commonly used to answer both what
and how questions (Creswell, 2014) and opposes the idea of a single objective
reality. The problem statement is attributed the utmost importance as the underlying
philosophical perspective of mixed methods research, and all manner of methods

are used to address it (Creswell, 2014).

6.4 Paradigm adopted in this study

The paradigm used in this study is pragmatism since it fits well with mixed methods
research where quantitative and qualitative research are considered (Feilzer, 2010; Hall,
2013). The focus of this study is to find a practical solution to enhance the outcome of

ISAT, resulting in people behaving more securely specifically towards phishing attacks,
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thus protecting themselves and the organisations they work for. Therefore, the main goal
of the study is more focused on the outcome of the research than the specific methods

used to achieve the outcome.

6.5 Approach to theory development

The degree to which a researcher understands the theory at the outset of their research
raises an important question about the design of their research project (Saunders, Lewis
and Thornhill, 2016). Saunders, Lewis and Thornhill (2016, p.166) state that a research

design can use deductive, inductive or abductive reasoning to develop theory.

Deductive reasoning starts with the general and then moves to the particular. The
process starts with a theory, deriving hypotheses from it, then testing the hypotheses
and ultimately revising the theory (Locke, 2007; Woiceshyn and Daellenbach, 2018).
Inductive reasoning involves moving from the particular to the general; empirical
observations are made about a phenomenon of interest and then concepts and theories
are based on them (Locke, 2007). An abductive approach, as opposed to moving from
theory to data (deduction) or data to theory (induction), moves back and forth, effectively
combining deduction and induction (Suddaby, 2006). Abduction begins with the
discovery of a ‘surprising fact’, followed by the development of a plausible theory as to
how this could have happened. According to Van Maanen et al. (2007), some plausible
theories can account for what is observed better than others, and it is these theories that
will assist in the discovery of more 'surprising facts'. They argue that these surprises can
occur at any point in the research process, even at the very end when the findings are

written up.

This study followed an abductive approach. The surprising fact is that people still
succumb to phishing attacks regardless of the amount of ISAT done or technical controls
implemented. This, then, creates the focus on the further study of human behaviour from

a theory (in this case, TPB) perspective to better understand the ‘surprising facts’.
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6.6 Secondary data collection

According to Levy and Ellis (2006), a good literature review should (1) establish a firm
foundation for a research topic, (2) establish a firm foundation for research methodology
selection, and (3) demonstrate that the proposed research adds to the cumulative body

of knowledge.

Secondary data analysis is the examination of information gathered by someone else
for a prime reason. For researchers with limited time and resources, using someone
else’s existing data is a viable choice (Johnston, 2014). Secondary data analysis is a
versatile method that may be utilised in a variety of ways but remains an empirical
exercise and a systematic method with procedural and evaluative processes, similar to

gathering and assessing primary data (Johnston, 2014).

This section will explain the sources and processes used to create a relevant body of
literature to better understand and define the research problem while at the same time,

as previous literature is better understood, looking for possible solutions.

6.6.1 Sources of secondary data

Technological advancements have resulted in large volumes of data being collected,
organised and archived, most of which are now readily accessible for research
(Johnston, 2014). The use of search engines on the internet has made the process of
finding literature relatively easy. Specifically, Google Scholar was used to find relevant
articles from peer-reviewed sources. Search keywords used included ‘phishing’,
‘attitude’, ‘trust’, ‘awareness’, ‘ISAT’ and ‘optimism bias’ (OB) or ‘unrealistically
optimistic’, to mention a few. Articles found were taken from sources such as the
Information Systems Journal, MIS Quarterly and Conference on Human Factors in
Computing Systems. In addition, through the online library at Rhodes University, access
was obtained to Elsevier's ScienceDirect academic database and journals such as
Computers & Security, Computers in Human Behaviour, Information & Management,
International Journal of Human-Computer Studies and Computers and Education
provided relevant articles for this study. Not all articles found in the search results were

suitable as they did not meet the quality criteria, for example articles from Wikipedia
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were not used as they are not peer reviewed. Literature was sourced from both the
disciplines of information systems and psychology since the study focused on the

relationship between people and the secure use of information systems.

6.6.2 Process of secondary data analysis

Relevant articles found online were downloaded and saved to the Mendeley Reference
Manager application. Articles were sorted into groups or focus areas (Table 6.1) for
example attitude, trust, awareness or a topic of interest such as OB. The application
provides a search function for all items loaded into the database. Articles can be tagged
to further group them based on relevance or importance. The literature review should be
viewed as a funnel that begins with a wide opening and narrows to a small, finite end
(Denney and Tewksbury, 2013) . In other words, the literature evaluation must progress
from broad to specialised. The broad beginning initiates the process with a general
research question, allowing each theme to narrow the focus to a specific research

question in the study.

Table 6.1 Number of articles by focus area

No. of articles

after
Focus group No. of articles screening
Attitude 69 26
Awareness 88 49
Information Security 175 61
Learning 50 20
Optimism Bias 93 30
Phishing 154 68
Trust 58 26
Total 687 280
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6.7 Research instrument

The research instrument went through a process of refinement. Primary data collection
was done with the employees of the organisation using systematic random sampling.
The purpose of the research instrument was to group employees as either unrealistic
optimistic or average and to gain a better understanding of their perceived behaviour

towards information security.

6.7.1 Pilot questionnaire

A pilot study was conducted to test the reliability and validity of the construct items and
to identify potential problem areas and deficiencies in the research instrument. A survey
was created using Google Forms to collect the data. Twelve respondents (colleagues)
completed the questionnaire which is sufficient for a pilot study (Bradburn, Sudman and
Wansink, 2004). The answers were reviewed and minor changes made to refine the

instrument so as to avoid ambiguity in certain questions.

6.7.2 Final questionnaire

The questionnaire covered the disciplines of both social psychology (OB) and
behavioural information security. Questionnaires allow for relatively easy data collection
from a large sample, especially those administered electronically (Saunders, Lewis and
Thornhill, 2016, p.439). In addition, they offer a convenient way for respondents to
complete them in their own time and can be done in complete privacy. Multiple sources
(prior studies) were used in certain cases, as shown in the Source column of the tables

listing the elements of the research instrument (see Appendix A).

The questionnaire included the model constructs and addressed the research
question. Respondents had to choose answers from a Likert scale, allowing for a uniform
response and easier data analysis; all questions were close ended. Sequencing of the
questions started with the demographics, which could be considered the easier
questions, and then progressed to the various construct questions. To create a suitable

questionnaire, Acharya (2010) suggests the following:
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e Use simple language so that the respondents will interpret the questions
correctly.

¢ Questions should be clear, avoiding ambiguous concepts.

¢ Questions that are leading or embarrassing should be rephrased. Answering
these questions offends people.

e The answer options should be sufficient. At the data collection stage, the
questions should not be constructed in such a way that several options are
mashed together. The real value of data is lost when answer options are merged.

o Every question should be brief, preferably in one phrase, and tailored to the

respondent's cognitive abilities.

Punch (2003, pp. 49-50) suggests the following:

o The items should correspond to the research questions. This was achieved by
aligning the literature review with the model constructs and the research
questions.

e The theoretical framework should be aligned to the knowledge that is needed.
Because the focus of this study is behavioural, it employs a behaviour-centric
theoretical framework, the TPB.

¢ It should be determined whether these constructions will be measured using a
single item or several items (a scale).

e The questionnaire should be piloted.

e The pilot results should be used to correct or enhance the final questionnaire.

6.7.3 Addressing measurement errors

The statistical technique of partial least squares (PLS) path modelling was used for the
analysis of the quantitative data. The measurement of the results is discussed in detail
in Section 7.2.5.

6.8 Methods used in this study
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It is widely understood that research methodologies can be classified as either
quantitative or qualitative (Saunders, Lewis and Thornhill, 2016). In qualitative studies
researchers hope to gain a comprehensive grasp of the phenomena at hand. On the
other hand, quantitative research aims to predict or evaluate hypotheses or propositions
(Sechrest and Sidani, 1995). This study used mixed methods, as discussed in Section
6.2. Since this study evaluates hypotheses (intention to behave securely), quantitative
research, using a survey, was used to test them (Morgan, 2015). In addition, qualitative
research was used to measure actual secure behaviour using an experiment, interviews
and observations. Model evaluation will be done by means of triangulation, taking all

methods used into account (Saunders, Lewis and Thornhill, 2016).

6.9 Primary data collection

6.9.1 Sources of primary data

This study was performed at a financial services organisation based in South Africa. The
organisation specialises in offering unsecured loans and debt collection through a
contact centre. South Africa in general is seen as an attractive target for cybercrime,
owing to inadequate funds being made available by businesses for cybersecurity,
government’s lack of cybercrime regulation and law enforcement training, and an
uninformed public that does not clearly understand cyberthreats (Mcanyana, Brindley
and Seedat, 2020). A security audit performed by an international audit firm at the
organisation where this study took place emphasised the need for ISAT. The
organisation’s information technology (IT) is internally managed by a team of 50 people
who have implemented best practice security safeguards. The organisation is subjected
to many phishing attacks on an ongoing basis, for example fraudulent invoices to be paid

or bank statements containing malware to be processed.

6.9.2 Sampling strategy

Systematic random sampling was used to select a sample representative of the
population from which it was selected, allowing statistical generalisations about the
population to be established based on an analysis of the data gathered from the sample

(Rowley, 2014). Using systematic random sampling based on a sampling frame or a list
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of the people in the population, every instance in the population has a high probability of
being included in the sample, which increases the chances of selecting instances that
represent the overall population (Rowley, 2014). The respondents in this study are
representative of the general population of users in the financial services sector. Email
addresses were used in the selection process by sorting them alphabetically and
selecting every third employee. Respondents included users from all levels of the
organisation, including call centre consultants, administration clerks, staff employed in
the legal, IT and human capital departments and senior management. The total
population (number of employees) in the organisation is 775, and one out of every three

employees was asked to participate in the study.

The questionnaire was distributed using the organisation’s web-based learning
management system (LMS) and completion of the questionnaire was voluntary. Data
was collected from 257 respondents, i.e. one-third of the organisation’s employees.
Owing to a combination of incomplete data input and validity concerns, 31 responses
were excluded. Data obtained from the remaining 226 respondents was used for further

analysis.

6.9.3 Process of primary data analysis

The survey data was analysed by way of PLS path modelling, which is a suitable
approach when the data violates distributional assumptions (Hair et al., 2019). In
addition, structural equation modelling (SEM) was applied as it is suitable for a wide
range of research problems because of its capacity to represent latent variables, account
for various types of measurement error, and evaluate complete hypotheses (Henseler,
Hubona and Ray, 2016). As a result, SEM is a useful analysis framework for examining
real-world (therefore applied) processes and their interconnections. Although SEM is
sometimes misinterpreted as a technique for confirming a priori causal hypotheses, it is
frequently used to create a best fit structural model taking causal pathways into account
(Kelloway, 1995). PLS path modelling is extensively used in information system research
(Henseler, Hubona and Ray, 2016), as it largely avoids factor indeterminacy, making it
suitable to both exploratory and confirmatory studies (Lowry and Gaskin, 2014). As this
study is largely exploratory in developing an unestablished model, PLS is a suitable

approach. The quantitative results are discussed in detail in Chapter 7.
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6.10 Experiment and interviews

6.10.1 ISA and simulated phishing experiment

The experiment consisted of two parts: (1) ISA online training sessions were conducted
using the company’s LMS and (2) after each training session a simulated phishing attack
was conducted. This process was repeated three times as this was deemed sufficient to
collect adequate data in determining a trend. The training focused on the following
themes: the importance of cybersecurity, that it is everyone’s responsibility, and practical
tips for behaving securely. The various cyberthreats were explained, including phishing
and ransomware. The practical tips covered secure email usage, controls to mitigate
ransomware, how to create a complex password applying secure password
recommendations, how to report a breach, how to process sensitive information and
what to do in the case of a lost or stolen device. To keep the employees engaged, the
amount of material was limited to four slides and was visually attractive (see Figure 6.6,
Appendix A). The training included short videos to practically demonstrate the concepts
covered in the material and a few questions (see Table A1) to test the employees’
understanding. The estimated length of time for each training session was less than 25
minutes. The employees received immediate feedback on their answers as either correct
or incorrect, and no limit was placed on how many times they could repeat the training,
since learning improves with repetition (Reddy et al., 2016). Once all the data was
collected, it was analysed with descriptive stats and t-tests; in addition, the associated

probability (p-value) was provided to determine significance.
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Figure 6.6 Sample training slide.

Shortly after each training session, a simulated phishing attack was launched. The
phishing emails were sent to those who were part of the population sample and the
attacks were themed as either fear-based or reward-based (Johnston and Warkentin,
2010; Boss et al., 2015; Furnell and Vasileiou, 2017; Jansen and Van Schaik, 2018).
One of the most important motivational factors in OB is the expectation of earning a
reward. Therefore, it was decided to make two of the phishing emails reward based
(Sharot, 2011). The company logo was obtained from the internet to make the emails
look legitimate and every email contained a unique link that, when clicked, recorded a
response in a database. See Figure 6.7 for an example of a phishing email. Feedback
was given to the employees who succumbed to the attack via email. During this
feedback, it was made clear to them that they should carefully review the clickable link

address in any email, as well as how to check the ‘from’ address used in the email.
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Figure 6.7 Example phishing email
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6.10.2 Interviews

To determine why employees succumbed to the attacks, interviews were conducted until
data saturation was reached (no new ideas or answers) (Saunders, Lewis and Thornhill,
2016). Semi-structured interviews, also known as qualitative research interviews, make
use of a list of questions or themes not always asked in the same order and allow for
comments to further the discussion (Saunders, Lewis and Thornhill, 2016). These
qualitative interviews should provide an in-depth understanding of the reasoning applied
by those who succumbed to the attacks. According to Saunders et al. (2016), a semi-

structured interview

e s used to collect data which is usually analysed qualitatively

¢ the data from the interview is likely to be used to better comprehend not only the
‘what’ and ‘how’ but also to emphasise the ‘why’

e gives essential background or metadata for the research performed

e in an explanatory study may be used to understand the relationships between
variables, similar to those discovered in a descriptive study

e creates an understanding of the reasons for the decisions that the participants
have taken, or to understand the reasons for their attitudes and beliefs

e creates an opportunity to explore answers, allowing interviewees to clarify or

build on their answers.

As part of the interview results, a mind map showing the common themes was
created. According to Fearnley (2022), transcribing using a mind map enables creative
thinking between themes and assists in spotting emerging common themes. She also
argues that using this simple method of description and analysis provides a way to
quickly collect data in a format that can be analysed. Burgess-Allen and Owen-Smith
(2010) define the following advantages of using mind mapping in qualitative data
analysis:

o Efficiency and cost-effectiveness
e Avisually appealing summary of the themes/findings
o Results in larger themes comparable to conventional qualitative techniques

The qualitative findings of this study are discussed in detail in Chapter 8.
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6.11 Ethical considerations

Saunders, Lewis and Thornhill (2016, p.239) refer to the ethical norms that guide a
researcher's behaviour in relation to the rights of individuals who become the focus of
their research or are affected by it. Ethics is more than merely requesting permission
and obtaining approval from an ethics board or committee; ethical concerns should be
addressed throughout the research process, beginning with the formulation of the
research problem (Crowe and Sheppard, 2012). Furthermore, ethical issues include
ethical behaviour toward participants as well as ethical behaviour by the researcher (see
Figure 6.8). To ensure that this study was conducted ethically, the following steps were

taken:

e University requirements. Approval was obtained from the university’s Ethics
Committee for the collection of the primary data. Ethical clearance was granted
with reference CIS18-11 (see Appendix C).

¢ Financial services organisation. Permission was obtained from the CEO to
perform the study within the organisation.

¢ Informed consent. Before collecting the primary data, all respondents were given
sufficient information about the purpose of the study, and were also provided with
the researcher's contact information. On the homepage of the survey instrument,
the terms and conditions of the research study were displayed, requiring
respondents to consent before they could begin the questionnaire (see Appendix
D).

e Confidentiality and anonymity. The information gathered from the participants
was kept private (Oates, Griffiths and McLean, 2022). In order to conduct the
experiment, interviews and create the two groups (average and unrealistically
optimistic) it was necessary to record the participants’ full names.

e Honesty and transparency. The respondents were fully informed about the study
goal and were told that the findings would be used for academic purposes and
for enhancing ISAT (see Appendix D).

¢ Dignity. Respondents could discontinue their participation at any moment during
the questionnaire if they were uncomfortable in any way (Oates, Griffiths and
McLean, 2022). They could also contact the researcher by email, as the address

was listed on the homepage of the questionnaire (see Appendix D).
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Figure 6.8 Ethical matters (Crowe and Sheppard, 2012)

No sources of funding were obtained for this study. The researcher has no conflict of

interest to declare.
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6.12 Summary

This chapter provided an overview of the way in which the research was conducted. The
research onion introduced in Section 6.2 created the framework for the research design
process followed. The paradigm used in this study was pragmatism as it is well suited to
mixed methods research. In addition, the study adopted an abductive approach as it
effectively combines both inductive and deductive approaches and is also well suited to
such research. Thus, the study consisted of deductive reasoning that started with a
theory, created and tested hypotheses, to finally revise the theory. An inductive
reasoning approach was used in the qualitative research where empirical observations
were made about secure behaviour which led to beliefs and theories about the
behaviour. The relevant theory was selected based on the literature reviewed and was
used to create the research questions. The various literature sources were discussed in
detail. The primary data (quantitative data) was collected using a cross-sectional survey
and analysed using PLS-SEM techniques followed by an experiment. The qualitative
data was collected using semi-structured interviews and observations. The quantitative

results are discussed in Chapter 7 and the qualitative results in Chapter 8.
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7. SURVEY RESULTS AND DISCUSSION

7.1 Introduction

This chapter is a continuation of the previous chapters, presenting the statistical
analyses of the survey results. The results pertaining to the tests of questionnaire validity
and reliability are presented as well as the results of the data collection process. In
addition, the descriptive statistics (univariate analyses) relating to the study are
presented together with additional inferential results pertaining to the multivariate
analysis. These results were subsequently used to create a measurement and structural
model. The chapter concludes by discussing the results of the structural model within
the context of the hypotheses of this study. The results discussed in this chapter
emanate from the survey only and were obtained by means of the formal research

instrument used.

7.2 Results of the pilot study

Data collection for the pilot study took place from 3 January 2019 to 14 January 2019.
The pilot study was conducted using Google Forms, with twelve respondents
(colleagues) completing the survey. The results were analysed and any ambiguity in the
wording of the questions was addressed. Cronbach’s alpha was used to test the survey

questions for suitable reliability, which helped to refine the research instrument.

7.3 Results of the study

7.3.1 Respondent population and sample

The sampling frame consisted of the employees of a financial services organisation in

South Africa. The respondents are representative of the general population of users in
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the financial services sector. Systematic random sampling, based on user email
addresses, was used in the selection process. Respondents included users from all
levels of the organisation, including call centre consultants, administration clerks, staff
employed in the legal, information technology and human capital departments and senior
management. Every employee had an equal chance of being selected to participate in
this study. The total population (number of employees) of the organisation is 775, and

one out of every three employees was asked to participate in the study.

7.3.2 Data collection and screening

Data collection for the final study took place from 29 May 2019 to 3 July 2019. The
questionnaire was distributed using the organisation’s web-based learning management
system (LMS) and completion of the questionnaire was voluntary. Data was collected
from 257 respondents, i.e. one third of the organisation’s employees. Owing to a
combination of incomplete data input and validity concerns, 31 questionnaires were
excluded. Data obtained from the remaining 226 respondents was used for further
analysis. Demographics were not considered as there was no significant differences
between the two groups with regard to age and gender. Table 7.1 provides a complete
outline of the items and the associated descriptive statistics that comprised the research

instrument.
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Table 7.1 Questionnaire items, descriptive statistics and multicollinearity values (full
model)

Construct

Item

Item
Description

Source

SD

Loading

t-statistic

VIF

Intention to
behave
securely

Q23

| believe my
system is
secure and
will  protect
me from
cyberthreats.

Q24

My attitude
has
positively
changed
towards
information
security
(security
behaviour)
over the past
2 years.

New item

2.498

1.163

0.916

2.147893**

1.011

2.208

1.154

0.910

1.913345*

1.014

Attitude

Q18

Its risky to
open an
email
attachment
from an
unknown
sender.

Q21

Its risky to
send
sensitive
work files
using a
public Wi-Fi
network.

HAIS-Q
(Parsons et
al., 2017)

1.973

1.063

0.790

1.856068*

2.100

2.004

1.119

0.838

1.790885*

2.108

Q25

My work
environment
is  positive
and provides
satisfactory
work
conditions.

(Mittal,
2015)

2.195

1.152

0.817

1.905382*

1.989

Awareness

Q26

It's
acceptable
to use my

3.815

1.170

0.746

3.260684**

1.101
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social media
passwords
on my work
accounts.

Q27

I am not
permitted to
click on a link
in an email
from an
unknown

sender.

Q29

| cant be
fired for
something |
post on
social media.

Q31

If 1 see
someone
acting
suspiciously
in my
workplace, it
is my duty to
report it.

HAIS-Q

(Parsons et
al., 2017)

1.968

1.099

0.836

1.790719*

1.077

3.333

1.347

0.713

2.474388*

1.077

1.953

1.022

0.852

1.910959*

1.064

Trust

Q45

Most people
at my
workplace
are basically
honest.

Q46

| tend to trust
the people |
work with.

Q47

Most of the
people I
work with are
basically
good and
kind.

Q48

Most of the
people I
work with
trust others.

Q49

Most of the
people I
work with

(Ferres and
Travaglione,
2003)

2.759

0.952

0.519

2.898109**

1.113

2.909

1.031

0.813

2.821532*

1.027

2.837

1.044

0.800

2.717433*

2.078

3.116

0.848

0.796

3.674528**

2.128

3.012

0.915

0.826

3.291803**

2.018
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can be
trusted.

| tend to see
the best in
the people |
Q50 | work with. 2.665 | 1.117 | 0.628 2.385855** | 2.065

The research instrument was largely adapted from previous research. ltems were
measured using the OB scale introduced by Weinstein (1980) and a five-point Likert
scale, ranging from ‘strongly disagree’ to ‘strongly agree’. We used eleven OB items to
determine which respondents were unrealistic optimists and which were average. The
life events that were included, both positive and negative, had to be relevant to all
respondents. Respondents were asked to rate themselves in comparison to their peers
in terms of the OB questions. When it comes to positive events, optimism is defined as
believing that one's own odds are better than average, whereas pessimism is defined as
believing that one's own chances are worse than average. These definitions of optimistic
and pessimistic responses are swapped for negative events (Weinstein, 1980).
Respondents had to complete all the OB questions to categorise themselves as either

unrealistic optimists or average.

In addition, we used the Human Aspects of Information Security Questionnaire (HAIS-
Q). HAIS-Q was developed to measure information security threats triggered by
employees. The questionnaire focuses on individuals’ knowledge and attitudes towards
policies and procedures relating to their behaviour when using a work computer
(Parsons et al., 2014).

The information security awareness model (Figure 7.1) emphasises the relationship
between knowledge, attitude and behaviour, with the outer circle focusing on personality
(Individual), security culture (Organisational) and training (Intervention) (Parsons et al.,
2017). Used in conjunction with HAIS-Q, it provides an authentic measure for measuring
ISA.

129




;\b\\lmup\l FACTOAS-,
a =

=

- b \\\'
y . N
/¢ ST0N
(& 20\
o LY

Sl
f Os ?“ \', |
£  INFORMATION | |
¢ SECURITY |
\ 2z AWARENESS f
\ u;:\’ =3

3 “-\_‘\ fEHAV\ OU?‘/ /@A@

O'?S —== \\,\«;

Figure 7.1 Information security awareness model (Parsons et al., 2017)

7.3.3 Univariate analysis

As part of the univariate (descriptive) analysis of the final study, the means of the

constructs (and distributions) were analysed.

7.3.3.1 Attitude

The results in Table 7.2 show that 93.27% of employees agreed that they should not
open an email from an unknown sender and 83.11% agreed that using public Wi-Fi is
risky. Most of the employees (79.71%) had a positive attitude towards their work

environment. This indicates that the majority of employees had a positive attitude

towards information security.
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Table 7.2 Distribution of items related to the construct Attitude

%

Item

Strongly
agree

Agree

Don't
know

Disagree

Strongly
disagree

It's risky to open
an email from
an unknown
sender.

61.43

31.84

4.04

1.79

0.90

It's risky to send
sensitive work
files using a
public Wi-Fi
network.

47.11

36.00

10.22

3.56

3.1

My work
environment is
positive and
provides
satisfactory
work conditions.

19.20

60.71

7.14

11.16

1.79

7.3.3.2 Awareness

As depicted in Table 7.3, employees were mostly aware of good password use (80%)

and phishing (88%), while 89.7% of employees also felt morally obliged to report

suspicious activity. However, there seems to be a grey area (20.89%) when it comes to

the use of social media, with 55.11% being of the opinion that social media could impact

their career. as opposed to 24% who believe that it should be decoupled from their

working life.
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Table 7.3 Distribution of items related to the construct awareness

%
Strongly Strongly
Item agree Agree | Don't know | Disagree | disagree

It's acceptable to use
my social media
passwords on my
work accounts. 1.33 7.56 11.11 48.00 32.00

I am not permitted to
click on alink in an
email from an
unknown sender. 44.44 43.56 5.33 5.78 0.89

| can’t be fired for
something | post on
social media. 4.00 20.00 20.89 33.33 21.78

If | see someone
acting suspiciously in
my workplace, it is my
duty to report it. 33.33 56.44 5.33 4.89 0

7.3.3.3 Trust

From the results of Table 7.4 it is clear that respondents trusted their own judgement
more than that of others, with 58.4% trusting the people they work with, 62.83% rating
their colleagues as good and seeing the best in other employees, and 81.86% seeing
the best in other employees. However, only 36.72% agreed that their colleagues were
honest, 31.42% agreed that there was mutual trust between people and only 42.92%

trusted their colleagues.
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Table 7.4 Distribution of items related to the construct trust

%

Strongly Don't Strongly
Item agree Agree | know | Disagree | disagree
Most people at my workplace
are basically honest. 4.42 32.30 37.61 16.37 9.29
| tend to trust the people |
work with. 3.98 54.42 | 12.39 25.22 3.98
Most of the people | work
with are basically good and
kind. 5.75 57.08 | 19.91 15.49 1.77
Most of the people | work
with trust others. 3.10 28.32 | 46.46 19.47 2.65
Most of the people | work
with can be trusted. 3.98 38.94 | 34.07 19.03 3.98
| tend to see the best in the
people | work with. 16.37 6549 | 11.06 7.08 0

7.3.3.4 Optimism bias (OB)

Table 7.5 depicts the results obtained from the OB questions. Four questions were asked
relating to positive life events and seven questions relating to negative ones. The results

of the questions pertaining to positive life events were as follows:

1. Chances that one’s work will be recognised with an award: 46.22% more than
the average

2. Expect to live past the age of 80: 53.83% more than the average
Expect to read about one’s achievements in the newspaper: 31.39% more than
the average

4. One’s weight will remain constant for the next five years: 39.9% less than the

average
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While the results of the questions relating to negative life events were as follows:

1. Chances that one may have contemplated suicide: 80.81% less than the average

N

Do not expect to spend a night in hospital in the next five years: 43.31% less than
the average

Contract a venereal disease: 82.36% less than the average

Have a heart attack before the age of 60: 64.55% less than the average

Won't fall ill next winter: 45.21% less than the average

Likely to take an unattractive job: 60.54% less than the average

N o o s~

Likely to be fired from a job: 75.79% less than the average

The respondents were confident about their mental health, general health and having

a successful career.
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Table 7.5 Distribution of items related to the grouping optimism bias (OB)
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7.3.3.5 Intention to behave securely

The results displayed in Table 7.6 show that 9.77% of respondents disagreed that the
technical security controls implemented by the IT department would protect them. The
majority of the respondents therefore trusted the controls implemented. In addition,
72.77% stated that their attitude towards secure behaviour had improved in the past two

years.

Table 7.6 Distribution of items related to the grouping intention to behave securely

%
Strongly Don't Strongly
Item agree Agree know Disagree disagree

| believe my system is
secure and will protect
me from cyberthreats. 9.33 41.78 39.11 8.44 1.33
My attitude has
positively changed
towards information
security (security
behaviour) over the
past two years. 17.41 55.36 19.64 7.59 0

7.3.4 Data analysis and results

The primary data was analysed by way of PLS path modelling, which is a suitable
approach when the data violates distributional assumptions (Hair et al., 2019). Given
that the study was largely exploratory, the decision was taken not to enforce the usual
outer loading cut-off thresholds. For example, some theorists suggest that the outer
loadings of items should be greater than 0.7 when conducting a PLS-based analysis
(Vinzi et al., 2010). This strict view of outer loadings can, however, stifle exploratory

research. It is for this reason that Hair et al. (2017) suggest the following measures:

e Items which exhibit a factor loading below 0.4 should be eliminated without
further assessment. In this study, none of the items had factor loadings below
0.4.

e Items with factor loadings that fall between 0.4 and 0.7 may be kept at the

researcher’s discretion. However, this only applies when the elimination of these
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items does not increase the average variance extracted (AVE) value of the
associated latent construct. Although some items had factor loadings within this
range, their removal did not increase the AVE value of the constructs in question.

As such, these items were retained.

All the items with outer loadings in excess of 0.7 were kept and formed part of the

resultant multivariate analysis.

7.3.5 Evaluating the measurement model

As part of this evaluation, both convergent and discriminant validity were assessed. To
assess convergent validity, all the constructs and their respective items were
investigated to establish whether their factor loadings exceeded 0.5. In addition, the
significance of the outer loadings of the items using their associated t-statistic values
were assessed. The outer loading of each item was subsequently found to be in excess
of 0.5. Additionally, all the constructs exhibited AVE values in excess of 0.5. Together,

these findings satisfy the criteria for convergent validity.

Discriminant validity was assessed in three ways. First, the Fornell-Larcker criterion
was used to evaluate whether the square root of the AVE value of each construct was
greater than all the correlation coefficients among the measurement model constructs
(Fornell and Larcker, 1981). Table 7.7 presents these square root values on the
diagonal. The cross loadings were inspected to ensure that the items of each construct
loaded highest on itself (see Table 7.8). As a third means of assessing discriminant
validity, the mean heterotrait-monotrait (HTMT) ratio values were inspected; these were
all found to be below the theoretical threshold of 0.9 (Kline, 2011; Henseler, Ringle and
Sarstedt, 2014) (see column 3 in Table 7.9). Together, these tests confirm that the
measurement model is valid from both a convergent and a discriminant perspective.
Since a PLS-based analysis was performed, the measurement model was assessed for
any signs of multicollinearity (Hair et al., 2019; Lowry and Gaskin, 2014). All the variance
inflation factor (VIF) values were below 3, thus eliminating the presence of
multicollinearity (Craney and Surles, 2002; Garcia et al., 2015; Hair et al., 2010). See
Table 7.1 for a complete outline of these VIF values. As a final means of evaluating the
measurement model, the reliability of the questionnaire was assessed by calculating
values for both composite reliability (CR) and Cronbach’s alpha (CA). In general, the

reliability of a questionnaire attests to whether it would produce the same results if it
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were to be administered again (Cronbach, 1951). Both the CA and CR values were found

to be in excess of the accepted threshold of 0.7 (Tavakol and Dennick, 2011), as

presented in Table 7.7.

Table 7.7 Measurement model statistics

Construct CR CA AVE 1 2 3 4
Trust (1) 0.875 | 0.827 | 0.547 | 0.740
Attitude (2) 0.858 | 0.748 | 0.665 | 0.324 | 0.816
Awareness (3) 0.859 | 0.797 | 0.622 | 0.278 | 0.490 0.789
Intention to behave | 0.909 | 0.800 | 0.834 | 0.307 | 0.622 0.500 0.913
securely (4)
Table 7.8. Cross-loading values
Intention
Trust Attitude | Awareness | to behave
securely
Q45 0.537 0.215 0.083 0.265
Q46 0.673 0.248 0.196 0.291
Q47 0.755 0.257 0.069 0.297
Q48 0.777 0.256 0.158 0.29
Q49 0.849 0.418 0.241 0.449
Q50 0.564 0.146 0.126 0.255
Q18 0.307 0.801 0.165 0.642
Q21 0.213 0.688 0.486 0.401
Q25 0.306 0.649 0.349 0.374
Q26 -0.163 0.179 0.762 0.045
Q27 0.28 0.393 0.784 0.357
Q29 -0.155 0.149 0.781 0.063
Q30 0.076 0.154 0.774 0.164
Q23 0.326 0.686 0.33 0.857
Q24 0.432 0.437 0.271 0.795
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Table 7.9. Heterotrait-monotrait (HTMT) ratio values

Original Bootstrap | Bootstrap
est. mean SD
Trust -> Attitude 0.722 0.721 0.053
Trust -> Awareness 0.677 0.677 0.054
Trust -> Intention to behave 0673 0.676 0.053
securely
Attitude -> Awareness 0.825 0.826 0.030
Attitude -> Intention to behave 0817 0.818 0.038
securely
Awareness -> Intention to 0.951 0.868 0.030
behave securely

7.3.6 Evaluating the structural models

To evaluate the models from a structural perspective PLS path modelling was used, in
particular the path coefficients, predictive power (R?), effect sizes (f?) and the out-of-
sample predictive relevance (Stone-Geisser’s Q2). A summarised version of the values
relating to the global model is illustrated in Figure 7.2. From the results illustrated in
Figure 7.2, it is clear that there is support for hypotheses 1, 2, and 3. Additionally, the
global model (all the responses from both the unrealistically optimistic and average
individuals) accounts for 67.7% (adjusted R? = 0.677) of the variance in the target
construct (Intention to behave securely). The out-of-sample predictive relevance equals
56.8% (Q? = 0.568) (Geisser and Eddy, 1979; Hair et al., 2017; Stone, 1974; Vinzi et al.,
2010).

From the bootstrapped significance testing (with 100 subsamples), attitude was
shown to exert a significant influence on intention to behave securely (B = 0.452, p <
0.01), which supports the first hypothesis (H1). The results also indicate that trust
significantly influences intention to behave securely ( = 0.099, p < 0.05), which provides

support for the second hypothesis (H2).

e Similarly, awareness significantly influences intention to behave securely (B =
0.351, p < 0.01), which provides support for the third hypothesis (H3).
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H1

0.452*

H2

0.099** intention to behave

securely

H3
0.351*

awareness

Figure 7.2 Quantitative research model (global), *** at p < 0.01, ** at p < 0.05

In addition to the significance testing that was conducted, the relative impact of each
independent variable was also assessed by inspecting their effect sizes using Cohen’s
guidelines for f2 (Cohen, 1988). Of all the latent constructs in the global model attitude
exhibited the largest effect size (0.363 — a large effect) on intention to behave securely.
This was followed by awareness (0.103 — a small effect), and finally, frust (0.023 — the

smallest effect).

This indicates that an individual’s attitude towards information security is pivotal when

explaining their intentions to act securely within the workplace.

Figure 7.2 represents the full sample population, consisting of the unrealistically
optimistic and average groups. It is important to note that Figure 7.3 represents the

multigroup, distinguishing between the two groups.
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7.3.7 PLS multigroup analysis (unrealistically optimistic vs average group)

Because the results of the global model did not allow for it to be inferred that a significant
difference exists between those individuals who are optimistically biased as opposed to
those who are not, a PLS-based multigroup analysis was conducted. Although a
repeated application of unpaired t-tests (or a permutation test, for that matter) could be

employed, it is important to note the shortcomings of these techniques.

First, these tests do not take the whole model into account (Klesel et al., 2019). This
is especially pertinent within exploratory contexts, where researchers are not just
interested in significant differences between path coefficients. Second, unpaired t-tests
are particularly sensitive to the distribution of the sample — something that does not

hamper PLS path modelling.

As with the significance tests conducted for the global model, a bootstrapped
significance test was also performed. Note that PLS-based multigroup analyses are non-
parametric and are largely based on specific group parameter estimates. These include
model aspects such as outer weights and loadings, as well as path coefficients (Sarstedt,
Henseler and Ringle, 2011). From the results presented in Table 7.10, it is apparent that
all the relationships illustrated in Figure 7.3 show significant differences when the
quantitative ‘unrealistic optimists’ model is compared with the ‘average’ model. In other
words, there are significant differences in attitude, trust and level of awareness when
comparing those individuals classified as unrealistic optimists with those individuals
classified as average. Importantly, these multigroup (two groups) results provide support
for the fourth hypothesis (H4a, b, and c). Refer to Table 7.11 for a summary of all the

models that comprise this study.
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Table 7.10 Results of the multigroup analysis, *** at p < 0.01, * at p < 0.10 (unrealistic
optimists vs. average)

. Diff t-
Hypothesis Path (abs) p-value statistic Support
Haa attitude — intention to behave 0.427 0.000 3.841%*+ Yes
securely
Hab trust — intention to behave 0.255 0.085 1.731* Yes
securely
Hac awareness — intention to behave 0.298 0.059 1.900* Yes

securely

The results of Figure 7.3 will be discussed in greater detail in the next section.

Figure 7.3. Intention to behave securely
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Table 7.11 Summary of all models
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7.4 Discussion

This section discusses the results of the quantitative analysis specifically referring to the
three constructs: attitude, trust and awareness. The results are analysed, explained and

linked back to the literature where applicable.

7.4.1 The significance of attitude

The quantitative results of this study, based on the survey which used the research
instrument (Table 7.1), indicate that respondents were influenced by their attitude
towards secure behaviour. Attitude, for the global group, was shown (Figure 7.2) to exert
a significant influence on intention to behave securely with a positive relationship

observed between the two variables (B = 0.452, p < 0.01, large effect size — 0.363).

This result confirms the literature discussion in Chapter 4, specifically Section 4.2 on
the significant influence of attitude on the intention to behave securely. People with a
positive attitude towards information security generally want to behave securely and
comply with their organisation’s information security policies. This is in line with Lowry
and Moody’s (2015) study which showed that people with a positive attitude want to
comply with policies and thus have a willingness to behave securely. Given that two of
the questions in the multivariate analysis (Q18, Q21) were related to the secure use of
technology, the respondents demonstrated that their intention was to behave securely.
The majority of the respondents knew that opening an email from an unknown sender is
risky and that they should not use public Wi-Fi when working with sensitive files. It would
therefore appear that they were aware of these risks and displayed a positive attitude
towards the intention to behave securely. The study by Turkanovi¢ and Polangic¢ (2013),
mentioned in Chapter 4, confirms that attitude towards privacy and security comprises
moving from an unaware state to a point of greater awareness where people try to
protect themselves as best as they can. This is understandable, as most employees are
loyal to their employers, building a win—win relationship for both parties (Fernandez and
Moldogaziev, 2013). Accordingly, there is a chance that only disgruntled employees will
deliberately put their employer at risk and it is therefore unlikely that this behaviour would

be declared in a survey (Schouteren, 2019).
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The third question (Q25) was based on how they experienced their work environment.
The majority of the respondents experienced a positive work environment, further
enhancing a positive attitude; again, we found literature that makes similar claims
(Cuganesan, Steele and Hart, 2018). A positive work environment creates opportunities
for learning and development that could lead to greater awareness of information
security. By contrast, a negative environment could lead to carelessness and destructive

behaviour.
Interestingly, De Kok, Oosting and Spruit (2020) divided attitude into three components:

1. The affective component is made up of an individual's emotions about something
or someone.

2. The cognitive component is formed by evaluating character traits.
The behavioural component is concerned with attitudes shaped by previous

behaviour and experience.

The result of De Kok, Oosting and Spruit’s study was that cognitive attitude scored
higher than affective attitude, but both were significant in the intention to behave
securely. They omitted the behavioural component since people acquire their attitude
only rarely from their behaviour or experience, for example when an individual cannot
explain their behaviour in a credible way (De Kok, Oosting and Spruit, 2020).

Interestingly, OB is also defined as a cognitive bias.

The results in Figure 7.3 show a significant influence and a positive relationship
between the two variables, attitude and the intention to behave securely, for the average
group (B = 0.245, p < 0.01). In general, people are hopeful and have a positive outlook
on life (Weinstein, 1980). As expected, a more significant relationship between the two
variables was found for the unrealistically optimistic group (B = 0.672, p = 0).
Unrealistically optimistic people expect to experience only positive things in life and by
default have a positive outlook. In the context of this study, unrealistically optimistic
people might have therefore behaved insecurely as they did not believe that anything

bad, such as succumbing to a phishing attack, would happen to them.

In Chapter 4 the risks of unrealistic optimism were explained. Unrealistic optimism
occurs when someone does not expect bad things to happen to them. Accordingly,
unrealistically optimistic people could fall victim to a phishing attack thinking it could
never happen to them. In addition, the intention to behave securely might not be closely

linked to actual secure behaviour (Jalali et al., 2020). The survey did not test for the
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intention to behave securely based on the offering of a reward, but was more inclined to
be fear based: “itis risky to ...”. Unrealistically optimistic people respond better to reward

based cues, thus succumbing to phishing attacks (Sharot, 2011).

In Chapter 5, the theory of planned behaviour (TPB) was discussed. The theory states
that there are various motivating factors that influence the intention to behave in a certain
way. One of these factors is attitude, which is an indication of how hard people are willing
to try to perform a certain behaviour (Ajzen, 1991). From the univariate analysis (Section
7.3.3.1) it is clear that people will try their best to behave securely. Therefore, this result

supports the fact that attitude has a significant effect on the intention to behave securely.

This study argues that an individual’s attitude towards information security is pivotal in
explaining their intentions to act securely within the workplace. Furthermore, the
statistical results show that the relationship between the two variables, attitude and
intention to behave securely, is more significant for unrealistically optimistic people than
the average group. In Chapter 8, actual behaviour will be evaluated using an experiment

and interviews will be conducted to gain a more in-depth understanding.

7.4.2 The significance of trust

The quantitative results (see Figure 7.2) show that trust, for the global group, significantly
influences intention to behave securely with a positive relationship (8 = 0.099, p < 0.05).
The results of the univariate analysis (items Q45 to Q50) depict that people tend to trust
their own judgement more than that of others. Kramer (2009) confirms that people tend
to overestimate their own judgement because they only see what they want to see. Logg,
Minson and Moore (2019) found that people trusted their own judgement rather than that
of an algorithm when they had expertise in forecasting. Thus, people tend to rely on their
own knowledge and experiences. People are also more trusting of their peer group,
those who look like them and have the same beliefs. They are therefore more likely to

trust without validating what is said (Shareef et al., 2020).

The maijority of the survey respondents tended to see the best in the people they
worked with and therefore could trust the judgement of others when it came to areas of
expertise, for example implementing technical IT security controls. Trust was discussed
in Chapter 4 (Section 4.3), explaining that in this study the focus was placed on the trust

that employees place in the technical security controls implemented by their IT
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department. Trust in controls is more than an emotional reaction; it is also a set of
assumptions or expectations about these technical controls and their ability to protect
data (Butavicius et al., 2020). As previously discussed, this could lead to a false sense
of security where the employees blindly trust the implemented security controls to protect
them from a cyberattack in the workplace. This is further exacerbated by the current
working-from-home paradigm. Employees find it difficult to draw a clear line between
work and family life. They spend time on social networking sites during the working day,
sharing personal and business information with trusting ignorance (Colwill, 2009;
O’Reardon and Rendar, 2020). This results in careless behaviour, more specifically

insecure behaviour, as the employee does not take responsibility for their actions.

The quantitative results indicate a positive relationship (8 = 0.118, not significant)
between frust and the intention to behave securely for the unrealistically optimistic group,
whereas the average group has a negative relationship (8 = -0.137, not significant). This
result confirms that the unrealistically optimistic group are more trusting than the average
group. Furthermore, the result agrees with the optimistic trust effect mentioned in
Chapter 4, where unrealistically optimistic people have a natural inclination to trust
(Wilson and Darke, 2012). As previously mentioned, people who are trusting are more
susceptible to becoming victims of social engineering than those who distrust.
Furthermore, considering that the unrealistic optimists only expect good things to happen

to them, they are more susceptible to phishing attacks.

7.4.3 Information security awareness training (ISAT)

The quantitative results for the global group show that there is a significant and positive
relationship between awareness and intention to behave securely (B = 0.351, p < 0.01).
This is in agreement with the findings of a study performed by Li et al. (2019), who found
that employees who are more aware of their company’s information security policy and
procedures were better equipped to behave securely. When people can identify a
phishing email, their chances of being caught diminishes. Practically speaking,
awareness alone is not enough (Aloul, 2012; McCormac et al., 2017) as it should be
followed by real-world tests to see if actual behaviour has changed. Topical emails, those
that reflect current news or trends, are often seen as legitimate. ISAT must highlight this

fact and enable people to know what a phishing email looks like.
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A negative relationship between awareness and the intention to behave securely was
found for the unrealistically optimistic group (B =-0.129, p = 0.277). ISAT could be seen
as a waste of time, as unrealistically optimistic people do not think it is relevant to them.
Because of their bias, they ignore everything that contradicts their view. On the other
hand, a positive relationship between awareness and intention to behave securely (f =
2.202, p = 0.277) was found for the average group, Thus, it seems that the average
people realised that anyone can fall victim to a phishing attack and therefore needed to

arm themselves with knowledge to protect themselves.

7.5 Summary

The purpose of this chapter was to present the results of the quantitative data analysis
in detail. A pilot study was first conducted to determine whether the survey instrument
was considered reliable. This was followed by data collection for the main study. A
discussion on the sampling strategy was also provided, with the use of systematic
random sampling being indicated as a reliable strategy. The results of the reliability and
factorial validity test were then presented. PLS-SEM was identified as the appropriate
technique for analysing the structural relationships between multiple constructs in this
study. In this regard, a detailed discussion of the measurement model and structural
model was provided. In Section 7.3.6 the global quantitative model was discussed with
the results depicted in Figure 7.2, while Table 7.10 and Figure 7.3 showed the results of
the multigroup comparing the two groups of respondents based on their OB responses.
In addition, PLS-SEM was used for the statistical analysis of the quantitative multigroup
to distinguish between the unrealistically optimistic and average groups. The chapter
concluded with an overview of the path estimates of the model and the outcomes of the
hypothesis tests. The next chapter provides a detailed discussion on the evaluation

methods used.
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8.EXPERIMENT, INTERVIEWS AND
EVALUATION

8.1 Introduction

In this study a model was developed to better understand phishing susceptibility. In
Chapter 5, six hypotheses were proposed to investigate why certain individuals are more
prone to this phenomenon. The previous chapter presented the theoretical model as a
path diagram and reported several statistically significant findings. This chapter delves
into the findings of the experiment and discusses how the evaluation was performed.
Further, it provides additional insight into how the results and present literature apply to
the research problem, namely phishing susceptibility while taking optimism bias (OB)
into account. The survey (quantitative analysis) measured the intention to behave
securely, whereas the experiment measured actual secure behaviour. Essentially, the
context of this study is theorised throughout, with specific references to how attitude,
awareness and trust contribute to the results of the structural model. Semi-structured
interviews were conducted after each simulated phishing attack to better understand
why people succumbed to the attacks. The chapter concludes with an evaluation of the

study model using a concurrent triangulation design.

8.2 Information security awareness and secure behaviour

8.2.1 Phishing experiment

To test actual behaviour, a phishing experiment was conducted that consisted of three
simulated phishing attacks and three information security awareness training (ISAT)
sessions. Online awareness training was performed before every phishing attack using
the company’s learner management system (LMS). The experiment took place over a
period of seven months, with one of the simulated phishing attacks being fear based and
the other two reward based. A number of email addresses were used to send the

phishing emails from the various domains used for hosting the phishing sites, none of
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which would have been familiar to the employees. The emails and websites should
therefore have been treated with caution. This experiment was conducted in such a way

that the email appeared as real as possible.

8.2.1.1 Design considerations

The employees would have recognised the content of the phishing email owing to the
familiar logos and graphics used, which are publicly available on the internet. It is
important to also note that a disgruntled terminated employee could provide these details
to a hacker group to perform these attacks. In the experiment, an email with a link to a
phishing site was sent to all the survey respondents. When the link was clicked, the
phishing website opened and recorded the email address. When the respondent entered
their details and clicked on the submit button, their username was stored together with
their email address. In the first simulated phishing attack, once the respondent had
clicked on the submit button they received a message stating that they had successfully
opted out. The other two phishing attacks worked differently. Once they had clicked on
the submit button, the page refreshed without displaying an error or a success message,
ready to accept their credentials again. This confused the employees into thinking that
they had supplied incorrect credentials or that the site had broken down. Consequently,
many of them tried again with different credentials hoping to login successfully and
progress to a screen where they could carry out their desired action. Notably, to ensure

confidentiality passwords were not saved.

Creating a fake phishing site can be done relatively easily and very quickly. The
phishing sites for this study were created using the Python programming language;
specifically implementing the Flask module (see Appendix D). Saving logos and images
from the original websites and using them in a phishing site is a simple task, as there
are multiple tools available, from “ripping” content from a website to creating a duplicate
of an entire site (see Figures 8.2, 8.4 & 8.6). In addition, various open-source tools, for
example King Phisher, Gophish and Zphisher facilitate the entire phishing exercise.
Gophish is labelled an open-source phishing framework that assists with setting up
phishing templates, creating phishing campaigns that will manage the sending of the
emails and track the results. Although this tool was created to be used by organisations
to test their employees, nothing stops bad actors from using it maliciously. To make

matters worse, phishing is offered as a service on the dark web (Hyslip, 2020).
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Setting up the phishing site is the first step. The next step is to craft an email that
will contain the required fear appeal or reward motivation to entice someone to click on
the link and part with their credentials or install malware. Multiple vendors offer mass
email as a service. These services, for example Sendgrid, modify the URL ink in the

email into a tracking link making it difficult to determine whether it is malicious or not.

Websites are generally considered to be legitimate if they have a security certificate
installed. This certificate is indicated with a lock icon in the address bar. When the icon
is clicked it will provide details about the specific certificate. These normally state that
communication with the website is secure, for example that it is safe to enter your credit
card details. In the past, security certificates were expensive and therefore not
purchased by malicious actors. This changed when a non-profit certificate authority

called Let’'s Encrypt (https://letsencrypt.org/) started to provide TLS certificates for free.

Today, anyone can register a domain and apply a certificate fairly easily, creating the

illusion of a legitimate website.

Therefore, ISAT needs to take the above into consideration in making people aware
of how the technology landscape is changing. Technology is forever changing and

security best practices and awareness training must be constantly updated.

8.2.1.2 Simulated phishing attack number 1: fear based

The first phishing attack was fear based. Employees were notified by the phishing email
(Figure 8.1) that management had decided to change the monthly pay date from the
27th day of the month to the last day of the month, giving the main reason for this change
as the fact that it would make the company more profitable. If this email had been
carefully considered recipients would have realised that this would not have resulted in
a cost saving. The employees were then given a chance to vote against this change by

casting their vote on a website (Figure 8.2) specifically created for this purpose.
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Figure 8.1 First simulated phishing attack: email

Figure 8.2 First simulated phishing attack: website
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8.2.1.3 Simulated phishing attack number 2: reward based

From the literature, it is clear that people are more inclined to respond to reward-based
phishing attacks (Bax, McGill and Hobbs, 2021). The second phishing email was sent
shortly after Black Friday (Figure 8.3). At the company used in this experiment,
Workpoints is an incentive scheme where employees can recognise good performance
and award points to one another. These points are redeemed for vouchers that are used
at one of the affiliated partners of the programme. The bait was that the employee
needed to login to the site (Figure 8.4) to qualify for a lucky draw for 10 000 points.
Keeping in mind that the average number of points that can be awarded by one

employee to another is between 50 and 100, this was indeed a big reward.

Figure 8.3 Second simulated phishing attack: email
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Figure 8.4 Second simulate phishing attack: website
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8.2.1.4 Simulated phishing attack number 3: reward based

The third simulated phishing attack was based on changing legislation in South Africa
regarding the collection of debit orders. There had been quite a bit of hype in the media
about this change as it would affect anyone granting a debit order on their bank account.

The DebiCheck website (https://debicheck.co.za/) contained training material for the

general public explaining how the new process would work, providing extra security
against unauthorised debit orders. As companies had to train their staff to understand
the new legislation, this was a good time to launch a phishing attack with anything
DebiCheck related. This email (Figure 8.5) differed from the previous phishing emails as
there was no URL link in the text. Rather, the link was attached to an image so the

employee had to click on the image to go to the site (Figure 8.6).

Figure 8.5 Third simulated phishing attack: email
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Figure 8.6 Third simulated phishing attack: website

In the next section, the observed results of the experiment will be discussed.

8.2.2 Observed behaviour following ISAT

In our sample, 49% of respondents were classified as unrealistic optimists. Three
phishing attacks in total were conducted and after every attack there was a decrease in
the number of users who succumbed. This could be because of the ISAT that was done
after each attack. Following each attack, a debriefing email (Figure 8.7) was sent to the
participants to explain that the email they had received was a phishing attack. This email
was used to create further awareness by explaining what the participants should have
noticed to come to the conclusion that it was a phishing attack. Two specific items were
highlighted: (1) the sender’s email address was not an official company email address,
such as debtmanagementconsultants@gmail.com and debicheck@emware.co.za, and

(2) the website URL was not a company-owned domain.
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Figure 8.7 Debriefing email sent after first phishing attack

Figure 8.8 shows the percentage of users per group who clicked on the phishing link.

We performed a t-test on the phishing experiment results and found that t = 1.97 and
p = 0.04, indicating that there was a significant difference between the average and the

unrealistically optimistic groups, thus supporting the quantitative results.
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Figure 8.8 Combined phishing experiment result

Intentions on its own was a poor predictor of security behaviour, as more than 93%
of the participants agreed that it is risky to open an email from an unknown sender, yet
23% of the participants in the average group and 29% in the unrealistically optimistic
group not only opened the email but also clicked on the link. As a result, this study
confirms previous findings in non-controlled settings that attitudes and intentions are
frequently inconsistent with behaviour (Acquisti and Grossklags, 2004; Gundu,
Flowerday and Renaud, 2019; Birch and Memery, 2020). It is therefore desirable to
measure behaviour directly in order to understand the true state of information security
in an organisation. Even in scenarios where users are quite familiar with the security
behaviour in question, such as phishing emails, the need to measure actual security

behaviour remains valid.
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8.3 Interviews

Semi-structured interviews were conducted after each simulated attack to gain a better
understanding as to why employees succumbed to the phishing attacks. See Tables 8.1,

8.2 and 8.3 for the interview plan and responses.

Types of questioning: The interview started with a general discussion, followed by
directive questions to clarify the individual's behaviour. We specifically evaluated our

three constructs using the following questions:

o Attitude: Did you check for any clues to indicate that it could be a phishing email?
e Trust: Do you trust the security controls implemented by the IT department?

¢ Awareness: Did you understand the training material?

Sampling method: Individuals who succumbed to the phishing attacks were

interviewed until data saturation was reached with no new themes emerging.

Table 8.1 Interview 1 responses

Participants
1 | 2 3 | a4 5 6 7

Interview 1 (Fear-based email)
Did you complete
the training? Yes Yes Yes No Yes Yes Yes
Did you understand
the training
material? Yes Yes Yes N/A Yes Yes Yes

Looked

It Emo- legitimate
Would seemed tional, and

Why did youbeliove | S0LRe | Boedt [ lokea ||| fooked | waried | wantec
the phishing email did not think | manage- | mate upset company | the exercise
was real? it through ment request about it email change my vote
Did you check for
any clues that it
could be a phishing
email? No Yes No No No No No

160




Do you trust the
security controls
implemented by the

IT department? Yes Yes Yes Yes Yes Yes Yes
Now that we have
explained the
phishing email, do
you know what to
look for in the
future? Yes Yes Yes Yes Yes Yes Yes
Summary of Emotionally upset that management wanted to change pay date.
comments/themes Inconvenience of debit order dates etc. Felt “short changed”.
Table 8.2 Interview 2 responses
Interview 2 (Reward-based email
Did you complete
the training? Yes No Yes Yes No Yes Yes
Did you understand
the training
material? Yes N/A Yes Yes N/A Yes Yes
It was
timely.
Black
Friday
passed
and this The
was a logos
chance used and
Looked to win The the way it
similar to the | points if | hoped | content was
: : incentiv Id win Familiar f th written
Why d.ld You behefve sccheentwee )r/r?igsed fr?: ‘ w;iath thae :)natile seettried
the phishing email used by the | the incentive | Itlooked | incentive | made me | legitimate
was real? company. specials. | points. real. scheme. believe it.
Did you check for
any clues that it
could be a phishing
email? No No No No No No Yes
Do you trust the
security controls
implemented by the
IT department? Yes Yes Yes Yes Yes Yes Yes
Now that we have
explained the
phishing email, do
you know what to
look for in the
future? Yes Yes Yes Yes Yes Yes Yes
Summary of Did not want to lose the reward. Familiarity with the incentive scheme.
comments/themes Was timeous.

161




Interview 3 (Reward-based email

Table 8.3 Interview 3 responses

Did you complete

the training? Yes Yes Yes No Yes Yes Yes

Did you understand

the training

material? Yes Yes Yes N/A Yes Yes Yes
A DebiCheck We've all
competition received | Debi
made sense | Currently | The Currently Debi Check is

Why did you believe | SSYeare, | Imoe. | come- | warkng® | Sutfect | Gheck | o profct

the phishing email gitin the Debi seemed | DebiChe | and Seemed | working

was real? business. Check. easy. ck. timely. real. on.

Did you check for

any clues that it

could be a phishing

email? No No No No No No No

Do you trust the

security controls

implemented by the

IT department? Yes Yes Yes Yes Yes Yes Yes

Now that we have

explained the

phishing email, do

you know what to

look for in the

future? Yes Yes Yes Yes Yes Yes Yes

Summary of

comments/themes Familiarity with subject matter. Hoping to get the reward. Seemed easy.

Sequencing: Since succumbing to a phishing attack is generally regarded as being a

potential embarrassment for the individual (Petri¢ and Roer, 2022), it was important to

start by building a foundation of trust between the interviewer and the interviewee. This

was accomplished by introducing the topic slowly, beginning with the training and ending

the interview with a discussion on why they thought they had succumbed to the attack.
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Stance: The interviewer took a friendly approach and sympathising and empathising

with the interviewees allowed the dialogue to flow.

Some of the reasons given by the participants as to why they succumbed to the

attacks included that

o the email “looked legitimate”

e it was timely in the sense that it was a topic of discussion: “We were busy with
DebiCheck training when we received the DebiCheck competition email.”

e they wanted the reward offered and did not want to lose what they deemed to be

theirs.

Figure 8.9 describes the process used to derive the themes. Although the
respondents declared that they understood the training, many were unable to identify

the emails as phishing emails as they had succumbed to the attacks.
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According to the interview results, the fear-based email (simulated phishing attack
number one) convinced the participants to take action. Fear is often used to emotionally
“hook” someone to perform a specific action and Johnston and Warkentin (2010) found
that fear appeals drive certain behaviour. In this instance, the fear was financial loss
(being paid later) and inconvenience (debit order dates would have to be changed). Even
though there was no real financial loss, emotion trumped cognitive thinking resulting in
participants clicking on the phishing email. The respondents stated that the email created
an emotional response which they acted on. This is in agreement with the study done

by Leventhal (1971) who found that emotion is a strong driver of behaviour.

Similarly, the two reward-based emails (simulated phishing attack number 2 and 3)
motivated the participants to click the link. Interestingly, Bax, McGill and Hobbs (2021)
found that rewards influenced insecure behaviour more than protective behaviour. In
other words, people are more interested in the reward than protecting themselves. This
is demonstrated in the interview responses as people wanted the rewards at all costs.

For this reason, this study used two reward-based emails and only one fear-based email.

Familiarity further deceived the participants into think that the emails were
legitimate. Thus, through the use of the emails, specifically displaying images such as
logos and fonts, trust was built. This agrees with the findings of Blythe, Petrie and Clark
(2011), which confirm that when personalisation and familiarisation are used in phishing
emails the chances of being successful increase. The phishing topics used were current

issues and therefore further reinforced their familiarity.

Although the participants had completed the awareness training and confirmed that
they understood it, they still succumbed to the attack. As the literature study revealed,
awareness training reduces the risk of phishing but does not eradicate it completely
(Aloul, 2012). This study therefore argues that to be successful in changing insecure
behaviour, the effectiveness of awareness training should be tested and the training

modified if necessary.

The participants clearly trusted (placed reliance) the security controls implemented
by the IT department. They (the participants) were fully aware of these tools, as the
endpoint protection was automatically updated and was visible in the system tray.
Should the updates not happen, then they would be contact by an administrator to rectify
the issue. This by itself further creates the impression of a father figure watching over

them. As discussed, this could lead to a false sense of security and risky behaviour.
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The debriefing sessions were done before the interviews making it clear how the
respondents should have identified the email as a phishing attack. When they were
asked whether they now knew how to identify a phishing email, they all agreed that they
would be able to identify a phishing email in future. This indicates that their intention was
to behave securely, which was the same behaviour observed in the quantitative results.
Unfortunately, the subsequent phishing attacks demonstrated that their intention and

actual behaviour were not aligned.

8.4 Unrealistic optimism and secure behaviour

Figure 7.3 depicts the significant differences between the two groups based on the
quantitative data pertaining to the intention to behave securely. These differences were
further confirmed by the experiment, which indicated the difference between the two
groups for actual secure behaviour, with a larger proportion of the unrealistically
optimistic group succumbing to the phishing attacks than the average group (Figure 8.8).
Thus, this study argues that the unrealistically optimistic group behaves more insecurely
and is more susceptible to phishing attacks than the average group. Interestingly, the
results of the experiment agree with the results of the quantitative data in respect of (1)
the trust construct, which showed the unrealistically optimistic group to be more trusting,
and (2) the awareness construct, where the group had a negative relationship to the
intention to behave securely. On the other hand, the average group was less trusting.
Hong et al. (2013) found that less trusting employees deleted not only phishing emails
but also some legitimate emails, therefore behaving securely. The average group also
had a positive relationship between awareness and the intention to behave securely,
which should result in secure behaviour. This confirms Weinstein’s (1980) findings that
unrealistically optimistic people see life through rose-tinted spectacles and do not expect
“bad things” to happen to them, or more specifically in this study, to succumb to a

phishing attack.
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8.5 Triangulation

The use of quantitative and qualitative research approaches sequentially or concurrently
to refine, evaluate and/or extend theory is known as methodological triangulation (Haase
et al., 1999). Accordingly, research using quantitative and qualitative methods may be
highly relevant if the theoretical underpinnings of each are considered carefully and the
methods used do not contradict those assumptions (Haase et al., 1999). Jahangiri et al.
(2008) describe triangulation as a broad collection of data or evidence derived from
numerous and diverse sources. They further claim that this composite assessment
methodology is thought to be more valuable because it compensates for any
shortcomings associated with any single assessment method. For a triangulation
method to be most effective, data from different sources should ideally overlap to some
extent. For example, a quantitative analysis is complemented by a qualitative analysis,

showing an overlap in testing the same relationships and coming to the same conclusion.

There are at least four types of triangulation possible: (1) data source triangulation,
(2) analyst triangulation, (3) theory/perspective triangulation, and (4) methods
triangulation (Patton, 2002). The data source and method types, in particular, are likely
to increase the validity of this study. Data source triangulation entails gathering
information from various types of people, such as individuals, groups or communities, in
order to gain multiple perspectives and validate data (Carter et al., 2014). Method
triangulation involves the use of multiple methods of data collection about the same
phenomenon (Polit and Beck, 2008). The resurgence of interest in mixed methods
research has emphasised the approaches in which methods triangulation can increase

confidence in the findings of a study that combines quantitative and qualitative methods

(Yin, 2013).

The evaluation of the model for this study was performed using a concurrent
triangulation design (see Figure 8.10) (Saunders, Lewis and Thornhill, 2016). Secondary
data was collected via a literature review to obtain an in-depth understanding of the
current theories and models that informed this study. Our primary data collection,
including both qualitative and quantitative data, was conducted in the same phase of the
research in order to compare how these data sets support one another. Our quantitative
data consisted of a cross-sectional survey and our qualitative data of an experiment and

interviews.
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Figure 8.10 Evaluation via triangulation (Saunders, Lewis and Thornhill, 2016).
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8.6 Summary

The focus of this study was to gain a better understanding of why certain users are more
susceptible to phishing than others. Prior research has shown that ISAT has a positive
effect on secure behaviour but is not entirely effective in eradicating insecure behaviour.
In an attempt to understand or explain human behaviour, researchers often consider the
various personality types (the ‘Big 5’) (Ifinedo, 2012; Safa et al., 2015). Other human
traits that have been considered include attitude and trust (Herath et al., 2014; Gubhr,
Lebek and Breitner, 2019). In this study we hypothesised that OB plays a significant role

in secure behaviour, thus distinguishing our study from previous research.

We found that attitude had a significant influence on the intention to behave securely
in the workplace. Interestingly, Chowdhury, Adam and Teubner (2020) found that not
only does attitude affect the individual user, but the attitude of supervisors and managers
towards secure behaviour also had a direct impact on subordinates. Therefore, ISAT
programmes could be adapted to include a section specifically intended to encourage
supervisors and managers to set a good example for their subordinates. A bad attitude
towards behaving securely could also be related to work stress and therefore ISAT
programmes could be adapted to point this out to users. User performance is usually
managed by an agreed set of key performance indicators (KPIs). We suggest that KPlIs
could be modified to include a measure of ISAT programmes completed, including how
to avoid being the victim of a simulated or real phishing attack and the need to report

suspicious emails to one’s manager or the IT department.

The effectiveness of an ISAT programme is also influenced by how it is presented.
Using interactive methods to engage participation during training and being able to test
the subject matter after the training are critical. ISAT is not a once-off event but an
ongoing programme focusing on current threats and scenarios, so that users can relate
and correctly respond to these threats (Bauer, Bernroider and Chudzikowski, 2017). We
conclude that the number of ISAT interactions that employees are engaged in has a

direct impact on their intention to behave securely.

In addition, we found that trust plays a significant role in how users behave in the
workplace. The presence of dedicated IT departments that manage the end-user
environment by implementing restrictive administration controls and demonstrating to
users that a father type figure is watching over them tend to create a false sense of

security in organisations. This approach encourages users to blindly trust that these
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controls will protect them regardless of their behaviour (Butavicius et al., 2020). Instead,
there is a need to educate users through ISAT programmes, so they will understand that
the controls which have been implemented could fail, and that the responsibility to
behave securely can never be placed solely on systems. Users should be trained to be

more sceptical when performing transactions or requests in the online world.

Unfortunately, unrealistic optimists are not sceptical enough. We compared the
unrealistically optimistic group with the average group and found that attitude had the
largest effect on the intention to behave securely. The attitude of ‘it won’t happen to me’
among unrealistic optimists has a significant effect on their trust and ultimately their
behaviour. Although unrealistic optimists take note of ISAT, they brush it off
subconsciously as they do not expect security threats to be a reality in their environment.
Nevertheless, these are often diligent and conscientious users with the best intentions.
People tend to be optimistic by nature, resulting in a significant portion of the population
being unrealistically optimistic (Weinstein, 1980). Since OB has a significant influence
on attitude, trust and awareness, ISAT programmes should take this human ftrait into

account in order to be more successful.
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9.CONCLUSION

9.1 Introduction

This chapter provides an overview of the study with a particular emphasis on how it adds
to the information security body of knowledge. The chapter starts with a review of the
thesis problem specifically focusing on why this research was undertaken. The next
section provides an overview of all the chapters, followed by a review of the research
questions and problem statement, showing how they were addressed during the study.
The main research objective was to investigate the effect of optimism bias (OB) on
phishing susceptibility and how this could be addressed through information security
awareness training (ISAT). The contribution of the study is discussed for both theory and
practice. The chapter concludes with the limitations of the study and future research

directions.

9.2 Overview of the thesis problem

It is estimated that the majority of the world’s population is connected to the internet
(Neto et al., 2021). Considering the pervasiveness of information systems in our daily
lives, controlling basic infrastructure such as electricity, water supply, security, managing
traffic, financial systems and communication systems, one basically has to use the
internet to be part of society (Pfeiffer, 2021). We are in the information age and some
claim that he who controls the information in information systems, ultimately holds the
power (Libicki, 2020). It is therefore of the utmost importance to protect the information

in such systems to ensure they function as expected.

Social engineering, which exploits human vulnerabilities, is often used to gain
unauthorised access to these systems. This study focused on one of the most common
social engineering techniques, phishing, which predominantly uses email as its attack
platform. Information security breaches are increasing with data being held for ransom
and often sold on the dark web, putting people and organisations at risk of possible

identity theft, financial loss, intellectual property theft, operational interruption and
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reputational damage (Stack, 2018; Sarkar et al., 2019; Steel, 2019; Liu et al., 2020).
Thus, researchers have been trying to find ways to eliminate the phishing risk but have

up to now been unsuccessful.

Various counter measures are used to reduce the risk of phishing. These include
technical controls and ISAT. Unfortunately, these controls merely reduce the phishing
risk but do not eradicate it, as is evident from the current phishing statistics (Proofpoint,
2021). Although software security organisations have made major improvements in the
last few years, such as incorporating artificial intelligence/machine learning into security
products to ‘automatically’ mitigate both known and unknown security threats, people
still succumb to phishing attacks, resulting in security breaches. Therefore, technical
controls alone will not solve this problem and, thus, the focus is placed on human
behaviour. Humans are considered the weakest link in the security chain (Van Slyke and
Belanger, 2020; Abroshan et al., 2021; Hughes-Lartey et al., 2021).

ISAT has been shown to be effective in reducing security breaches caused by
phishing (Aloul, 2012). Hence, as human behaviour is influenced by many factors,
including personality traits, attitude, trust, knowledge, awareness, and OB to mention a
few, the aim of this study was to propose a solution that would increase the effectiveness

of ISAT in reducing information security breaches.

To investigate this problem, other studies have focused on personality traits, how
people trust, awareness, email cues, employee workload, habits, persuasion and
maladaptive behaviour (Blythe, Petrie and Clark, 2011; Vishwanath et al., 2011; Jensen
et al., 2017; Ferreira and Teles, 2019; Moul, 2019; Frauenstein and Flowerday, 2020;
Steves, Greene and Theofanos, 2020; Frauenstein, 2021; Shahbaznezhad, Kolini and
Rashidirad, 2021). In addition, Abroshan et al. (2021) created a predominantly fear-
based conceptual model, thus ignoring rewards as a motivator, to determine a
susceptibility risk score. Another researcher, Arduin (2021), asked volunteers to
participate in an experiment to test their phishing susceptibility. This was performed
‘classroom style’, thus eliminating the element of surprise that would have been present
had the phishing email had to be processed among other legitimate emails. In the past,
most phishing susceptibility studies have been quantitative in nature; actual behaviour

in normal daily work life has not been measured.

Furthermore, only a few studies have investigated information systems and OB
(Campbell et al., 2007; Nandedkar and Midha, 2012; Baek, Kim and Bae, 2014) and
phishing and optimism (Wang, Li and Rao, 2016).
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This study therefore focused on increasing the effectiveness of ISAT by considering
human behaviour and looking specifically at the relationships of attitude, trust and
awareness with the intention to behave securely. The effect of OB on these factors was
also studied. Since there is a difference between intention and actual behaviour, this
study also tested actual behaviour in a normal work setting to better understand what

these differences are.

9.3 Chapter summaries

Chapter 1 provided a complete overview of the study. The context of the study was set
by highlighting the fact that the phishing problem has not been solved, even though it
has been around for decades. Currently, researchers are looking for solutions that can
eradicate it completely. Phishing was briefly explained and current statistics quoted on
the detrimental effects of a security breach. Current counter measures were discussed,
namely technical controls and ISAT. This led to questioning human behaviour. People
generally have the intention to behave securely, but their actual behaviour does not

reflect this. Accordingly, possible factors that could influence behaviour were discussed.

The literature review was divided into three chapters (Chapters 2—4), which laid the
theoretical groundwork for the study and confirmed that the underlying information
security issue is related to human behaviour. Owing to the success of phishing attacks
and the way such attacks manipulate people, Chapter 2 focused on better understanding
how phishing works and how a phishing attack is launched. The many different types of
phishing were discussed, illustrating that such attacks have a wide reach, endangering
devices and applications including PCs, phone texts and voice messages. A phishing
taxonomy was discussed, summarising the various types and covering the
communication media, target devices, attack techniques and countermeasures.
Although a device with a smaller form factor could make it more difficult to identify a
phishing attack, it is not the major reason for phishing success. Attackers prefer to target
a platform where they can reach a large number of people. Broadly speaking, people
are manipulated either through fear or reward, regardless of the attack platform, with
reward-based themes appearing to be more effective (Bax, McGill and Hobbs, 2021).
Understanding how phishing works was important in this study as this knowledge was
used in the experiment to test behaviour. The literature review was used to guide the

setup of the three phishing campaigns (one fear-based and two reward-based).
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Chapter 3 introduced ISAT. The aim of the chapter was to provide a general
understanding of the various types of malware threat to ensure that ISAT addresses as
many risks associated with phishing as possible. The importance of a security culture
within an organisation was emphasised as the foundation for implementing good
information security governance, thus supporting the goal of ISAT by empowering
people to play a more active role in behaving securely. Several training frameworks were
discussed to better understand what a successful ISAT programme should look like.
Subsequently, certain designs were considered, as well as how people learn to optimise
the success of ISAT. This addressed the first research sub-question: Why is information
security awareness training not always effective in changing human behaviour? Previous
studies have concluded that increased ISAT has a positive impact on secure behaviour
and enables people to identify security threats (Mittal, 2015; McCormac et al., 2017).
However, people still succumb to phishing attacks and therefore the effectiveness of

ISAT is questioned (Dodge, Carver and Ferguson, 2007).

Chapter 4 provided a discussion on the behavioural influence of OB, also
considering attitude and trust in respect of their influence on the intention to behave
securely. OB was discussed as a cognitive bias influencing decision-making and secure
behaviour, with people who have this trait believing that they are less at risk of
experiencing a negative event than others. Thus, the second research sub-question was

addressed: What effect does optimism bias have on secure behaviour?

Attitude was described as a way of thinking that represents an emotional condition.
Previous studies have found that a positive attitude towards information security could
lead to secure behaviour (Bulgurcu, Cavusoglu and Benbasat, 2010; Lowry and Moody,
2015). This allowed for addressing the third research sub-question: How does attitude

affect secure behaviour?

Lastly, trust was considered. Since this study took place in one organisation, trust
was defined as the trust placed in the technical controls implemented by the IT
department. However, blindly trusting these controls could lead to insecure behaviour.
From the literature (Riegelsberger, Sasse and McCarthy, 2005; Lankton, Mcknight and
Tripp, 2015; Beck et al., 2017) trust relationships were explained and the influence they
have on secure behaviour, both from a human and a systems perspective, addressed
the fourth research sub-question: How does frust in technology security controls affect

secure behaviour?
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Chapter 5 discussed the behavioural influence of attitude, trust, awareness and OB
on secure behaviour. The theory of planned behaviour (TPB) was discussed and its
suitability for use in this study was argued. The focus of this study was based not only
on the intention to behave securely, but also, more importantly, on better understanding
the intention—behaviour gap (Jenkins, Durcikova and Nunamaker, 2021). The literature
study enabled hypotheses to explain the relationships between the constructs to be

formally presented, subsequently resulting in the proposed research model for the study.

Chapter 6 provided a detailed discussion of the research design and the
methodological approach used in this study. The study adopted a pragmatic paradigm
since it fits well with mixed methods research where both quantitative and qualitative
research are considered. An abductive approach to theory development was chosen
because the study moved back and forth between inductive and deductive reasoning.
The surprising fact that people still succumb to phishing attacks even after numerous
ISAT interventions and the implementation of technical controls needed further
investigation. The secondary data analysis process was discussed together with the
various sources used. Next, the research instrument was discussed and the sampling
strategy explained. Since the population for the study was from one company,
systematic random sampling was used to ensure the population selected was
representative of the general population of a financial services organisation. As this
study evaluated hypotheses (intention to behave securely) quantitative research was
used to test them, with qualitative research using an experiment and interviews being
used to measure actual secure behaviour. The model was subsequently evaluated using
triangulation. The chapter concluded with an overview of the ethical considerations made

in this study.

Chapter 7 provided the survey results (quantitative results), focusing on presenting
and interpreting the results of the univariate analysis. On the other hand, the multivariate
analysis employed a PLS-SEM-based approach that resulted in the development of both
the measurement and structural model. The chapter then reported on the outcomes of
the path analysis, specifically the correlation coefficients, effect sizes, t-values and
statistical significance. The results subsequently showed support for all three
hypotheses for the global group (the unrealistically optimistic and average groups
combined) as proposed in the study. More importantly, the results of the multigroup
analysis further supported the last three hypotheses, clearly showing the differences
between the unrealistically optimistic and average groups. This was followed by a

presentation of the structural model depicting the hypothesised associations between
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each of the constructs. The next section discussed the evaluation of both the
measurement model and the structural model, as well as emphasising the differences
between the two groups with regard to the intention to behave securely. A discussion
followed, highlighting the results for the three defined constructs of this study for the
global group, but also discussing the differences between the unrealistically optimistic

and average groups with regard to the intention to behave securely.

Chapter 8 focused on the results of the experiment and interviews as well as the
overall evaluation of the study using triangulation. The phishing experiment was
discussed in detail. Taking guidance from previous research, one simulated phishing
attack was fear-based and the other two attacks were reward-based. The results of the
phishing attacks and observed behaviour after ISAT was done were discussed. In this
study the positive effect of ISAT was seen during the experiment as the number of
successful phishing attempts decreased with each repetition. However, the findings of
this study are in agreement with other studies that ISAT does not eradicate insecure
behaviour completely. More importantly, the phishing results showed that the
unrealistically optimistic group was more prone to succumb to a phishing attack, which
agrees with the literature that they do not expect negative events to happen to them.
After each simulated phishing attack, interviews were conducted with participants from
both the unrealistically optimistic and average groups to better understand why they had
succumbed to the attacks and a mind map of themes was then created. The chapter

concluded with an overall evaluation of the study using triangulation.

9.4 Research questions and hypotheses revisited

From the literature review it is clear that phishing remains a serious cybersecurity threat
(Alsharnouby, Alaca and Chiasson, 2015; Jensen et al., 2017; Mansfield-Devine, 2018;
Torten, Reaiche and Boyle, 2018; Williams, Hinds and Joinson, 2018; Sumner and Yuan,
2019; Bhardwaj et al., 2020; Chen, Gaia and Rao, 2020; Abroshan et al., 2021;
Gopavaram et al., 2021; Petri€ and Roer, 2022). Phishing has been around for more
than two decades and, despite all the awareness training and technical controls
implemented, people still succumb to phishing attacks on a daily basis. Thus, the current
methods for addressing phishing have been deemed inadequate. Since human
behaviour plays a significant role in any phishing attack, there is a need to better

understand why some people succumb to the attacks and others not. While there is a
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vast body of research on human behaviour in the field of Psychology, human behaviour
as it pertains to information systems is scarce. Since awareness is seen as a control for
empowering people to behave securely, the objective of this study was to find methods
to increase its effectiveness. This led to the main question of the research. To answer
the main research question, four research sub-questions had to be answered, all of

which focused on either human behaviour or human traits.

Main question. How should information security awareness training initiatives
improve to overcome phishing in susceptible individuals employed by a mid-size

financial services company?
The following section discusses the way in which the sub-questions were answered:

. Sub-question 1. Why is information security awareness training not

always effective in changing human behaviour?
This research question corresponds to the third hypothesis (H3) which states that An
employee’s awareness of information security is positively associated with the intention
to behave securely. The results indicate that awareness significantly influences intention
to behave securely (f = 0.351, p < 0.01). This is in agreement with the literature which
indicates that when people are aware they know what to look for and therefore behave
securely (Li et al., 2019).

The results show that attitude, trust and awareness all have a positive relationship to the
intention to behave securely. Yet, people still succumb to phishing attacks. If an
employee is under the impression that nothing bad will happen to them, for example
falling victim to a phishing attack, then awareness training might not have a positive

effect. Hence, could OB cloud one’s judgement?

o Sub-question 2. What effect does optimism bias have on secure

behaviour?
This research question corresponds to the fourth, fifth and sixth hypothesis (H4a, H4b &
H4c). H4a states: Employees’ attitudes towards information security differ significantly
between the OB group and the average group. The results for H4a (Figure 7.3) indicate
that the average group has a significant influence on, and that there is a positive
relationship between, the two variables, attitude and the intention to behave securely (B
= 0.245, p < 0.01). On the other hand, the unrealistically optimistic group displayed a
more significant relationship between the two variables (B = 0.672, p = 0). H4b states:

Employees’ trust is positively associated with information security and differs significantly
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between the OB group and the average group. The results show that the average group
has a negative relationship (B = -0.137, not significant) and the unrealistically optimistic
group has a positive relationship (B = 0.118, not significant). H4c states: Employees’
awareness of information security is positively associated with the practice of information
security and differs significantly between the OB group and the average group. The
results indicate the average group displays a positive relationship between awareness
and intention to behave securely (B =2.202, p = 0.277) while the unrealistically optimistic
group displays a negative relationship between awareness and intention to behave

securely (B =-0.129, p = 0.277).

o Sub-question 3. How does attitude affect secure behaviour?

This research question corresponds to the first hypothesis (H1) which states: An
employee’s attitude towards information security is positively associated with the
intention to behave securely. In line with the structured model (Figure 7.2), attitude was
shown to have a positive relationship with, and exert a significant influence on, intention
to behave securely (B = 0.452, p < 0.01). Thus, someone with a positive attitude towards
information security should behave securely as they want to comply with, for example,

policies and procedures.

o Sub-question 4. How does ftrust in technology security controls affect
secure behaviour?
This research question corresponds to the second hypothesis (H2) which states: An
employee's trust is positively associated with the intention to behave securely. The
results also indicate that frust significantly influences intention to behave securely (B =

0.099, p < 0.05). Employees place trust in technical controls to protect them.
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9.5 Contributions of the study

9.5.1 Contribution to theory

The TPB attempts to explain what motivates an individual’s intention to behave in a
certain way which has a significant effect on actual behaviour. The contribution of this
study enhances secure behaviour by considering a cognitive bias, OB, when confronted
with phishing attacks. Based on the questionnaire, Figure 9.1 depicts only the
quantitative analysis with regard to the intention to behave securely. The elements
colour-coded in red denote the changes that were made to the original TPB. According
to Gregor (2006), information systems theory differs from other fields of study as it
concerns the use of artifacts in human-machine systems. Lee (2001, p iii) further
explains that information systems research consists of more than just the technological
system or just the societal system, or a combination of both; it needs to understand the
effect that occurs when the two interact. Thus, the information systems discipline has
knowledge of both machines and human behaviour. Lewin (1945) is of the opinion “that
nothing is as practical as a good theory”. This study investigated the interaction between
machines and people to provide a practical solution to combat phishing attacks. Studies
around secure behaviour have typically focused on personality traits, habits and policy
compliance to understand behaviour, yet research understanding the effect of OB in
phishing is sparse. The results of this study provide empirical proof that there is a
significant difference in secure behaviour between the average and the unrealistically
optimistic group. The model created in this study proposes that OB influences both the

intention to behave securely and actual behaviour.

Our findings in particular confirm the theoretical importance of OB in the context of
phishing, implying that people are not rational decision-makers and that their decisions
may be heavily influenced by OB. Thus, the association between perceived phishing risk

and attitude toward adopting preventive steps is greatly weakened by OB.

Other studies have used TPB to understand secure behaviour in conjunction with
personality traits and protection motivation theory (PMT) to understand why employees
behave insecurely, the effect of their rank order in the organisation on secure behaviour,
attitude to towards ISAT and policy compliance (Ifinedo, 2012; Safa et al., 2015;
Aurigemma and Mattson, 2017). Their conclusions were that attitude towards

compliance and ISAT, perceived vulnerability and information security self-efficacy
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positively influence secure behaviour. The model for this study contributes to the
Information Systems literature, giving a better understanding of why certain employees

are more susceptible to insecure behaviour.

Figure 9.1 Intention to behave securely

9.5.2. Contribution to practice

The contribution of this research to practice is that ISAT programmes need to be adapted
to cater for unrealistically optimistic people. ISAT should contain a section to make
employees aware of whether or not they are unrealistically optimistic and therefore what
the likely outcome of their behaviour could be. Review questions in the training should
focus on OB where required to further impart the significance it has on behaviour. Based
on the research done in this study, the most effective way to demonstrate this is to
perform simulated phishing attacks and to carry out a debriefing with those who succumb
so that they can learn through experience. Verkijika (2019) refers to “anticipated regret”,
which results in security training changing from a theoretical exercise to practical
implementation. For example, employees learn through simulated phishing attacks what

the possible negative outcomes resulting from poor security behaviour could be. This
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should provide them an opportunity to reflect on the negative consequences of a security

incident.

The effectiveness of an ISAT programme is influenced by how it is presented. Using
interactive methods to engage participants during training and being able to test the
subject matter after the training are critical. ISAT is not a once-off event but an ongoing
programme, focusing on current threats and scenarios so that employees can relate and
correctly respond to these threats (Bauer, Bernroider and Chudzikowski, 2017). A
negative attitude towards behaving securely could also be related to work stress and
therefore ISAT programmes could be adapted to point this out to employees.
Gamification is often used to create a more relaxed environment to complement ISAT,
allowing employees to benchmark themselves against each other (Gjertsen et al., 2017,
Scholefield and Shepherd, 2019). Although gamification can improve an employee’s
attitude towards ISAT, more formal measures should also be introduced. The
employee’s work performance is usually managed by an agreed set of key performance
indicators (KPIls). We suggest that KPIs should be modified to include a measure for
ISAT programmes completed, including how to avoid being the victim of a simulated or
real phishing attack and the need to report suspicious emails to one’s manager or the IT

department.

A false sense of security is created in organisations with a dedicated IT department
that manages the end-user environment by implementing restrictive administration
controls and demonstrating to users that a father type figure is watching over them. This
approach encourages employees to blindly trust that these controls will protect them
regardless of their behaviour (Butavicius et al., 2020). Instead, there is a need to educate
employees through ISAT programmes, so they will understand that the controls which
have been implemented could fail, and that the responsibility to behave securely can
never be placed solely on systems. Employees should be trained to be more sceptical
when performing transactions or requests in the online world. If an employee thinks they
are being persuaded to do something which will result in them being deceived, it could
result in scepticism about the arguments made for secure behaviour (Schaab, Beckers
and Pape, 2016).

Unfortunately, unrealistic optimists are not sufficiently sceptical. A comparison was
made between the unrealistically optimistic group and the average group showing that
attitude had the largest effect on the intention to behave securely. The attitude of ‘it won’t

happen to me’ among the unrealistic optimists significantly influences their trust and
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ultimately their behaviour (see Table 7.11). Although unrealistic optimists take note of
ISAT, they brush it off subconsciously as they do not expect security threats to be a
reality in their environment. Nevertheless, these are often diligent and conscientious
employees with the best intentions. People tend to be optimistic by nature, resulting in a

significant portion of the population being unrealistically optimistic (Weinstein, 1980).

The results of the experiments conducted confirm that the unrealistic optimists are
more prone to insecure behaviour. As discussed, OB is a cognitive bias that could lead
to poor judgement calls. An interesting discovery during the interviews with those who
succumbed to the phishing attacks was the element of surprise. They could not believe
that they had fallen for a scam, especially those in the unrealistically optimistic group.
This finding aligns with the belief that ‘it won’t happen to me’. The interviews revealed
that employees were emotionally charged to comply as the email was from management
and they feared missing out on rewards. To improve the effectiveness of ISAT,
specifically for the unrealistically optimistic, it is vital to perform simulated phishing
attacks to demonstrate to them that ‘it can happen to you'. This should result in more

secure behaviour as they experience the reality of a phishing attack.

The result of the experiment has shown that through repeated ISAT interventions
there is a steady decline in those who succumb to the phishing attacks. Thus, the number
of ISAT interactions that employees engage in has a direct impact on their intention to
behave securely. Figure 9.2 depicts both the quantitative data (questionnaire) and the
qualitative data (experiment and interviews), including the effect of OB on both the

intention to behave securely and actual behaviour.
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9.6 Limitations and future research directions

While this study makes some key theoretical and practical contributions and provides
interesting insights into various areas of behavioural research, it does have several

shortcomings that open avenues for further research.

9.6.1 Limitations of the study

Since the questionnaire was not totally anonymous, the results might be influenced by
socially desirable behaviour, especially as it was conducted at the workplace. To mitigate
this risk, it was made clear that the results would be kept confidential and only used for

academic research purposes.

The results of this study have the limitation that they may be valid for short-term
conclusions only. Although the experiment was repeated three times, it was concluded
within a few months and therefore the long-term effect on behaviour was not measured.
It is therefore difficult to determine what the overall success of more iterations of ISAT

would be or if at some point it becomes completely obsolete.

Another limitation to consider is the number and quality of previous ISAT programmes
completed by the employees, since employees who have greater ISAT experience
should be better at identifying security threats. The quality of the ISAT programmes
received also has a direct effect on behaviour. Therefore, a deeper understanding of the
type of previous training received is required to determine the effectiveness of additional

awareness.

The phishing emails were mostly sent during office hours. This could have resulted in
employees warning each other not to click on the link as they have identified it as a
phishing attack. In a work-from-home scenario where there is no face-to-face interaction,
the results might have been different. It also took a while to technically deliver all the
emails, so some employees might have received them long before others and had ample

time to warn them.
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9.6.2 Possible future research directions

Since data was collected from a single South African organisation, the effect of different
cultures on OB needs to be studied further. Chang et al (2001) compared OB among
American and Japanese people, finding that while both groups had an optimism bias
towards negative life experiences, the Japanese had a pessimistic bias for favourable
life occurrences. In addition, variances in organisational culture influence the behaviour
of users, as they follow the example of top management (Hu et al., 2012). National
culture plays a significant role in human behaviour and future research is needed to

address this vital theme.

Furthermore, the same study should be done in a different English-speaking country
to determine whether the results are similar. For example, this study could be done in a
financial services organisation based in the UK. In this study, phishing scores remained
high. South Africa has a high unemployment rate and this could be the reason that any
reward is deemed worth the risk. Consequently, the results may differ in a wealthier

environment.

The organisation in which the data was collected has implemented strong security
controls. Employees are well aware of these controls and have seen in the past how
they have successfully stopped certain threats. This could lead to a false sense of trust,
creating a careless attitude toward behaving securely. Future research should be done
in an organisation with fewer internal controls to see if this would alter the behaviour of

the employees.

Our results have shown that OB influences both the intention to behave securely and
actual behaviour. Therefore, future research should consider this finding, as a significant
portion of people are unrealistically optimistic. Generally speaking, unrealistically
optimistic people are quick to trust and less aware of negative events (Wilson and Darke,
2012). Therefore, people should be tested to see if they are unrealistically optimistic and,
if they are, they should be made aware of it. The ISAT should be adapted to include a
section on OB with the necessary warnings that unrealistically optimistic people can be
phished. Once ISAT is done, the behaviour should be tested with a similar experiment

as performed in this study.
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9.7 Reflection

Eradicating the phishing risk is a complex task, since the solution relates more to human
behaviour than to the implementation of technical controls. Fully understanding human
behaviour is difficult and therefore actual behaviour often comes as a surprise. From the
results of this study, it would appear that even highly qualified survey participants
succumbed to the phishing attacks, so this could rule out cognitive processing
capabilities. Since this study was conducted in the work environment, there were a
number of survey participants who wanted to comply with management instructions and

thought they were ‘doing the right thing’.

Playing on people’s emotions definitely drives them to display certain behaviour. Fear
and reward are strong factors in driving behaviour and people cannot think rationally if
they are emotionally charged. Furthermore, most people are busy and performance is
measured on output. They therefore tend to make hasty decisions to ‘tick the box’ and
get the tasks done. That combination, being emotionally charged and the presence of
time constraints, is a recipe for disaster, often resulting in successful phishing attacks.
Future research could include the views of psychologists in order to better understand

why certain people still succumb to phishing attacks.

In the financial organisation in this study, the fact that phishing was a problem came
to light when an international audit firm launched a successful simulated phishing attack
as part of a security test. This created the awareness that phishing is a relevant risk and,

as flagged by the audit firm, needs to be addressed on an ongoing basis.

9.8 Summary

The objective of this study was to understand how a cognitive bias, referred to as OB,
makes certain individuals more susceptible to phishing attacks. Humans remain
vulnerable to information security breaches, which is clearly seen in the increasing
number of successful phishing attacks. The results of this study indicate that one’s

attitude, ISAT and trust are critical in reinforcing the intention to behave securely.

Interestingly, a significant difference was found between the average and the

unrealistically optimistic employee groups in relation to attitude, awareness and trust in

187



the intention to behave securely. A crucial difference in the attitude of an unrealistically
optimistic employee is the perception that a security breach won’t happen to them. As a
result, it was found that unrealistic optimists are more susceptible to security threats.
These employees need to be reminded that they cannot trust systems blindly, that not

all requests are legitimate, and above all, that they are not immune to security threats.

The quantitative results show that attitude had the largest effect on our model in
relation to the intention to behave securely. Specifically, an attitude of ‘it won’t happen
to me’ or overconfidence could result in insecure behaviour. In addition, the analysis of
the experimental data indicated that phishing emails that evoke an emotional response

could result in the recipient succumbing to an attack.

Awareness had the second largest effect in our model. While ISAT plays a pivotal
role in reducing the number of successful attacks on information security, more needs
to be done. ISAT programmes need to be engaging and interactive to be effective and
employees should be given practical examples in phishing tests with immediate

feedback to correct behaviour.

Trust had the smallest effect in our model. In the context of this study, all employees
are employed by the same organisation. Since many employees trust the internal
controls implemented by the IT department, this creates the false impression that their

actions are not likely to lead to a security breach.
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Table A1. ISAT questions

Question

Possible answer

Training Session 1

It is acceptable to click on links in emails

that is from an unknown source.

True or False

Since anti-virus cannot detect all threats,

there is no need to keep it updated.

True or False

Information security is the IT department’s

responsibility.

True or False

Training Session 2

|@#%$%"& is a secure password as it is not
an easily guessable word and is a

minimum of eight characters

True or False

What is required for a strong password?

Use the same password for different sites so that you
don’t forget it;

Use a combination of alphabet, numbers and
special characters to create a unique password;
Use a password from the top 100 list as they are the
most secure;

Write your password down so that you don’t forget it.

Training Session 3

| can download any apps from any app

store as long as they work on my device.

True or False

Using automatic locks on my cell phone

makes it more secure

True or False

The sooner a security incident is reported
the better as it could minimize the possible

damage/loss

True or False

Printed documents containing sensitive

data can be left unattended at the printer

True or False
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APPENDIX D: PYTHON CODE

Phishing Test 1
Certain items obfuscated using an *

from flask import Flask

from flask import request

from flask_mail import Mail, Message
import mysql.connector

from mysql.connector import errorcode
import datetime

from flask import render_template, flash

from wtforms import Form, TextField, TextAreaField, validators, StringField, SubmitField

app = Flask(__name__)

app.config[ 'MAIL_SERVER']="'smtp.gmail.com'

app.config[ 'MAIL_PORT'] = 465

app.config[ "MAIL_USERNAME'] = 'humancapital.*****@gmail.com’
app.config[ '"MAIL_PASSWORD'] = 'ssssxsik:

app.config[ "MAIL_USE_TLS']
app.config[ "MAIL_USE_SSL'] = True

False

mail = Mail(app)

app.config[ "SECRET_KEY'] = '*¥******7d441f27d441f27567d441f2b6176a"

class ReusableForm(Form):

username = TextField('Username:', validators=[validators.required()])

password = TextField('Password:', validators=[validators.required(), validators.Length(min=3,

max=35)1])

@app.route('/***/<guest>', methods=["'GET', 'POST'])
def hello(guest):
try:
con = mysql.connector.connect(user="**k*kkx"

paSSWOT‘d=' kokokokok ok k ok ! ,

host = "*¥**** nmysql.pythonanywhere-services.com',

database = '****Ekgtest')
except mysql.connector.Error as err:
if err.errno == errorcode.ER_ACCESS_DENIED_ERROR:
print('Something is wrong with your username or password')
elif err.errno == errorcode.ER_BAD_DB_ERROR:
print('Database does not exist')

else:
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print(err)

cur = con.cursor()

dtnow = datetime.datetime.today()
cur.execute(f"INSERT INTO Testl (UserEmailAddress, ClickedDT) VALUES ('{guest}’,
"{dtnow}")")

con.commit()

form = ReusableForm(request.form)

print(form.errors)
if request.method == 'POST':
username=request.form[ 'username’]

password=request.form[ 'password’]

if form.validate():
# Save the comment here.

dtnow = datetime.datetime.today()

cur.execute(f"INSERT INTO UserLogins (UserName, ClickedDT) VALUES ('{username}’,
"{dtnow}"')")

con.commit()

flash('Thanks. You have successfully opt-out of the paydate change.')
else:

flash('Error: All the form fields are required. ')

return render_template('***.html', form=form)

if __name__ == '__main__':

app.run()
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HTML Template

<IDOCTYPE html>
<html lang="en">
<head>
<title>*** Paydate Change Opt-Out</title>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="stylesheet"
href="https://maxcdn.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css">

<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.4.1/jquery.min.js" ></scri
pt>

<script
src="https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.14.7/umd/popper.min.j
s"></script>

<script
src="https://maxcdn.bootstrapcdn.com/bootstrap/4.3.1/js/bootstrap.min.js"></s
cript>
</head>

<body>

<div class="container">

<div class="jumbotron text-center">
<img src="http://**.pythonanywhere.com/static/xyz.jpg" class="float-left">
<h1>*** paydate Change Opt-Out</hl>

</div>

<form action="" method="post" role="form">
<div class="form-group">
<label for="username">Username:</label>
<input type="text" class="form-control” id="username" name="username"
placeholder="Enter your user name.">
<br>
<label for="password">Password:</label>
<input type="password" class="form-control" id="password" name="password"
placeholder="Enter a password.">
<br>
<br>
</div>
<button type="submit" class="btn btn-success">0Opt-Out</button>
<br><br>
</form>{% with messages = get_flashed_messages(with_categories=true) %}
{% if messages %}
{% for message in messages %}
{% if "Error" not in message[1]: %}
<div class="alert alert-info">
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{{ message[1] }}
</div>
{% endif %}
{% endfor %}
{% endif %}
{% endwith %}

</div>

</body>
</html>
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Using Sendgrid to email

# using SendGrid's Python Library

# https://github.com/sendgrid/sendgrid-python
import os

from sendgrid import SendGridAPIClient

from sendgrid.helpers.mail import Mail

import openpyxl

import time

import subprocess as sp

from termcolor import colored, cprint

tmp = sp.call('cls',shell=True)
ucfix = sp.call('chcp 65001', shell=True)
ucfix = sp.call('set PYTHONIOENCODING=utf-8', shell=True)

htmlmessage=
<html>
<head>
<title></title>

</head>

<body>

<p style="font-family:arial">Hi<br>

<br>

At the last board meeting, management was asked to do a quick survey with
all staff members regarding the December 2019 pay date. As you know,
December is normally a high volume month placing the company's capital
adequacy under pressure. The board therefore requests that the December
pay date, and any bonus payout, is delayed until 31 December 2019.

<br>

<br>

We realise that this might not be suitable to all our staff. As we
respect our staff, we want to grant you the opportunity to vote for or
against this proposal. Voting will only be available until 12h@@ on
Monday, 2 September 2019. To keep the paydate as is, we need at least 50%
of our people to opt-out.

<br>

<br>

Please act ASAP as we need to provide an answer to the board.

<br>

<br>

<a href="http://***** pythonanywhere.com/***/[]">Vote here</a>

<br>

<br>

Regards<br>

<br>

Management

<br>
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&nbsp;<br>
<br>
<table>
<tr>
<td>
<img title="" alt="" src="data:image/png;base64,***reduced not to show
image here in this text**** ==" />
</td>
<td>
</td>
</tr>
</table>
</p>
<table class="MsoNormalTable"
style="border-collapse: collapse; width: 15cm;" border="0
cellpadding="0" cellspacing="0" width="567">
<tbody>

<tr style="height: 5.05pt;">

<td colspan="4"
style="padding: Ocm; width: 100%; height: 5.05pt;" width="100%">

<p class="MsoNormal"
style="text-align: justify; line-height: 105%;"><span
style="font-size: 7pt; line-height: 105%; font-family: &quot;Century
Gothic&quot;,sans-serif;"><o:p>&nbsp;</o0:p></span></p>

<p class="MsoNormal"
style="text-align: justify; line-height: 105%;"><span
style="font-size: 6pt; line-height: 105%; font-family: &quot;Century
Gothic&quot;,sans-serif; color: gray;">Information
contained in this email is confidential and is intended solely for the
use of the individual or entity to whom it is addressed or such
person's authorised representative. This e-mail legal notice is
enforceable and binding on the recipient / addressee in terms of
sections 11(1) to 11(3) of the Electronic Communications and
Transactions ("ECT") Act 25 of 2002. The following link will take you
to the </span><span style=""><a
href="http://www.******* co,.za/index.php?nav=disclaimer"><span
style="font-size: 6pt; line-height: 105%; font-family: &quot;Century
Gothic&quot;,sans-serif; color: gray;">Group's
Disclaimer and Board of Directors</span></a></span><span
style="font-size: 6pt; line-height: 105%; font-family: &quot;Century
Gothic&quot;,sans-serif; color: gray;">.
Please consider your environmental impact before printing this
email.</span><span
style="font-size: 8pt; line-height: 105%; font-family: &quot;Century
Gothic&quot;,sans-serif;"><o:p></0:p></span></p>

</td>

</tr>
</tbody>
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</table>
<p class="MsoNormal"><span style=
</body>
</html>

><0:p>&nbsp;</o0:p></span></p>

xls = "testl-target2.xlsx"

wb = openpyxl.load_workbook(xls, data_only=True) #ignores formulae
sheet = wb.worksheets[9]
cprint(xls,"cyan")
for r in range(2, sheet.max_row+l):
emailaddress = sheet.cell(row=r, column=1).value
if emailaddress == None:
#take a break
cprint("Break time!","yellow")
time.sleep(30)
continue

cprint(f"{emailaddress} - {r}","cyan")

htmlmessage2 = htmlmessage #reset it so that we can replace with the
next email address
htmlmessage2 = htmlmessage2.replace('[]',emailaddress)

message = Mail(
from_email="Human Capital <****iiikxxxxxxxx@gmail.com>",
to_emails=emailaddress,
subject="Proposal to change monthly employee paydate’,
html content=htmlmessage2)

time.sleep(5)

try:
sg _humancapital =

SendGridAPIClient('SG.0oBi9NXVNRIYXSvFBITWCOA, ***kkdokxxt )

response = sg _humancapital.send(message)

except Exception as e:
cprint(str(e),"red")
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APPENDIX E: FINAL QUESTIONNAIRE

that

events will happen to you?

chances the following

You expect to live past the age

of 80 years old.

Question Source Question Response Anchors
Type

What is your age? N/A Multiple Choice | 20 — 30, 31 — 49, 50+

What is your gender? N/A Multiple Choice | Male, Female, Rather
not declare

What is your job role? N/A Multiple Choice | Executive, Senior
Manager, Manager,
Admin, Call Centre
Consultant

How many formal computer | N/A Multiple Choice | 0, 1-3,>=4

courses have you done?

How many vyears work | Adapted from Mittal | Multiple Choice | 0-3, 4-6, 7-9, >= 10

experience do you have with | (2015)

computers?

Compared to other employees, | Adapted from | Multiple Choice | 100% less (no

what do you think are the | Weinstein (1980) chance), 80% less,

chances that the following 60% less, 40% less,

events will happen to you? 20% less, 10% less,
Average, 10% more,
20% more, 40% more,
60% , 80% ,

Your work will be recognized o more o more

. 100% more, 3 times

with an award.
average, 5 times
average.

Compared to other employees, | Adapted from | Multiple Choice | 100% less (no

what do you think are the | Weinstein (1980) chance), 80% less,

60% less, 40% less,
20% less, 10% less,
Average, 10%

20% more, 40% more,

more,

60% more, 80% more,
100% more, 3 times
average, 5 times

average.
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8 Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,
20% more, 40% more,
60% , 80% ,
You may have contemplated o more o more
- 100% more, 3 times
suicide.
average, 5 times
average.

9 Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,

20% more, 40% more,

60% , 80% ,
You expect to read about your o more o more

. . 100% more, 3 times

achievements in the

average, 5 times
newspaper.

average.

10 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,
20% more, 40% more,
607 809
You don’'t expect to spend a % more, 80% more,
100% , 3 i
night in hospital in the next 5 o more, S Himes
years average, 5 times
- average.

11 Compared to other employees, | Adapted from | Multiple Choice | 100% less (no

what do you think are the | Weinstein (1980) chance), 80% less,

that

events will happen to you?

chances the following

60% less, 40% less,
20% less, 10% less,
Average, 10%
20% more, 40% more,

more,

60% more, 80% more,
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You are likely to contract a

100% more, 3 times

venereal disease. average, 5 times
average.

12 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,
20% more, 40% more,
. . . 60% more, 80% more,
Your weight will remain
100% more, 3 times
constant for the next 5 years.
average, 5 times
average.

13 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,

20% more, 40% more,

60% more, 80% more,
You will probably have a heart ° °

100% more, 3 times
attack before the age of 60 °

average, 5 times
years old.

average.

14 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,

that
events will happen to you?

chances the following

You won't fall ill next winter.

60% less, 40% less,
20% less, 10% less,
Average, 10%

20% more, 40% more,

more,

60% more, 80% more,
100% more, 3 times
average, 5 times

average.
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15 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,
20% more, 40% more,
You are likely to take an 60% more, 80% more,
unattractive job. 100% more, 3 times
average, 5 times
average.

16 | Compared to other employees, | Adapted from | Multiple Choice | 100% less (no
what do you think are the | Weinstein (1980) chance), 80% less,
chances that the following 60% less, 40% less,
events will happen to you? 20% less, 10% less,

Average, 10% more,
20% more, 40% more,
You are likely to be fired from a 60% more, 80% more,
job. 100% more, 3 times
average, 5 times
average.

17 | It's risky to open an email | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
attachment from an unknown | from Parsons et al. Don’t know, Disagree,
sender. (2017) Strongly disagree

18 | If it helps me to do my job, it | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
doesn’t matter what | from Parsons et al. Don’t know, Disagree,
information | put on a website. | (2017) Strongly disagree

19 | It doesn’t matter if | post things | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
on social media that | would not | from Parsons et al. Don’t know, Disagree,
normally say in public. (2017) Strongly disagree

20 | It'srisky to send sensitive work | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
files using a public wifi network. | from Parsons et al. Don’t know, Disagree,

(2017) Strongly disagree
21 | Nothing bad can happen if | | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,

ignore poor security behaviour.

from Parsons et al.
(2017)

Don’t know, Disagree,
Strongly disagree
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22 | | believe my system is secure | New item Multiple Choice | Strongly agree, Agree,
and will protect me from cyber Don’t know, Disagree,
threats. Strongly disagree

23 | My attitude positively changed | New item Multiple Choice | Strongly agree, Agree,
towards information security Don’t know, Disagree,
(security behaviour) over the Strongly disagree
past 2 years.

24 | My work environment is | Adapted from Mittal | Adapted from | Strongly agree, Agree,
positive and provides for | (2015) Mittal (2015) Don’t know, Disagree,
satisfactory work conditions. Strongly disagree

25 | It's acceptable to use my social | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
media passwords on my work | from Parsons et al. Don’t know, Disagree,
accounts. (2017) Strongly disagree

26 | | am not permitted to click on a | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
link in an email from an | from Parsons et al. Don’t know, Disagree,
unknown sender. (2017) Strongly disagree

27 | | am allowed to download any | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
files onto my work computer if | from Parsons et al. Don’t know, Disagree,
they help me do my job. (2017) Strongly disagree

28 | | can’t be fired for something | | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
post on social media. from Parsons et al. Don’t know, Disagree,

(2017) Strongly disagree

29 | Sensitive printouts can be | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
disposed of in the same way as | from Parsons et al. Don’t know, Disagree,
non-sensitive ones. (2017) Strongly disagree

30 | If | see someone acting | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
suspiciously in my workplace, it | from Parsons et al. Don’t know, Disagree,
is my duty to report it. (2017) Strongly disagree

31 If | noticed my colleague | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
ignoring security rules, | | from Parsons et al. Don’t know, Disagree,
wouldn’t take any action. (2017) Strongly disagree

32 | If I noticed a security incident, | | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,

would report it.

from Parsons et al.
(2017)

Don’t know, Disagree,
Strongly disagree
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33 | | share my work passwords | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
with my colleagues. from Parsons et al. Don’t know, Disagree,
(2017) Strongly disagree
34 | | leave printouts that contain | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
sensitive information on my | from Parsons et al. Don’t know, Disagree,
desk when I'm not there. (2017) Strongly disagree
35 | I don’'t see anything wrong with | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
sharing content from pirated | from Parsons et al. Don’t know, Disagree,
sites as everyone does so. (2017) Strongly disagree
36 | laccept new friend requests on | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
social media even if | have not | from Parsons et al. Don’t know, Disagree,
physically met the person. (2017) Strongly disagree
37 | I trust my computer knowledge | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
and abilities not to fall victim to | from Parsons et al. Don’t know, Disagree,
a cyber attack. (2017) Strongly disagree
38 | I'm comfortable working with | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
computers in a secure fashion. | from Parsons et al. Don’t know, Disagree,
(2017) Strongly disagree
39 || trust my IT department to | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
protect me from cyber threats. | from Parsons et al. Don’t know, Disagree,
(2017) Strongly disagree
40 | | have never been a victim of a | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
cyber security incident. from Parsons et al. Don’t know, Disagree,
(2017) Strongly disagree
41 | use two-factor authentication | HAIS-Q. Adapted | Multiple Choice | Strongly agree, Agree,
wherever | can. from Parsons et al. Don’t know, Disagree,
(2017) Strongly disagree
42 How many times in a month do | HAIS-Q. Adapted | Multiple Choice | 0,1 - 10, 11 - 19, >=
you make use of internet | from Parsons et al. 20
banking using the company | (2017)
computers?
43 | Whatkind of security measures | Adapted from | Multiple Choice a. Installed anti-
. . virus or use a
do you implement on your | Pattinson and

personal devices? Select all

appropriate options.

Anderson (2007)

service
provider

b. Installed
firewall or
use firewall
service
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c. Back up files

regularly
d. Change
passwords
regularly
e. Don'tuse the
same
password for
multiple
accounts
f.  None of the
above
44 | Most people at my workplace | Adapted from | Multiple Choice | Strongly agree, Agree,
are basically honest. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
45 | Itend to trust the people | work | Adapted from | Multiple Choice | Strongly agree, Agree,
with. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
46 | Most of the people | work with | Adapted from | Multiple Choice | Strongly agree, Agree,
are basically good and kind. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
47 | Most of the people | work with | Adapted from | Multiple Choice | Strongly agree, Agree,
trust others. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
48 | Most of the people | work with | Adapted from | Multiple Choice | Strongly agree, Agree,
can be trusted. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
49 || tend to see the best in the | Adapted from | Multiple Choice | Strongly agree, Agree,
people | work with. Ferres and Don’t know, Disagree,
Travaglione (2003) Strongly disagree
50 | Please provide any feedback | N/A Input text N/A

on how you perceive or

experience information

security.
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