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Abstract
Small and Medium Enterprises (SME’s) embrace a wide range of information systems

and technology that range from basic bookkeeping and general purpose office
packages, through to advanced E-Business Web portals and Electronic Data
Interchange (EDI). A survey, based on SABS ISO/IEC 17799 was administered to a
select number of SME’ sin the services sector, in the Eastern Cape. The results of the
survey reveaed that the level of information security awareness amongst SME
leadership is as diverse as the state of practice of their information systems and
technology. Although a minority of SME’s do embrace security frameworks such as
SABSISO/IEC 17799 or the International equivalent, BS7799, most SME leaders
have not heard of security standards, and see information security as atechnical
intervention designed to address virus threats and data backups. Furthermore, there
are several “ stripped-down” standards and guidelines for SME’s, based mostly on
SABS ISO/IEC 17799, but designed as streamlined, more easily implemented
options. Again, these “lighter” frameworks are scarcely used and largely unknown by
SME’s. Far from blaming SME leadership for not understanding the critical issues
surrounding information security, the research concludes that SME leadership need to
engage, understand and implement formal information security processes, failing
which their organisations may be severely impacted by inadvertent threats / deliberate
attacks on their information systems which could ultimately lead to business failure.
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Chapter 1: Introduction

Abstract
Chapter 1 introduces the research context, describes the goals and objectives of the

research, lists the summary of key results of the research, and finally, describes the

organisation of the dissertation.

1.1 Introduction

Information is an asset that needs to be strategically managed and protected much like

any other business asset. Information security is the protection of information within

abusiness, and the systems and hardware used to store, process and transmit this

information. (Whitman and Mattord, 2003: 15) It isimperative that business leaders

understand the value of information contained within their business systems, and have

aframework for assessing and implementing information security. Various security

frameworks as well as standards exist, and are available for adoption by business/

organisations:

e National Ingtitute for Standards and Technology (NIST), SP800-12, SP800-14,
and SP800-18

e Internet Engineering Task Force (IETF) Security Architecture: RFC2196

e South African Bureau of Standards (SABS) ISO/IEC 17799

e Information Institute of South Africa, (ISIZA) framework. (BS7799 based)
Similarly, a number of Certification schemes exist and are available for adoption
by businesses / organisations:

e Certification Scheme for Certification of Information Technology, (ICIT)

e Pentana Checker

e BS 7799 Part 2 (Provides both recommendations for establishing an effective
Information Security Management Systems (ISMS) and serves as assessment

guide for certification)

Control Objectives for Information and Related Technologies (COBIT) is a popular

I'T framework often used by larger organisations to address security.

While many of the security frameworks with their associated certification schemes are

considered to be complex, all embracing, and ultimately costly to implement, they are
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well concelved, internationally approved frameworks and schemes that will safeguard

an organisation against information loss and liability, if implemented properly.

Small and Medium Enterprises (SME’s) are a priority focus area of government

economic policy and are considered to be of key importance to socio-economic

growth in South Africa. (National Small Business Act, 1996). SME’s are usually

born out of entrepreneuria passion and limited funding, with business systems that

are often ‘ patched together’ lacking any degree of integration and sophistication.

Policies and frameworks for information security planning and disaster recovery are

usually non-existent. Moreover, a basic understanding of information security risk in

SME'’ s does not extend much beyond viruses and anti-virus software. |nadvertent

threats pose some of the highest information security risk to SME’s and yet personnel

training and awareness programmes are often neglected. Recent surveys highlight a

few of the many concerns surrounding information security (drawn from:

PricewaterhouseCoopers DTI information security breaches survey (2004) and

Special Report, Imation Small Business Survey (2003))

e Between 19% and 25% of small and medium businesses do not have any formal
data backup and storage facilities.

o 26% of small and medium businesses are not confident they could restore files
after an e-mail virus.

e Two thirds of businesses surveyed had a premeditated or malicious incident
during 2004 compared with just under half in the previous two years.

e A quarter of businesses surveyed had a significant incident involving accidental
systems failure and data corruption.

e Virusinfections and inappropriate use of systems by staff were the cause of most

of theincidents. Viruses also caused the greatest number of seriousincidents.

Ironically, alack of adequate information security policies and proceduresin SME’s
is prevalent at atime when business connectivity to public networksisincreasing, and
E-Businessis enabling SME’ sto leverage markets that were previously the reserve of
enterprise business. SME management must be aware that information security risk
extendsto legal, regulatory, and to alesser extent, governance liability. The South
African Electronic Communications and Transactions Act, (ECT Act, 2002)
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highlights the regulatory framework within which electronic communications and
transactions must be conducted. The Act is expected to have far reaching
consequences for businesses not adhering to policies contained in the Act, especially
in terms of the collection, usage, storage and disposal of data.

Although implementing information security may initially be seen as a costly
exercise, it need not be so. There are numerous resources freely available including
policy document templates and guidelines. The benefitsto SME’sin formalising
information security processes will manifest in numerous ways including increased
operational efficiency. Information security isno longer a nice-to-have option for
SME’s. The potential losses incurred in a security attack or the litigation faced
through accidental disclosure of confidential information, may deal an unrecoverable
blow to an SME.

1.2 Goals and Objectives of the Research

The goals of this research are to:

e Investigate information security, especially with regard to Small and Medium
enterprises (SME'’s).

e Explore some of the more widely known security frameworks before focusing on
SABS ISO/IEC 17799.

e Construct alist of information security issues, pertinent to SME’s, and to map
these issues to each of the ten (10) Control Domains contained in SABS ISO/IEC
17799.

e Assemble and administer a questionnaire, based on the ten (10) SABS ISO/IEC
17799 Control Domains, and to evaluate the information security state of practice
in select SME’ sin the services sector, in the Eastern Cape.

e Make recommendations, for improved information security in SME’s.

1.3 Summary of Results

e SME leaders often have differing perceptions and enthusiasm for information
systems, technology and security.

e SME leadership must understand that information systems need to be maintained.

e SME’s management must contractually manage service providers
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« SME leadership should try to obtain 3" party advisory assurance

e SME leadership must not under estimate the asset value of human knowledge.
This should be nurtured and protected.

e There are various options when it comes to managing risk, including outsourcing.
SME management must understand risk management choices. Thiswill imply an
understanding of information security.

e Personnel training and security awareness is synonymous with information
security. SME’swill not achieve secure information systems without well trained,
security conscious personnel

e SME leadership must work hard to establish a co-operative environment where
staff buy-in to the information security process. Without staff co-operation, there
can be no information security in an SME.

o Numerous security frameworks, certification schemes and other resources abound,
many of these are freely available off the Internet. SME’s must research and
capitalise these resources.

e« SABSISO/IEC 17799 is the fully adopted South African version of the
international security standard, 1SO/IEC 17799, which in turn originated from the
British Standard BS7799.

e Although SABS ISO/IEC 17799 is a comprehensive standard, it can be tailored to
suit SME’s, as each of the 10 domains offer avariety of security controls.

e Adopting information security demonstrates good governance.

1.4 Organisation of Thesis
Chapter 2: introduces the characteristics of Small and Medium Enterprises (SME’S)
and isintended to give the reader an understanding of the environment that SME’s

operate in, as well as the components that make up an information system.

Chapter 3: introduces information security and describes the types of risk associated
with inadvertent and deliberate information security risks/ attacks.

Chapter 4: explores different methods that may be used by an organisation to examine
threats and vulnerabilities.
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Chapter 5: introduces the legal, regulatory, governance and personnel considerations

impacting on business and information systems.

Chapter 6: describes the various security standards and models that are commonly

available for organisations to adopt.

Chapter 7: focuses on SME information security issues and SABS ISO/IEC 17799.
SME security concerns are mapped to SABS ISO/IEC 17799 Domain Controls.

Chapter 8: explores the design of the experiment.

Chapter 9: presents the results of the survey.

Chapter 10: explores further meaning and the implication of the results obtained in

chapter 9.

Chapter 11 offers a conclusion to this research.
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Chapter 2: Information Systems in Small Businesses

Abstract
This chapter introduces the characteristics of Small and Medium Enterprises (SME’S),

aswell asinformation and information systems. The components or building blocks
of an information system are discussed, and an attempt is made to indicate how
SME'’ s need to maintain these components, if they wish to leverage the benefits of

their information systems.

2.1 Introduction

Small, Medium and Micro Enterprises (SMME’s) range from so called survivalist
enterprises that provide minimal subsistence to entrepreneurs, and with no IT
infrastructure, to medium sized enterprises that employ up to 100 staff members,
operate within awell supported IT infrastructure and boast good access to financial
ingtitutions and equity funders. Small and medium enterprisesincreasingly depend on
information systems, which consist of well integrated computer hardware, software,
data, people and procedures. While SME’s may need to upgrade or replace computer
hardware and patch / update computer software, it is often people and procedures that
are overlooked, and pose the greatest risk to information systems and security. Staff
members working in an organisation enjoy the closest access to informational data. A
breach of procedures such as a staff member leaving atermina unattended while
walking around the building, or a systems administrator failing to store backups off-
site, may result in severe consequences for the organisation. There is aneed to raise
information technology skills and security awareness amongst personnel, not |east

through deliberate training programmes.

2.2 Small, Medium, Micro Enterprises (SMME’s)
The National Small Business Act (National Small Business Act, 1996) classifies
Small, Medium and Micro enterprises according to five different categories, ranging
from Survivalist to Medium-Sized enterprises. Each of the five SMME categories are
summarised below.
e Survivalist enterprises

Survivalist enterprises typically have no paid employees, minimal asset value and

generate income below the minimum income standard or poverty line. These
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enterprises provide minimal subsistence means for the unemployed and their
families. Most of the entrepreneursin this category are involved in hawking,
vending and subsistence farming. Entrepreneurs operating in the survivalist
sectors generally have little or no collateral and no accessto formal financial
ingtitutions. Furthermore, these entrepreneurs lack basic computer literacy skills
and do not employ any form of Information Technology within their enterprises.

e Micro-enterprises
Micro-enterprises usually have less that five (5) paid employees, lack formality in
terms of tax-registration, labour legislation, business premises and accounting
procedures. Examples of micro enterprises are spaza shops, mini taxis, and
household enterprises. Although Micro entrepreneurs are likely to have dightly
better access to formal financial ingtitutions than Survivalist enterprises, they are
most likely to finance their businesses through family and friends, money lenders,
and Non-Governmenta Organisations (NGO'’s). Micro-enterprises, like
Survivalist-enterprises, are unlikely to have in-house IT skills and usually lack any
IT infrastructure.

e Very small enterprises
Very small enterprises typically employ less than ten (10) staff members although
in the mining, construction and manufacturing sectors this may be less than
twenty (20). The businesses run by self employed artisans and consultants are
also classified as very small enterprises. These enterprises have access to formal
financia institutions, and although they could benefit from debt and equity, are
generally too small to attract equity financiers. Very small enterprises usually
have access to modern technology and this may include the deployment of
rudimentary Information Technology (IT) such as a stand-alone PC or a small
Loca AreaNetwork (LAN). Often entrepreneurs carry around a laptop with little
consideration given to the strategic importance of data stored on the device. Much
iswritten on the disastrous consequences of data loss due to theft or malfunction
of IT equipment.

e Small enterprises have fewer than 50 employees, are more established than the
previously described SMME'’s, and usually have more complex business
processes. They have greater financing needs than very small enterprises and

often use leases and credit facilities to address operational expenses, athough
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business expansion is usually addressed by equity injections. Loan finance
requirements normally range between R20 000 to R5 million. Although many
small enterprises have sophisticated information systems used by their
management team to support business decisions, they often lack information
security rigor and at best make use of rudimentary backup processes.

e Medium sized enterprises normally employ up to 100 staff members and their
management structures are usually more complex than small enterprises. Medium
sized enterprises normally have well established relationships with their banks and
those firms with growth potential are targeted by equity financiers. Medium sized
enterprises most likely seek alisting on the securities exchange and have a
complex, remotely connected and well supported IT infrastructure. Thereis
generally a better understanding of the need for information security in medium

Sized enterprises.

Small, Medium and Micro Enterprises (SMME’s), are a priority focus area of
government economic policy and are considered to be of key importance to socio-
economic growth in South Africa. It is highly unlikely that Micro enterprises would
adopt any form of information systems and technology, and therefore, this research
focuses on small and medium enterprises (SME’s). Some examples of SME’'s

included in this research can be found in Table 2.1.

Nature of SME No of Personnel Type of IT Deployed

Environmental Services Bookkeeping system, Office
Consulting company Network with printers/

3
scanners/ fax system
Document storage
Electronic Goods and Services 8 Bookkeeping system
Retailer Inventory / Sales system
Travel Agency Bookkeeping system, Office
11 Network with printers,
Galileo ticket booking
system
Video/ DVD Rental Business 4 Video Rental Admin System
Electrical Retail Business Bookkeeping system,
12
Inventory / Sales system
Financial Services Broker Bookkeeping system
4 Client Database

Office Network with printers
/ scanners/ fax system
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Building Suppliers Business Bookkeeping system, Office
Network with printers/

14 scanner / fax system
Bar Code Point of Sale
System
Private Bank 50 Proprietary banking system,

Other financial Systems,
Office Network with
terminals, printers/ scanners
/ fax systems

Table 2.1 Typesof SME’s covered in this research

SME' s are often born out of entrepreneurial passion and opportunism combined with
limited funding. As SME’s gradually develop in size, so does the complexity and
disparity of their business systems. Growth is usually constrained through limited
financial resources and expertise. Existing business information systems are often
‘patched’ together, lacking integration and sophistication and at best there are ad-hoc
attemptsto instil basic security. Thereis quite often the misperception that
information security is the same as Information Technology (IT). Michason (2003)
states, “although technology is a part of security, it isonly one part of an overall
process —the devil isin the detail”. Herefersto a custom process of information
security where organisations may argue convincingly that “ out-of-the-box” solutions
such asfire-walling solutions or anti-virus programs are inappropriate and greater
flexibility may be more appropriate for dealing with information security.

2.3 Information and Information Systems

Szymanski, Szymanski and Pulschen (1995: 588) define Information as data that have
been processed into an organized, usable form and are meaningful to the recipient for
the task at hand. A telephone directory contains datain aform that provides useful
contact information on private individuals, companies and organisations. An
information system is defined as a system whether manual or automated, that
comprises people, machines and /or methods organized to collect, process, transmit
and disseminate data that represent user information. (Laudon and Laudon, 1995).
Using the telephone directory example, an information system would comprise of
personnel, computer database systems and the methods used to collect and maintain
the records of private individuals, company’ s and organizations contained within the
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telephone directory. This may also extend to the publishing and printing of the actual
telephone directory.

2.4 Information System Components

According to Schultheis and Sumner (1995) a system is a collection of people,

machines, and methods organized to accomplish a set of specific tasks. Information is

the feedback required to determine whether a system is achieving its objectives,

operating with the necessary components, and meeting the required standards.

Information Systems are designed to give managers the information they require as

feedback. Long and Long (1996) suggest that the term information system isa

generic reference to a computer based system that:

e Providesinformation processing capabilities for an individual or an entire
organisation.

e Providesthe information enabling people to make better, more informed decisions

Whitman and Mattord (2003: 16) emphasi ze that information systems consist of
computer hardware, software, data, people and procedures and not only the computer
hardware on which information systemsrun. This emphasisis noted asin the field of
information security, there is atendency for people to view security solutions as one
dimensional, either hardware or software based, often leaving out the most important

components, namely, people and policies.

24.1 Hardware

Hardware refersto actual physical, tangible equipment such as cables, solid state
devices such as computers, computer monitors, printers, and fax machines. Most
SMFE’s arelikely to have at |east one computer, connected to aprinter. The hardware
configuration often includes a modem that is used to connect (dialup) to a service
provider which in turn facilitates on-line banking and Internet usage. A variety of
office automation systems are currently available for SME’ s which include printing,
scanning, copying and faxing facilities integrated into asingle device. Many SME's
run simple peer-to-peer networks, connecting several computers together and enabling
the sharing of peripheral devices such as printers and scanners. These simple
networks consist of hubs or switches and the requisite cabling which is used to

connect different devicestogether. Computers that are connected to one another in a
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small office environment are said to be connected in aLocal Area Network (LAN).
The hardware used in such a networked environment consists of hubs/ switches as

well as special cabling.

Wireless networking equipment enables computers and other network enabled devices
to communicate with one another using radio frequencies. Although wireless
networks are afairly recent innovation, they are becoming increasingly popular,
especially in localized areas such as office buildings or factory loading bays where the
laying of cabling may pose difficulties or the network may require rapid and / or
temporary deployment. Wireless networking is not only improving in bandwidth
capability, but isincreasingly affordable, easy to deploy, and has become an off the
shelf purchase. For these reasons, it is gaining rapid acceptance amongst SME’'s
where conventional cable ducting and the cables themsel ves may be considered too
costly toinstall. Most new laptops, as part of their standard configuration, have built-
in wireless network cards. Difficulties that may face SME’s, however, isthat due to
radio transmission used in this medium, expertiseis required to configure and fine-
tune wireless equipment so that data communication is secure and not open to
eavesdropping.

2.4.2 Software

Software refers to computer operating systems such as various versions of Microsoft’s
Windows or alternatively certain Open Source operating systems such as Linux or
FreeBSD. In addition to computer operating systems, there are many ‘applications or
software programs written by software programmers/ developers. These software
applications provide for additional functionality and include accounting packages
used by bookkeepers and accountants or Computer Aided Design (CAD) packages
used by engineers, architects and other designers. A minimal software installation
found in a SME would typically include aversion of Microsoft Windows such as XP,
an office suite such as Microsoft Office 2003, a book-keeping / accounting package
such as Pastel or Quick-books. A variety of specialised packages are available for
professionals, such as administrative / patient billing systems for Doctors and

Dentists. Quite often business management opt to have a custom software system
developed to meet their specific needs. Whether a business implements * of f-the-
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shelf’ software products or has custom software devel oped for their purposes,
software needs to be maintained and updated. Software maintenance patches are
released, sometimes quite frequently by software suppliers, and are applied by
technical staff to software installations, in order to ‘fine-tune’ and ‘ patch’ problems or
known ‘bugs’ within a particular system. Software remains one of the major security
obstacles for organisations, as ‘ hackers' (people that either professionaly or asa
hobby, enjoy breaking into other peopl€e' s systems), may explore every known and
unknown vulnerability to gain accessto a particular system.

SME’s are frequently challenged with alack of in-house IT expertise and this leads to
ad-hoc maintenance and the erratic application of software updates/ patchesto the
various computer systems found within SME’s. This difficulty is exacerbated as both
hardware and software becomes increasingly complex and large organisations, let
alone SME’s, battle to keep up to date with technology developments and in-house

expertise.

2.4.3 Data

Data, according to Long (1994: 7) isthe raw organisation / user specific information
that is stored within an Information System. To illustrate this, an accounting system
used by an enterprise will hold the information relating to debtors and creditors. The
format and structure of this data depends on the application being used to process this
data.

Information is data that has been collected and processed into a meaningful form. To
continue with the accounting example, a bookkeeper may use an accounting
application to produce areport of the number of company debtor days. Effectively
the bookkeeper has used the accounting package to process the data contained within
the system to provide the necessary information so that company debtors can be
chased up. Data found within the context of an SME may include:

e Accounting information

e Customer Details

e Supplier Details

e Inventory codes and prices

e Contractual Details

e Genera Correspondence
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Datais normally stored in Databases and it isimportant that these databases are
correctly maintained. Although databases may be set-up or installed as part of an
information system roll-out, they do require regular maintenance, which may range
from daily / weekly backups through to data recovery and hardware resource
upgrades. It isimportant that SME’ s understand the need to look after data contained

in organisational systems.

244 People

People are the originators, designers, implementers, maintainers, and users of
information systems. Laudon and Laudon (1995: 18) refer to the interrelation
between people and technology and suggest that individuals need to adjust to rapid
advancements in technology. They mention the need for devel opers to design
systems that individuals can understand, operate, and use responsibly. This process
involves studying and understanding Human Computer Interfaces (HCI). It servesno
purpose to design a state of the art computer system that users cannot operate because
the man machine interface isillogical and unclear. Information System usersin
SME'’s, are often, modestly skilled IT practitioners who simply use their computer
infrastructure as a set of tools to perform various tasks. These tasks may include on-
line banking, word-processing, customer data capture, and bookkeeping applications.
User training is critical and cannot afford to be overlooked. Users need to take
ownership and must want to use an information system. It isimportant that users
understand the consequences of their actions when working within an Information
technology environment. A person working in ahigh risk environment such as a
financial institution must be made aware of the consequences of leaving their terminal
open while taking atea break, for example. The owner of a small business, who
carries around a laptop, needs to be aware of the risksinvolved in the loss of data
through equipment damage or theft. A part time book-keeper working for a small
business needs to make sure that company financial datais secure and correctly
backed-up.

2.4.5 Procedures
Whitman and Mattord (2003: 17) refer to procedures as written instructions, detailing
how specific processes are achieved. According to Peltier (2002: 26), procedures are

the detailed steps to be followed by users, support personnel, or othersto achieve a
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particular task. A doctor’s reception assistant may be required to capture client
information including medical aid details, prior to sending the patient through for a
consultation with the doctor. A travel consultant may be required to processaclient’s
VISA application successfully, prior to issuing tickets for a particular destination. A
bookkeeper working for an SME may be required to perform a complete accounting

system back-up at the end of each working day.

2.5 Conclusion

SME’s are usually run by entrepreneurs who view information systems and
technology as tools that can be used to assist in running a business more efficiently.
It isimportant that SME management not only leverage off the advantages inherent in
well functioning information systems, but also understand the importance of
maintaining, upgrading, and correctly configuring the hardware and software
components of these systems. Information systems may be robust, but they cannot
run continually without some form of maintenance. Accessto good in-house or
outsourced technical expertise isimportant, and trained, disciplined, personnel are
equally important, if a sustained advantage is to be enjoyed through information
systems.
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Chapter 3: Information Security

Abstract
Chapter 2 explored the nature of SME’ s and the components that make up an

information system. The nature of information and information systems was
introduced as well as the difficulties that may be experienced by SME'’s, if the
building blocks of information systems are not correctly maintai ned.

This chapter introduces information security and details the nature of risk associated
with both inadvertent and deliberate threats facing organisational information
systems.

3.1 Introduction

Most definitions of information security refer to information assets, which include
hardware and software systems, as well as the policies and practices put in place to
manage and protect the integrity of information assets. In order to mitigate against
the impact of information asset |0ss, organisations need to understand the nature of
threats facing information assets. Whitman and Mattord (2003: 43), refer to
inadvertent threats caused by poorly trained / ill disciplined staff members, or
deliberate well orchestrated malicious attacks aimed at bringing an organisation to its
knees, such as aDenia of Service (DOS) attack.

This Chapter explores the types of information security threats and attacks that may
face an organisation, and highlights the importance that personnel play in ensuring the
security and integrity of an information system. The challenges facing SME’ s with
regard to outsourcing information security expertise are explored. The chapter
concludes that outsourcing isareal option for organisations that cannot afford in-
house expertise, but the ultimate responsibility lies with an organi sations management
team to ensure that the services delivered by outsourced staff meet the security

requirements of the organisation.

3.2 Definition

Whitman and Mattord (2004: 28) refer to security as a state of being secure or to be
free from danger. They define information security as the protection of information
and its critical elements. Michalson (2003) defines information security as the
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umbrella concept that includes intangible information assets as well as the underlying
computer hardware, software, networks and infrastructure used for the secure
collection, storage and dissemination of Information. Volonino and Robinson (2004:
1), define information security as incorporating the policies, practices and technology
that must be in place for organisations to transact business electronically via networks
with a reasonable assurance of safety. According to them, assurance not only applies
to all online activities, transmissions, and storage, but includes business partners,
customers, regulators, insurers, or others who might be at risk in the event of a breach
of that company’ s security. Whitman and Mattord (2003: 9) refer to information
security as the “protection of information and the systems and hardware that use,

store, and transmit that information”

3.3 Importance of Information Security

Information and the systems and hardware that support it are the lifeblood of any
organisation which, if compromised, can have devastating consequences.

Whereas in an industrialized economy, assets are often classified as plant and
machinery, in an information / knowledge based economy, assets are vested in people
who informally network, hold and process information. Just as steps have to be taken
to protect physical property and people in an organisation, information security must
be deployed to ensure that intellectual property is protected. (Peltier, 2003: 21).

Both Volonino and Robinson (2004: 24) and Michalson, (2003) emphasise the legal
consequences of inadequate information security procedures. According to the
Information Technology — Code of Practice for information security Management,
SABS ISO/IEC 17799:2000, information can exist in different forms such as printed
or written documents, stored electronically, transmitted by post or €l ectronic means

and in films or spoken in conversation.

The importance of information and its security is embodied in 8 characteristics of
information (Whitman and Mattord, 2003: 11)
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e Confidentiality
Confidentiality refers to people or systems having controlled access to
information. Confidentiality is breached when information is accessed illicitly.

e Integrity
Integrity referslargely to controlled user access and discipline in working with
information and introduces the concept of correctness and accuracy of information
stored within an information system. Information contained within a computer
database may be corrupted in a number of ways. system hardware failure, a
computer virus, deliberate damage / deletion caused by a disgruntled employee,
accidental damage caused by operator error.
Information transmitted across a network may be corrupted through interference
within the communication medium, resulting in faulty or inaccurate data.

e Availability
Availability refersto a user or computer system having access to information
without interference or obstruction. The assumption is made that users or systems
have the requisite permissions to access information without interference or
obstruction.

e Privacy
Privacy refersto collected / stored information strictly used for the purposes for
which it was intended. An organisation that collects and stores client information
with client consent, but then sells off the information to a third party without the
clients knowledge, is behaving in an unethical manner and may face litigation
from the client and the state. Information that falls into the wrong hands through a
security breach may also result in legal repercussions for an organisation storing
information.

e Identification
| dentification refers to the control of access to information by some form of user
or system authentication. All current Network Operating Systems (NOS) have a

security level that requires a user id and matching password.
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e Authentication
Authentication refers to the verification process in which a system is able to verify
the identity of a user, based on access permissions which are usually stored
centrally within a secure database.

e Authorisation
Authorisation refers to the process in which auser or system is granted accessto
an information resource based on pre-determined user or system permissions
Authorised permissions are often read, write, create, and delete but may include
additional permissions based on the file system being used.

e Accountability
Accountability refersto the levels of confidence or trust within the management
integrity of information and the way in which it is stored and protected”.
Accountability may exist when an information systems is managed in such away
asto address all of the above security issues, and thereisametric in placeto
monitor and track user and system activities so asto provide evidence of these

measures.

3.4 Threats

Whitman and Mattord (2003: 43) refer to athreat as an object, person, or other entity
that represents a constant danger to an asset. Geiger and Pendegraft (1999: 2) suggest
that these dangers can occur as aresult of internal weaknesses in organisational
structure and procedures, employee access and control, or external attacks occurring
over the Internet. Whitman and Mattord, (2003: 44) site the example of a bank
consultant who managed to transfer millions of dollarsto an illegal account through
internally gaining access to the banks procedures on money transfers. Although an
organization needs to be aware of the risks associated with dishonest, unethical
employees, improperly trained honest employees may accidentally bring abusinessto
its knees, simply by not following procedures and misunderstanding the consequences
of aparticular action. An organisation may incur huge expense, installing state of the
art firewalling systemsin order to isolate its network against attacks from the outside
world. An employee, dialling-into a personal service provider from within the

organization, using his/ her standard office telephone line and a modem, may
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inadvertently provide the connectivity that a hacker, outside, islooking for to gain
access to the heart of the companies internal network. In this case, an acceptable
usage policy to do with the organisations network, and the requisite training, may be
all that is needed to enlighten staff members, as to the dangers of bypassing the
organisations fire-wall.

Volonino and Robinson (2004: 41) suggest that undisciplined practices and
unregulated Internet usage have made employees dangerous. They, (Volonino and
Robinson, 2004: 42) argue that it is unrealistic to expect employees to restrict their
email and Internet activities to those of the business unless the employee’ s firmly

understand the consequences of doing so.

An organisation may believe they have introduced sufficient procedures to assist them
recover data and servicesin the event of asite disaster such asafire or flood, but until
these procedures have been thoroughly tested, and staff properly trained in using the
procedures, the organisation may be unnecessarily exposed in the event of area
disaster. Peltier (2003: 21) concurs with Geiger and suggests that the protection
problem is compounded by the interconnecting of corporate (private) networks and
the public media. Peltier (2003: 23) suggests that many information systems were not
designed to be secure. The Internet, itself the basic building block of many inter-
organisational initiatives, was not designed to communicate and security has become
an add-on process. Table 3.1 indicates categories and examples of information

security threats:
Categories of threat Examples
1.  Actsof human error or failure Accidents, employee mistakes
Compromises to intellectual ) o
2. Piracy, copyright infringement
property
3 Deliberate acts of espionage or Unauthorized access and / or data
' trespass collection
Deliberate acts of information o . )
4. _ Blackmail of information disclosure
extortion
5. Deliberate acts of sabotage or Destruction of systems or information
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vandalism

. Illegal confiscation of equipment or
6. Deliberate acts of theft _ _
information

_ Viruses, worms, macros, denial-of-
7.  Deéliberate software attacks .
service

Deviationsin quality of service from o
8. _ _ Power and WAN service issues
service providers

9. Forcesof nature Fire, flood, earthquake, lightning
Technical hardware failures or . _

10. Equipment failure
errors

) _ Bugs, code problems, unknown
11. Technical software failures or errors
loopholes
12. Technological obsolescence Antiguated or outdated technologies

Table 3.1 Category and Description of information security threat.

Whitman and Mattord (2004: 47) suggest that the list of threats, described above, may
be manifested as deliberate attacks against an organisations assets whereby a
vulnerability is exploited. The authors describe vulnerability as an identified
weakness of a controlled system in which necessary controls are not present or are no
longer effective. Whereas attacks may exploit vulnerabilities in information systems
resulting in losses to an organisation, it is critical that organisations do not lose sight
of inadvertent threats or non-malicious threats to information system that may be as

damaging as deliberate attacks, to an organisation.

e Inadvertent Threats
Although hostile and deliberate attacks on information systems receive much
publicity, there is often little exposure given to unintentional / accidental threats to
information systems. Inadvertent information security breaches may be the result
of poor staff training and / or inadequate enforcement of information security
policies. Ultimately this may suggest ineffective operational management

policies.

Information Security in SME’s Page 20



The way people conduct themselvesis critical when it comes to building and
maintaining a secure Information System. Companies and organisations are
investing vast sums of money to install state of the art security systems which
include fire-walling, Virtual Private Networks (VPN'’s), sophisticated switching
and routing equipment as well as up-to date anti-virus software. Justifiably, much
attention is given to the outside risk and threats posed by so called hackers or
people who break into an organisations network infrastructure. This security isall
in vein, however, if employees within an organisation ignore internal security
policies. There are numerous documented case studies describing companies that
have suffered information violations through staff members handing around /
sharing computer system passwords. Whitman and Mattord (2003: 45) argue that
employees constitute one of the greatest information security threats because they
have access to the organisations data on adaily basis. An employee may forget to
collect a classified document off a shared printer, potentially resulting in
compromised strategic information. Another employee may inadvertently delete a
directory on afile server or atable in adatabase, not realising the consequences of
critical, dataloss. A third employee may loose his/her laptop through theft out of
amotor vehicle. The replacement cost of a stolen laptop may be inconsequential

when compared to the repercussions of critical data loss and possible espionage.

Threats may also be caused by force majeure commonly known as the forces of
nature or acts of God. These threats may be unanticipated such asfires, floods,
earthquakes and lightening.

Part of the difficulty in planning for these threatsis that human lives are often

impacted as well, making the recovery process alot more difficult.

Threats also come about as aresult of technical failure. A computer hard-disk may
cease to function, commonly known as a*“crash”, causing downtime in an Information
System. While technical staff source and replace faulty components, services that are
not duplicated may have to be suspended. Inadvertent threats may also be caused by
poor performing service providers. This could range from an electricity supplier
providing unstable, erratic electricity, ultimately damaging hardware components, to a
service provider who miss configures arouter resulting in lost data packets and no
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communication with the “outside world”. Service Providers provide the means for

small, medium and large organisations to connect to the Internet.

3.5 Deliberate Attacks

Deliberate attacks are pre-meditated attacks against information systems that occur
either from outside or inside an organisation. External attacks may originate from
Malware (malicious software), hackers (people who accesses computer networks to
steal, corrupt, extort), script kiddies (novice hackers who uses hacker tools and scripts
to disrupt / corrupt), former employees, espionage, adversaries, terrorists. There are
two types of hackers: expert hackers and unskilled hackers. Panko (2004: 37) defines
hacking as “intentionally (using) a computer without permission or beyond authorized
permission”. Expert hackers are usually highly skilled deviants who hold a different
set of values and beliefs. According to Panko (2004: 37) hackers may see attacking a
corporation astheir civil duty in order to benefit society by keeping greedy
“corporates’ on their toes. Skilled hackers often devel op scripts and codes which are
then used as tools to break into systems. Whitman and Mattord (2003: 49) refer to
skilled hackers as extremely talented individuals with high levels of skillswho will
stop at nothing to break into a‘chosen target’ site.

Internal attacks may originate from management, employees, consultants, contract
workers, maintenance crew, and temporary staff. According to Volonino and
Robinson (2004: 42), athird type of attack may be an external threat with internal
intervention. Thistakes place when an external attack is aided or facilitated by an
insider. Before exploring some of the different methods used to orchestrate an attack,
the reasons and motives for these attacks are discussed. Volonino and Robinson
(2004: 43) refer to deliberate and directed attacks as well as deliberate but random

attacks and site the following as possible reasons:

Deliberate and Directed Deliberate but Random
Focused attack by an adversary Maware
Focused attack for financial gain Script kiddies

Focused attack for revenge or mischief  Proof of concept
For fame or notoriety
Table 3.2 Sourced from Volonino and Robinson (2004)
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According to Volonino and Robinson (2004 35), the intent or motive of the Intruder
may be:

- Political or military objectives

- Retaliation or vengeance

- Ideological objectives

- Financia gain, extortion or blackmail

- Curiosity or the thrill of vandalism

- Competitive advantage

- Focused attack against security companies for trophy hunting

Different methods are used to launch attacks on organisations.

e Malicious Code
Whitman and Mattord, (2004: 65) describe malicious code as the execution of
software written for the purpose of destroying or undermining information
systems. Examples of malicious code are viruses, worms, Trojan horses and

active Web scripts.

According to Panko (2004: 499) avirusis “a piece of code that attachesitself to a
file (file-infector) or, infrequently, to a sensitive system sector of the victim
computer’s hard disk; malware that infects files and spreads when the file
executes or is executed by another program”. Worms on the other hand are
autonomous attack programs that spread themselves to other computers without
human intervention. (Panko 2004: 500). Volonino and Robinson (2004:40)
describe a Trojan as an enticing, harmless-looking piece of software or software
program that when executed, can damage / destroy data and computer hardware.
Trojan’s are mostly sent as attachments viaemail. Users pick on the attachment
file which executes the Trojan horse, which in-turn propagates to other computers.
According to Volonino and Robinson (2004 40), certain dangerous Trojan horses
set-up what is known as a ‘ backdoor’ on victim computers. This backdoor
provides computer hackers with the meansto illegally access the victim computer,
in the process circumventing all security. Once these hackers have gained illegal
access, they can steal, damage, destroy data on the computer or stage further
attacks on 3" party systems. Web scripts are programs created and used by
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hackers that are posted up on Web sites. A user may inadvertently browse an

infected web site or alternatively receive email enticing the user to visit a

malicious Web site. Once the user picks on the infected site, stealth downloads

are activated in which malicious code is sent down to the users computer, causing

damage in the process. Although companies have put policiesin place that

prohibit staff from opening un-scanned email attachments and or surfing the Net,

according to Wylder (2003: 29) surveys have indicated that nine out of ten

employees are likely to open an email attachment without questioning it’s source

or authenticity. This happens despite numerous security initiatives such as:

Security policies in employee handbooks
Self-study course attendance prior to being allowed to logon to the network
Annual testing of security awareness

Campaigns, posters, Web and e-mail reminders

People still abuse and disregard their company security. Stronger user awareness

programs and greater involvement from top management are still seen as chiefly
important. (Wylder 2003: 29)

Company B
Hacker Company A ‘
" N
/ \
I ' ‘ Company C
\ /
N - N Company D
Hacker gains Hacker now launches multiple
illegal accessto attacks against company’s B, C
company A’'s and D from company A and in
vulnerable doing so exposes company A to
network. possible litigation.

Fig 3.1 Diagram of hacker gaining illegal accessto company A’s network
and then mounting attacks on company B, C and D.
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e Back Door
Back doors are either installed by malicious software, as discussed in the previous
section, or they may be configured by an administrator or someone with
administrator rights. According to Volonino and Robinson (2004: 40)
“backdoor’ s are used for quick remote access because they circumvent most
security defences’. There have been cases reported in which disgruntled
administrators have setup backdoor accounts, prior to leaving an organisation.
This backdoor access has then been used for remote illegal access which has
resulted in tampering, theft or destruction of data.

e Password Crack
Password cracks consist of hackers attempting to gain illegal accessto a system
by guessing and / or calculating a password. There are several waysin which a
hacker can go about obtaining a password to access a system:
- dictionary attacks
- brute force attacks

- man in the middle attacks

According to Whitman and Mattord (2004 45) dictionary attacks occur by
narrowing down the target accounts and then trying out several commonly used
passwords instead of random combinations. An example of such an account may
be guest or administrator. Brute force, as the name implies, refersto the
application of “computing and network resources to try every possible
combination of charactersto crack a password” (Whitman and Mattord, 2004 45)
e Man-in-the-middle
Man in the middle or TCP/IP hijacking attacks take place when the attacker
manages to gain access to a network and intercept data that is communicated from
one network node, (such as a computer), to another (such as a server). By
intercepting I P packets, modifying them, and inserting them back onto the
network, the attacker appears to be the legitimate other computer. According to
Whitman and Mattord (2003: 68), attackers are then able to change, delete,
reroute, add, forge, or divert data. Hackers are able to gain access to passwords

using this technique.
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e Denial of Service (DoS) and distributed denial-of-service (DDoS)
A Denial of Service or (DoS) attack is launched against an organisation by
flooding their network infrastructure with continuous requests for information or
connections. Thisresultsin the network being swamped and unable to service
legitimate network requests, which in-turn means the organisation is unavailable
or off-line. During 2001, certain virus's such as Code Red and Nimbda clogged
the Internet, causing 40% more traffic. According to Volonino and Robinson
(2004: 5) the estimations in expenditure to reverse the damage caused by the Code
Red and Nimbda DoS attacks amounted to $3 billion.

e Spoofing
Spoofing involves sending network-level messages to a computer with an IP
address indicating that the message comes from atrusted host. (Whitman and
Mattord, 2004: 67). Put differently, spoofing amounts to a hostile computer
masquerading as a legitimate, trusted computer by tampering with the | P address
of packets so that they appear to come from a legitimate, trusted source. Spoofing
is sometimes used with email messages where the source addressis altered so that
the messages appear to come from somewhere / someone el se.

e Social Engineering
Social engineering may be considered a more passive and cunning form of attack
in which grace and charm is used by the attacker to convince the victim to revea

access credentials and other secure information. (Whitman and Mattord, 2004: 45)

During 2002, a mini-survey, Skoudis (2002), was conducted by information security
magazine in an attempt to determine what respondents believed were the five (5)
worst security attacks during the period 1997 to 2002. The survey did not target any
particular group. According to Skoudis (2002) the survey revealed the following:
Five most damaging and disruptive
_— Nature of attack
Code Red (2001) Code Red exploited Microsoft Internet
Information Server (11S). Spread to
over 250 000 un-patched Web servers

within nine hours.
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Nimda (2001)

Melissa (1999) and Lovel etter (2000)
Melissawas a Microsoft Word macro

virus and Lovel etter aVVBScript virus.

Distributed Denial-of-Service (DDos)
(2000)

Remote Control Trojan Horse Backdoor
(1998 — 2000)

Information Security in SME’s

A multi-exploit worm that
compromised Microsoft Windows
computers. Exploitsincluded:

- Flaws in Internet Information Server
- Browsers with JavaScript enabled
were redirected to an infected Web
server

- Outlook e-mail clients were infected
- Activating Windows file sharing,
enabling the guest account and adding
guest to the administrator’ s group
Spread by an application-level
scripting language and propagated
primarily via Outlook attachments.
When activated, the virus propagated
through a victims email address book,
spreading exponentially. Both these
threats brought down email systems at
many companies.

Zombie flooding agents were used to
launch attacks against various sites
using packet flooding techniques.
Amongst the high-profile sites targeted
were: Amazon.com, CNN, E* Trade,
ZDNet, Buy.com. Effectively these
siteswere ‘closed-down’ for the
duration of the attacks.

The Trojan horse installed a backdoor
on Windows 95/98/NT target machines
allowing aremote attacker to gain full
access to these machines. Back orifice
was an example of one of these Trojan
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horses. Some users willingly installed
Back orifice believing that it would
facilitate remote administration. They
did not take into account the external
vulnerability.
Table 3.3 Five (5) most disruptive attacks between 1997 and 2002 according to
Skoudis (2002)

According to Skoudis (2002) lessons learned from the attacks were:

Microsoft released security bulletins with the associated software patches for their
Internet Information Server (11S) software well in advance of the worm attacks.
Poor systems administration meant that organisations failed to apply the patches
to their systems. This effectively meant that these organi sations were running
‘outdated’ vulnerable software that contained security flaws.

e Thereisaneed to have incident-response capabilities linked to network
management personnel so that an attack such as Nimda can be identified quickly,
and the requisite controls applied to prevent further spread of an attack.

e Organisations must hold their systems administrators accountable for constantly
monitoring security bulletins and regularly updating and fine tuning their systems.
Software and hardware updates not only apply to back-end servers such as
Internet Information Server (11S) but also client desktops. Various exploits have
been launched through script execution in e-mail clients and Web browsers. Itis
vital that systems administratorsinstal and maintain high quality anti-virus
software on both servers and client desktops.

e Organisations must work closely with service providers such that in the event of
suspicious network traffic as found in Distributed Denial of Service Attacks
(DDOS), they can illicit afast response from their service providers, rerouting or
filtering traffic to minimise the impact of such an attack.

e Organisations must create security awareness so that users think twice before

inadvertently open file attachments without being fully appraised of the origins

and content of such an attachment.
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3.6 SME’s and Security

SME’s are borne out of entrepreneurs who in order to survive, typically collaborate
and network well within informal structures, often sub-venting formal traditional
‘barriersto entry’. By collaborating within and beyond the confines of their
organisations, entrepreneurs form transnational networks that rely heavily on
interconnectivity and computer based information systems.

Increased usage of information and communication technologies has led to increased
incidents of computer abuse. (Dhillon and Backhouse, 2000: 125)

Both SME’s aswell as large businesses make use of service providers to connect to
the outside world. Besides basic Internet connectivity, service providers offer a
variety of additional services. Thelist below, by no means exhaustive, contains some
of the servicestypically offered by service providers:

e Network connectivity to the Internet including IP address leasing

e Routing and network traffic management

e Web site hosting and the management thereof

e Computer fire-wall security

e Email services

e Back-up services

e Computer desktop management

While large organisations may benefit from the scale of economy gained through
installing their own technical infrastructure and staffing posts to run their
infrastructure, SME’ s normally lack the capacity to do this. Asaresult, thereisa
strong tendency by SME'’ s to outsource additional services such as those mentioned
above. Outsourcing all or part of a businesses information system may be the most
cost effective way of managing information security. (Geiger and Wegman, 2002).
Ploskina (2001) in Geiger and Wegman (2002), caution however, that there has been
much instability amongst service providers and firms offering managed security.
Entrusting vital information and security to a firm that may disappear or be taken
over, resulting in alapsein their Quality of Service (QOS) agreement, could have dire
consequences for a business. (Ploskina 2001 in Geiger and Wegman 2002) An SME
may believe they have adequate protection but could find them vulnerable to a
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security violation or in the worst case, unable to recover from a disaster such as afire
or flood. Dueto the informality of SME’s, there is often a lacking in procedures and
documenting processes. Service Level Agreements (SLA’S) may not be properly
drawn up / fully understood, rendering an SME powerless in the event of a non-
performing service provider. A further vulnerability that many SME’ s suffer fromis
alack of staff training. Staff members are often expected to ‘muck-in’ and do what it
takes to get the job done. Because of the size of an SME, people tend to know and
trust one-another more readily. Although informal relationships and processes may
characterise the way small businesses function, ultimately the information security in

these small businesses may be negatively impacted

In asurvey of trends and practicesin data storage, backup and disaster recovery in
3000 small businesses, Special Report, Imation Small Business Survey (2003), the
following security risks were identified:

e E-mail virusesareagreater concern to small businesses than natural
disastersor terrorist attacks

National threats seem to pose little impact on small business data backup and
storage practices. According to the survey, less than one in ten small businesses
responded to the events of 9/11 by reviewing or changing their data backup and
storage procedures. Y et, more than one in four small businesses reviewed or

changed their data storage backup procedures as aresult of amajor e-mail virus.

e Many small businessesare at risk when it comesto protecting their data

Fifty-five percent of small businesses rated themselves as "fair" or "poor" when it
came to having a documented disaster recovery plan and many denied having a

documented disaster recovery plan at all. 30 percent of small businesses admitted
that they had no formal data backup and storage procedures, or did not implement

their procedures consistently.
¢ Review and evaluation of data backup and storage proceduresisnot a
common practice among small businesses

The majority of small businesses reported backing up critical data on adaily basis,
with daily backups more common amongst companies that deal with higher
volumes of data. One in three small businesses till wait until there is a problem
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before reviewing and evaluating their backup and storage procedures.

21 percent said that they were doing a"fair" or "poor" job of periodically
removing important business data offsite — a vital procedure to protect businesses
from physical disaster. An additional 13 percent of small businesses admitted to
not removing backup filesat all. This amounted to 34 percent at risk.

e Small businesses use tape and optical media astheir primary backup and

stor age technologies

The top two platforms cited by small businesses as their primary backup
technology were data tape cartridges and optical discs. Sixty-three percent of
small businesses claimed to use tape as their primary backup technology, while 14
percent reported using optical technologies like CD or DVD. 12 percent of
businesses reported using floppy disks as their backup medium.

3.7 Conclusion

Information Systems form avital part of any modern organisation. Successfully
managing systems implies that security risks are understood and the appropriate
interventionsintroduced. Security threats may be classified as inadvertent or
deliberate. Although deliberate attacks are often launched from outside an
organisation, they may also be facilitated or conducted from within an organisation.
Staff involvement and or negligence should never be ruled out. Of particular
importance to organisations, is the liability that they may face should private or
sensitive information be compromised through a security breach. Staff training and
awareness is thought to be critical in thisregard. Whereas large organisations may
have the capacity to hire-in expert staff to maintain their information system security,
SME’susually do not. This may result in SME’ s opting for off the shelf technical
solutions, in the process neglecting softer security issues as mentioned above.

SME'’ s that choose off the shelf solutions must never loose sight of the need to
constantly upgrade and fine-tune systems in order for them to remain reliable and
secure. Although outsourcing information security may be the only viable option for
SME'’s, it iscritical that service levels between the organisation and the service
provider are well specified, understood and monitored. Ultimately, the responsibility
for information security lies with the management of an organisation.

Information Security in SME’s Page 31



Chapter 4: Risk Analysis and Security Controls

Abstract
Chapter 3 explored various information security threats facing organisations, and

suggested that inadvertent threats are often overlooked and underrated when the
security of an organisation is being considered. This chapter examines some of the
processes that organisations should consider when reviewing their information assets.
Thisincludes identifying threats and vulnerabilities that place assets at risk, initiating
or updating security controls to mitigate against security threats and vulnerabilities,
while not forgetting about the costs and benefits associated with the necessary

interventions.

4.1 Introduction

Volonino and Robinson (2004: 63) suggest that information security, like any
business problem, should receive a measure of analysis to determine risk and
consequences. It isessential that organisations properly understand what it isthey are
protecting and why Shaw (2002) suggests that due to resource constraints, risk
analysis has traditionally been performed by larger, better funded commercial and
government organisations. He argues that risks analysis is seen to be complex
requiring specialist expertise, and for this reason has been outsourced or even

neglected in many small to medium sized businesses.

This chapter describes the risk analysis process in general and investigates risk

analysis options availableto SME’s in particular. VVolonino and Robinson (2004: 63),

Shaw (2002) and Whitman and Mattord (2003: 162) agree that the risk analysis steps

include:

e Impact: Measuring the likely impact of a security breach

e Vaue: Determining and valuing different categories of information such as
financial, personal, legal and regulatory, management and operational

e Threats: Identifying the wide variety of threats that may affect the environment

e Vulnerability: Determining the vulnerability of the systems given the identified
threats

e Controls: Selecting the appropriate controls to counter the identified risks
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e Costs: Ensuring that the costs involved are justified and do not outweigh the
benefit gained by controlling the risk.

Although outsourcing the risk analysis process may be an only option for SME’s,

SME management are ultimately responsible for the security of their Information

assets and need to engage in the process.

4.2 Determining Threats and Vulnerability

According to the South African Standard Information technology — Code of practice

for information security management, SABS ISO/IEC 17799 (2000), risk assessment

is the systematic consideration of:

e Thebusiness harm likely to result from a security failure, taking into account the
potential consequences of aloss of confidentiality, integrity or availability of the
information and other assets,

e Thelikelihood of such afailure occurring in the light of prevailing threats and

vulnerabilities, and the controls currently implemented.

Michalson (2003: 44) refers to risk assessment as “ determining the threats to
information assets and the degree of vulnerability. Volonino and Robinson (2004: 66)
suggest that risk analysisisintended to fully identify and assess risk factors, and then
to balance the expected costs (damages) of incidences with the cost of defences
needed to avoid incidences. The South African Standard Information technology —
Code of practice for information security management, SABS ISO/IEC 17799 (2000),
concurs with this view and suggests that expenditure on risk assessment controls
needs to be balanced against the harm likely to result from security failures.
According to the standard, risk assessment techniques can be applied to the whole
organisation, part of the organisation or even individual information systems within
an organisation. According to Barnard and von Solms (2000: 185), the accepted
standard or practice of introducing Security inan IT environment isto identify,
introduce, manage and maintain an effective set of security controlsin the
organisation. They suggest that given the need for a minimum level of security, the
use of base line manuals may eliminate the need for an in depth analysis. The authors
do warn, however, that given the need to assess organisations individually, some

evidence of business analysisisrequired, especially to determine the degree of
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dependency on information security which in turn dictates the level of security

requirement.

4.3 The Nature of Assets and Risk
Peltier (2001: 37) suggests that formal risk analysis provides management with the

proof that “due-diligence”’ has been performed. He argues that a thorough risk

analysis leads to an organisation implementing controls and safeguards that are

genuinely needed, and suggests that there are several tasks common to most risk

analysis methodol ogies which include:
e |dentifying the asset to be reviewed

e Ascertaining the threats, risks, concerns, or issues relating to the asset

e Prioritising therisk or determining the vulnerability of the asset

e Implementing corrective measures, controls, safeguards, or accepting the risk

e Monitoring the effectiveness of the controls and assessing their effectiveness

Asset J\

Identification _l/

Threat
Assessment

Prioritising
Asset
Vulnerability

J\
_l/

Introduce /
Revise
Controls

Monitor and
Adjust
Controls

Fig 4.1 5 Stages of the Information Risk Assessment Process

Both Peltier (2001: 37) aswell as Volonino and Robinson (2004: 73) make reference
to two types of assets. These are Physical Assets or those that can be seen, and

Logical / Digital Assets, commonly referred to as the intellectual property of the
organisation. Volonino and Robinson (2004: 73) suggest that physical assets often

only exist in one place and therefore need only protection in one instance. They

suggest, however, that digital assets are often protected by retaining multiple copies of

the asset which ironically introduces additional security difficulties such as the

opportunity for theft. They cite examples of physical assets being computer hardware

and building infrastructure. Due to the nature of these physical assets, calculations for
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determining loss and replacement costs are said to be relatively easy to determine.
Digital assets according to Volonino and Robinson (2004: 73) are considered more
complicated however and may be broken down into Software assets, Knowledge
assets and Goodwill.

The risk associated with software assets may have little to do with the software itself,
which according to Volonino and Robinson (2004: 74) can usually be reinstalled off
backups or source material. It israther the down-time or lost revenue associated with
a system being unavailable that causes losses and therefore the greatest risks.
Volonino and Robinson (2004 76) cite the example of a Web storefront that may go
off-line due to software corruption, and the loss in revenue associated with the on-line
store being off-line or “closed for business” asit were. Cowley (2001: 2) provides
insight into this type of disruption referring to the terrorist attacks on the World Trade
Centrein New Y ork during September 11, 2001. Several on-line businesses based in
New Y ork that were dependent on damaged Network switching infrastructure, housed
in or close to the World Trade Centre, were unable to conduct business for several
weeks, despite there being neither physical harm to personnel nor the equipment
belonging to these organisations.

A further example offered by Volonino and Robinson (2004: 76) is software that is
installed to enhance productivity. If a software system fails, then whatever margin of
productivity the system is said to deliver, multiplied by the duration of downtime of
the system, will be the total loss.

In referring to Knowledge assets, Volonino and Robinson (2004: 72) suggest that it is
unique knowledge and data within an organisation that creates the greatest risk.
When the security of a database is compromised and possibly ‘hacked', if the
database has been correctly backed-up, it may be easily restored. If information is
stolen from the database, it is this stolen information that potentially provides the
greatest risk to the organisation. It iswhat attackers or hackers do with stolen
information from a database, that may render an organisation most vulnerable.
Breached customer confidential information may result in the organisation facing
litigation or punitive measures, especialy if it can be proven that the organisation has
been reckless or negligent in protecting this information. Personnel working within
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an organisation contain an enormous amount of knowledge about the organisation.
This knowledge spans activities from customer to supplier details, and from
operational activities through to strategic intent. Knowledge management isthe
discipline of identifying, capturing and embracing the value of knowledge held by
individuals and groups within an organisation. Human knowledge is one of the most

valuable and volatile forms of assets found in the organisation.

Goodwill is considered to be an extremely valuable asset, especially in service
orientated businesses where it is largely as aresult of accumulated knowledge,
experience, public image, and body of customer relationships the firm has devel oped
over itslifetime. (Volonino and Robinson 2004: 73). According to them, the more an
organisation depends on technology to manage its knowledge and face its markets
such as a bank or major on-line store, the more vulnerabl e the organisations goodwill
will be to digital assault. A well known, highly traded, on-line store such as
Amazon.com, that suffers a security violation rendering customer confidential
information at risk, will be highly exposed to goodwill risk. An on-line shopper may
think twice about entering credit card details on an unknown retail web site, however,
the goodwill surrounding on-line stores such as Amazon.com is such that private
individuals and businesses may feel at ease in transacting on-line with these concerns.

The same type of goodwill is said to apply to the major banking institutions as well.

4.4 Asset Vulnerability

Once the nature of the Asset type is understood, the organisation needs to implement
aprocess of determining how critical an asset isto the well being of the organisation
and to what extent the loss or violation of a particular asset would impact the
business.

Whitman and Mattord (2003: 128) recommend that an organisation answer severa
guestions in an attempt to determine the critical nature of a group of assets. Examples
of some questions are listed below:

e Which information asset generates the most revenue?

e Which information asset generates the most profit?

e Which information asset would be the most expensive to replace?

e Which information asset would be the most expensive to protect?
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e Which information asset would be the most embarrassing or cause the greatest
liability if aviolation was revealed?

Whitman and Mattord (2003: 129) suggest that the organisation weigh each asset

based on the answers to the chosen questions and then list the assets in order of

importance by using aweighted factor analysis worksheet. An example of aweighted

factor analysis worksheet isillustrated below:

Nature of the risk to the organisation, that is, in what sense would the
organisation be impacted by a security breach. The criteria weightings must
add up to 100. Must decide which criteria carries more weight i.e. more
impact on the organisation. (Criterion n1 + Criterion n2 + Criterion n3 = 100)

A
- N
Criterion 1: Criterion 2: Criterion 3: Weighted
e.g. impacton e.g.impacton  e.g.impact score
revenue profitability on public
image
[ Criterion Weight | 30 40 30 (100 total)
(1-100)
Must total 100
Information To what To what extent | To what Weighted
Asset 1 extent would would the loss | extent would | score:
Description and | the loss of of Asset 1 the loss of (0.8 X 30) +
Operation Asset 1 impact on the | Asset1 (0.5 X 40) +
context impact on the | organisations impact on the | (0.2 X 30)
(between 0 — 1) | organisations | profitability? organisations | --------------
revenue? public 50
image?
(e.g. high, 0.8) | (e.g. med, 0.5) | (e.g. low, 0.2)

Information

Asset 2 0.8 0.9 0.6 78

Description and

Operation

context

(between 0 — 1)

Information

Asset 3 0.4 0.5 0.3 41

Description and

Operation

context

(between 0 — 1)

Information

Asset 4 0.9 0.9 0.8 87

Description and (Indicates

Operation asset

context needing the

(between 0 — 1) greatest
attention)

Description and operational context of the Information Asset being deployed

Table 4.1 Weighted Factor Analysis worksheet
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An example of aweighted factor analysis worksheet can be found in Table 4.2. The
table determines the impact on the organisation of loosing one or other Interchange
documents, either Electronic Data Interchange (EDI) or Secure Sockets Layer (SSL),

using revenue, profitability and public image, as metrics.

Criteria 1: Criteria 2: Criteria 3: Weighted
Impact on Impact on Impact on score
revenue profitability public image
Criterion Weight (1-100) 30 40 30
Must total 100
EDI Document Set 1- 0.8 0.9 0.5 75
Logistics BOL to
outsourcer (outbound)
EDI Document Set 2- 0.8 0.9 0.6 78
Supplier orders
(outbound)
EDI Document Set 2- 0.4 0.5 0.3 41
Supplier fulfilment advice
(inbound)
Customer order via SSL 1.0 1.0 1.0 100
(inbound)
Customer service 0.4 0.4 0.9 55
request via e-mail
(inbound)

Table 4.2 Weighted Factor Analysis

Note: EDI: Electronic Data Interchange
SSL: Secure Sockets Layer

Referring to the table above, the Customer order via SSL (inbound) data flow isthe
most important asset on the worksheet, and the EDI Document Set 2-Supplier
fulfilment advice (inbound) isthe least critical.
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4.5 Threat Assessment

Having identified each of the Information Assets and determined the most critical and
least critical nature of each asset, each of the twelve (12) information security threats
need to be assessed against each asset. This process leads to the organisation’ s risk
assessment which in turn feeds into the introduction of controls.

Whitman and Mattord (2003: 138) refer to twelve (12) major information security
threats. (detailed in Chapter 3)

o Deéliberate software attacks

e Actsof Human Error or Failure

e Technical software failuresor errors

e Technical hardware failures or errors

e Quality of service deviations from service providers

e Deéliberate acts of espionage or trespass

o Deéliberate acts of theft

e Deliberate acts of sabotage or vandalism

e Technical obsolescence

e Forces of nature

e Compromises of intellectual property

e Ddliberate acts of information extortion

Whitman and Mattord (2003: 139) propose using atable with the list of 12
information security threats down the left hand column and the possible
vulnerabilities to the asset being assessed, down the right hand column. (See Table
4.3).
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Heading: Asset being assessed

Threat Possible Vulnerabilities
List of 12 information security threats
below.

1. Déliberate software attacks Itemised list of possible

vulnerabilities to the asset given the
nature of the asset and the category

of threat
2. Act of human error or failure Itemised list
3.  Technical software failures or errors Itemised list
4.  Technical hardware failures or errors Itemised list
5. Quality of service deviations from Itemised list
service providers
6. Deliberate acts of espionage or trespass  Itemised list
7.  Déliberate theft [temised list
8.  Deliberate acts of sabotage or vandalism  Itemised list
9. Technical obsolescence Itemised list
10. Forces of nature Itemised list
11. Compromisesto intellectual property Itemised list

12. Ddiberate acts of information extortion | Itemised list

Table 4.3 Asset Vulnerahilities

The output of the process described above should be alist of assets and their
vulnerabilities. (Whitman and Mattord, 2003). Thislist now feeds into the Risk

Assessment process.

4.6 Risk Assessment
Having identified the information assets, and assembled alist of security
vulnerabilities, arisk assessment needs to be carried out so as to pinpoint the
appropriate controls that can be introduced to protect these threats. Risk assessment is
the process of assigning risk ratings or scores to each specific information asset based
on their threats and vulnerabilities. (Whitman and Mattord 2003: 142). According to
Whitman and Mattord (2003: 142), risk equals likelihood of vulnerability occurrence
times Value (or impact) minus percentage risk already controlled plus an element of
uncertainty.
Risk = (Likelihood of Vulnerability X Value) —
% Risk aready controlled + element of uncertainty
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They suggest that by the end of the risk assessment process, the following should be
available:

e Listsof information assets and associated vulnerabilities

e EXxisting controlsthat arein place

Finally, the ranked vulnerability risk worksheet needs to be created. This document
combines the Asset detail, Asset impact, Vulnerability, Vulnerability likelihood and
the Risk-rating factor. Not dissimilar to the ranked vulnerability worksheet referred
to by Whitman and Mattord (2003: 142), is the Risk Assessment Cube, proposed by
Volonino and Robinson (2004: 66). The Risk Assessment Cubeisillustrated in

Figure 4.2.
E F
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C D
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Incident G
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Fig 4.2 Volonino and Robinson’s Risk Assessment Cube

The risk assessment cubeis a3 dimensional cube used to definerisksalong 3
different axis. These are:
e The probability of an incident
Thisrefersto the likeliness or frequency of an incident. According to
Volonino and Robinson (2004: 66), probability ranges from 0 to 100% or from

rare to common.
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e The severity of the outcome or loss. Thisrefersto direct and indirect financial
impacts should an incident occur. The range is