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Abstract

The need for increased national cyber security situational awareness is evident from the
growing number of published national cyber security strategies. Governments are
progressively seen as responsible for cyber security, but at the same time increasingly
constrained by legal, privacy and resource considerations. Infrastructure and services
that form part of the national cyber domain are often not under the control of
government, necessitating the need for information sharing between governments and
commercial partners. While sharing of security information is necessary, it typically
requires considerable time to be implemented effectively. In an effort to decrease the
time and effort required for cyber security situational awareness, this study considered
commercially available data sources relating to a national cyber domain. Open source
information is typically used by attackers to gather information with great success. An
understanding of the data provided by these sources can also afford decision makers the

opportunity to set priorities more effectively.

Through the use of an adapted Joint Directors of Laboratories (JDL) fusion model, an
experimental system was implemented that visualized the potential that open source
intelligence could have on cyber situational awareness. Datasets used in the validation
of the model contained information obtained from eight different data sources over a two
year period with a focus on the South African .co.za sub domain. Over a million
infrastructure devices were examined in this study along with information pertaining to
a potential 88 million vulnerabilities on these devices. During the examination of data
sources, a severe lack of information regarding the human aspect in cyber security was
identified that led to the creation of a novel Personally Identifiable Information
detection sensor (PII). The resultant two million records pertaining to PII in the South
African domain were incorporated into the data fusion experiment for processing. The
results of this processing are discussed in the three case studies. The results offered in
this study aim to highlight how data fusion and effective visualization can serve to move
national cyber security from a primarily reactive undertaking to a more pro-active

model.



Acknowledgements

David Brin in his book “A long lonely road, advice to new writers” stated that studying
for a PhD is an extremely isolating experience. This is certainly true to a certain extent
but it would be foolish of me to consider that I completed this study on my own.
Attempting to balance family and a full time career while studying took considerable
effort, not all of it from me. For that reason I have a number of singular individuals to
thank, starting with my lovely wife Reinette. The late hours I spent working on my
experiment, publications or thesis was not always achieved in balance. Thank you for
your patience and understanding during this lengthy process. I will honor our
agreement to not study anything formally for at least a year upon completion of this

degree.

Both my study leaders Prof Barry Irwin and Prof Marthie Grobler deserve a special
thank you. They not only contributed significantly to the content of this study but served
as inspiration right from the start. Prof Irwin’s work on data collection and visualization
at an organizational and international level, raised my aspirations for my own research.
Prof Grobler’s work on national strategies and standards instilled in me a deep
appreciation for the effort it takes to create structure where there is none. Thank you

both for your guidance and inspiration.

Funding for this work was in part received from the Council for Scientific and Industrial
Research (CSIR) and for that I thank them. A large number of open source applications
and open access datasets were used as resources in this study. Without the availability
of these open source resources, a considerable amount of time would have been spent re-
creating the components required for such a system. A full list of open source resources
used is available in Chapter 4 and Appendix C. A special thank you to Pieter, Priaash,
Shazia, Alex and Johnny, who have taken availability of information to new heights in

their various software implementations.

Others not specifically mentioned who will never read (or care to understand) this, but
still played a important part: Thank you to my friends, mom, and of course my ever

patient listening dog.



Content

LIST OF FIGURES ... eetticceetiecnneeiecsnnesscssnsssssssnsssssssssssssssnnssssssnsssssssnsssssssnsssssssnsssssssnssssssnassss A%
LIST OF TABLES ......oetieretieceeeeiecssnnteecsssnessssssnsssssssnsssssssnsssssssnsssssssnsssssssnsssssssnssssssansassssansassssans VII
LIST OF ACRONYMS ... cetieerreeeeccsneescsssneescsssnsssssssnsasssssnsasssssnsssssssasssssssnsasssssnsssssssnsssssssanssssss VIII
1 INTRODUCGTION ... etieccetieccsnettecessetecsssseeeesssssssessssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 2
1.1 PROBLEM STATEMENT .....cciittititiiieeeeeeeeetttiieeeeeeeeessattaaeeesesesstanaaeeeessssssniaaeesssssssrnaaeeessssssrnnnnns 3
1.2 RESEARCH OBJIECTIVES.....uttitteteeteenttentteniteeiteeteeteenseesitesueesateesseesseesseesseesusesmsesnseesseesseessnenn 4
1.3 RESEARCH IMETHOD ...uuuiiiiieiiiiiiieeeeeeeeettiieeeeeeeeeesatteeeeeaesesssaanaaeeeesssssatnnaeeesssssstanaaeeessssssnnnnns 4
1.4 SCOPE AND LIMITATIONS ...ccuttiuteeteenteenttenttesiteaateemteeseesseesteesueesueesateesteenseesseesseesmnesasesmneenseenses 5
1.5 DOCUMENT AND SOURCE CONVENTIONS ...uuuiiiiiiititieeeeeereeetiieeeeeeseesrnineeeeeesessnnnneeessssessrnnnnns 5
1.6 DOCUMENT STRUCTURE.........oitiiiiiiiiieeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeees 6
1.6.1 Part T - ANALYSIS ..oooiiiiiiieieii et ee e eee e e e e e e e e e earae e e e e e e e ennannes 7
1.6.1 Part IT - EXPEriment .........cooiiiiiiiiiiiiiiee ettt ettt eeeeeeitae e e e e e e eeiareeeeaeeeeeannnnns 7
1.6.2 Part IIT - EvalUation ........ciiiiiiccciiiiiiee e ccciineeeee e eestrree e e e e s e siatrr e e e e e s e eneenrseaeeeesessnnnnnns 8

1.7 STUMMARY ..oeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeeaeeeeaeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 8

2 NATIONAL CYBER SECURITY, CHALLENGES AND OPPORTUNITIES.........ccccceeeuvueenn. 9
2.1 INTRODUCGTION .....ottttttiieeeeeeeeeetteeee e e et ettt eeeeeeeeeeeaataeaeeeeessessataaeeeesesssstanaaeeeesssssstaaeeeesssssrranns 9
2.2 THE NEED FOR NATTONAL ACTION .....iiiiiiittiieeeeeeeeeeetiieeeeeeeeeettaieeeeeseesassnnneesssssssssnnnnseseesesens 10
2.3 ATTRIBUTION....cuuuutuuuuntuenenineninensnneeesnnssssnsssnnnnsssssnnnssnnssseesssssassssssssssssssssesssssssssnsssesns 11
2.4 ANONYMITY ON THE INTERNET ....uuuiiieeieieeeieeeieeeeee e eeee e eees e e e e e e eneneneeeesssesesssesssssssesssesnens 12
2.5 COST OF CYBER CRIME.....ccciiiiiiieieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeseeeeeens 14
2.6 RESPONSIBILITY FOR NATIONAL CYBER SECURITY ...uuieeiiiiiiiiiiieeeeeeeeeiriiieeeeeeeeeersieeeeeesesesssnnns 16
2.7 DEMARCATION OF THE NATTONAL DOMATN ... ..ciiiiiiitiiieeeeeeeiettiieeeeeeeeeeesiieeeeeeesesssnneeeeeeeenns 17
2.8 AVAILABLE RESOURCES FOR POLICY RESEARCH, CREATION AND IMPLEMENTATION............. 21
2.9 DOCUMENTED POLICY IMPLEMENTATION DIFFICULTIES ....cuuueeeeeiiiittiiiieeeeeeeeerrriieeeeeeseseensnnns 24
2.9.1 CommOn defINIEION .....viiiiiiiiiiciiiieee ettt e e e e e et e e e e e e e ssettrreeeeeesesssesnsaeeeeseessssnnnnns 24
2.9.2 Implementation strategies and measurements ...........cceeeeeeeeiiiiiieeeeeeeiiiiirieeeeeeeeeans 25
2.9.3 Ineffective legal enforcement and excessive legislation ........cccccccevvvveeiiieeeieiieeeeeennnns 26
2.9.4 Stakeholder engagement and information sharing...........ccccccvveeiiiieiiiiiieieicceeccnnne, 27
2.9.5 PrivVACY CONMCEITIS ..ooiiiiiiiiiiiiie et eeee e e e e e e e et b e e e e e e e eeeeaarrbeeaeaeeeenns 28

2.10 INABILITY TO ACT ON VULNERABLE INVENTORY ITEMS OR ACHIEVE INVENTORY .................. 29
2,11 SUMMARY .euutttiitteitte ettt eeiteeeatteesabte ettt e sabeeeabbeesabeeebteesabeesabteesateesabaeessbeesabeeensbeesabaeenabeesbeeans 31

3 NATIONAL CYBER SECURITY SITUATIONAL AWARENESS.......cconvirirreeeecreeeeecrraeenens 33
3.1 INTRODUCGTION .....ccoiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e eeeeeeaees 33
3.2 DEFINING THE ATTACK SURFACE. ... ..iiitttittieeeeeeeeetetiieeeeeeeeeeeteeeeeeseeeaaaaeeeeeeesesasananeesesesens 34
3.2.1 HArAWATE......ovvviiiiiiieeieeeee ettt e e e e e e e e e e e e e e eetareeeaaeeeeenns 36
3.2.2 SOTEWATE .. uvvvieiieeeeccciireeee e e eeesrre e e e e e e s s tbrr et eeeeessestsraaeeeeeeassssssseaeaesassssssssreeeeseenssssnsnes 36
3.2.3 PEOPIE .. e e a e e e e et raaaaeeeeans 37

3.3 INFORMATION SHARING ......ccceitiiiiiiieieeeeeeeeeeeeeeeeeeeeee et et e e e e e e e e e e e e e e e e et e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeeerereeees 38
3.4 PRO-ACTIVE VS. REACTIVE SECURITY .....coeeiiiiieieieeeeeeeeeeeeeeeeeeeeee e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeneees 42
3.5 PRO-ACTIVE DETECTION LIMITATTIONS . ...uuuueeeieietitiiiieeeeeeerertiieeeeeessesstsiiaeeeesseesssnneeeessssssssanns 43
3.6 OPEN SOURCE INTELLIGENCE ...cooiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 45
3.7 VISUALIZATION OF INFORMATION. ....uuuuieieiiiiettuieeeeeeeeeetutieeeeeeesesrrsneeeeesssesssmnneeeesssessrmnneeeens 48
3.8 SUMMARY ..eieeeeeeeeeeeeeeeeeeeeeeeeeeeee e et et e e e e e e e e e e e e e eeeeeeeeteeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 49

4 EXAMINATION OF DATA SOURCES FOR USE ON A NATIONAL LEVEL.................... 50

11



4.1 INTRODUCGTION .....itttttieeeeeeeeeeeeee e e e e e ettt ee e e e e e eeeaaaeeeeeseesaaa e eeeeesesstaaaaeeeessesastaseeeseeresranns 50
4.2 STRUCTURE AND LOCATION OF POTENTIAL INFORMATION SECURITY DATASETS ....cccvvveeveeeeeennns 51
4.3 DATA SOURCES...ccuttiittiiitieitt ettt ettt sttt ettt et e st e st st et et e e s beesbeeseeeeate e bt esbeesbeesaeesaneeaneennee 54
4.4 OBJIECT DATASETS ..nteitterite et et esteestte sttt st et eteesbeesbeesaeeeate e bt esbeesbeesaeesabeeaseebeenbeesbeesaeesaneen 54
4.4.1 BUILEWAtE c.eveiiieiiie e et e et e et e e e e etaeaeeeaes 54
4.4.2 ] oToTs F: 1o WO SRR 55
4.4.3 BlACKIISTS ..ttt e et e e e e e e e e et aa e e e e e e e eatrrbaaaaaeeaaans 57
4.4.4 SOCIAL MEAIA ....vviieiiiiieccieee ettt ettt e e et e e et ee e e arae e e eeaaeeeenbaeeeearaeeeennreeas 62
4.4.5 Phishing related...........oooooiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee s 63
4.4.6 REGISEIATS ..o e e ettt raaa s 68
4.4.7 SEATCR EINIEINIES ...ceeeeivveeieee et eeeee e e e ee e e e e e e e e eeettreeeeeeeeeenetarreeeeeeeeennannes 69
4.4.8 DataloSSDB........oiiiiiiice e r e e e e e ataraaaa s 72
4.5 METADATA DATASETS ... eiteeetteeeeeeeeeeeee e e e e e e ettt aeeeeeeeeeeaateeeeseseeetaaaeeeeseerestaaeeesseenrraannns 75
4.5.1 HACKETWED .....uiiiiiiiieeee et e et e e e e e e et a e e e e e s eesnnrrraaaeeeeennes 75
4.5.2 GEOLOCATION «..vvvvieeee e e ettt e e e ettt e e e e e e ettt b e e e e e eeeettbaaeeeeaeeeeatabaaaaeaeeeeaaarrbaeaaaaeeaanns 76
4.5.3 Ge0o-SPAtIAl dALA .....ccoiiiiiiiiiiieeeeeeeeeeeee s 83
454 CUSEOM AICTIOMATIES ..vvviiiieeeieiiiiiiieeeeeeeecciite e e e e e eeeeitteeeeeeeeeeetbreeeeeaeeeeaisssreeeeseenaaareens 84
4.5.5 SENAETDASE ..eeiiiiiiieiiiiiiee e e e e e e e e e et a e e e e e e eeaaaaees 85
4.5.6 Realtime Attack Trackers ......ciiieiiecciiiiiiiee ettt e e e estarrre e e e e e e e sennaeeeeees 86
4.5.7 Vulnerability databases ......cccvveiiiiiiiiiiiiiiiice e e 88
45.8 HONEYPOLS ..ot 93
4.5.9 OpenResolver for Domain Name Servers.......cccccccoeeciiiiieeeeeieeeciiiiieeeeeeeeeciivreeeeeeeeen 98
4.6 STUMMARY ..ottt ettt ettt e e e et ettt e eeee ettt e eeee et taataaa e eeeeetastneeeseessssannnnsnnns 103
5 DATA FUSION, MODEL AND ARCHITECTURAL DESIGN ......ccoceeeerrnerrerrrnerscrssneesessanees 106
5.1 INTRODUCTTION .....oiitittteeeeeeeeeeeeee e e ettt e e e e e e et aat e eeeeseesaaaaaseesesesssraanesesessesssnnnneeseeneees 106
5.2 DATA FUSION INTRODUGCTION ... .ccuuutiitiueeiitieeeeueeeettneeeetanseeetaaeessaneesstnessaneeesrneesssnnsaees 106
5.3 DATA FUSION MODEL SELECTTION ....iiiiitiitiieeeeeeeeeetiieeeeeeeeeesaineeeesseesstsanesessssesssnnnseesseeenes 107
5.4 THE JDL MODEL MAPPING AND IMPLEMENTATION ....cuuuiieiiireeiiieeeeeeeeeeriieeeeeeeeeessnnneeeesenenes 109
5.5 ADAPTATION OF THE JDL MODEL FOR NATIONAL CYBER FUSION ......ccottttiiiieeeeeeeiiiiiieeeeees 110
5.6 SENSOR SELECTTON ....oouuuuueeetieitetttieeeeeeeeeesuuaseeeseesesssmeeesssssssmmesessessssmiesessseessrinneeesees 112
5.7 SENSOR EVALUATION ......uvviiieiiieeeeeireeeeetseeesasseeesassseeesssssesessssssesssssssesssssssssssssssssssssssessanses 114
5.7.1 Shodan waltz model asSeSSMENt .......cc..uvviiiiiiiiiiiiiieeee e e e 115
5.8 JDL LEVEL O - SENSOR.....cottttutieiitiiittitiieeeeeeeeetatieeeeeeeetestaaeeeeesetsrttaeeesssrrsrtaeesssssssranns 118
5.9 1 D) I 33 DAV 0 T R 0 )2 ) T < TR TP 119
510 JDL LEVEL 2 - SITUATION. ....uuuuiiiiiiitttiteeeeeeeeetatieeeeeeeeesassneeeessesssstsesssesssssnaeesssseesrmmnns 121
5.11 JDL LEVEL 3 - THREAT ...t tetteeettte ettt ettt e e etaee e et s ettt e e e taaa e s sanansesanneeeannseessaneenes 122
5.12 JDL LEVEL 4 — SENSOR MANAGEMENT .......ccitttttttiieeeeieiitiiieeeeeeeeerstineeeeseresssnneeessesesrnnnnns 123
5.13 JDL LEVEL 5 —HCI AND PROCESS IMPROVEMENTS.......ccuuutuieeeeiiieeiitiieeeeeeeeeerinneeeeseeeensnnnns 123
5.14 EXPERIMENTAL SYSTEM ARCHITECTURE ....ccuuuiiititeiiiieeeeieeeeeeieeeetieeeeeeannseeeanaeeesnnessnnnnnes 124
5.14.1  Infrastructure COMPOIEIT .........uuuuururrrrrrrurnririrretrerererererrrrrrrarnrerarnrara..—————————————————————. 125
5.14.2  Personal information eXtractor.........ccoiuviieiiiiiiiiiiiriiieeeeeeceiiieee e e eeeireee e e e e e eeeinreees 128
B.15  SUMMARY .....otiiiitiieeeitteeeeietteeeeeiteeeesetreeeeaetseeeeaatsssseasssseeeassssseesasssssesassseseaassaseesassseseaansseeenns 130
6 CASE STUDY: SOUTH AFRICAN NATIONAL INFRASTRUCTURE .......ccceeecevveeeccnnnn 132
6.1 INTRODUCTTION ...ttt e e ettt e e e ettt e e e e e e et aat e e e e e e eetaaaa e eeseeessaaaaneeessesesasannnseasseneees 132
6.2 DATA COLLECTION . ....uttuieeiiiiittitiieeeeeeeeeeeteeeeeeeeeeseaaaeeeeeseseattaeeeeessessataaaeeesssesssrrnaeeeseseres 132
6.3 FIRST VISUALIZATION OF ACQUIRED DATA AND POTENTIAL IMPLICATIONS .....oiiiiiiiiiinnnss 133
6.4 PROVIDING MORE DETATLS ....ovvtuueeeeeeiittttiiieeeeeeeeeettieaeeeeeseesstsieeeeessssssriaaeeessssssssnnneeessessens 140
6.5 CASE STUDY A: LOCATING A HOST WITH A CRITICAL VULNERABILITY ...ccoviiiiiiiiiiieieieieceannns 141
6.6 CASE STUDY B: LOCATING HACKER ACTIVITY .tutiuitiiiiiiiietienenentreeneneneaeesesenenensassssasnsnsnsnsasanns 142



6.7 CASE STUDY C: ROUTERS WITH DOCUMENTED VULNERABILITIES .....ccocvvtiiiiuniiiiiniininniinenns 143

6.8 SUMMARY .eeeeeeeeeeeeeeeeeeeeeeeeeeee et et e e e e e e et e e e e e e e e et e et e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeeeeeeeeeeeeeeeeenenees 148

7 CASE STUDY: THE AUTOMATED DETECTION OF PII IN SOUTH AFRICA.............. 149
7.1 INTRODUCGTION ... .ccttiitttieeee e e ettt ieeeeeeeeeeett i eeeeeeeeeeaataaaaeeeesssssataaaaeesssssstanaaeeessssssstnasaeeseseees 149
7.2 PERSONALLY IDENTIFIABLE INFORMATION BACKGROUND ....cuuuviiiiiiiiiiiiieeeeeeeeeeeiineeeeeeeeenns 149
7.3 DATA COLLECTION . ...cutuuiieeeiettttiitieeeeeeeeetttteeaeeeseresstiaaeeeeessssrataaeeesssssstniaeeesesssssstaaseeeseseses 151
7.4 DATA EXTRACTION TECHNIQUES ....coeeiiiiiieeieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeseseeeseaeaeeees 153
7.5 EXPERIMENTAL RESULTS AND ANALYSIS ...itttuieeeeeeiettiiiiieeeeeeerertiiiieeeeessessrsieaeeeessssssminaeeaees 156
7.5.1 Ge010Cation Of dALA ...cc.uvvviiiiiiiiiiiiiiee e e e e e et e e et ara e e e e e eeaa 159
7.5.2 Average removal time Of data .........coooviuviiiiiiiiiiiiiie e 162
7.5.3 Interesting ObSEIVALIONS .......ccciiiiiiiiiiee e ettt e e et e e e e e et e e e e e e e e eaabrareeeeeeeaans 162

7.6 SUMMARY ....uttiuttetteteentee st sttt et este e bt esbeesbt e satesate et e e bt esbeesbeeshteeateenteenbeesbeesbeesatesmseemseenneennee 163

8 RESEARCH ANALYSIS......eiieiiretiecceeteeccsseteeesssetesssssssesssssssessssssssssssasssssssssssssssssssssssassssssnsas 165
8.1 INTRODUCGTION .....ccoiieiiieeeeeeeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e eeaeeeeeeeeeeeaeaeaeeees 165
8.2 VALIDATION OF ADAPTED JDL MODELL......ccovttiiiieiiiiiiiiiiiieeeeeeeeeiriiieeeeeeeeeeaaieeeeeeesesernineens 165
8.3 JDLILEVEL 0 1oeiiiiiiiie ettt ettt e ettt e e ettt eeetva e e e e ttae e e e aabeeesansseeeesnssaeesansseeesansseeeeansreeas 166
8.3.1 Extended alignment of sensor data ..........eeeeiiiiiiiiiiiiiiie e 166
8.3.2 Alternative apProAChIES .........uuuiiiiiii b ————————————————————— 168
8.3.3 Level O SUIMIMATY ....vvvvviriiiiiiiiiiiieietireeerereeererarerararararerarera——————————————————————————————————————————. 169

8.4 JDLILEVEL 1 .ottt ettt e e e e et ee e e e e e s e e e bt eeeeeeeeesssbaaaeeeeessssrtteeeeseesrsranns 169
8.4.1 LieVel 1 SUIMIMIATY .....ovvviiiriiiiiiiieiiieiirireteieeeeererarerararararerarararararasarararararerarsssssrernsnrnsnnnnnnes 171

8.5 JDLILEVEL 2 ..ottt ettt e e e ettt e e e e e e s e e e b eeeeee e e e e s st aeeeeeserabtaaeeeaeerrrraans 171
8.5.1 Level 2 SUIMIMATY ....vvviviiiiiiiiiiiiiiiieiiriieieeerererererarararararerarararar————a—a—————————————————————————————_. 172

8.6 JDLILEVEL 8 .ottt ettt e e ettt e e e tta e e e e ita e e e e nabee e e ntbaeeeentbaeeeanebaeeaanaraeeeannraeas 172
8.6.1 Level 8 SUMIMATY ..ooooiiiiiiiiiiieec et eeete e e e e e e eeaba e e e e e e e e eeataaaaaeeeas 173

8.7 JDLILEVEL 4 ooeiiiiiiee ettt e e e e e ettt e e et e e e e tta e e e e aabeeeeantbaeaeantbaeeeaneaaeeeanaraeeeanraeas 173
8.7.1 Level 4 SUMIMATY ..ooooiiiiiiiiiiieec et e e e e e e e e e e ata e e e e e e e e eeatraraaeeeas 175

8.8 JDLILEVEL 5 oottt ettt e et e et e eeaa e e e et e e e e e tae e e eear e e e e areeeeenreaas 175
8.8.1 LeVel B SUIMIMATY ....vvvvviviiiiiiiiiiiiiiiriiiiitereserererererarararerararararara———a————————————————————————————————. 176

8.9 ADAPTED JDL MODEL SUMMARY ...ovuuueiitieiittiee et e e eeeteieeeeeeeeettaaiseeeeeeettaaaaeesesesssasannas 176
8.10 PRACTICAL EXPERIMENT LIMITATIONS OBSERVED ....uuiiiiiiiiiiiiiieeeeeeeeiiiieeeeeeeeeevianseeeeeeenns 177
8.10.1  System level Imitations ......ccceeeiiiiiiiiiiiiiiee e e e e e 177
8.10.2  Detection of Internet facing infrastructure limitations .............cccceeeevvreeeeeeeeeeinnns 180
8.10.3  PII detection HmItationS......ccccceieeeeeiiiiiiiiiie e e ettt e e e e e eeirrre e e e e e e e eeetrrreeeeeeesssnennnes 181

B.11  SUMMARY ..uetteitteiittteette ettt eeitte ettt e satee ettt esuteesabteesbteesabeeesabeesabeesabaeesabeesbaeesabeesabaeesabeesbeeens 183

9 CONCLUSION .....ccceiiecrreeeeecrsneesesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssasssssssassssssnaas 185
9.1 NOVEL CONTRIBUTIONS AND RESEARCH OUTPUTS ..uuuuiiiiiiiiiiiieeeeeeeeeeiiiieeeeeeeeeeasannseeeeeeenns 185
9.2 RESEARCH REVIEW ....ccoiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e aeeeeeeeeeeeeeeeeeeeeees 186
9.3 RESEARCH OBJIECTIVES ..uuiiituniiiieeeeeiee e ettt e e eeaee e et eeetaaseessaaesstaaseessannsesanneessnnseeesanneeees 187
9.4 REFLECTION ON THE ACHIEVEMENT OF THE RESEARCH OBJECTIVES ...cuoeeviiiiiiiiiieeeeeeeennns 187
9.5 FUTURE WORK ....uuiiiiiiiitiieeee et ete e e e e e et e e e e e e e e et ee e e e e e e e e aatneeeeeasessrataens 188
9.6 (070).N (0] 31051 (6)\ TS 189
REFERENCES........ttiecretiecceetieccsneeecsssesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssnses 190
APPENDICES ... eeieireeticccneeteccseeeeecssseesesssssssssssssssssssssssssssssssssssssssssssssssssssasssssssasssssssassssssnsassns 220

iv



List of Figures

FIGURE 1-1: DOCUMENT LAYOUT AND MAPPING ....uuttttttteeeeeiiiiiitteeeeeeeaiiiesteeeeeeesaaunbesteeeeessssannseseeeeessannns 6
FIGURE 2-1: PRAESTIGIAE CONE OF ANONYMITY BY ROHRET AND KRAFT (2011) .evvvveveiiieeeiieeeeneen. 12
FIGURE 2-2: REGIONAL INTERNET REGISTRIES AREA ALLOCATION ......cuutiitiieiiniiiiiteeeeeeeaniiiereeeeeeeannns 18

FIGURE 2-3: SUMMARY .CO.ZA HOSTING PLATFORM VULNERABILITY RESULTS (VAN ROOYEN, 2014)...20
FIGURE 2-4: IT FRAMEWORKS, STANDARDS AND DRIVERS (JACOBS ET AL., 2013)....cccceeeveeeeeeeeeeeeeennnnn. 22
FIGURE 2-5: NIST CRITICAL INFRASTRUCTURE STANDARDS MAPPING (NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY (NIST) & UNITED STATES OF AMERICA, 2014) .......ccceeuvvveennnenn. 23
FIGURE 2-6: USA CRITICAL INFRASTRUCTURE PROTECTION PLAN (HOMELAND SECURITY, 2014)....... 30

FIGURE 3-1: ATTACKERS ADVANTAGE, DEFENDER DILEMMA (KACHHADIYA & BENOIST, 2012) ........... 35
FIGURE 3-2: BASIC ATTACK SURFACE OF A SECURITY SYSTEM (CARR, 2011) ....coovvirieiieiieciieerreenreennenn 35
FIGURE 3-3: RFID ATTACK TAXONOMY (MIROWSKI, HARTNETT & WILLIAMS, 2009)......cccccveevveennene. 37
FIGURE 3-4: PYRAMID OF PAIN AS RELATED TO CYBER ATTACKS (BIANCO, 2013) ....cceeeeeeeeeeeeeeeeeeeeennnn. 40
FIGURE 3-5: UTILITY OF SHARED SME INFORMATION (LEWIS ET AL., 2014) ..cccoeeeeeeieeeeeeeeeeeeeeeeeeeeeennn. 42
FIGURE 3-6: CRITICAL INFRASTRUCTURE AND MONITORING SENSOR NETWORK .......cccverererererereneneannens 44
FIGURE 3-7: DATA BREACHES VISUALIZED PER BREACH SIZE ON 2014-10-21 ...cccvvevvveiieriierieenereeeneennenn 48
FIGURE 3-8: INFORMATION VISUALIZATION PIPELINE (CARD ET AL., 1999) ..cooooviiiieiieiiieeieeeee e 49
FIGURE 4-1: SIMPLIFIED STRUCTURE OF THE INTERNET ......cc.ccoiiitieitieerieetieereereeveeereesseessesesneesneenens 52
FIGURE 4-2: VISUALIZATION OF THE COMPLETE INTERNET IN 2010 FROM THE OPTE PROJECT............ 53

FIGURE 4-3: MALWARE PATROL BLOCK LIST AGGREGATOR AVAILABLE LIST FEEDS ON 2014-06-17 ..... 60

FIGURE 4-4: ZEUS BOTNET COMMAND AND CONTROL INFRASTRUCTURE DETECTION ON 2014-06-17.61

FIGURE 4-5: FIELDS AVAILABLE IN THE PHISHTANK DATASET IN JSON FORMAT.......cccccevvevrrrreeeeeeennns 64
FIGURE 4-6: PHYSICAL LOCATIONS EXTRACTED FROM THE DATA LEAK (SWART ET AL., 2013).............. 75
FIGURE 4-7: SKYHOOK COVERAGE ON 2014-06-08.......ccoiiiuiiirieerieeieereeereeeteeeieeeeeereeeveeereeerseesneenveennes 78
FIGURE 4-8: SKYHOOK API RETURN RESULT .....eeeeeiuiteeeiureeeenereeeesnseeesssseeeessssseessssseessssssessssssssessensses 78
FIGURE 4-9: MAXMIND ACCURACY LEVEL INTERNATIONALLY ON 2014-06-16........cccccovveerieirieereeerreereennenn 79
FIGURE 4-10: MAXMIND JAVASCRIPT API CALL STRUCTURE......ccceiiuitieeririeeeniiieeeeireeeeeereeeeeeneeeesnnnns 80
FIGURE 4-11: SAMPLE OF TP2LOCATION CLAIMED ACCURACY ON 2014-06-16 ......ccceevvvererererererennreannnn 82
FIGURE 4-12: SOUTH AFRICA VOLUME OF SPAM ON 2014-06-21 COMPARED INTERNATIONALLY.......... 86
FIGURE 4-13: NORSE CORPORATION IP VIKING MAP ON 2014-07-02...c.uvteiiiiiieieeiieeeeiieeeeiieee e 87
FIGURE 4-14: KASPERSKY CORPORATION ATTACK MAP ON 2014-07-10 ...oovcvirrierierieieerieeseesereeeneennens 88
FIGURE 4-15: PROJECT UN1CORN RESULTS FOR THE CO.ZA NAMESPACE ON 2014-06-22..................... 92

20T4-068-16...ceeeieiiiiiiiiieeee ettt ettt et e s ettt e e e s ettt et e e e e e bbbt et e e e e e e e b bbeeeeeeeeeennnenae 96
FIGURE 4-17: SENDERBASE REPUTATION SCORE OF 196.28.101.191 ON 2014-06-21 ......ccoecvevrrerrnennnne. 97
FIGURE 4-18: TIMELINE OF DNS ATTACKS (GILAD ET AL., 2013) ceceeeiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeee 98
FIGURE 4-19: ORIGINAL ICMP SMURF ATTACK ....eerutteiiteeniieeniteeniteesieeeniteesteeereeessneesnseeenseeesmesensneens 99
FIGURE 4-20: AFRICA’S OPEN DNS RESOLVERS 2007-2013 HILBERT HEAT MAP ......covvvivvveeeniieeennnne 100



FIGURE 4-21: RIPE PROJECT DETECTED DNS SERVERS IN SOUTH AFRICA 2014-06-23 ................... 101
FIGURE 5-1: ORIGINAL JDL MODEL, 1992 VERSION (HALL & LLINAS, 1997) ....coovvviieeeeeeeeeeireeenn. 109
FIGURE 5-2: CYBER ADAPTED JDL MODEL (SCHREIBER-EHLE & KOCH, 2012).......cccvevveirenrrirenne. 110
FIGURE 5-3: ADAPTED JDL MODEL TO FACILITATE THE FUSION OF NATIONAL LEVEL DATA SOURCES111

FIGURE 5-4: SENSOR INFORMATION TO ATTACK SURFACE MAPPING ......ccvvevveerirerireerreereenreesseesseessnenns 113
FIGURE 5-5: INFORMATION QUALITY ONTOLOGY AS DESCRIBED BY ROGAVA ET AL. (2010) ................ 118
FIGURE 5-6: HOST INFORMATION AND CVE DATA FUSION PROCESS FLOW .....cuvviiiiiiieeeeiieeeeeiveeeeeaes 120
FIGURE 5-7: INDICATOR OF COMPROMISE FOR R57 WEB SHELL .......veeeeioiiieeeeiieeeeeiveeeeeireeeeenveeeeennns 121
FIGURE 5-8: EXPERIMENT ARCHITECTURE LOGICAL GROUPING .......0eecvierierreieererenerenseesseesseesseessnenns 125
FIGURE 5-9: INFRASTRUCTURE ARCHITECTURE .....ucevvieteeieeteesieesiresseasseesseesseesssesssesssesssesssesssesssnenns 126
FIGURE 5-10: DATABASE STRUCTURE WITH RELATIONSHIPS FOCUSED ON HOSTS .....ccovvevvieirienireernenns 127
FIGURE 5-11: PII BREACH DETECTION ARCHITECTURE......c.ccoiteitieitieaereeereeteesteesieeesneesseesseesseessesssneens 129

FIGURE 5-12: DATABASE STRUCTURE WITH RELATIONSHIPS FOCUSED ON PERSONAL INFORMATION. 131
FIGURE 6-1: CLUSTERING OF INTERNET FACING DEVICES IN SOUTH AFRICA 10TH SEPT 2013 DATASET

.................................................................................................................................................... 134
FIGURE 6-2: INTERNET FACING DEVICES GROUPED BY SOUTH AFRICAN PROVINCE 10TH SEPT 2013

SN R 135

FIGURE 6-3: HOST AND CVSS DISTRIBUTION 2013-09-10 DATASET ..eeeeeovvieeeeireeeeeireeeeeirreeeeeneeeeennns 138

FIGURE 6-4: DETECTED INTERNET FACING DEVICES IN A PROVINCIAL REGION 2013-06-15 DATASET 140
FIGURE 6-5: HEAT MAP IMPLEMENTATION OF CVES 2013-06-15 DATASET .....cvvteieeiieeeeiireeeeiveeeennnns 141
FIGURE 6-6: INDIVIDUAL SELECTION OF A HOST WITH ASSOCIATED DETAIL PANEL 2013-06-15 DATASET

FIGURE 6-7: EXAMPLE OF LEET SPEAK DETECTED IN THE SOUTH AFRICAN SHODAN DATASET.......... 143

FIGURE 7-1: PERCENTAGE OF BREACHES TAKING MORE THAN A MONTH TO BE DISCOVERED (VERIZON,

b2 2 ) TSP U PPURUPRRRN 151
FIGURE 7-2: AUTOMATED PII DATA COLLECTION TIMELINE .....ccveitiietieeieereereereeereeeseeerseesneeneeeseenns 152
FIGURE 7-3: PII INFORMATION EXTRACTOR INITIAL VIEW ....ccvviiuiiiuieeieereereeireeeseeesneeseeeseeeseeeseessneens 154
FIGURE 7-4: PIT RESULTS VIEW ...cutiiutiiteiteeeteeeteeeteeeteeeteeeseeeseeesseesssesseesseeeseessssssssssssesesssesssesssssssseens 155
FIGURE 7-5: DISTRIBUTION OF DETECTED PII BY HOST IP ADDRESS ......cuttiiiiieeeeeiiirireeeeeeeeievnrneeeans 161
FIGURE 8-1: SHODAN DATA IMPORT FUNCTIONALITY ....vveeveerteesiresereseresreeseesseesssesssesssesssesssessssessneans 174
FIGURE 8-2: CUSTOM HOST CLASSIFICATION RULE CREATION ......cccveeviereereeieesirenereaseesseesseesseessnenes 175

vi


file:///D:/Projects/Dropbox/Thesis/ThesisSubmit.docx%23_Toc407714792

List of Tables

TABLE 2-1: TOP 10 .CO.ZA DOMAIN HOSTING COUNTRIES IN 2013 (VAN ROOYEN, 2014)......cccevcuvveernnee 19
TABLE 3-1: CYBER INFORMATION SHARING COMPLEXITY (GIACOBE, 2013) ...cccccvvieeriiieeeeiieeeeeiireeennens 39
TABLE 4-1: DSHIELD MALICIOUS .CO.ZA DOMAINS DURING 2000-06-01 AND 2014-07-01........ceuveeeeee. 58

TABLE 4-2: MALWAREDOMAINS MALICIOUS DOMAINS DETECTED IN .CO.ZA DOMAIN ON 2014-06-17...59

TABLE 4-3: MALWARE PATROL .CO.ZA DETECTED DOMAINS BLOCK LIST ON 2014-07-17 .....cccoocevenenn... 61
TABLE 4-4: CYBER CRIME TRACKER DETECTED COMMAND AND CONTROL URLS........cccccvviiiriiieeens 62
TABLE 4-5: PHISHTANK 2014-06-24 CO.ZA DOMAIN TARGET DATA ....ccvevveeieereenieesieesenesnesnreeseesseenees 65
TABLE 4-6: REVISED PHISHTANK DATA AFFECTING THE .CO.ZA DOMAIN 2014-06-24 ..........ccovveeuvenenn... 66
TABLE 4-7: MICROSOFT AND MOZILLA MALICIOUS WEBSITE BLOCKERS 2014-06-24 ...........cceeevvenneenee. 68
TABLE 4-8: DATALOSS DB RECORDED RESULTS FOR SOUTH AFRICA ON 2014-07-17 ..ccoccvvvereereenrenne. 72
TABLE 4-9: OPERATION SUNRISE RECORDS LOST SUMMARY (SWART ET ALL., 2013) ..ccc0eevvieerireereennen. 73

TABLE 4-10: EVALUATION OF MAXMIND GEOLITE LIBRARY IPV4 ADDRESSES ASSIGNED TO SOUTH
ATFRICA ON 2014-08-28......eeeeeeerererererererererrrerererererertre........———————————.—...................—.—.————————————————————— 81
TABLE 4-11: EVALUATION OF MAXMIND GEOLITE LIBRARY IPV6 ADDRESSES ASSIGNED TO SOUTH
ATFRICA ON 2014-08-28......eeeeeeerererererererererrrerererererertre........———————————.—...................—.—.————————————————————— 81
TABLE 4-12: BIAS IN VULNERABILITY DATABASES (CHRISTEY & MARION, 2013) ...coovvveveveveeereeceeennne. 91
TABLE 4-13: PROJECT HONEYPOT’S TOP 50 ACTIVE SOUTH AFRICAN IP ADDRESSES ON 2014-06-16 ..94

TABLE 4-14: IP ADDRESSES RESULTS FROM THE OPEN RESOLVER PROJECT ON 2014-06-12 ............. 102
TABLE 6-1: SHODAN DATA PURCHASED FOR THE SOUTH AFRICAN DOMAIN ........ccveevuieirreireeereenreeennens 133
TABLE 6-2: DEVICE AND POPULATION DISTRIBUTION PER PROVINCE 2013-09-10 .....ccocovvvvieirireennenenn. 136
TABLE 6-3: TOP 10 CITIES FOR DETECTED DEVICE LOCATION 2013-09-10 DATASET ......cccveeeuereereennne 136
TABLE 6-4: VULNERABILITY DISTRIBUTION PER PROVINCE 2013-09-10 DATASET ....ccovveeveeereeeereennns 137
TABLE 6-5: BREAKDOWN OF VULNERABLE HOSTS BY SEVERITY 2013-09-10 DATASET.........ccvvveevenenn. 138
TABLE 6-6: VENDOR RESPONSIBLE FOR VULNERABILITIES 2013-09-10 DATASET ....cccvveeevveeeereeereenne 139
TABLE 6-7: NUMBER OF ROUTERS WITH KNOWN VULNERABILITIES 2013-09-10 DATASET ................. 146
TABLE 7-1: NOTABLE INCIDENTS......covttitteitteeteeteeiteeereeeseeeseeesseeseeseeseessesessesssssssesssessesesesssesssssssseens 156
TABLE 7-2: SUMMARY RESULTS OF DETECTED PIT IN SOUTH AFRICA......cccccuvrieeieeeeeeiirreeeeeeeeeseennnns 157
TABLE 7-3: TOP 9 SOUTH AFRICAN DOMAINS RECORDED WITH BREACHED EMAILS .......ccovvevveerererenenns 159
TABLE 7-4: TOP 10 HOSTING COUNTIES OF THE PII EXPERIMENT ......ccceeeeiiiieiirreeeeeeeesernrreeeeeeesessnnnnns 160
TABLE 8-1: INFORMATION SECURITY SHARING STANDARDS (BEAUDOIN ET ALL., 2010) ......cccvvvveereenens 178
TABLE A-1: PHISHTANK DATA AFFECTING THE .CO.ZA DOMAIN ON 24/06/2014........ccccveevuvieiireereennns 212
TABLE C-1: SOFTWARE USED IN THE CONSTRUCTION OF THE EXPERIMENTAL SYSTEM .......cceeenvnennee. 222

vii



List of acronyms

Acronym
AFRINIC

HUMINT

Description

African Network Information Center
Annualized Loss Expectancy

Application Programming Interface
Annualized Rate of Occurrence

Autonomous System

Asset Summary Reporting

Border Gateway Protocol

Command and Control

Common Configuration Enumeration
Computer Emergency Readiness Team
Computer Incident Response Team

Content Management System

Computer Security Incident Response Team
Cross Side Request Forgery

Cascading Style Sheet

Common Vulnerabilities and Exposures
Common Vulnerability Reporting Framework
Common Vulnerability Scoring System
Common Weakness Enumeration

Common Weakness Risk Analysis Framework
Common Weakness Scoring Systems

Cyber Observable Expression

Defense Advanced Research Project Agency
Domain Name System

South African Electronic Communications and Transactions Act
The European Union Agency for Network and Information Security
Entity Relationship Diagram

Electronic Warfare

Gross Domestic Product

Geographic Information System

Human Computer Interaction

Human Intelligence

viil



ICT
IDS
I0C

IP

IPS
ISO
ISP

IT

JDL
JSON
NAT
NIST
NSA
NVD
OSINT
OSVDB
OVAL
OWASP
PC
PDCA
PHI

PII
POC
POPI
reCAPTCHA

RFID
RIPE NCC
RSA

SA

SANS
SAPS
SCADA
SCRM
SLE

Information and Communication Technology
Intrusion Detection System

Indicators Of Compromise

Internet Protocol

Intrusion Prevention System

International Organization for Standardization
Internet Service Provider

Information Technology

Joint Directors of Laboratories

JavaScript Object Notation

Network Address Translation

National Institute of Standards and Technology
National Security Agency

National Vulnerability Database

Open Source Intelligence

Open Source Vulnerability Database

Open Vulnerability and Assessment Language

Open Web Application Security Project

Personal Computer

Plan Do Check Approach

Personal Health Information

Personally Identifiable Information

Proof Of Concept

South African Protection of Personal Information Act
re-Completely Automated Public Turing test to tell Computers and
Humans Apart

Radio Frequency Identification

The Réseaux IP Européens Network Coordination Centre
Republic of South Africa

Situational Awareness

System Administration, Networking and Security Institute
South African Police Service

Supervisory Control And Data Acquisition

Supply Chain Risk Management

Single Loss Expectancy

ix



SME Small, Medium Enterprise

SMTP Simple Mail Transfer Protocol

SOHO Small Office Home Office

SSL Secure Sockets Layer

STIX Structured Threat Information Expression
TCP Transmission Control Protocol

TTP Tactics, Techniques and Procedures

UK United Kingdom

uPNP Universal Plug and Play

USA United States of America



PART 1

Introduction



It is straightforward to see the value of information sharing: as a matter of logic you cannot, for example, know whether

you are a target of choice or a target of chance unless you compare your attack pressure to that of others.

D.E. Geer — Chief Information Officer, In-Q-Tel

Introduction

The quantity of information on the Internet is simply staggering and with the barrier to
entry dropping lower and lower, more and more people are contributing. It is to this
global collection of infrastructure that we increasingly entrust our personal information
and data to achieve an improvement over the traditional way of conducting business.
There is however the challenge of keeping this ever expanding Internet controlled in
such a manner that it retains its ease of accessibility but still provides adequate
protection to individuals and organizations. With no single governing body, a plethora of
opinions on how to achieve safety, and technology moving at such a rapid pace that
protection mechanisms become obsolete before they are really effective, it is not a trivial
task. While technical solutions are widely available for nearly any possible information
technology security challenge, few companies have the required personnel to fully utilize
these solutions. Since the skills required to make use of the Internet has dropped
considerably, many individuals and companies participate in the commercialization of
information but lack the required understanding of security principles. Assigning blame
for this lack of understanding is a complex discussion. Regardless of this, the only way
to achieve security on a national level is with the co-operation of all entities involved,
whether they are from private or government sectors. Any proposed solution to increase
the state of information security has to bear in mind that not everyone is a information
security specialist, nor do they want to be. The research presented will examine existing
data sources related to cyber security, in order to highlight the potential effective

information sharing could achieve.



1.1 PROBLEM STATEMENT

The attention given to Internet security has significantly increased in recent years. As
many as 22% of people today consider security important, up from only 4% just a few
years ago. It is shown that, in the event of a security incident, companies can expect a
significant loss of customers, as much as 4.4% of customer base per incident (Ponemon
Institute, 2013). Calculating the true cost of cyber crime is currently a contested topic of
debate since it depends on the viewpoint of the individual performing the calculations
(Anderson, Barton, Bohme, Clayton, van Eeten, Levi et al., 2013; Krausz & Walker,
2013). For example, should the cost of running anti-virus, anti-spam and firewall
software be included in the calculations or should it be seen as general expenditure for
organizations to participate on the Internet? (Zhura, 2013). As such the global annual
cost of cyber crime is estimated between $575 billion and potentially as high as $1
trillion dollars (Center for Strategic and International Studies, 2014). Regardless of the
cost, cybercrime is becoming so prevalent that it can be seen as the most common crime
in modern society and as such it definitely requires urgent corrective measures

(Anderson et al., 2013).

Vulnerabilities in infrastructure has always existed, but what sets information security
vulnerabilities apart is the fact that the potential to exploit the vulnerability is available
to anyone with a Internet connection (Yang, Stotz, Holsopple, Sudit & Kuhl, 2009).
Since governments are seen as being responsible for a nation’s safety (Broadhurst,
2006), the increase of cyber crime has increasingly put governments under pressure to
address the fragility of Internet security. To address the requirement, a multitude of
legislation, frameworks and structures have been developed to address vulnerabilities.
In some countries such as the United States of America (USA), active information
security programs between individuals, companies and government have been
implemented (Butler & Lachow, 2012). Unfortunately up to now, no simple solution to
resolve the current situation has been found simply from a government side.
Governments also have to deal with increasing privacy legislation and budget
constraints forcing them to follow strict guidelines and rules that are not only expensive
but also extremely time consuming. The unfortunate reality is that often the cost of a

security solution is then deemed too prohibitory expensive (Barclay, 2014).

Privacy demands directly hamper the ability of government to effectively monitor and
police cyberspace as explained previously. Numerous examples of this limitation exist

when literature is reviewed regarding national projects to combat botnet infections
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(Plohmann, Gerhards-Padilla & Leder, 2011). Despite the limitations, governments
cannot simply ignore the growing cyber security concerns. The need for a low cost, pro-
active, easy to use, automated system is thus not only a requirement but should in fact

be made a priority.

1.2 RESEARCH OBJECTIVES

This research was conducted with the following key objectives in mind:

1. To examine the potential open and commercial data sources could provide in aid
of fulfilling national cyber security policy situational awareness goals. Achieving
cyber security situational awareness is already a complex endeavor at
organizational level, in order to determine the operational requirements for
national pro-active security, it is necessary to determine the main requirements
and key implementation limitations.

2. To assess available data sources in order to develop an effective pro-active
security visualization tool functioning on a national level. A range of data sources
are available that provide rich sources of information regarding various elements
in a nation’s infrastructure. By combining a selection of the datasets through
data fusion, it is theoretically possible to create a system with the potential to
present an overview of the national attack surface on all levels.

3. The final objective of this study was to extend the constructed system to enable
automatic detection of Personally Identifiable Information (PII). This has been
performed with a view to promote compliance with legislation such as the 2002
Electronic Communications and Transactions (ECT) Act (South African
Government Gazette, 2003) and the more recent 2013 Protection Of Private
Information (POPI) Acts (South African Government Gazette, 2013). Currently
most privacy breach legislation are applied reactively resulting in expensive
losses (Ponemon Institute, 2013). By automating the detection of potential
privacy breaches on a national level, significant benefits can be obtained by

reducing costs due to losses.

1.3 RESEARCH METHOD

Achieving the stated research objectives requires that a combination of research
methods be applied in the study. Initially a thorough literature review has been
conducted to establish a familiarity with relevant prior work. The literature study also

serves to introduce the reader to previous work conducted in the field. Concepts such as



national responsibility, Internet domain demarcation and pro-active information

security has been discussed in relation to information fusion and visualization.

Following the literature study, the experimental work is discussed by means of the
embedded case studies approach. The choice to make use of embedded case studies were
primarily due to two factors: the varying nature of the data obtained and the fact that
each minor case study in this research contributes to the larger case study (Scholz &
Tietje, 2002). The embedded case studies presented here focus on infrastructure,
personally identifiable information and to end with the combination of the data sources.
Finally, a critical analysis presents the results of the experimental system data analysis

for the documented period of time in the South African domain.

1.4 SCOPE AND LIMITATIONS

The experimental work is primarily focused on assessing the viability of fusing third
party data sources in an experimental system to gain awareness of the national cyber
security situation. A large number of public and commercial data sources has been
evaluated for this study, but not all of the sources will be implemented in the
experimental system. The reasons for not making use of all datasets are examined and
documented during the data source evaluation in Chapter 4. Criteria that affects the
viability of the data source to be used in the experimental system are also discussed in
this context. Factors such as accuracy, cost and data availability are but a few of the
limitations that has to be considered. While verification of data sources is an important
undertaking, the large number of data sources and data types makes this an unfeasible
undertaking for this study. Instead the study has, where applicable, referred to

literature as much as possible to highlight the limitation of the selected datasets.

1.5 DOCUMENT AND SOURCE CONVENTIONS

Where appropriate, URLs for sites, software or technologies referenced in the document
were listed as footnotes. The rationale behind this is to allow the reader to access the
information without interrupting the flow of the narrative. In the electronic version of
this document these URLs will be clickable to move to the correct section of the
document. Any image or table without reference is work performed during the course of

this study.

Where appropriate, code snippets has been placed as images to preserve the structure of

the code with the aim of increasing readability. In instances where the information



resource is too big to be presented neatly in the document, it was placed in a folder in
the accompanying DVD. Where applicable in the document, a clear reference to the
resource has been provided. Details of the electronic resources provided are available in

Appendix C.

1.6 DOCUMENT STRUCTURE

This document consist of three parts, each consisting of multiple chapters. The research
objectives described in Section 1.2 is not bound to a specific part but spans multiple
chapters that can overlap parts. Figure 1-1 presents the grouping between the different
parts, objectives and chapters that this document consist of. Further discussion

regarding the structure will be provided from Section 1.6.1 onwards.

PART I - PART 1I - PART III -
Analysis Experiment Evaluation

Objective 1 Objective 2 Objective 3
Chapter 2 Chapter 5

Chapter 8

Chapter 3 Chapter 6

Objective 2 Objective 3

Chapter 9
Chapter 4 Chapter 7

Figure 1-1: Document layout and mapping



1.6.1 PART I - ANALYSIS

These initial chapters provide an introduction into the current national cyber security

environment as presented in academic literature. Implementation difficulties are

discussed, as well as potential alternative sources of security information.

Chapter 2 — Focuses on literature related to national cyber security aspects such
as cyber security policy publication, desired outcomes and implementation
difficulties.

Chapter 3 — Builds on the content of the previous chapter and discusses
concepts such as attack surfaces, pro-active security and the potential use for
open source information in order to address known vulnerabilities.

Chapter 4 — Examines a variety of data sources that could be leveraged in order
to provide information relating to vulnerabilities present on a national level.
Each data source is examined in detail to describe the information that could be

obtained, and to list/enumerate/identify specific limitations of the data.

1.6.1 PART Il - EXPERIMENT

These chapters focus on the platforms developed, the collection of data, the implemented

fusion model, and the results of two temporal case studies. Formal validation of the

selected data sources against a cyber sensor evaluation framework is documented and

the limitations are illustrated.

Chapter 5 — Introduces the fusion model selected, the architectural design of the
proposed system and explores its capabilities and limitations. Design decisions
are discussed in the context of legality and ethical applicability.

Chapter 6 — Contains the results of the study relating to commercially available
data sources as a potential source of information for national infrastructure. The
geographic distribution of devices within the defined borders of South Africa are
discussed as well as the results of the fusion process to enrich available data.
Chapter 7 — Presents the results of the study that examined the distribution of
PII in South Africa for a selected temporal span. The data obtained was
combined in the fusion process (described in chapter 5) and the results and

limitations of this approach are discussed.



1.6.2 PART Il - EVALUATION

The final section contains an analysis of the results obtained in previous chapters, as

well as concluding remarks.

e Chapter 8 — Critically examines and evaluates the results obtained from
Chapters 6 and 7 above in order to assess the limitations and degrees of success
of the experimental system. This is done to construct a conclusion regarding the
usefulness of the created system for monitoring the state of security on a national
level.

e Chapter 9 — Re-examines the stated research objectives to ensure that they have
been fulfilled. This chapter concludes the study and proposes possible directions

for future work.

1.7 SUMMARY

The research performed in this study examines multi source cyber data fusion
visualization on a national level. The study examines both potential data sources and
the data obtained through the fusion process by means of an experiment. The
contribution of this study has been recognized academically through publications
presented at conferences available in Appendix D. The experimental system constructed
also contributed operationally to security in South Africa as discussed in case studies
presented in Chapter 6 and 7. The document structure of this study is discussed in
Chapter 1 and the relationship between the content presented and the research
objectives is available in Figure 1-1. Chapter 2 examines the need for national cyber
security initiatives and documents the various implementation limitations currently

experienced.



Relying on the government to protect your privacy is like asking a peeping Tom to install your window blinds.

John Perry Barlow — Co-founder of the Electronic Frontier Foundation (EFF) in July 1992

National cyber security, challenges and opportunities

2.1 INTRODUCTION

Looking at potential ways and means to address cyber security is a national imperative
internationally (Herzog, 2011). Not only because Information Communication
Technology (ICT) contributes a significant portion of Gross Domestic Product (GDP) or
because of the potential volume of individuals affected, but because governments and
industry have a shared responsibility to do so (von Solms & van Niekerk, 2013). While
the shared responsibility falls on all entities participating in the cyber domain,
governments have a key role in the creation of policy and implementation of the created

policy (OECD, 2012).

To address the need for increased cyber security, at least thirty five countries
internationally have produced cyber security policies for implementation at a national
level (Hathaway, 2013). The published policies vary in structure, terminology and
implementation details, but all describe the same need for improved security nationally.
However, publication of these documents should not be regarded as an indication of
adequate national security. These policies still present a surprising amount of
ambiguous terminology and lack of standards. The variance in national cyber security
policies has previously been researched and highlights the fact that, while there is an
increased level of awareness, significant implementation challenges still await (Luiijf,

Besseling & De Graaf, 2013).

This chapter examines current literature and approaches taken by a variety of countries
to address cyber security on a national level. Further discussion will focus on currently

implemented projects that have an effect on national level cyber security readiness.



2.2 THE NEED FOR NATIONAL ACTION

It has been predicted that in future wars, the information space will take up a bigger role
than ever before (Gasper, 2008). Several examples of this type of aggression against
nation states have been demonstrated since 2004, with all key indicators showing an
increase in probability of more attacks to follow (Fischer, Dudding, Engel, Reynolds,
Wierman, Mordeson & Clark, 2014). Reports such as the Mandiant (2013) APT1 report
highlight how persistent criminal spy activity has been a reality since the early 2000s.
The use of software to influence the nuclear capability development of a nation state has
been demonstrated in the form of the Stuxnet attack, highlighting the potential of the
cyber domain (Falliere, Murchu & Chien, 2011). Consider that even South Africa, a
country with a relatively low Internet penetration, was present in both reports. In both
the Stuxnet and APT1 reports, the South African cyberspace was infected even if only in
isolated instances. The Stuxnet and APT1 campaigns were certainly not the only
campaigns; a steady stream of similar types of operations are regularly reported on in

cyber security news sources.

Notable campaigns such as Flame, Duqu and Red October have all made headlines and
provide a glimpse into the level of nation-on-nation spying and crime campaigns (Larkin,
2014). The infections mentioned have since been cleaned, but they are merely the
campaigns and variants that were discovered and unknown variants could still be present
on these devices. There is currently no way to ascertain the level of attack a country is
under from other countries for certain. Since anonymity on the Internet can still be
achieved to a large degree with sufficient skill, it becomes a exciting opportunity for a

variety of actors to further their cause at the expense of others (Klimburg, 2011).

Nation states have a significant interest in cyber war since it has the potential to offer
several benefits over traditional warfare approaches. In the Stuxnet example, the
attacking nation targeted the Siemens Supervisory Control And Data Acquisition
(SCADA) system used by Iran, altering the code programmed on the centrifugal device in
order to change the operating behavior (Falliere et al., 2011). While it would have been
possible to either send a team in to disable the facility, or to simply bomb the facility, the
subtlety of the cyber attack is significant. Even if the Iranian government had detected
the infection, there was no means to identify the attacking nation. The initial release date
of Stuxnet is unclear but early variants have been documented as far back as 2005

(McDonald, Murchu, Doherty & Chien, 2013). It was only seven years later in 2012, that
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the American and the Israeli governments admitted that they were responsible for the

attack on the Iranian Natanz enrichment facility (Falliere et al., 2011; Sanger, 2012).

2.3 ATTRIBUTION

Attribution in cyber security is the act of determining the identity of an attacker and
responding to the detected attack. While this sounds fairly reasonable, the act of
attribution is often not easy to obtain in the cyber environment as previously
highlighted in section 2.1. A variety of reasons contribute to the complexity of
attribution such as the large number of potential attackers and often sophisticated skill
they posses. Often artifacts remaining after an attack can provide subtle pieces of
information that potentially but not definitively provide information regarding the
identity of the attacker Mandiant (2013). Artifacts such as specific tools used, templates

and language can all serve to point to an attacker but not specifically prove identity.

Since it is extremely hard to attain foolproof attribution when an attack on the Internet
occurs unless some sort of mistake is made by the attacking side, plausible deniability is
a highly sought after attribute by nation state attackers (Geer & Archer, 2012).
Accusing a nation of malicious intent without adequate proof has serious weight in
political circles. It can reflect poorly on the accuser and in doing so further the cause of
the attacker. It would however be optimistic to consider that a country can be taken over
completely without physical resistance from the victim (Feaver & Geers, 2014).
Therefore, the aim of cyber warfare on a national level should rather be considered as a
force multiplier instead of a final strike. For example, although Stuxnet was an effective
weapon to deny the Iranian government the ability to perform adequate nuclear
research, it did not allow the creators to simply take over the government. As a force
multiplier however, it could have had devastating effects. Crippling communication
systems would hamper troop deployment for defense and allow attackers increased
preparation time over their enemy. Cyber attacks have the potential to generate

significant civil disruption, as observed in the case of Estonia (Carr, 2011).

The variety of parties compromising the cyber readiness state of a nation is found on all
organizational layers. Individuals, corporations and governments all control a variety of
infrastructure that enables the effective operation of a country (Luiijf et al., 2013). No
single entity controls all the infrastructure that enables communication to the Internet
nationally. Thus, should any crime, accident or malicious attack occur on any part of a
country’s infrastructure and compromise operation of the Internet, a co-ordinated effort

would be require to re-establish affected operations. In instances where the Internet
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connectivity was severely disrupted, re-establishing Internet communication will in all
probability require international co-operation. For example, after the attack on Estonia,
the national Computer Emergency Response Team (CERT) required collaboration from
Finnish, German, Israeli, and Slovenian nationals to restore normal network operations
to the country (Herzog, 2011). If the attack was more severe and potentially required
military deployment, traditional means of arriving at a solution might have been too
time consuming to be sufficient. Research has suggested that concepts such as pre-
delegation of authority and instructions found in military environments could be used
(Feaver & Geers, 2014). This will however only be effective if clear policies,

responsibilities and processes are in place.

2.4 ANONYMITY ON THE INTERNET

The current situation in the cyber security environment is unfortunately far from clearly
defined. Examining something as fundamental as apprehending criminals once a crime
is reported, illustrates the complexity involved in the current Internet infrastructure
setup. Currently, apprehending cyber criminals is hard to do due to the Praestigiae
Cone layers of anonymity as introduced by Rohret and Kraft (2011). The Praestigiae
layers are depicted in Figure 2-1 and this model illustrates the variety of layers

available to a cyber criminal to avoid detection.

Physical Security (non-network)
Shield

Financial
Shield

Proxy & Remailer
Shield

Virtualization/Spoofing
Shield

Data (Removal)
Shield

Location/Deception
Shield
Time
Shield
True /
Identity
e

Figure 2-1: Praestigiae Cone of anonymity by Rohret and Kraft (2011)
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Each layer has the potential to provide information regarding the identity of the
criminal. However, the levels of abstraction and potential ease of distributing an attack
over a wide variety of geographically dispersed infrastructure, makes investigation a
complicated process. Collaboration between countries and entities are often required to
accurately and effectively obtain information to apprehend criminals. Currently these
collaborative processes are time consuming and often hamper rather than enable
effective investigative work from authorities (Broadhurst, 2006; Plohmann et al., 2011).
As such the majority of cyber crime investigations arrive at a dead end, finding either a
previously hacked computer now abandoned or nothing at all (Feaver & Geers, 2014). In
a review of published cyber security strategies, at least seventeen nations clearly
identified criminals as threat actors in Intrnet security. A further five countries’
strategies recognize that Internet crime does not stop at geographical borders and as

such, seek to promote international collaboration (Luiijf et al., 2013).

Enough information exists to obtain a substantial idea of how the cyber underground
pays. Motivations for criminal acts can be explained in the following manner. While
cognizance of the illegal nature of crime is often present, the unorganized nature of the
information security system often gives incentive to commit the crime (Kshetri, 2010).
The current limitations of adequate information security systems and the widespread
distribution of devices with vulnerabilities makes it profitable for criminals to operate
on the Internet. Add to that a culture of free sharing of information and cyber crime is
bound to flourish. In countries where a focus on curbing personal identity theft and
controlling the flow of currency is not strong, a rise in fraudulent transactions has been

recorded (Harris, Goodman & Traynor, 2013).

Achieving true anonymity on the Internet is a non-trivial exercise but with enough
technical knowledge it is possible. Proposals to increase privacy on the Internet include
onion routing frameworks (Reed, Syverson & Goldschlag, 1998). Onion routing aims to
ensure that privacy is increased by means of encryption, anonymous relays and protocol
safeguards. While several attacks on onion routing have been published in recent years,
it remains one of the best methods of achieving anonymity for the general population. A
popular program to achieve anonymity is The Onion Router (TOR) project! that was
developed to increase privacy on the Internet. One of the most recent attacks against
this TOR network is known as the “sniper attack” (Jansen, Tschorsch, Johnson &

Scheuermann, 2014). This attack focuses on performing a denial of service attack on the

L https://www.torproject.org
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exit relays of the TOR network and has the potential to also de-anonymise traffic if the

exit relays could be controlled.

The TOR project has since its inception led to underground services available only when
connected via the TOR routers, providing so called .onion addresses. Attempting to view
these services while not connected to the TOR network will result in failure. This
layered approach creates a significant obstacle for law enforcement investigators since
there is no common log file or enforceable legal co-operation (Johnson, 2013). The TOR
project is also not the only anonymising service, alternatives such as the Invisible
Internet Project 2 (I2P) are also available. Even though the popularity of these
implementations are increasing, TOR is at present still the most popular anonymising
service in operation (Conrad & Shirazi, 2014). Alternatives to the TOR network such as
I2P are growing in popularity since they provide different architectures for privacy
implementation. One such example is the manner in which I2P’s network infrastructure
is distributed versus that of TOR. In the TOR network a centralized node of servers
distribute the lists of available exit relays to potential clients. I2P on the other hand,
has no central point and each relay has a list of all other relays it is able to contact. Both
architecture implementations are popular and facilitate anonymous communication but
both have advantages and disadvantages that should be taken into account (Conrad &

Shirazi, 2014).

Examining the varying levels of abstraction available to malicious actors who wish to
remain anonymous, highlights the need for both national and international
collaboration. The current international environment allows individuals to subscribe to
electronic services in different geographical regions to obtain access to communication or
even financial services. Once a crime is reported, officials tasked with solving the crime
have to start collecting information and evidence from a variety of sources. Obtaining
information is a tedious, multi-step, time-consuming process that is often hampered by
administrative, legal and service provider policies on a national level. As soon as
international boundaries are crossed, this time consuming evidence gathering process is

significantly complicated and is consequently often abandoned.

2.5 COST OF CYBER CRIME

The exact cost of cybercrime is a contentious topic with information security members

stating values of between $575 Billion and $1 Trillion (Center for Strategic and

2 https://geti2p.net/en
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International Studies, 2014). Many critics of these numbers exist, such as Moore and
Anderson (2011), who states than 1 Trillion dollars is 7% of the American economy’s
gross domestic product and more than the entire IT industry. To put it into perspective,
the information security industry as a whole can still be considered a niche market due
to its relatively small size. Consider that the global firewall industry, protecting critical
infrastructure, was still smaller than the yogurt market of just the USA in 2012, and no
individual cyber security segment is bigger than 5 Billion dollars (SANS, 2012). Since a
variety of actors are affected by cyber crime, all actors’ experiences will have to be taken
into account for accurate measurement. This is in stark contrast with the current
situation where the numbers obtained are reported by a few key players (Floréncio &
Herley, 2013). A large number of organizations do not want to share incidents of cyber
crime for fear of brand reputational loss, or for the potential loss of customers. Even
information sharing between trusted partners regarding security incidents are not often

performed due to the sensitivity of the information (Ring, 2014).

Irrespective of the true cost of cyber crime there is no denying that the loss is
substantial and has been steadily growing. Consequently, measures should be put into
place to secure the required investment to make ICT safer. Typically the amount to
invest in securing an asset is determined by calculating the Annualized Loss Expectancy
(ALE) of the asset in question (Jaquith, 2007). ALE is calculated by multiplying the
Single Loss Expectancy (SLE) total with the Annualized Rate of Occurrence (ARO). The
formula ALE = SLE * ARO can be used as an example in the following scenario. An asset
with cost R5000 that can be expected to experience a loss of R2000 once a year has an
ALE value of R2000. With this in mind, it might be beneficial to the company to install a
mitigation tool or process to negate the loss if a solution is available for less than R2000.
Alternatively, if the loss is negligible enough, the company can simply accept that the

risk exists and not implement any solutions.

Following this thinking, it should be fairly simple for companies and governments to
calculate the amount that they should spend to remain secure. It is well known that the
ICT sector contributes as much as 4-5% of GDP in a number of G20 countries and is set
to contribute even more in future (Anderson et al., 2013). Thus, all the information is
available to determine the risk amount and invest the appropriate amount to remain
secure. Unfortunately much like everything in information security, all is not as it

seems. ALE calculations, while very useful and popular, should be used with care and

15



not seen as an exact science. The current state of information security metrics is best

suited for the evaluation of small components of a system (Jansen, 2010).

2.6 RESPONSIBILITY FOR NATIONAL CYBER SECURITY

Current cyber defense policies published by nations as mentioned in Section 2.1 contain
lists of key national capabilities that they are striving for. Various frameworks, models
and standards are being used to assess the current state and to move forward to a more
secure state. One example is the guide from the National Institute of Standards and
Technology (NIST) and United States of America (2014). The problem is however that
once the cyber defense policies of governments are studied it becomes visible that no
clear definition of what exactly will be protected is available (Luiijf et al., 2013; Cavelty,
2014), nor is scope or terminology commonly defined. Some policies contain terminology
stating that the policy aims for a ‘whole of government’ approach to cyber security.
Others have similar ideologies but rather refer to a ‘whole of nation’ approach (Luiijf et

al., 2013).

A recent study of United States cyber defense policies have revealed that the
Government is responsible for the safety of the Internet but current implementations
focus on only protecting .gov and .mil websites (De Souza, 2014). This provides a clear
responsibility for cyber security even if the effects do not yet reach the whole of nation.
Not all governments immediately accepted responsibility for national cyber security.
Australia initially made the owners of identified critical infrastructure responsible for
the safeguarding of these systems. It is only in recent years that this policy has changed
to make the Australian government responsible for the protection of critical
infrastructure (Warren & Leitch, 2013). South Africa has legislation but responsibility
for each sector of cyber security is only defined in the draft National Cyber Security
Policy Framework of (2010). The final format is yet to be released and no publication
data has been officially communicated. There is however a clear indication of the
responsibility that the South African government has towards Internet enabled
infrastructure from the draft policy. The ECT Act of 2002 (South African Government
Gazette, 2003) has already set the stage for government responsibility, mandating that
the .co.za domain be placed under the control of the government (Naidoo, Singh &

Levine, 2013).

In instances where cyber security policies have been implemented, government has

generally been identified as the responsible entity for national cyber security (OECD,
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2012). From existing implementations of cyber security policies it is clear that
responsibility is typically shared between different departments in collaboration with

external stakeholders but that government remains responsible.

2.7 DEMARCATION OF THE NATIONAL DOMAIN

The implications of unclear definitions include unnecessary expenditure, misallocation
of resources and insufficiently protected infrastructure (Ford, 2012). For example, what
exactly constitutes the Internet domain of a country? Does liability stop when the IP
address of the device is different from the IP address assigned to the country? Or does
geographic location play an important role in the determination of responsibility? In
addition, the term ‘national cyber security’ is often used but no generally agreed upon
definition presently exists (Klimburg, 2012). This section will discuss geolocation and
while a full examination of Internet routing is beyond the scope of this study, a brief

introduction is provided in the next section.

The Internet Assigned Numbers Authority? (IANA) is responsible for the allocation of IP
address pools to various Regional Internet Registry (RIR) organizations. The number of
IP addresses allocated i1s not fixed per country but determined by the number of IP
addresses the country requires. For the African continent the African Network
Information Centret (AFRINIC) is the RIR responsible for IP management. AFRINIC
only serves the African region while different RIRs ensure operation in other areas. As
an example Réseaux IP Européens Network Coordination Centre (RIPE NCC) serves

the areas colored yellow in Figure 2-2.

To ensure transparency, AFRINIC maintains a updated list of IP addresses assigned to
the various countries it has responsibility for5. Despite the availability of information
from all parties involved, there are still instances where making use of one source of
information might not be enough. A detailed examination of geolocation and the

complexities surrounding the topic is provided in Section 4.5.2.

3 https://www.iana.org
4 http://www.afrinic.net
5 ftp://ftp.afrinic.net/pub/stats/afrinic/delegated-afrinic-extended-latest
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Figure 2-2: Regional Internet Registries area allocation®

Geographical boundaries have been presented as a means of defining Internet domain
(Goldsmith & Wu, 2006). This method seems to be commonly accepted due to its
economic driven incentives such as tax collection and other commercial interests such as
mobile network routing (Xiang, Wang & Zhou, 2012). Attempts to establish an Internet
provider that ignores borders by establishing services in international areas such as the
middle of the ocean (Ford, 2012) have failed to attract significant investment, indicating
that there is no significant economic incentive to have such a service. Making use of
geolocation is becoming the norm and has been applied to a variety of fields ranging
from taxation to content filtering by national service providers, as in France and

Germany (Breindl & Kuellmer, 2013).

It would thus seem that geographical boundaries are commonly used as a means to
define national interest (Demchak & Dombrowski, 2011). While this type of approach
certainly holds true for the majority of national infrastructures, there are significant
assets often not located in a country. Consider Table 2-1 based on research conducted by
van Rooyen (2014). The research presented an analysis of the .co.za web domain hosting
locations for open source content management platforms such as Wordpress, Joomla and
Drupal. While the majority of the domains indexed were hosted in South Africa, a
considerable number were hosted in international territory. This situation makes the
use of geographic borders as territory markers rather complex considering that the
percentage of hosts internationally makes up almost 46% of the top ten sample size.

Protecting just the assets located inside the geographical boundaries of a country would

6 http://commons.wikimedia.org/wiki/File:Regional_Internet_Registries_world_map.svg
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thus only protect 54% of all available assets. The remaining assets would have to rely on

the protection mechanisms put in place by the hosting country.

Table 2-1: Top 10 .co.za domain hosting countries in 2013 (van Rooyen, 2014)

Rank Country Domains hosted | Percentage hosted
1 South Africa 427292 54.4
2 United States 164607 20.96
3 Germany 101543 12.93
4 Geo-IP indeterminate 51292 6.53
5 United Kingdom 23970 3.05
6 European Union 7716 0.98
7 Canada 2817 0.36
8 Bahamas 2217 0.28
9 Netherlands 2145 0.27
10 Ireland 1803 0.23

The top 10 hosting countries listed in Table 2-1 represents 785402 of the full 813285

domains utilized in the study performed by van Rooyen (2014). As such, the top 10

hosting countries represents 96.6% of the total sample size of the experiment. The

domains hosted in the countries listed in Table 2-1 were subsequently assessed for

known security vulnerabilities via Common Vulnerability and Exposures (CVE)

matching, and the results are depicted in Figure 2-3. The mean average Common

Vulnerability Scoring System (CVSS) score obtained in the study for all deployed web

implementations, is a disconcertingly high 5.4 out of a possible 10. This potentially

indicates significant risk for .co.za web content that requires remediation. It could be

argued that while the website is hosted internationally, local national law should still be

applied. This potentially extends the borders of responsibility of the responsible entities

past geographic borders into international territory.
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Figure 2-3: Summary .co.za hosting platform vulnerability results (van Rooyen, 2014)

In the event that a website hosted internationally was compromised and used to attack
another nation’s assets, a complicated scenario arises. International co-operation would
have to seek assistance and information from both the hosting country controlling the
web service infrastructure as well as the web service developers. Should a nation
attempt to enforce some form of information security standard, enforcement of such a
policy will be difficult due to international legislation. This was proven in the instance of
the attack on Estonia where international Internet service provider co-operation was
required and difficult to obtain (Ophardt, 2010). Consideration for events such as the
complete shutdown and censorship of the Egypt and Libyan Internet is also a
consideration. The shutdown proved that it was indeed possible to turn off Internet
connection to a country although IPv6 traffic remained active throughout (Dainotti,
Squarcella, Aben, Claffy, Chiesa, Russo & Pescapé, 2011). In the example commercial
website data was used to illustrate the distribution of national infrastructure.
Commercial websites are not typically seen as critical infrastructure but similar
geographic distribution of recognized critical infrastructure was previously documented

(Clemente, 2013).
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Assuming that countries intend to make use of national borders to demarcate digital
territory, the need for geolocation technical improvements will be required. In theory, IP
addresses are allocated by range to a country according to the national borders but in
reality this is much more complicated. Factors such as satellite connectivity and official
Internet users affect accuracy of IP address allocation. These factors will be examined in

more detail in Section 4.5.2.

2.8 AVAILABLE RESOURCES FOR POLICY RESEARCH, CREATION AND IMPLEMENTATION

The resources available to countries are no longer just at generic policy implementation
level. Resources are emerging internationally specifically for the creation and the
implementation of national cyber security strategies. A recent publication from the
European Union Agency for Network and Information Security (ENISA) presents a
framework to plan and implement a national cyber security policy (Falessi, Gavrila,
Klejnstrup & Moulinos, 2014). The document recommends a twenty step process that
follows the Plan-Do-Check Approach (PDCA) commonly found in standards such as
those published by International Organization for Standardization (ISO). The initial
steps are focused on defining the strategy, policy and desired outcomes which gives way
to implementation when completed. Once implementation of initial desired objectives
has been met, the next iteration of evaluation and re-implementation is initiated.
Specific guidelines and examples are available at each steps in the process to assist

policy developers with their decisions.

Current information available on national cyber security is also applicable to specialized
sub policy areas as well. One such example is the Framework for Improving Critical
Infrastructure Cybersecurity (National Institute of Standards and Technology (NIST) &
United States of America, 2014). What makes this framwork unique and potentially
useful is that it recognizes that critical infrastructure is not just controlled by
government. The distribution of critical infrastructure can place it under the control of a
range of stakeholders belonging to different commercial organizations (Clemente, 2013).
These commercial stakeholders do not necessarily implement the same governing
structure as the responsible department, due to different needs. The relationships
between government Information Technology (IT) governance frameworks, standards
and policies and those of a commercial stakeholder may vary significantly from
stakeholder to stakeholder. A mapping of I'T corporate governance is presented in Figure

2-4 (Jacobs, Arnab & Irwin, 2013). This serves to highlight that a range of diverse
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situations could be encountered depending on how legislation requires an organization

to implement the various frameworks and standards.
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Figure 2-4: IT frameworks, standards and drivers (Jacobs et al., 2013)

This diversity increases the cost of communication, co-ordination and information
sharing, and slows down implementation if not managed correctly. The NIST critical
infrastructure protection document recognizes this need for co-ordination and sections of
the document are mapped to common industry standards. Consider Figure 2-4, depicting
the relationships between technology frameworks, standards and drivers commonly in
use today. A significant number of organizations strive to have good corporate
governance and implement a variety of frameworks and standards to adhere to
regulations and legislation. To effectively communicate with these organizations, a large
increase in co-operation can be achieved by adhering to known corporate governance

techniques (PWC, 2014).

The NIST critical infrastructure protection framework aims to achieve collaboration
between organizations and government on a national level. By proposing a generic five-
step program within the framework, the developers retain the concept of the familiar

PDCA prevalent in security standards. The five steps are:
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e Identify

e Protect
e Detect
¢ Respond

e Recover

What makes the NIST critical infrastructure protection framework unique is the
relevant mapping of the five step process to the existing corporate governance
frameworks and standards in use today. Figure 2-5 shows how the Identify step is
broken down into smaller achievable steps. These steps then directly map to the
commonly used governance frameworks and standards. This will allow any organization
with a sufficiently implemented governance strategy to collaborate on the requested

information and tasks.
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Figure 2-5: NIST critical infrastructure standards mapping (National Institute of Standards and
Technology (NIST) & United States of America, 2014)

Implementation of a national cyber security policy is not just about technical solutions;
careful consideration should be given to the parties that need to participate and their

infrastructure and business incentives. Previous research has shown that early warning
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without the correct incentives will not guarantee the resolution of the disclosed security

vulnerability (Cavusoglu & Raghunathan, 2007).

2.9 DOCUMENTED POLICY IMPLEMENTATION DIFFICULTIES

While policies are available and several countries have made significant progress in
addressing these concerns, an abundance of implementation challenges remain. This is
to be expected from an undertaking of such significance, but the difficulties identified in
the following sections have significantly delayed implementation and should be
considered. Failure to properly evaluate all areas of a national system can provide a
false sense of optimism with catastrophic consequences should any of the components
fail. This false sense of optimism, can often be the result of poor planning, but it has
been proven previously that humans are ill suited at evaluating probabilities in a
complex system (Shanteau & Stewart, 1992). The next subsections will address some of

the documented implementation difficulties.

2.9.1 COMMON DEFINITION

Dr Peter Shergold on 15 October 2003 stated that “A policy which is embraced by a
Minister, approved by Cabinet, announced publicly, but inadequately delivered, is worse
than no policy at all’. The publication of national cyber security strategies and policies is
typically seen as the first step to a more secure country. There are however significant
challenges that limit the effectiveness of these publications. Some of the challenges are
as basic as finding an internationally accepted definition of cyberspace and cyber
security or even just cyber crime (Morris, Pan, Lewis, Moorhead, Reaves, Younan et al.,
2011; Luiyf et al., 2013; Lewis, 2014). Gaining a common definition is key to the mutual
understanding of concepts which will allow greater co-operation with international
partners. Since international co-operation is listed as a key requirement in a majority of
published cyber security strategies, common definitions remains a challenge (Lewis,
2014). This limits the efforts of international crime enforcement agencies significantly,
since what is defined as a crime in one country, is not necessarily a crime in another

(Spring, 2013).

It is not just generalized definitions such as cyber space, cyber security or cyber crime
that remain problematic. There is no international definition of critical infrastructure
(Clemente, 2013). This is hardly surprising considering definitions of -critical
infrastructure are not constant nationally either, but evolve over time. To substantiate

this claim, consider that the United States has published various classifications defining
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critical infrastructure from as early as 2002 (Moteff & Parfomak, 2004). These
publications mainly identify categories of critical infrastructure such as power, ICT and
sanitation. These categories are constantly updated and this is necessary as new
information becomes available, but it also causes disruption for the sectors affected. To
be 1identified as a critical infrastructure sector requires a variety of policy
implementations for that sector. These policy implementations have monetary value
attached and it affects morale if a sector is removed after significant work has been

undertaken.

The emerging field of Internet governance further complicates the matter by stating
that what is defined as critical infrastructure in the real world, might not be considered
critical Internet infrastructure. Instead, only infrastructure that directly impacts the
Internet operation on a global level can be considered critical (DeNardis, 2010). This
distinction in terminology is understandable when the Internet is considered as critical
infrastructure. Unfortunately the distinction adds complexity and confusion regarding

what is classified as critical infrastructure on top of existing ambiguous definitions.

For the purposes of this study, cyber security will encompass all aspects affected by and
related to the digital domain. This includes the human component (von Solms & van
Niekerk, 2013) as well as infrastructure such as communication networks (Bishop,

2003).

2.9.2 |IMPLEMENTATION STRATEGIES AND MEASUREMENTS

Also severely lacking in the published national strategies are implementation strategies
and measurements. The national cyber security policies address the topic of what is
required to have a good cyber security posture, but in most instances fail to specify how
this vision will be achieved. Implementation of the published strategies are vague at
best with very few clearly defined targets or implementation dates and goals. Only a
select few of the policies published implement any form of the recommended Specific,
Measurable, Achievable, Realistic and Timely goals (SMART) (Luiijf et al., 2013).
Implementation goals are critical to the success of cyber security policies and the lack

thereof can lead to ineffective enforcement (OECD, 2012).

Countries such as the USA that have significant investment in national cyber security
programs, still have their share of failures. A recent report by the US Homeland
Security department details a significant number of cyber security incidents that

affected both governmental and military networks. Examples of failures stretch from the
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mundane weak passwords, to the critical theft of a nuclear plant’s cyber security
protection plans (Coburn, 2014). These failures were not by private organizations doing
business with the government, but by the federal government bodies themselves. The
lack of implementation goals might be purely due to the large scope of the projects but

even that should have been a consideration in the beginning of policy creation.

A significant body of research and projects have attempted to address unsuccessful
implementation of cyber security. Considerable international resources have been made
available by various security organizations to assist with policy implementation both in
a generic and specific manner. For example, the Australian government has published a
generic framework to ensure that policies are drafted in a way that supports

implementation (Falessi et al., 2014).

2.9.3 INEFFECTIVE LEGAL ENFORCEMENT AND EXCESSIVE LEGISLATION

While policy and legislation might state that a certain action is illegal, the law is often
only as strong as enforcement. Police forces are typically seen as the responsible entities
for enforcing government implemented legislation, but as illustrated by Bossler and Holt
(2012), police officers do not necessarily feel the same way. The situation in South Africa
1s typical of other countries where the traditional methods of the police are simply not
adequate to enforce cyber legislation (OECD, 2012). This inability to enforce legislation
1s not necessarily due to a lack of commitment organizations such as the South African
Police Service (SAPS). Rather the lack of enforcement can be attributed to the lackluster
pace of change in a organizations the size of SAPS and a critical lack of skills, tools and

trained personnel (Kyobe, Matengu, Walter & Shongwe, 2012).

South Korea in 2012 abandoned legislation that required all individuals to navigate the
Internet using no aliases but their real names. The original reason for the legislation
stemmed from policy that aimed to reduce Internet crime and dissent. The final reasons
cited for the abolition of this legislation were privacy concerns but also the difficulty in
enforcing such legislation (Feaver & Geers, 2014). South Africa has its own legislation,
the ECT Act, which states in Section 5 that any and all cryptographic providers must be
registered with the Department of Communication (South African Government Gazette,
2003)7. Yet, new cryptographic products are freely downloaded from a variety of

application stores, the Internet and even custom developed for individual organizational

7 Now the Department of Telecommunication and Postal Services
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need without any such registration. To date, no public announcement of the enforcement

of this legislation has been made available.

If the only problem was that the legislation is not effectively enforceable, it could be
considered an oversight. Unfortunately, as a byproduct of stringent regulation,
information security research is not contributing to national security as it could
(Doherty & Hawkey, 2013; Bankston, Ford & Hofmann, 2014). What this ineffective and
excessive legislation currently achieves is simply to discourage researchers from
providing valuable information to authorities for fear of prosecution. There has been a
steady increase in the number of security researchers sentenced under computer crime
law internationally that discourages security research (McGuire & Dowling, 2013). Even
reporters such as Barret Brown that strived to report on the current situation of
information security have been prosecuted for merely disseminating already public
information (Norton, 2015). The perceived excessive punishment has created the
impression that it is dangerous to actively inform the public regarding existing threats

thereby deterring community engagement.

2.9.4 STAKEHOLDER ENGAGEMENT AND INFORMATION SHARING

National cyber security implementation requires action from all stakeholders connected
to or delivering a service. With the large number of stakeholders involved,
implementation difficulties such as unwilling public participation, internal politics,
privacy concerns, cost and loss of reputation fears have all been documented (Dlamini,
Taute & Radebe, 2011; Klimburg, 2012). An example of the types of concerns raised is
found in the USA critical infrastructure protection plan. The Einstein 3 application has
been proposed by the USA government for implementation between all stakeholders, but
not everyone agrees that it is the best course of action. Factors such as the difference in
scale between the federal government and private industry, the inability to specify
hardware and the difference in governing frameworks were mentioned (Bellovin,
Bradner, Diffie & Landau, 2011). These are legitimate concerns raised by researchers
and organizations and should be communicated well before a tool is selected for
implementation. Critical infrastructure might have been under the sole control of
governments in the past but privatization and government divestment is rapidly placing

the control with individuals and organizations (De Bruijne & Van Eeten, 2007).

Providing the correct incentive to secure a system is considered as functionally

important as providing a secure architecture for a system (Anderson & Moore, 2006).
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The entity responsible for the system’s security is often not directly affected by the
failure or compromise of the system. This simple misalignment of incentive has been
documented extensively as one of the key drivers why new practical information security
technology does not get deployed. Recent research even suggests that the emerging field
of selling cyber insurance might negatively affect the overall state of information
security by de-incentivizing responsible parties (Pal, Golubchik, Psounis & Hui, 2014).
Ample research is available to improve the security posture of a nation should all
stakeholders choose to participate. As an example, research detecting the use of fast flux
Domain Name System (DNS), typically used in malicious botnets, is already available
(Stalmans & Irwin, 2011). Unfortunately Internet Service Providers (ISP) rarely
implement such technology since it would require additional investment with hardly
any additional financial benefit to them (Hofmeyr, Moore, Forrest, Edwards & Stelle,
2013). It is not feasible for another entity to implement the technology since ISPs are
the only organization in possession of the network traffic and affected client details

(Geer, 2010).

2.9.5 PRIVACY CONCERNS

The number of times that data from citizens were requested from social media
organizations such as Google, Facebook, Twitter has recently increased from nation
states (Dalal, 2014). The increased surveillance and information requests have sparked
an outcry over the potential loss of privacy in the name of national security. The fear
that privacy will be lost in a surveillance state has even spurned researchers to find
methods to combat mass surveillance. Shay, Conti, & Hartzog (2013) presents a

taxonomy of possible methods to combat mass surveillance in the modern age.

The removal of malware from users’ computers is another interesting aspect to consider.
Gaining access to the infected computer can potentially be achieved once the malware is
reverse engineered, but this type of access is illegal in nearly every country. This creates
a situation where the solution is available to the authorities to clean the malware
infected machines, but to do so would be considered illegal. Should any of the machines
fail during the clean up process, the authorities would be potentially liable (Plohmann et

al., 2011).
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While the privacy aspect is mainly related to the public perception of excessive
monitoring, sharing between organizations are not happening effectively either.
Security information by its very nature is deemed sensitive and this limits organizations

affected by cyber incidents to effectively share information (T. Moore & Anderson, 2011).

2.10 INABILITY TO ACT ON VULNERABLE INVENTORY ITEMS OR ACHIEVE INVENTORY

A variety of information security vulnerabilities can affect the operation of a country.
Open resolvers (discussed in more detail in Section 4.5.9) is one such example.
Incorrectly configured DNS infrastructure, widely available in any country, can be used
to cripple communications. The threat is not trivial and a comprehensive database has
been compiled as a result by the Open Resolver Project’. The database is maintained
and is used to track the decline of this vulnerability over time. Considering that the root
problem is simply an incorrectly configured DNS service on a device and that all the
information is available to authorized national entities, it is surprising that only a slight
decline has been achieved. This inefficient national clean-up highlights the need for
stronger collaboration with partners such as ISPs, who would be able to provide contact

details for the affected devices.

While the presence of open resolvers is a threat to the smooth operation of a country, it
has not received nearly the attention that critical infrastructure aspects have. The need
to inventory and comprehensively protect critical infrastructure is mentioned in nearly
every national cyber security policy (OECD, 2012). The process for critical infrastructure
detection however, is far from trivial. Identifying critical infrastructure typically
involves the compilation of assets that need to protected as part of a formalized process.
The USA critical infrastructure protection plan (Homeland Security, 2014) is depicted in
Figure 2-6. The process of selecting critical infrastructure is typically a manual process
and current implementations are often performed in a distributed manner. This results
in inaccurate details being captured since depending on the stakeholder, the definition
of a critical resource will vary. Consider that the US Department of Homeland Security
National Asset Database contained over 77000 items in 2006. Some of the assets listed

in this report were petting zoos and car dealerships (Clemente, 2013).

8 http://openresolverproject.org
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Figure 2-6: USA critical infrastructure protection plan (Homeland Security, 2014)

The ability to automate the detection of critical infrastructure is currently not a reality.
Simply placing a specialized scanning tool on the network to search for specific device or
protocol signatures could have disastrous effects. By way of example, the mere act of
scanning a SCADA device could cause it to malfunction (Permann & Rohde, 2005). This
limitation has generated significant research and even delivered commercial systems
such as Cyberlens?. The effectiveness of the research and proposed systems remains
untested however. Should a government or private entity start performing scans, they

could potentially incur liability for any scanned devices that consequently malfunction.

Even if it was possible to scan for critical infrastructure in a manner that negates this
risk, assessing the actual security state of a device is hard to achieve. Measuring
security posture can be achieved by two methods, either auditing or assessing (G.
Williams, 2012). Auditing is a process of checking to see that the subject under
evaluation conforms to previously defined criteria. Assessing on the other hand is a
more active and intrusive process. While auditing can achieve a good standard of
adherence by following an approved international standard, assessment relies heavily
on the skill and testing methodology of the individual or team responsible. Vulnerability
assessment looks for vulnerabilities in the system while a Penetration test (pentest)
confirms that the vulnerabilities are exploitable. It should however be noted that while a
pentest is a relatively good indicator to assess if a vulnerability is exploitable, there is
an increase in risk to the system under assessment. Should the pentest be performed in
such as way that the risk is minimized, more limitations have to be considered. Factors
that influence the reliability of the pentest, such as operator skill, limitations placed on
the operator and amount of time provided, all limit the usefulness of manual labor on a

national scale.

9 http://dragossecurity.com/products/cyberlens
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Thus, to achieve large scale security evaluation, automation will be a key factor. The
requirement has long existed in commercial operations and several automated tools
have evolved into sophisticated platforms for assessment and penetration testing teams.
These tools typically contain libraries of available exploits and in many instances have
the means to automatically exploit given vulnerabilities on systems. Several
considerations need to be taken into account when deploying this technology, as
vulnerability scanners are not perfect and often can be fooled by seemingly insignificant
variables in the target environment. The applications are often prone to false positives
(Doupé, Cova & Vigna, 2010); each false positive needs to be investigated and confirmed

that it 1s indeed a mistake on the scanning software’s side.

Further research shows that even state of the art vulnerability scanners can have
trouble determining if the Windows machines are correctly patched (Badawy, El-
Fishawy & Elshakankiry, 2013). Further research has shown that setting the language
of the system to something other than English can severely degrade vulnerability
detection (Holm, Sommestad, Almroth & Persson, 2011). Once the language is set back
to English and the test re-run without changes to the system, a higher percentage of
vulnerabilities were detected. This type of inconsistency was not uniform to all vendors,
highlighting a further problem in the use of vulnerability scanners. At this point there is
no uniform standard for detecting vulnerabilities. If a vulnerability assessment is
conducted with three different vulnerability scanners, the probability that three

different results will be obtained are high, necessitating further human intervention.

The emergence of active defenses for network devices makes matters more complicated.
Active defenses increase the uncertainty that the device detected is indeed the correctly
identified device. This is done to create misinformation regarding the devices located on
the network since vulnerabilities very rarely affect all computing platforms equally.
Typically successful exploitation requires a specific device or software version to be
successful. Thus, while the active defense system will fool attackers, it will also create

even more uncertainty for an attempted inventory implementation.

2.11 SUMMARY

The need for national cyber security is evident, despite the array of factors limiting
information security stakeholders tasked with its implementation. A summary overview
of key limitations were discussed in extra detail but it should be noted that additional

complications exist. The limitations identified are not trivial to resolve and make the
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prospect of achieving satisfactory cyber security on a national level seem improbable in
the near future. While resources to assist with policy creation, implementation and
evaluation are emerging, establishing political will and gaining co-operation from all
role-players will remain a time consuming process. There is thus a unambiguous need to

improve national cyber security in a expedited manner with the resources already at

hand.

Chapter 2 established the need for national cyber security policy publication and
implementation. The chapter highlighted current implementation challenges that will
be hard to resolve in the near future. Chapter 3 takes cognizance of the fact that
implementation difficulties exist but proposes that there is a significant potential to
increase collaboration through open source data fusion and visualization. Should more
effective collaboration occur, it has the potential to increase the cost for attackers by
denying them the ability to use free information. To illustrate this, Chapter 3 will
address topics such as attack surfaces, economics of cyber attacks and the potential to
use open source information on a national level. These topics are discussed to
underscore how effective use of open source information could potentially increase
collaboration and raise the cost for attackers seeking to attack national assets. In turn,
these actions will contribute to achieve the objectives set out in national cyber security

policies.
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In theory, one can build provably secure systems. In theory, theory can be applied to practice but in practice, it can’t.

M. Dacier — Sr. Director: Symantec Research Labs

National cyber security situational awareness

3.1 INTRODUCTION

Chapter 2 described the need for action to be taken at a national level to address cyber
security. A cursory examination of the published national cyber security policies were
presented together with their respective implementation limitations. Lack of progress
on policy development and implementation were attributed to a wide range of factors
including: cost, limited information sharing, privacy concerns, excessive legislation and
lack of cyber security experts. Information sharing was highlighted as the key
requirement since it is central to a large number of related concerns. The request to
share information security event information is not however, a new requirement.
Various international governments have created departments to facilitate sharing of
information and provided resources to assist in the event of a serious incident. Despite
these efforts, only a limited number of implemented programs have achieved significant
participation interest. While the sharing of information does have the potential to
improve the information security posture of the collaborators, it does not necessarily

safeguard a whole nation’s infrastructure.

This chapter builds on the information provided in Section 2.7 by providing a brief
summary of the attack surface of a nation in Section 3.2. A brief examination of
information sharing requirements from various organizations and actors are then
discussed in Section 3.3. The advantages and disadvantages of pro-active vs. reactive
security is briefly discussed in Section 3.4 to highlight the difference in approaches.
Finally a discussion on the potential open source datasets have to provide information

regarding the security readiness of a nation is presented in Section 3.6.
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3.2 DEFINING THE ATTACK SURFACE

A threat can be defined as any situation where a capability, an opportunity and
sufficient intent to harm is present (Gasper, 2008). Considering the previous statement,
it becomes clear that of the three variables required for a threat to exist, only one is in
the control of the defender. A defender cannot control the capability the attacker has,
nor can a defender control the intent the attacker possesses. Thus, the only variable that
the defender can attempt to negate, is the opportunity to exploit. To achieve this, a clear
understanding of the potential opportunities or ‘attack surface’ available to an attacker

1s required.

The attack surface of an entity can be defined as the “exposure area that remains
reachable and vulnerable to attack” (G. Williams, 2012). Calculating the attack surface
of an entity can be achieved by examining the three key components of any system

(Carr, 2011):

e Hardware
e Software

o People

Having only three components to examine should by no means lull researchers into a
false sense of security. The three components categorize a vast number of smaller
entities. All of the entities and their various interactions need to be taken into account
when considering the attack surface of a company, product, organization or nation. The
complex interaction between the various systems presents an attacker’s advantage,
defenders dilemma situation (LeBlanc & Howard, 2002). This refers to the fact that an
attacker has to only find one flaw that allows access to a system as shown in Figure 3-1.
In contrast, a defender has to protect and monitor a large number of assets and
complicated system interactions to defend the system. In Figure 3-1, the line depicted in

red is the attack path that succeeded for the attacker.
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Figure 3-1: Attackers advantage, defender dilemma (Kachhadiya & Benoist, 2012)

:

As a simple example, consider an attack on a commonly found Radio Frequency
Identification (RFID) protected door lock. All three of the components previously
discussed and depicted in Figure 3-2 play an important part in ensuring authorized

access. Basic rules for the example system are as follow:

e The hardware component upon receiving a signal from software ensures that the
door is opened, and afterwards closed

o Software reads access cards and determines if the card is authenticated when
presented

e Uniquely coded access cards are only provided to authorized personnel

People

"\

Software Hardware

Figure 3-2: Basic attack surface of a security system (Carr, 2011)
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The system described above only functions according to specification if all entities in the
system participate correctly. A breakdown in any of the components causes a breakdown
in the confidentiality, integrity and availability of the system. In the following section

known attacks on electronic door locks are discussed as illustration of the concept.

3.2.1 HARDWARE

Babak and Deviant at DEEPSEC1° (2012) illustrated a variety of attacks such as
making use of an extremely strong magnet to move components inside the lock to the
required positions. For example, the Devil Ring magnet attack involves placing a round
magnet on the door handle and spinning it either clockwise or anti-clockwise to open
and close the lock. Another attack illustrated was performed by simply jamming a
paperclip wire into drainage holes at the bottom of the lock to reach the internals of the

lock and force it open.

3.2.2 SOFTWARE

Since most electronics require at least some sort of software program flow to allow the
electronics to perform the intended function, software contributes to the attack surface
of the device or system in question. An incident was reported where Google’s Australian
offices located at Wharf 7 were attacked (Kim, 2013). The device in question was a
building management system that controlled security and environmental controls. The
attack involved obtaining the firmware present on the device which was possible since
manufacturers typically require devices to be upgradable over the Internet. Once the
firmware was extracted, it was reverse-engineered and found to contain a master

password inside the firmware that allowed the attackers full control over the system.

In another incident, Cody (2012) demonstrated how commercially deployed electronic
door locks used in hotels are vulnerable to attack. The researcher found that while the
lock seems physically secure, the device software allows all memory in the device to be
read with no authentication. With the use of an Arduino to access the memory, the
researcher was able to obtain the master keys located in the door lock and open any

device with the vulnerability in rapid fashion.

10 https://deepsec.net
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3.2.3 PEOPLE

An attacker can attack the people component by either cloning or stealing the token
from an authorized personnel member, currently from as far as 92cm (Fran, 2013).
While theft is always difficult to guard against, the arguable bigger risk is that the
authorized card will be cloned. While theft is a real risk, the time frame for discovery is
typically significantly shorter than that of cloning. RFID was designed to have a
relatively short range of operation to ensure proximity, but several notable attacks have
been observed. The RFID attack taxonomy performed by Mirowski, Hartnett and
Williams (2009) depicted in Figure 3-3 will be used to further examine this component of

the attack surface.

Gel Original

|
Bribe Insider [Steal/Use Farce o121 ENBineer

Figure 3-3: RFID attack taxonomy (Mirowski, Hartnett & Williams, 2009)

The information contained in Figure 3-3 starts off with the RFID system at the top. It
immediately identifies that in order to access the resource protected by the RFID
security system, the entity in control of the RFID tag could simply be presented to the
system for authentication. Further attacks include examples such as social engineering
a insider or bribing them for the authenticate card. Through the number of potential
attacks available, the taxonomy presented in Figure 3-3 illustrates just how important it

is to include the human aspect in attack surface calculations.
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3.3 INFORMATION SHARING

The RFID example provided in the previous section is merely an illustration of concept.
To adequately examine the attack surface of a country is a non-trivial undertaking.
Regardless of the enormity of the task, the fact remains that information sharing should
be a priority if any success wishes to be achieved nationally (Barnum, 2013; Falessi et
al., 2014). The need for information sharing is grounded in the fact that no single entity
controls all of the infrastructure connected to the internet as discussed in Chapter 2.6.
In order to obtain comprehensive situational awareness, information sharing is the only

option for interested parties (Kornmaier & Jaouén, 2014).

Determining what to share is unfortunately not a trivial task. Consider the previous
sections that used a simplistic example to illustrate the attack surface of an electronic
door lock. Now consider that nearly every system connected to the Internet has a similar
attack surface to a varying degree. Figure 3-2 presents the basic principles required to
examine the attack surface of a system but the reality is far more complex. In an effort
to increase the measurability of security, the MITRE!! corporation has significantly
extended the work on attack surfaces!?. The extended attack surface categories
represent a more realistic categorization of the attack surface points of an organization.
These extensions allow for increased information sharing through various available
protocols at specific layers. This will in future serve to decrease the entry barrier for
information sharing as the NIST policy to standards mapping (Figure 2-5) attempts to

do for critical infrastructure information sharing.

Current efforts to achieve security are complicated by the complexity of the cyber
environment. Table 3-1 gives summary of the most prominent complexity factors. The
factors mentioned point to either a lack of relevant information or a lack of ability to

effectively process the information.

11 http://measurablesecurity.mitre.org
12 The extended categories presented by MITRE are available in Appendix B
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Table 3-1: Cyber information sharing complexity (Giacobe, 2013)

Complexity

Description

Security as a collateral

study

Small organizations add network security as additional duties

to network or systems administrators

Division of Labor

Large organizations divide roles of security, which put up

information sharing walls between defenders

Lack of Physical

domain

There is no limitation of time and distance. Hackers can penetrate

systems from around the world and a all hours of the day

Reliance on sensors

There is no way to directly observe the cyber environment. It

must be observed by sensors

Rapidly evolving attack

vectors

New attack vectors emerge frequently

Automated attack tools

Hackers do not need to be sophisticated, they can use existing

toolkits to launch attacks

Confusing defensive

tools

Defensive tools are difficult to use and have a high learning

curve

Lack of integration of

defensive tools

Defensive tools exist in their own silos and do not share

information between each other

High false alert rates

In particular, IDS systems are notoriously high in false alarm

rates

Lack of future

projection

Systems have no ability to project a hacker’s next likely step

The difficulties listed in Table 3-1 are all valid concerns of the current defenders’
situation. It does however not reflect the reality that attackers are also dependant on
information for attacks to succeed. Whilst Hutchins, Cloppert and Amin (2011)
examined the attack patterns of adversaries they noted: “It is possible to anticipate and
mitigate future intrusions based on knowledge of the threat’. Effective information
sharing can deny attackers the ability to reuse the automated tools they created for
attacking a company. When defenders have the ability to share information effectively,
future attacks can be prevented by forcing the attacker to find a new avenue of attack.
An illustration of this type of behavior is presented by Bianco (2013) as the pyramid of

pain in terms of cyber attacks in Figure 3-4.
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Figure 3-4: Pyramid of pain as related to cyber attacks (Bianco, 2013)

The pyramid of pain depicts the difficulty inflicted on the attacker, should the defender
have the ability to negate the attacker’s information flow. At the bottom of the pyramid
are hash values that can be generated if any of the attacker’s infection modules are
detected. While this will stop the attacker from re-using the specific executable that was
flagged as malicious, it is trivial to alter the hash value and thus avoid detection (Swart,
2012). The next layer ‘up’ refers to the IP address that the attacker uses during the
course of the attack. Spoofing an IP address is fairly simple to do and should not present
too much of a stumbling block for the attacker. The domain name layer is next and with
the ability to register domain names in bulk, it does not deter the attacker too much. At
the very least it forces the attacker to expend more money with the registration of

additional domains.

At the layer marked ‘Network / Host artifacts’, a defender can detect intrusions based on
network communication patterns or host artifacts. While changing the hash of a tool as
previously described is not complex, altering the functionality to remove the detected
artifact requires significantly more work. Should the defender be able to detect the
attack via the communication used by the attacker, it would force the attacker to alter
the communications used between different binaries. Changing communication
functionality is much harder and resource intensive, since the communication channel is
typically shared between all components. Thus, to change communication, all binaries

used in the attack would need to be altered.
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Further up the pyramid is the section labeled tools and these are typically more
specialized binaries used once access to the host is achieved. Privilege escalation, data
exfiltration and persistent backdoors are all examples of binaries that could be used.
Development of these tools is a time consuming process and can significantly slow down
an attacker if they are forced to change to different frameworks. At the very top 1is
Tactics, Techniques and Procedures (TTPs). This jointly describes the identified attack
method and the defense tactics used in response to the attack. Should it become possible
to share information regarding this, it would force the attacker to not just alter
technology but also approaches to targets. This is not a trivial exercise since the attack

is also a technical operation that needs to be planned.

From examples discussed in previous sections it is thus clear that sharing of information
has the potential to not only benefit defenders but also can deter attackers significantly.
Sharing requirements vary depending on the defenders’ needs, strategies and
limitations. Government department information sharing requirements are different
from that of a small business owner. However, if a small business owner had access to
vulnerability information related to owned infrastructure, a potential data breach could