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Abstract

The Session Initiation Protocol (SIP) has in recent yeaceine a popular protocol for the ex-
change of text, voice and video over IP networks. This thpsigposes the use of a class of
structured peer to peer protocols - commonly known as Distieid Hash Tables (DHTS) - to pro-
vide a SIP overlay with services such as end-point locatianagement and message relay, in the
absence of traditional, centralised resources such asr8ikfep and registrars. A peer-to-peer
layer named OverCord, which allows the interaction with apgcific DHT protocol via the use
of appropriate plug-ins, was designed, implemented andde3his layer was then incorporated
into a SIP user agent distributed by NIST (National Institoft Standards and Technology, USA).
The modified user agent is capable of reliably establisherfy faudio and video communication
with similarly modified agents (peers) as well as convergipcentralized SIP overlays.
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Chapter 1
Introduction

Begin at the beginning ... and go on till you come to the endntstop.

- Lewis Carroll, Alice’s Adventures in Wonderland, 1865

The growth of the Internet, and IP networks in general, has s@provements and increased
diversity in the possible mediums of communication. Tradilly, technologies such as email
and the web have been the predominant means of informaticimaage. At present, newer
forms of communication such as Internet telephony, multilme&onferencing and multimedia
streaming are fast becoming commonplace as services thitecdelivered to users in realtime
as opposed to the classical store and forward method.

The Session Initiation Protocol (SIP) is a popular choiaetfi@ delivery of realtime services
over IP networks. In most settings, SIP is deployed usingan@ore central servers which
perform dedicated tasks on behalf of users. While this dedisgproven effective, there are many
real-world scenarios where it would be beneficial or everessary to provide the means of
establishing point-to-point communication between efigdhemselves. The resulting archi-
tecture is known as Peer-to-Peer SIP (P2P SIP). The stasatwd of the protocols that will
be used to enable P2P SIP is currently work in progress innteeriet Engineering Task Force
(IETF), where a working group has been established. A sumwfatheir contributions is the
subject of chaptdi 4.

This thesis looks at using peer-to-peer protocols as taslshie creation of decentralised net-
works upon which a telecommunication overlay based on Sthheaconstructed. The SIP over-
lay consists of SIP-enabled endpoints that perform trawiiti server functions in a cooperative
manner. This chapter serves as an introduction to the asgaay, starting with a non-exhaustive

12



CHAPTER 1. INTRODUCTION 13

enumeration of the possible usage scenarios for decelatiommunications, followed by an
account of the services that must be provided by a decesegth$IP network. The class of peer-
to-peer protocols that were selected to achieve this pergosresented, followed by an outline
of the objectives of the research. Finally, this chapteaitiethe steps that led to the development
of a decentralised framework for P2P SIP and gives the scoie @roject.

1.1 Usage scenarios for P2P SIP

The IETF working group on P2P SIP released an Internet drattdlassified the possible sce-
narios for the usage of P2P SIP [1] into four main groupindsctvare described below:

1. Global Internet Environment - P2P SIP can be used as a méareating a global, openly
available VOIP network with no (or little) central adminstion.

2. Security Demanding Environments - For security or pgjM&@asons, users or organisations
may not want their data to traverse the infrastructure ofisemproviders or may not be
allowed to use the infrastructure, thus making a peer-&r-pelution more attractive.

3. Environments with Limited Internet Connectivity andrbtructure - For environments
such as the developing world, ad-hoc and ephemeral groughsaster situations, where
Internet connectivity may not be present or may be unrediaéllocal and inexpensive
self-configuring solution would be necessary.

4. Managed Private Network Environments - For the purposmsf reduction or improved
scalability of VOIP systems, organisations may decide tmmement their client-server
based systems with a peer-to-peer solution.

1.2 Services offered in a SIP network

If one considers what is needed in order for a simple contiershetween two SIP endpoints
(called user agents) to occur, it is possible to understandthe centralised theme permeates SIP
networks. Firstly, each user agent must initiate the regisin process which ultimately provides
the network with information that allows it to make an asation between the user’s identity and
the user’s locality. This often means that each user agest baupre-configured to interact with
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a specific SIP server, typically a SIP proxy, which knows theation of another server called
a registrar, which authenticates them. The registrar, upoeaipt of a registration request, will
compare the credentials supplied by the clients with tht@ed in a central database (which
can be hosted by the registrar itself or by another servehe database is called a "location
service” because it associates a user’s SIP address withlgyoecord which points to the actual
network location of the user’s device. The SIP proxy sergsisss in facilitating the exchange
of SIP messages (a process called signalling) between timoens. Once the endpoints are
successfully registered and the signalling process hasded, then media streams can be
established in both directions.

The processes described above are underpinned by two mtaiitiee Firstly, there is the
administrative effort which goes into running a SIP netwarkis is reflected in the need for the
configuration of both SIP clients and servers, and the setdpreintenance of a central database
system. Secondly, SIP relies on a haming service based oaidsnvhich is usually provided
by an implementation of the Domain Name System (DNS).

It is possible to enumerate the services provided by a SWankt These services are not dis-
carded by a peer-to-peer solution, but must be implememied distributed manner. These
services are:

Proxy A service which is able to handle requests on the behalf afreth
Registration A service which accepts registration requests from usentage
Location Service A database of locality mappings crucial for session esthbient.

Administration It must be possible to perform actions such as create newonletvand add
new users.

1.3 Decentralised protocols for P2P SIP

In order to perform the services listed above in a deces&rdlimanner, a logical choice is to
borrow from the realm of peer-to-peer protocols. By natper-to-peer systems are able to pool
the bandwidth, processing power and storage capabilifiés oonstituent nodes. In addition,
it is typical for these systems to be able to sustain and coatel themselves with little or no
external supervision, hence their popularity in recentryes evidenced by such systems as
KaZaA |2] and BitTorrent[[B].
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Peer-to-peer protocols can be roughly divided into two sgas structured and unstructured.
Structured protocols place certain constraints on the godph so that searches for resources
stored in the network follow a deterministic path. Unstanet! protocols impose no such con-
straints, allowing nodes to be organised in a random grapreviinere are random joining pro-
cesses and neighbour selection algorithms.

It would seem that interest has been growing in a class oftstred peer-to-peer protocols com-
monly known as Distributed Hash Tables (DHTSs). The name isvelé from their ability to
provide a decentralised key-value based lookup servicehwik supported by a structured set
of node links. In this thesis, the term DHT is used in refeestcboth the protocols as well as
the hash table abstraction they provide.

DHTs have been identified by the research community workimgrotocols for P2P SIP as a
possible platform for providing the distributed locatia@ngce for SIP. However, when the work
towards this thesis commenced, it was not clear that DHTddMoecome part of the standard.

1.4 Obijectives

DHTs may satisfy the requirements presented in seffidnbli?there are a number of imple-
mentation challenges with their use. Firstly, there areyaHT protocols in existence today
[4,5,6,[7]. It would be beneficial to provide the means for &tyT to be used so that a P2P
SIP client does not have to be molded to use a single, mudemgnt DHT. Secondly, while all
DHTs provide a similar basic lookup service, there are soifferences in how they provide this
service and in the way they expect to interact with the aptibos which make use of them.

Given these points, the overall objectives presented stltgsis are:

1. To investigate the use of peer-to-peer protocols, anditiqular DHTS, for use with SIP.

2. To provide a DHT-agnostic method for many DHT modules t@hgged into a single
P2P SIP system.

3. To investigate the possibility of providing interopésatbetween heterogeneous overlays.

4. To provide a solution for decentralised overlays to imperate with conventional SIP net-
works.
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1.5 Method

An applied experimental approach was followed in this redgahat involved the development
of a peer-to-peer framework followed by its incorporatiatoia SIP user agent. The framework
was named OverCord. The name consists has two distinct maes and cord, which refer to
the system’s ability to support many types of overlays imailsir way to an electrical extension
cord that supports many devices.

1.5.1 Identification of open source DHT implementations

An investigation into existing DHT implementations reveghthat there is much activity in this

area, and it was possible to access stable, open sourceargedylin C/C++ and Java. This

investigation was done in parallel with the one describeseictiol”.513 below, which covers

the identification of an open source SIP user agent. Thisdeled selection of the Java based
implementations, from which two DHTs called OpenChord aathBoo were chosen. The two
DHTs are discussed in detail in sectlon 8.3.1 and seLiia@ 6e3pectively.

1.5.2 Development of a generic interface

DHTs commonly export an application programming interfg&@l) - a software interface com-
posed of functions - through which an external applicatama@ontrol it. The functions necessary
for P2P SIP would include those for message routing as wétirake lookup, insertion, update
and removal of resources from a location service. To achleebjective of DHT pluggability,
given that each DHT exposes a different API, it would be beradfto create a single, generic
interface which could be used across all DHTSs that the agipdic has access to. This means that
a middleware layer needs to be implemented that is able mslage the generic APl methods
to the proprietary APIs of each DHT. This middleware layeswaplemented via the creation
of software "wrappers” which perform the translation. Inéd@ord, these wrappers are called
plug-ins. After the two DHTs had been selected, plug-insenag®veloped for each one. The
generic interface was tested and found to be successfularacting with the plug-ins.
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1.5.3 Identification of an open source SIP user agent

Since the objective of the research was to construct a pegedr layer for currently existing SIP
user agents, it was necessary to identify an open sourcieaipmh into which such a layer could
be inserted. The investigation identified the JAIN SIP Appleone[[8] which uses a Java based
SIP stack known as JAIN (Java APIs for Intelligent NetworkBie result of the incorporation
was tested and proved successful.

1.5.4 Interoperation with conventional SIP networks

Having produced a peer-to-peer layer for SIP and testedityato support communication
across heterogeneous overlays, it seemed interestingttogrovide similar support for interop-
erating with conventional SIP networks. It became evideat &n asymmetry existed: it would
be more difficult to provide communication from centralisedworks to decentralised networks
than the other way around. The difficulty arises from the that most centralised networks
rely on DNS to calculate the next hop destination for messagbough it is possible to create
DNS resource records for elements in peer-to-peer overtaysentional DNS is unsuitable for
peer-to-peer environments due to the high churn rates,hwhauld require unusually frequent
DNS record updates. Dynamic DNS (DDNS) was identified as anogypiate alternative, since
it supports dynamic updates and low TTL (time-to-live) pds for resource records. A node in
the overlay would thus be able to play the role of an ephenpeoxly for incoming and outgoing
messages.

1.6 Scope of research

The main focus of the research is to investigate the reqeingsnof a decentralised framework
for SIP and to produce a prototype application that shows tiisvframework can be used to
support realtime communication using SIP.

The scope of the research explicitly excludes the following

1. Proving why P2P SIP may be better than centralised SIP.

2. Making conclusions about which class of peer-to-peeigoals is best suited for P2P SIP.
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3. Considerations for enabling communications in envirenta where some or all of the
endpoints are behind Network Address Translators (NATS).

4. Security concerns which include issues such as the sattooation of unique user cre-
dentials, user authentication and preventing maliciotecks on either stored data or the

routing infrastructure of the overlay.

1.7 Document overview

The rest of the thesis is organised as follows:

Chapter 2

Chapter 3

Chapter 4

Chapter 5

This chapter examines the SIP protocol within the limits dfatvis necessary to
understand the rest of the thesis. It defines the differdesrand message types
that the protocol uses and explains how SIP supports mudiangervices. The
chapter uses the description of SIP to make the point thaisSi&urally supportive
of distributing server roles among overlay nodes. The nbgipter explores the
different peer-to-peer protocols that can help perforra tle@centralisation.

This chapter gives a taxonomy of peer-to-peer protocolgnasitial step towards

identifying an appropriate platform for decentralisingSThis chapter divides peer-
to-peer protocols into two classes: structured and unstred. Examples of each
class are given in order to identify common characteristitg lastly, a compari-

son between the two is made which evaluates the suitabfligaoh to provide the

services needed for SIP.

This chapter summarises the protocol proposals and asallysgorototype imple-
mentations of the recently established P2P SIP workingmiothe IETF. Some of
the early work is described as well as the newer and more matncepts that are
likely to feature in the final standard.

This chapter details the design of a peer-to-peer architecalled OverCord. The
design is multi-layered, modular and supports the pluggirgf new modules. The
architecture can be used to construct user agents for Sléibuo the separation be-
tween application and service, itis anticipated that itlsamsed for other purposes
beyond P2P SIP.
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Chapter 6

Chapter 7

Chapter 8

Chapter 9

This chapter describes a possible implementation of the@ore system. The
implementation is based on implementations of DHTs and shimw OverCord, in
isolation from any service application, can be used to erdatentralised overlays.

This chapter describes the process of incorporating Overidto a Java based SIP
client called the JAIN SIP Applet Phone. The different optichat were avail-
able when choosing an appropriate environment for perfogrthis incorporation,
namely the SIP stack and client application, are outlinebjastification is given for
the successful candidates. The steps that were followedrfonming the incorpo-
ration are detailed, giving insight into the different poris of the client that needed
to be reworked in order to perform the integration. The rtssod test are given at
the end of the chapter which show SIP clients communicatotgonly within the
same overlay, but with heterogeneous overlays.

This chapter deals with the interoperation of overlays tasepeer-to-peer proto-
cols and conventional SIP networks, based on SIP server®Bi&d Possible meth-
ods to achieve this are given and critiqued, followed by awdision on the method
that was employed in this research. The proposed solutitkased on dynamic
updates to DNS records which are more suitable for chaatwemtralised environ-
ments characterised by high churn rates.

This chapter concludes the thesis, summarising the work dod the significance
of the contribution towards the development of P2P SIP. Soamements on the
opportunities for future work on the design and implemeateare also given.



Chapter 2
Session Initiation Protocol

Our life is frittered away by detail ... Simplify, simplify
- Henry David Thoreau, Walden, 1854

The Session Initiation Protocol (SIP) is an applicatiorelgyrotocol standardised by the Internet
Engineering Task Force (IETF) which is used for creatingdifying and terminating sessions
such as Voice over Internet Protocol (VolP) and multimediaference< ]9]. Intended as a mem-
ber of a larger multimedia framework, SIP was designed wWithrtative ability to incorporate
a range of IETF protocols such as Realtime Transport Prot&dd?) [10], Realtime Streaming
Protocol (RTSP)[111] and Media Gateway Control Protocol BGACO) [1Z].

In most deployment environments, a SIP network is suppdrted server, or servers, which
perform certain functions for the network. Clients are édygdependent on the servers, without
which they would have difficulty communicating with, and &bing each other. Despite this
centralised viewpoint of SIP, many aspects of the protomlessentially peer-to-peer, such as
audio and video conversations between SIP clients, whichaiamormally involve the server.
By definition, SIP also fosters an abstract association éetventity and function, providing an
opportunity for services to be provided in a distributed endperative manner. This chapter does
not give a thorough overview of SIP, for which the reader nmefgmrto the protocol standard [9]
or other literature such as [113,114]. However, this chaptesddefine terminology and concepts
required to understand the identity and function of SIPtesti and the multimedia services
they are able to support. In addition, it highlights the ir@m opportunities that SIP provides
for decentralising services without violating the syntaxsemantics of the protocol, by using
techniques to distribute the services over a number ofgyaating endpoints.

20
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2.1 SIP entities

SIP entities are divided into two groups, SIP endpointsiédaliser agents) and SIP servers,
which are described in the next two sections.

2.1.1 User Agents

SIP, like the Internet Protocol (IP) upon which it is baseB, [16], is itself a layered protocol
consisting of layers that define the behaviour of all SIPtiesti Its architecture is depicted in
FigurdZ.1. The lowest layer defines the message structdrgrammar of the protocol. The next
layer is the transport layer, which defines how an entity seedquests and receives responses
as a client, and how it receives requests and sends respmmseserver. The transaction layer
is built above the transport layer and defines how an entitglles a SIP transaction. In SIP, a
transaction encompasses a request sent by a client anda#icguent responses to that request
by a server. The topmost layer is the transaction user (Ty#rlaThis layer ties all the lower
layers together in that it is responsible for creating retgithrough the transaction layer. All SIP
entities conform to this model, except for the statelessgBdRy discussed in secti@n®.3, which
only differs in that it does not have a TU layer.

TRANSACTION USER
AN \/
A Y

TRANSACTION LAYER

\ \T//

A Y
TRANSPORT LAYER

VAN V7

SYNTAX AND ENCODING

Figure 2.1: SIP - A layered protocol. Derived from [9].

Endpoints in SIP are known as user agents (UAs). A UA is an elaof a TU and is host to
two discrete components, a User Agent Client (UAC) and a Bgent Server (UAS). The UAC
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is capable of creating requests and a UAS is capable of gemgrasponses to requests. Some
common SIP request messages are given in Table 2.1. [Tabtief2s the classes of response

codes that are generated to SIP requests.

Message Name |

Meaning |

REGISTER Used by a user agent to notify the SIP network of it currentt@ciriJRI
and the URI that should have requests routed to the Contact.

INVITE Used to establish media sessions between user agents.

MESSAGE Used to carry instant message content.

PUBLISH Used to publish event state and distribute it to interessetigs.

SUBSCRIBE Used to request asynchronous notification of an event orf &sents at
a later time.

NOTIFY Used to notify a SIP entity that an event which has been régdédy an
earlier SUBSCRIBE method has occurred. It may also prowideér
details about the event.

OPTIONS Used to indicate user agent capabilities.

CANCEL Used for canceling a pending request.

ACK Used to indicate acknowledgment of the reception of a messag

BYE Used to terminate a session.

Table 2.1: A subset of the SIP request messages in SIP.
| Class | Description | Action |
1xx Informational | Also known as provisional - the server is performing an actip
but does not yet have a definitive response.
2XX Success Request was successful.
3xx Redirection Gives information about the user’s new location, or about
alternative servers that might be able to satisfy the call.

4XX Client error The client should not retry the request without modification
(for example, adding appropriate authorisation). Howeber
request may succeed at a different server.

5xx Server failure | The server has erred.

B6XX Global failure | The server has definitive information about a particular,use

not just the particular instance indicated in the Requedt UR

Table 2.2: SIP response codes. Derived fri@n [

Figure[Z2 shows how a UA consists of a UAC and a UAS. When ioigat request, the UAC
creates a client transaction, and sends it to a UAS, whictese server transaction to handle the
request. An important concept related to user agents ansage®xchange is a dialog. Thisis a
peer-to-peer relationship between two UAs that persistsdme time. It is useful for properly
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handling the sending and receiving of messages betweemtwes that intend to communicate.
Of the request messages listed in Tablé 2.1, only the INVITESUBSCRIBE messages create
a dialog. Other messages are exchanged within a dialog.

REQUEST
—_—
RESPONSE
-——

Figure 2.2: SIP user agent design showing how messagesmresseived and responded t

O

2.1.2 Servers

SIP defines three main types of servers, namely the proxistragand the redirect servers,

whose functions are given in Talile?.3. Some of the termsgivthese definitions are explained

in the next three sections. SIP servers, like UAs, are alse thét create server transactions to
handle client requests. For example, a registrar can beediefie any UAS that creates a server
transaction for registration requests it receives fromentkransaction. UAs, proxies, registrars
and redirect servers all have cores that differentiate mra the other, but those cores are TUs
that can respond to SIP messages in similar ways.

Since SIP servers, like all SIP entities, are defined asdbgiements, servers can be co-located
on the same hardware. This means that from an implementadiohof view, a registrar can be
co-located with a proxy, or a redirect server with a registimfact, a SIP server can be defined
as such on a purely transaction by transaction basis [9].
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| Server name | Function |

Registrar A server that accepts REGISTER requests and places thenafion it
receives in those requests into the location service fodtimeain it
handles

Proxy An intermediary entity that acts as both a client and a sdoreghe
purpose of making requests on behalf of other clients

Redirect A user agent server that generates 3xx responses to reguestsves,
directing the client to contact an alternate set of URIs

Table 2.3: SIP servers and their functions.

2.2 Registration

Human users of SIP networks use some kind of SIP UA device asiehsoftware phone (called
a softphone), hardware phone (called a hardphone) or aplte®, to communicate. Such a
user, say named Mosiuoa, possesses a unique SIP address sijgimosiuoa@ru.ac.za, which
is known as a SIP Address of Record (AOR). Mosiuoa uses thiiead to identify himself to the
rest of the world. This AOR is structured in a similar way toegimail address, where the mosiuoa
portion of the AOR identifies the user’'s name, and the ruaapartion identifies the domain in
which he belongs.

In order to participate in the domain and begin to intera¢chwthers, Mosiuoa’s UA needs to
formally join the ru.ac.za domain. In SIP, this process ievn as registration, and is formally
described as the process through which a user associatea@iewith another form of address
known as a contact address or contact URI, which more a@wiatorms the network of where
this user can be reached. For example, the AOR sip:mosiuna@za may be associated with
the contact address sip:mosiuoa@146.231.123.55:506€h widicates the IP address and lis-
tening port of Mosiuoa’s SIP UA. This process of registmtimaccomplished by the creation of
a SIP REGISTER message (see Tablé 2.1), which the UAC seaddA& which can handle the
request. A user may associate a single AOR with multipleaxiraddresses so that messages
can be sent to various SIP devices that the user owns. Thegsof registration is depicted in
Figure[Z.3B.
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SIP Client Registrar
REGISTER

401 UNAUTHORISED

REGISTER
(With Authentication)

200 OK

Figure 2.3: The SIP registration process.

In order for a user to join a SIP domain, the UAC must know betiand the destination to which
to send the REGISTER message. There are several methotibbvad the UAC to do this,
which are discussed inl[9]. These are:

Manual Configuration A UA can be manually configured by an administrator or expeeel
user, or may have built-in knowledge of the location to segliests.

Default Domain If a UA is not manually configured, it may choose to send theiestjto the
host part of its AOR, such as sip:ru.ac.za for a UA on the domaac.za.

Multicast Registration A UA can send the request to the multicast address sip.measithich
is known as thall SIP serversaddress (224.0.1.75 for IPv4), which will be responded to
appropriately by a UAS listening on this multicast address.

When the registrar receives the registration requestribpas certain administrative checks on
it. For example, the registrar must check that the host gomif the AOR of the originating
UA falls in its administrative domain. A registrar may aldwtienge unauthenticated requests as
shown in Figur€Z13. If all requirements have been met, thistrar adds the binding between the
AOR and the contact address into an abstract data servled ta location service. The location
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service stores all the bindings on the behalf of the netwondkexposes these to other servers such
as the redirect server. It can be implemented in various wsiage the protocol specification does
not standardise its structure or the exact format of theuregarecords it contains. Implementers
of location services have traditionally used technologiesh as relational databases and the
Lightweight Directory Access Protocol (LDAF) [17]. FiguZed shows how the location service
is populated and how it assists servers such as proxiesfaripetheir functions. The behaviour
of the proxy is described in detail in the next section.

2.STORE

SIP REGISTRAR LOCATION SERVICE

4.LOOKUP

dALSID3A’L

Dy 5.INVITE N |, 3.INVITE
d USERA@146.231.121.202|_ USERA@ru.ac.za i

USER A SIP PROXY USER B

Figure 2.4: How the location service is used in establisBgggions.

The use of the REGISTER message is not limited to facilitgtiie process of adding bindings to
the location service, but can also be used to modify or rertteer®. Each binding in the location
service has an associated expiry interval, after which ithaifog will be automatically removed.
This interval is stipulated in the class 2XX OK response back to the client after a successful
registration. It is the responsibility of the client to re$h bindings before the record expires,
which it accomplishes by sending an appropriate REGISTERsage back to the registrar. A
client may also remove bindings by modifying the Expiresdezan the REGISTER message by
setting it to O, which results in the removal of the bindingnirthe location service.
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2.3 Proxy service

Once a user has successfully registered with the regisii@truser is free to establish sessions
with other users in the network. These sessions are estatlliarough the exchange of messages
between endpoints, which in telephony is known as sigralliio aid in the routing of messages
between endpoints, SIP defines the role of an entity calléB @i®xy. SIP distinguishes between
a statefuland astatelesgproxy. According tol[9], a stateful proxy maintains the oli®r server
transaction states of a request, and as such is alteriydtivelvn as a transaction stateful proxy.
A stateless proxy does not maintain such state, and as sugblyorwards every request it
receives downstream, and every response it receives apstr@part from message relay, SIP
proxies can also perform other functions such as:

Authentication The proxy can challenge user requests to make sure they th@riged to use
the service.

Loop Detection Messages could sometimes loop between a set of proxieefpeewd a proxy
can perform actions to prevent this from occuring.

Forking A proxy can route messages to several destinations at whisbrehas indicated avail-
ability.

Record Routing A proxy can request to remain in the signalling path in subsatimessages
in a dialog.

Administrative As flexible elements in a SIP network, policies based on trédtad, security
and user preferences can be taken into account when peniprmessage routing.

An element intending to proxy a request it has received fraA@ must perform four key tasks.
Firstly, it validates the request, which includes checKimgcorrect message syntax. Secondly,
it inspects the destination of the message, which is coadidima SIP header called the Request
URI. Thirdly, it determines the target, or targets of the sage. Lastly, it forwards the message
to the target SIP entity. Needless to say, since a stateflygrandles requests on a transaction
basis, it can handle functions such as retransmissions péréorming these steps.

This discussion on the role of the proxy completes the desen of Figurd 2} by showing how,
after the process of registration has succeeded, messagesther users can be proxied to the
user’s location for the establishment of sessions. Sesstablishment is discussed in greater
detail in the next section.
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2.4 Establishment of multimedia sessions using SIP

SIP is able to support the establishment of a wide range dimmediia sessions through signalling

mechanisms. Figufe2.5 shows the sequence of message®tbathanged in order to setup and
terminate a multimedia session between two UAs in sepacmt@ths. The session is established
through the use of the INVITE message, which was defined iteTal.

|
@ Domain A : Domain B @
|
SIP CLIENT SIP PROXY : SIP PROXY SIP CLIENT
INVITE !
100 TRYING |
) INVITE .
<100 TRYING
; INVITE
: 180 RINGING
- 180 RINGING
180 RINGING !
@ 3 200 OK
) 200,0K
= 200 OK :
ACK . |
ACK .
i ACK
e RTP MULTIMEDIA SESSION - — — — - — — — o
BYE | "
1 OK
Figure 2.5: Session establishment across two SIP domains.

The UA generating the INVITE can use the methods describegdationZP to locate the SIP
proxy in its own domain. When both the sender UA and the recdilA are in the same domain,
the records in the location service can inform the proxy ahdm A in FigurdZ.b where next to
send the message, called the next hop. In the non-trivial wagre the sender and receiver are
not in the same domain, the proxy on the originating side rdesgrmine the next hop address,
port and transport protocol which it must use to route thesags. Local policies may be in place
that determine the correct behaviour in this instance, sisateading values from a database or
sending the message to a default server, as suggestéd Ho@gver, the generally used method
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is that the proxy will use DNS procedures to retrieve the appate SRV and NAPTR records
of the SIP proxy serving the foreign domain, as indicatechieydomain part of the Request URI
in the SIP request]18]. Using this technique, as shown infel@.5, the INVITE message can
be routed to the proxy in domain B. There, the location serintorms the proxy of the location,
or locations of the intended user. The proxy then uses thacbaddress of the proxy in domain
A (which it has appended in a SIP header called a Via headbeioriginal INVITE) to re-route
subsequent messages back to domain A.

2.4.1 Audio and video sessions

Figure[Z.b shows that once the three-way handshake of INNOREACK has completed, mul-
timedia traffic between those endpoints proceeds in a pepe¢r fashion. Central to the provi-
sioning of these services is the use of the Session Desuriptiotocol (SDP)[19] which is used
to describe sessions between participants including noeails, transport protocols and other
forms of metadata. SDP can be used, for example, as as batie ftegotiation of media codecs
between users in an audio or video session.

In Figure[25, at the point where the user agent in domain Bsar200 OK response to the SIP
request, a dialog is created (see sedfionP.1.1). Usingd&ifi above as an example, after the
session has been established and a dialog has been creseaf,tbe SIP UAs may choose to
modify the properties of the session in some way, such ag @sthfferent audio or video codec.
A new INVITE message called a re-invite is generated and sénth does not need to traverse
the proxies since the signalling can be accomplished throlig use of the already established
dialog, and the UAs can negotiate the new properties of thsi@ethemselves.

2.4.2 Instant messaging

The introduction of the MESSAGE request added the abilityaiovey text information in near-
realtime between users. This form of communication is knasrnnstant messaging, or IM.
Figure[Z.6 shows how messages would be exchanged betweersénsin an IM session.
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SIP Client SIP Server SIP Client

MESSAGE

MESSAGE

200 OK

200 OK

Figure 2.6: A typical IM session between two users with aarimidiary proxy.

2.4.3 Presence

IM is a useful tool for communicating, but the initiator of B request, unlike an audio or video
session, is unable to determine if the user at the other eablésto respond to the IM request
or not. Presence refers to the ability of a user to commumitegtir willingness or availability to
interact with others. Presence is supported in SIP with thBSCRIBE and NOTIFY request
messages [20].

An entity (called a watcher) wishing to obtain a lease forspreee updates of another entity
(called a notifier) uses the SUBSCRIBE message. The notdgrands with an SIP 200 OK
response followed by a NOTIFY, which contains the statusrimition in the body of the mes-
sage. A notifier will resend NOTIFY messages every time iespnce status changes, as well
as sending updates at regular intervals. Watchers arensifmfor refreshing leases on pres-
ence updates, which is also facilitated by the SUBSCRIBEsags. An example of a successful
presence subscription and notification is given in Figuik 2.
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SIP SERVER USER B
SUBSCRIBE
SUBSCRIBE
200 OK
200 OK
NOTIFY
NOTIFY
200 OK
200 OK

Figure 2.7: A typical presence subscription between twosuséh an intermediary proxy.

Subsequent td [20] which defines the SUBSCRIBE and NOTIFYsangss, a further extension
to SIP was defined with the introduction of the PUBLISH met{fat]. Use of this method is
meant for delivery to a special UAS which is responsible falexting state and distributing it to
subscribers. In this manner, a notifier can publish stata want compositor and valid watchers
can obtain the notifications from the compositor.

2.5 Summary

SIP is an application layer protocol which can be used totergaultimedia sessions such as
audio, video and instant messaging, as well as supportrreseibscription and advertisement.
SIP defines a number of abstract entities that provide ss\tix the SIP network. However, it
is evident from the protocol specification that there is mpdrbinding between a service and
the identity of the entity providing that service, since afnall SIP entities but one, have the
ability to both initiate and respond to messages that cribatge sessions as TUs. Many facets
of realtime communication using SIP are essentially pegreer, and support the transfer of
information without intermediate and centralised eleraeiftthis includes the peer-to-peer RTP
sessions that are established subsequent to sessionsestedit, and the dialogs that are created
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between user agents. Decentralising SIP means decengal roles of the proxy, registrar
and redirect server, and the implementation of a deces#dliocation service. The resulting
design is known as P2P SIP. The next chapter looks at some qietir-to-peer protocols that
may assist in performing this decentralisation.



Chapter 3
Peer-to-Peer Protocols

All animals are equal.

- Animal Farm, George Orwell, 1945

Peer-to-peer networking is a concept that has risen in poipgin recent times, as evidenced

by the large collection of computer applications that areeblaon peer-to-peer techniques and
support services such as file sharing, instant messagingpegatasting. The power behind

peer-to-peer networking lies in its ability to pool the beudth, processing power and storage
capacities of a number of participating hosts that are spogar a potentially large geographic

area. This can be achieved in a self-sustaining and sedfrtsing manner, without any or much

centralised control or intervention.

The purpose of this chapter is to give a brief overview of gegueer systems as an initial step
towards selecting an appropriate platform for decentraiSIP. A classification of peer-to-peer
systems is given, after which two classes of peer-to-peserys are compared, highlighting the
advantages and disadvantages of each for the purposes &lP2P

33
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3.1 Classifying peer-to-peer systems

There are numerous definitions for the term peer-to-pedesys A detailed definition is given
in [22]:

peer-to-peer systems are distributed systems consistimgenconnected nodes
able to self-organize into network topologies with the mag of sharing resources
such as content, CPU cycles, storage and bandwidth, capdialeéapting to failures
and accommodating transient populations of nodes whilentaaiing acceptable
connectivity and performance, without requiring the imbediation or support of a
global centralized server or authority

In the definition above, network topologies refer to thermgement of nodes in a network and the

connections between them. Four popular network topolagieshown in Figure-3.1, followed
by a brief description of each.

®q X

MESH STAR

oL

Figure 3.1: A classification of peer-to-peer systems.

Mesh Where all nodes in the network are connected to all other xodéhe network.

Star Where all nodes in the network are connected to one centdd sach as a network hub.
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Ring Where the nodes in the network are arranged in a circulardash

Tree Where sets of nodes are connected to one central node ireadtigal pattern, and in turn,
the central nodes are connected to each other.

It is often possible to layer networks over others. Such ngta/are known asverlay networks
or simplyoverlays of which the Internet is a prime example as it is layered otker telecom-
munication networks. The next section discusses the diftelypes of overlays that exist and
some of the protocols that are used to create them.

3.2 Overlay networks

There are many different possible ways to classify overlaysch is due to the sheer number
of protocols in existence today and the rate at which new ane$¥eing invented. However, a
popular classification of overlays distinguishes betwstemcturedandunstructuredoverlays.

3.2.1 Structured overlays

Structured overlays are efficient at mapping a key to a no8g [@sually, cryptographic func-
tions are used to generate node identifiersn@ie D9 for nodes in the overlay such that ev-
ery node is identified by a unique identifier. Nodes in a stnext overlay can host resources,
whereby each resource is identified by a resource identdfieegource ID, which is in the same
address space as the node IDs. In many contexts, the redbuicalso known as a key. It is
this relationship between the two types of identifiers thiaies structured overlays to make an
association between a resource and the node that hostesbatce. The node with the identifier
whose value is nearest to the value of the resource idensifsmlected to host the resource. The
hosting of resources is defined in an abstract way such thahttumbent node may physically
store the resource (such as a file) or simply have a pointeh&yemhat resource can be found
(such as a URI).

Node IDs are used to establish logical relationships betweeles with identifiers that are near
each other by some protocol-specific definition of nearnblegles in structured overlays keep
track of a limited number of neighbours through the use ofuding table, which is typically
of sizelog(N), whereN is the total number of nodes in the network. These routintetaére
consulted when the overlay handles a query for an identifiequery is passed from node to
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node aided by these routing tables. At each hop, the queguigd nearer to the target until
the node to which the query maps is obtained. Due to theiityald efficiently map keys to
nodes, these protocols are often called Distributed Hable$gdDHTSs). There are many DHTs
in existence and three popular ones are described in thehregtsections.

3.2.1.1 CHORD

Chord is arguably the best known DHT and was developed at thesbthusetts Institute of
Technology (MIT) in the United State5l[4]. At its core, Chasda simple lookup substrate
which maps a key to a node ID. A Chord overlay has a ring topolaigere nodes are assigned
successive node IDs which are generated by using a varidheafonsistent hashing function
[24]. It is sufficient for a Chord node to maintain tke nodel D, I Paddress > tuple of its
immediate successor in the ring to ensure the correctneb® dbokup algorithm. However in
addition to this, to improve the performance of the algonsha Chord node can keep record of
(at most)m neighbour nodes in a routing table callediryer table,wherem is the number of
bits in a node ID.

A noden with anm-bit identifier builds up a finger table of successor nodesgiie formula

s = successor(n + 2"1), wherel < i < m and all arithmetic is done modul". The "
finger table entry at node contains the identity of the first nodethat succeeds by at least
21 on the identifier circle. A Chord finger table entry containmapping between a node ID
and the corresponding IP address and port number of the ssarcerode. Theéookup(key)
algorithm proceeds either iteratively or recursively, venthe query is propagated through the
overlay, at each step being routed to the node whose idemtédgea numerical value equal to or
closest tokey, until that node is found. This information allows succas&fokups to be made
in O(log(N)) time in a Chord overlay ofV nodes.
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Figure 3.2: A typical Chord ring.

Figure[3.2 depicts a Chord ring where only the nodes withtiflers 0, 1, 3 and 5 are online.
Nodes in the ring have three-bit identifiers (i.2. = 3) and as such, there can only be up to
eight nodes in the ring, each with up to three entries in itgédirtable. The IP addresses and
port numbers have been omitted in the finger tables for saityliAs an example, the node with
identifier 1 stores the successors of nodes 2, 3 and 5. In tivefig lookup is performed by the
node with identifier 5, which searches for a resource whigpkas to be stored at the node with
identifier 3.

Chord was complemented by an implementation of the prowwbath was written in C++ and
was coupled with a module called DHASH [25] to provide an &dfit data management system.
DHASH exploits the powerful lookup protocol it is layeredento expose a simple get, put >
interface to the DHT for storage and retrieval of data uriitata is stored in blocks of 14 units
at the neighbour nodes to provide high availability of daéianode requesting a file needs only
to retrieve 7 of those data blocks to recreate the original filhe combination of Chord and
DHASH has formed the basis of the development of distribated cooperative file systems
[26,127].

3.2.1.2 Pastry

Pastry, like Chord, is a lookup and routing substrate for{pegpeer systems[5]. An overlay
based on Pastry is also arranged in a ring topology and eeetatkups inO(log(N)) time,
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where N is the number of nodes in the overlay. The two main differsrisetween Pastry and
Chord are in the structure of the routing tables, and the fisadivay in which Pastry defines the
closest neighbour.

Leaf Set [ ] |
[ 10233033 | [ 10233021 ][ 10233120 |
[ 10233001 ] [ 10233000 ] [ 10233230 |
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10233122 |
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33213321 |

I
I
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Figure 3.3: An example of a Pastry node’s routing table. Aeldfrom [5].

Figure[3.B shows an example of a hypothetical Pastry nodes ridde has node ID 10233102.
The shaded cell in each row of the routing table shows thespanding digit of the node’s ID.
The node IDs in each entry have been split to show the commefixprith 10233102 - next
digit - rest of node ID. The associated IP addresses havedegted for simplicity.

The routing table in Pastry is more complex than in Chord. ast®, a node’s routing table
contains|log,; N'| rows with2° — 1 entries in each row, whetgis a configuration value, usually
4. The entries in row: refer to nodes whose identifiers share the local node’s IDerfitstn
digits, but whose: + 1th digit has one of theé® — 1 possible values other than ther 1th digit
in the local node’s IDI]B].

In addition to routing tables, Pastry definesighbour set@andleaf sets A neighbour set\/
contains the location bindings of a set |df/| nodes that are closest to the local node by an
application defined proximity metric. The neighbour lishist explicitly used for routing, but
rather ensures that the nodes chosen in the routing tabldaae to the local node according
to the proximity metric. The leaf sdt contains a set ofZ| nodes numerically closest to the
local node in the number of common prefix digits of the ideatifHalf of these have identifiers
smaller than the local node, and the other half larger. Theta features are optimizations that
improve routing performance.
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Chord uses consistent hashing to generate a node ID baskéd tf address of the node. This
means that a Chord node may have neighbours with node IDargnatimerically close to it, but
are far removed from it in a geographic sense, or in the numibké routing hops necessary to
reach them. This maybe undesirable, since it has the patémincrease the latency of message
exchanges between neighbour nodes if neighbours are gducaly dispersed as a result of the
proximity metric. Pastry is able to embed within the routialgle, knowledge of the distance of a
remote node from the local node, so the local node can omiitsisouting tables appropriately.

When routing a message, a Pastry node checks if the keytialleirange of nodes in its leaf
set. If so, it routes the message directly to that node. $ffidis, it will look for an appropriate
node in its routing table and routes the message to the ndte wverlay with the most number
of common prefix digits to the key that it is aware of.

There are two known, open source implementations of theyPasitocol, which are FreePastry
[28] and SimPastry/VisPastry [29]. FreePastry was dewslad Rice University in the United
States and is written in Java. At the time of writing, it is atsion 2.1. Since its release, there
are a number of distributed applications that have beendmsiilg FreePastry including SCRIBE
[30] (a large-scale, decentralised multicast infrastreeg)t, PAST [[31] (a peer-to-peer archival
storage utility) and SQUIRREL [32] (a peer-to-peer web eclsimPastry and VisPastry were
both developed by Microsoft research. SimPastry is a sitoufar the Pastry protocol and
was developed using C# and the Microsoft Common LanguagérRe{CLR). VisPastry is a
visualisation tool for the Pastry protocol.

Another very popular DHT is Bambo6 [B3] which is loosely bédhem Pastry. It was developed
at the University of California, Berkeley in the United Stst It is particularly interesting as it
was chosen as the routing substrate of choice at OpenDHT {84¢h is a globally available

DHT service for peer-to-peer researchers. A detailed gesmn of this DHT implementation is

provided in sectiof 6.3.2.

3.2.1.3 Content Addressable Network

The specification of the Content Addressable Network (CAME3 he first among the new gen-

eration of structured protocols, such as Chord and Pastsé the term distributed hash table
[6]. Rather than having a circular keyspace, CAN featuresiareensional Cartesian coordinate

keyspace on a d-torus. The coordinate space is partitianaddes, with each node being re-

sponsible for its own zone. As nodes join and leave the oydte coordinate zones can change
dramatically. An example of a CAN is given in Figurel3.4.
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Figure 3.4: Example of 2-d [0,1] x [0,1] coordinate spacewitnodes. Source.[[6].

In order to join, a new node must discover another node which is currently in the CAN. The
Domain Name System (DNS) is used to discover the IP addresaesumber of currently online
CAN nodes. The joining node must choose, at random, somé galled P in the coordinate
space and communicate this point to the CAN. The CAN willstsailocating the node respon-
sible for the zone in whicl® lies (sayz) through routing procedures, and thus #@ Nrequest
reaches node. This node will then admit node into the CAN, supply with a list of its own
neighbours including itself, splits its zone in half and allocate half the zonehe hew node.
Any nodes directly affected by the admissiorpdhto the CAN, that is those in adjacent zones,
are notified so they can also update their neighbour listsoéfe refreshes are also sent between
nodes in these adjacent zones.

In order to successfully store the recerdik;, V; >, the keyK; is hashed using a hashing func-
tion and mapped to a specific point callBdn the coordinate keyspace. The record will be stored
at the node which is responsible for the zone in whithelongs. The same hashing function can
be used by a subsequent node which is searching for the régaddntified by K, by hashing
the key which will map to the owner of kely;.

The investigation into structured protocols and their iempéntations found that interest in the
CAN protocol is significantly less than in other protocolelsas Chord and Pastry. However,
since January 2005, CAN was incorporated into the Meteormpoment of the JXTA suite of
protocolsl35]. Meteor provides a simplified CAN implemdiuda for creating overlay networks
consisting of transient peers. More recently, a passiveimerof CAN called pCAN was used
in the SIPDHT [36] application described in sectionl 4.3sltalled passive since clients do not
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participate actively in the overlay until they are inviteddo so by a node that is already in the
overlay [37].

3.2.2 Common APIs for structured overlays

The previous section gave examples of some popular stecchrotocols. These protocols share
the common trait of being able to map a key to a node, though avglancing examination
uncovers discrepancies in the way each protocol achiev@sThe Infrastructure for Resilient
Internet Systems (IRIS) [38] is a project that is driven bgdemics from several institutions in
the United States with the purpose of developing an infuastire based on structured protocols,
that will give birth to a host of large scale distributed apg@fions. One of the areas of research at
IRIS focuses on the similarities between structured paoihat allows for the definition of an
API that can be used to access a common set of services thabtioeols provide. The approach
is summarised in Figuie3.5.

CFS PAST 13 Scribe  SplitStream Bayeaux OceanStore

Tier 2

Tier 1

DHT CAST | DOLR

Tier 0

Key-based Routing Layer (KBR)

Figure 3.5: Basic abstractions and APIs for structuredgquals. Sourcei39].

The researchers at IRIS have defined an API called Key BasetifgdKBR), which represents
all the capabilities common to structured protocols, whsclocated at tier O in the model. KBR
becomes the common denominator for other services locttied & such as structured protocols
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themselves (DHTs) and anycast/multicast (CAST) and dealéed location and routing proto-

cols (DOLR). Lastly, most of the advanced services at tiexl on the abstractions provided at
the tier 1 level. The major contributions of this work arettit@&ncourages the development of
applications based on structured protocols by third pgréad it shows how a common API can
be used to interact with different kinds of DHTs. The ovedaystruction toolkit called Overlay

Weaver [40] which was designed primarily for applicatiowvelepers to test their applications
on different kinds of DHTS, is based on this design.

3.2.3 Unstructured overlays

Unlike structured overlays, nodes in unstructured overéag organised in a random graph where
no constraints are enforced. The protocols used to locatairees in the overlay are less de-
terministic than in structured overlays, where broaddasiding and random walks are usually
employedl[Z2]. There is greater variance in the charatiesisf unstructured protocols than in
structured ones. Three popular types are examined in thehree sections.

3.2.3.1 Gnutella

Gnutella [41] is a file sharing protocol which has evolved sidarably throughout the years
of its existence and has had many modifications to improveigfity and lower bandwidth
consumption([42, 43]. Initial bootstrap nodes on a Gnutediawvork are discovered via out-of-
band mechanisms such as a manual search on the Interneg rglently live nodes are listed
on public caches known as GWebCaches [44]. Once an existithg) Imas assisted the new node
to join the network, the new node broadcaBtdNG messages to the network to announce its
presencePONG messages are re-sent to the node, so it can gain knowledgfeenfrmdes in its
vicinity.

A resource such as a file is published on the network witu& method. Searches for the re-
sources stored by nodes in the network are facilitateQUERY requests, which are broadcasted
throughout the network. The broadcast queries are limiteal ¢ertain number of hops before
the query fails. A successful query match callg@UERY RESPONSE proceeds along the same
path as the query through back propagation and containgsdetdo where the file can be found.
A CGET request directed to the target node is used to download #ieedeesource.
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Figure 3.6: Document location and retrieval in Gnutellaapted from[[45].

3.2.3.2 KaZaA

KaZaA is a peer-to-peer protocol which is similar to Gnteh that it does not use central
servers([2]. However, unlike Gnutella, the KaZaA protocelides two different types of nodes
in the network: ordinary nodes and super nodes. This meand#iZzaA is a distributed but
hierarchical peer-to-peer system, exhibiting a tree togpl(see Figur€31). The role of the
central server is emulated across a set of super nodes, etdchnmassociated set of ordinary
nodes that communicate with it. Each super node keeps reddie locations of its ordinary
client nodes, as well as those of its tier 1 peer neighbours.

When a client node wishes to share a file, it registers thelsletathe file (metadata) with its
related super node. The file metadata contains keywordsvihdite matched against a search
string during a query request. When a node wishes to dowrdoaithdexed file, it forwards
the request through its super node. The super node will m pooxy the request to the rest
of the network using broadcast mechanisms. A list of sufgkessatches are sent back to the
super node, which returns the results to the requesting. fidde node can then use the location
details contained in the set of results obtained on its h&édbwnload the file from the network.
Figure[3.¥ shows ordinary nodes with their respective sapdes, and how a file is published
and downloaded by peers.
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Figure 3.7: Super nodes and ordinary nodes in a KaZaA netv@wurce: [[45].

3.2.3.3 BitTorrent

BitTorrent is a file sharing system that has both centralesed peer-to-peer components$ [3].
Its hybrid design is similar to the star topology in Figlrd,3vhere a central server is used to
manage user downloads. A file that is to be shared is brokemlata blocks and is stored on the
network. A server called tiackerkeeps record of a file that is shared and of the users that eithe
have a complete copy or only blocks of the fllel[46], 47].

When a client wishes to share a file to the rest of the netwbodkyides the file into blocks of
up to 256KB in size which can be distributed to other peersaldd creates a file known as a
torrentwhich contains metadata that describes the file. The toisehen made available to the
public and registered with a tracker. Peers that have blotkise file are calledseedersand
the initial peer that introduces the file to the network idezhtheinitial seeder A client that
wants to download the shared file, must first obtain the aatatiorrent for the file. The torrent
directs the client as to the location of the tracker, whi@dhent proceeds to contact, requesting
the desired file. The tracker returns a list of seeders ferdient to contact. The client can then
start downloading blocks of the file from the indicated pe@&isTorrent is sophisticated in that
it allows for nodes tahoke meaning a temporary disabling of uploading connectionassto
maintain a consistent downloading rate, since uploadingescongestion on the node’s band-
width allocation. Also, the network rewards nodes with higiioad speeds with high download
speeds. BitTorrent is unusual because it employs what Hegl ti&-for-tat algorithms to discour-
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age freeloaders (that is, people who seek to benefit fromyiters but do not wish to contribute
resources) by providing quicker download times for those sihare data for others |45]. Figure
3.8 shows the relationship between a tracker, a torrent eadspn a BitTorrent network.

AN
/N
torrent

.torrent Server

Figure 3.8: BitTorrent architecture. Source:1[45].

3.2.4 Comparing structured and unstructured protocols

Having classified and presented examples of the two claggeseoto-peer protocols, it is now
possible to analyse and compare them. A thorough discusgioid involve examining them
from several perspectives, but only the aspects that makprtitocols desirable or undesirable
for P2P SIP are of concern here. As such, this section itetateugh the SIP services that
have been described, and discusses the suitability oftgteetand unstructured protocols for
performing each of them.

3.2.4.1 Registration

Registration is the joining process through which a usev@ates their AOR with a contact ad-
dress that indicates to the rest of the network the locatbmghich the user can be reached. In a
peer-to-peer setting, it is important that the system stifgpis process with as little administra-
tion or oversight as possible.

In structured overlays, a joining node first obtains the tfiocaof a node that is currently in the
overlay (called @ootstrap nodg After this node has bee contacted, it subsequently aghist
joining node in becoming part of the overlay, either dirgabl by referring the join request to a
more suitable node (called tle@mitting nod¢ DHTs do not specify how to locate the bootstrap



CHAPTER 3. PEER-TO-PEER PROTOCOLS 46

node, which means that some other protocol or mechanismimeusted to achieve this. In the
joining process, the new node learns who its neighboursrat@apulates its routing tables so it
can reach them, and those nodes in turn learn of the existérthe new node and update their
routing tables as well. This establishes reachability fmsging messages to the new node, but
does not yet perform the SIP address mapping. DHTs are loakdpouting systems and do
not natively support insertion of data sets. However, inieaf8.2.1.1, a module called DHASH
was described that implements a distributed storage systsed on Chord. This proves that it
is possible to exploit the routing algorithms in DHTs by wsan application layer to insert data
at the node where the hash of the key is closest to the nodediliigy upon this logic, it would
be possible to store a copy of the contact address of thengpimdbde in some abstract form, at
the node whose ID is closest to the hash of the AOR.

Unstructured overlays are also challenged by this first podielem, but they usually do provide

discovery mechanisms. A technique that is commonly usdthisof a central host cache such as
the GWebcache in Gnutella networks which caches a list oésdldat are known to have been
online in the recent past. This suffers from the problem eirstale entries in the host cache
that causes either delays or the inability of nodes to joinsttlictured overlays often leverage
these types of systems by keeping a local cache of relialWesywhich have been discovered
which can be used in subsequent attempts to join the system as the UDP Host Caches [48]
in Gnutella networks. Unstructured overlays are very watkesl for distributed resource storage,
which is what makes them popular in file sharing applications

3.2.4.2 Location service

The location service is an abstract data service that stbeefocation bindings of UAs and
exposes them to entities that need to access them. Fonstdgirotocols, an application layer
can be built over the DHT and be used to facilitate the ingertif a registration record which
can be appropriately stored in the overlay. Over a periograd,tas more nodes begin to join and
register their addresses, a larger location service isigoilHashing functions such as consistent
hashing also ensure that the load is distributed equallyngrad the nodes that are participating
in the overlay. However, in addition to simply populating tflocation service with registrations,
nodes also need to retrieve those bindings which are negdssasession establishment (see
Figure[Z4). The application layer could be extended to ik retrieve function that returns
the values stored at the owner of the key. Additionally, atmn service must also be able to
update and remove those bindings, such as when users becaitable elsewhere or when they
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leave the network. Further extension of the applicatioedapuld be made to provide update
and remove functions to perform these duties.

Unstructured overlays are primarily used for content distion, and therefore in theory, can
also be used to implement a location service for SIP. Nodagdnuze able to use unstructured
protocols to store bindings, in file format for example, asrthe overlay. However, the storage
of data items in these types of overlays is independent ostmygtured rules, therefore there is
no deterministic way of locating stored data. Typicallypfiing methods are used to perform the
search for data items in the network, which means that geepyasts consume much bandwidth.
Such a solution does not scale well with system g1z [45] ttuogired overlays are more suited
for content distribution applications such as file sharinghat they can support complex queries
to match patterns in a resource name, such as a search fa Blelftased on a substring of its
actual namel]49]. SIP location queries are not usually infoine of a complex query, but in
the exact SIP AOR of the user who is to be contacted such as ahear selects an entry in a
contact list.

3.2.4.3 Proxy

The function of a proxy is to behave as both a server and atdhearder to make requests
on the behalf of other clients. To support the different §/pémultimedia services that were
described in sectidnd.4, essentially the role of the prexp route messages between users and
where necessary, consult the location service to deterthméocation of the target user. In a
DHT environment, it is possible to decentralise the rolehef proxy by distributing it over all
the nodes in the overlay such that any node is able to recenesaage in the form of a key, and
use its routing tables to route the request closer to the oofrtbat key.

Unstructured overlays that do not use central nodes suciiBarint trackers are more appeal-
ing since they avoid the problem of a single point of failutewvas for this reason that a recent
BitTorrent client named Azureus decentralises the trawldi BitTorrent tracker, by embedding
DHT logic in the client nodes [50]. Where a central node is usxd, flooding techniques are
used to flood the neighbour nodes that proxy the requesteiuttitough the network. Some
unstructured overlays such as KaZaA use super nodes whidd be used as a better proxy
solution whereby the super overlay of super nodes decedrtile SIP proxy server among a
limited set of overlay nodes. This would ensure that only alsmumber of nodes are flooded.
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3.3 Summary

There are diverse types of peer-to-peers systems whidr diffooth their topologies. The pro-
tocols that create and maintain these different topologggsbe described as either structured
or unstructured, depending on whether or not they placet@nts on the node graph. It is
conceivable that either class of protocols can be used tode@ decentralised overlay that dis-
tributes the SIP services among the participant nodes. Wawthe brief examination of the
protocols provided in this chapter does show that a DHT thebupled with an application layer
may provide a simpler, cleaner solution to the problem. lditawh, due to the similarities that
exist between structured protocols, it is possible to @easivommon interface to them that will
allow nodes to use different DHTs. This would be beneficialdamparing different DHTSs for
SIP without having to rework the interfaces to each. The nbapter summarises the standardi-
sation effort in the IETF for developing protocols for P2RP,Snd it describes how DHTs have
become the ideal peer-to-peer platform for SIP.



Chapter 4
Standardisation Efforts

Without counsel purposes are disappointed: but in the toalé of counsellors they
are established.

- Proverbs 15:22, NKJV

A few months prior to the commencement of this project, egéehad began to grow among
some academics and computing professionals who were steeren investigating the possible
benefits of conducting SIP-based communication in a dealesed, cooperative environment.
As interest continued to grow, an informal group was fornred tommunicated mainly through
mailing list postings and regular IETF BOF meetings. Aftarain debate and the development
of a reasonable amount of consensus on some key issuesfdahmahgroup was able to gain
recognition within the IETF as an official working group. TR8P SIP Working Group as it is
called, is a collection of people who see opportunitiestierdse of SIP in new and diverse sce-
narios, where dedicated SIP servers are either unnecesssingply unavailable. The group has
brought forth many proposals for protocols that could baluseachieve this goal, through vari-
ous Internet Drafts and prototype implementations, in otdeommunicate and gather support
for their ideas. This chapter serves as a guide to some ofufient approaches that are being
proposed and uses the fruits of the standardisation efféht IETF to define popular terms and
design choices. It also highlights the major consensudpthat are likely to feature in the final
protocol specification.

49
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4.1 Early work

Dialogue around the development of P2P SIP protocols firgatéo surface in the open in the
form of a mailing list that was hosted by Columbia Universitynited States in late 2005]51].
As part of the growing research agenda in peer-to-peernietéelephony at that institution,
researchers there released a paper on what was to becomé theeearliest candidate P2P
SIP protocol description$ [52]. The system is based on arattigical overlay, built using a
structured protocol, that consists of super nodes and arglimodes. The motivation behind the
decision to distinguish between ordinary nodes and supgesiwas that it was believed that
some nodes would not have sufficient resources to parteeipand maintain state for a DHT.
Thus only stable, high capacity nodes are elected as sudesn®dhe architecture of a P2P SIP
node that follows this design is depicted in Figlird 4.1.

A discovery module assists the node to discover and join vieday by sending a SIP REGIS-
TER message to one or more super nodes that are already inehayo One of several possible
methods can be used to achieve this, such as DNS lookup casiltir using cached entries of
previously online nodes. When a super node receives a neWwRIHER request, it proxies the
request to another suitable super node that can admit theodsvinto the overlay. It determines
the identity of that super node by hashing the SIP AOR indit@t the SIP REGISTER message
to obtain a key, and requests the overlay for the ID of theedbaode to that key. When this
super node has been found, it can either redirect the newtodti@t super node, or proxy the
registration request on the new node’s behalf. The supes tiad acts as the admitting node for
the new node, adds this node to its list of clients, and cseateesource registration that maps
the SIP AOR to a contact address, and stores this value @bewdiry module is also used later
for locating nodes that are behind NATS).

A user location module interfaces between the applicatigicland the DHT by forwarding
application requests, such as requests for locating bsdttiehe DHT layer. If Bob is a user
in the overlay and wants to initiate a session, he generg®B anessage such as an INVITE or
MESSAGE, and sends it to his super node. The super node usksdag@rovided by the DHT
API interface to obtain the contact address of the intendagkt node (see Figufe#.1). Once
found, Bob can then send the SIP message directly to the pygedestination. A super node
sends SIP OPTIONS messages periodically to its clientsdardo detect node failures. A SIP
REGISTER message is sent by Bob to his super node when hdughatsaves the overlay.

The design described above was complemented by a subsquppert by the same authors,
which describes their implementation of a SIP client adapédied SipPeer [53]. The adaptor
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was designed for use by conventional SIP UAs that could nonbaified by inserting modules
similar to those described above, but needed to participatecentralised overlays nonetheless.
The client adaptor behaves as an outbound SIP proxy for aeational SIP UA and helps it
establish sessions with P2P SIP UAs.

User interface (buddy list, etc.)

On Startup

Audio Devices

Codecs

Firewall & NAT
detect

RTP/RTCP

Socket Interface

Figure 4.1: Block diagram of a P2P SIP node. Source: [52].

At around the same time, another paper was authored whielisglatP2P SIP VoIP/IM system
known as SOSIMPLE[54]. The paper describes a system whisligistly different from [52].
The similarities include that SOSIMPLE also embeds a DHelg Chord, which it uses to
provide the DHT functionality. SOSIMPLE also decouples decegistration (orientation into
the overlay) from a resource registration (insertion of ataot address binding). That said,
however, there are many differences. SOSIMPLE does notalsfiper nodes, but assumes that
all nodes equally participate in the overlay. A REGISTER sage is modified for peer-to-peer
such that new headers are added to it, in order to conveynirdtion such as node identifiers,
resource identifiers and the overlay name. Resource lookdg@ssion establishment are per-
formed using SIP messages since SOSIMPLE does not have a BHih#&rface, unlikel]52].
When a node wishes to lookup the location of a buddy, it hagteSIP AOR to produce a key,
and routes a message such as an INVITE to the neighbour vétbldisest ID to the key. This
process is repeated iteratively or recursively in the @yeuhtil the node which hosts the location
binding for the intended user returns the actual locatiairess to the callee in a SIP 200 OK
response. Thus the final INVITE can be sent directly to thended user. Figuie4.2 illustrates
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how SOSIMPLE supports node joining and session establishme

Joining Node
Node-ID 503 (1) REGISTER
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(3) REGISTER

Bootstrap Node Node A

Node-ID 023
@
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(4) 302 Node C

(5) REGISTER Nodd B

Node-ID 445

Node C
Node-ID 520

(6) 200 OK
Joining Node Node C

after join
Node-ID 503

(i) (i)

Figure 4.2: (i) Node joining and (ii) session establishmer@OSIMPLE. Adapted froni[54],

Although the authors of SOSIMPLE mentioned in their papat ghprototype of the architecture
was being tested at the time the paper was published, pdeatespondence with the authors re-
vealed that they decided ultimately not to release theied¢odhe public. It is possible, however,

that SOSIMPLE is used in some of the commercial telephornytiemis provided by a company

owned by some of the authofs [55].

The creation of the SOSIMPLE architecture was importanttfor main reasons. Firstly, it
reinforced the idea that DHTs could be used instead of uctstred protocols as lookup and
routing substrates for resource location and sessionlestatent in P2P SIP. Not only was it a
proponent of a DHT solution, but it was one of the first in a Iting of proposals and prototypes
that had a particular bias towards Chord, making it the uciaffDHT of choice. It is likely

that due to this early adoption of DHTSs, little effort has béevested in the use of unstructured
protocols for P2P SIP.

Secondly, it introduced a point that would continue to beadet in the P2P SIP community as
to what protocols would be used to maintain the DHT, and whatexact nature of the node
operations for lookup and session establishment wouldm¢sZ], SIP is used to maintain the



CHAPTER 4. STANDARDISATION EFFORTS 53

DHT but node operations such as lookups (executed by sugeshoare supported by a DHT
APl interface. In SOSIMPLE, SIP is used both to maintain th€Cas well as to perform node
operations. These two approaches have come to be knoR@Rsver SIPandSIP over P2P
respectively in the P2P SIP community. Their benefits ard¢rasted in section'4.4.2.

4.2 Concepts and terminology

Over time, certain ideas have come into prominence in theSIBRRommunity and a degree of
consensus has begun to develop around certain key areagveipywnembers in the group still
have different opinions about certain aspects of how théopots for P2P SIP should behave.
An important milestone that needed to be reached was thaimguf the informal group into a
formal IETF working group, a step which would give the grouprencredibility and recognition
as they strove to formalise the P2P SIP protocols. The grehpeweed this goal in February
2007. There is no doubt that the recognition of the group BYWETF was influenced largely by
the acceptability of the proposed working group chaitel.[bfbwever, second to the charter, a
document that similarly vouched for the intellectual cagyaof the group is a document known
as theConcepts and Terminologiocument([57]. This document has the primary aim of defining
a general framework for P2P SIP by utilising many of the deslgcisions that were already
popular in the group, while acknowledging alternative \gdwveld by others.

The next five sections will give a summary of the Concepts archinology document (hereafter
called the concepts document) and at each juncture, witl tiee main items of literature mainly
in the form of Internet drafts, that support common protdashaviours.

4.2.1 Peers and clients

A P2P SIP overlay consists of a number of nodes that collegtiprovide services for each
other. An optional realisation of this model is one wherebgrpto-peer protocols are used to
organise the overlay in a hierarchical tree topology, withes nodes and clusters of ordinary
nodes. In the P2P SIP lexicon, these types of nodes are qaladand clients, respectively.
Peers are those that provide routing, storage and retgeveaices, and clients are those that do
not. The concepts document does not indicate that the P2Br8igtols must enforce this type
of segregation, but does specify that where it is employaty, peers must participate actively
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| | Overlay Maintenance | DHT Operations |
ASP j oi n,| eave,updat e storefetchfind,renove
P2PP j oi n| eave,l ookupPeer, publ i sh,| ookupQbj ect,
exchangeTabl e,query, removebj ect
replicate,dtransfer
RELOAD peer -j oi n,peer - sear ch, resour ce- put,resour ce- get
resource-transfer

Table 4.1: Examples of proposed P2P SIP Peer Protocols.

in the overlay and maintain the DHT. Clients do not partitgpactively in the overlay, and can
only make requests by forwarding them to the overlay thrabgir associated peer nodes.

The use of this distinction raises questions as to how theS*2Rrotocols manifest themselves
in each type of node. In order to accommodate possible diffazs between them, separdP
SIP PeerandP2P SIP Clienprotocols have been proposed. At the time of writing, therill

no clear consensus on the issue of peers and clients, anddebate is still ongoing as to how
to differentiate the two protocols, or if the client protboeven necessary at all. There are those
who do not distinguish between the two, and suggest a gepeytocol definition that is used
by all nodes. Examples of such descriptions include dSigtr{duted SIP)[[58], ASP (Address
Settlement by Peer-to-Peer) [59] and RELOAD (REsource tiGeaAnd Discovery) [[6D]. At
the time of writing, there is not yet a protocol proposal ttlefines how the client behaves. If
the P2P SIP client protocol does formally emerge in futurs,likely to either be a subset of the
peer protocol or just pure SIP_]60].

A summary of some of the proposed APIs for P2P SIP peers ingivabld41l. The APIs are
divided into two main categories, overlay maintenance ahd @perations. Overlay mainte-
nance refers to the procedures used to manage the DHT wéefeas DHT operations are those
that deal with managing the resources that are stored instrébdted database.

In the overlay maintenance column in Tabld 4.1, the joining) leaving operations are supported
by the appropriate join and leave methods. Methods sugeas - sear ch in RELOAD and
guery in P2PP can be used to lookup the locations of certain nodele wpdat e in ASP can
be used to send messages to neighbours, such as promptimgotiperform some action. It is
also possible to manage resources using methods suasasir ce- t r ansf er in RELOAD
which re-locates resources to other nodes, such as whenealeaeks the overlay and must
commit its resources to an appropriate neighbour. The DHFains normally consist of three
methods for inserting, retrieving and removing resourcesfthe overlay, with the exception of
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ASP which has two variants of a retrieval method.

The syntax of the protocols outlined in Talplel4.1 are quifeedint, though the semantics are
similar. Some of the protocols may appear to be more exmeesisan others, such as P2PP
which has a larger set of operations than the others. Howthisris misleading since some of
the protocols re-use the same operation to achieve the sanpese. For example, RELOAD re-
uses theeer - j oi n operation to both join and leave the overlay by varying hoavrttessage
is constructed.

4.2.2 Protocol layering

In sectior 4L, it was explained that there are two main tgbesotocol layering in P2P SIP, that
is P2P over SIP and SIP over P2P. In P2P over SIP, overlaytopesare defined as extensions
to SIP whereas in SIP over P2P, a lower level transport pobtiefines overlay operations [61].
It is the proposals supporting P2P over SIP that seem to bg@tgsular. When justifying the use
of P2P over SIPBryan et al[54] cite the following advantages:

1. It prevents the necessity of forcing applications to rpooate an extra peer-to-peer stack
in addition to a SIP stack.

2. There is no clearly defined, standards based solutiomfpleimenting the messages for a
peer-to-peer system, whereas SIP is a mature, establisbiedtql.

3. Many border devices such as firewalls and traffic shapexa@y} recognise SIP traffic, and
often ban peer-to-peer traffic.

Among the recent proposals, dSIP][58] and the peer protaroP2PSIP networks [62] are
based on the P2P over SIP method. The latter introduces alffemeé@hod called LOCSER that
embeds peer-to-peer information in XML-like payloads thia exchanged between peers. The
former, like SOSIMPLE, defines new SIP headers and tags teeggmeer-to-peer information
such as node IDs and hashing algorithms.

P2PP[[63] is an example of a protocol that fits the SIP over ppiPoach. In this design, a new
node discovers the properties of an overlay by sendi@Qger y request to an existent node in
the overlay, which returns information such as the name @fbtrerlay and hashing algorithms
the node needs in order to participate in it. The joining nthéa sends doi n request to a

bootstrap node as a request to join the overlay. Jtien request is routed through the overlay
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until a suitable admitting node is found, which returns a 200 message to the new node to
confirm its insertion. ALeave operation removes the node from the routing tables of itghei
bours. APubl i sh operation inserts a resource record into the overlay dnaok upCbj ect
operation retrieves a record. If a node wishes to invitelzgrohode for a session, it executes a
LookupOhj ect request and uses the contact address it retrieves to seRdId\AITE message
to the destination.

The authors of the RELOAD documeit [60] cite the followingantages of SIP over P2P:

1. The SIP protocol is misused by making it do things it wasigsigned to do, such as
resource lookup.

2. The SIP protocol is "too heavy” to be used for a P2P system.

3. Avoiding SIP means that a new protocol can be designedstiailt from the ground up
with peer-to-peer in mind.

The debate is still ongoing among members of the P2P SIP ngikioup as to which form of
protocol layering is the most appropriate. It is howeverdhmion of this research that SIP over
P2P is the better approach not only due to the reasons givareabut also because it offers
an interesting separation between service layer and apipiic The benefits of this separation
are discussed in more detail in sectfon §.2.2. That saidy 8t® over P2P and P2P over SIP
are designed to enable nodes to implement services in #distl fashion. The next section
describes in detail what those service are and how some gatspprovide solutions for them.

4.2.3 Location service

The SIP protocol never standardised the location servic®as described in sectignR.2. The
advantage of this abstract conceptualisation of the lonagervice is that it allows SIP to be
used with various protocols that provide data persisteapdaces. This trend has continued in
P2P SIP, where resources have been defined in an abstrachd/ap association with existing

protocols is made with regard to the location service.

A possible solution however, is described inl[64] which dsta data format and a location
service interface for P2P SIP. This document is unique strackdresses the issue of the structure
of the location service in connection with a DHT API similarthose that were outlined in Table
1. This document describes a location service that isredoom attacks by storing keys in
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signed form or making them immutable so they cannot be clthniydey is represented by the
XML key element such as,

<key>si p: bob@xanpl e. net </ key>

The peer will hash this key, and the key-value pair that valifserted will resemble the follow-
ing (the signature element is omitted for simplicity),

<key Id="One">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>Y8eVClzbJB8Wk315al7pWé6/RZsvM=</DigestValue>
</key>
<value Id="Two” expires="2006-12-31T18:00:00Z” nonce="82771583613">
<contacts xmlns="urn:ietf:params:xml:ns:pl2p-sip”>
<contact displayName="Bob W.” expires="2006-12-31T18:00:00Z">
sip:bob@192.1.2.3:5060
</contact>
</contacts>
</wvalue>
<Signature>

<KeyInfo><KeyName>boblexample.net</KeyName></KeyInfo>
</Signature>

4.2.4 Distributed database function

Irrespective of how it is structured, a location servicevtes access to the resources needed
for successful session establishment in the overlay. Téreréwo particular models that can be
followed to achieve this: the data model and the service &8k In the data model, any node

is able to access the resources for itself, whereas in theeeenodel, a node must first locate a
service node which is responsible for a given resource.

In the data model, a user named Bob inserts his contact adaindsr his SIP AOR sip:bob@ru.ac.za
when he registers with the overlay. When the user Alice toageate a session with Bob, Alice
will first hash Bob’s SIP address to obtain a key, and use a Dp€Faiion to obtain Bob’s contact
address. This method is the easier of the two models to ingignbut is not well adapted for
locating advanced services in the overlay (advanced ssare the subject of sectibn412.5).
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In the service model, instead of trying to obtain the SIP AC&pping herself, Alice performs a
lookup of the service node for Bob’s resources, and sendSIthenessage directly to this node.
This special node acts as a SIP proxy for all the nodes fortwihis responsible for. The service
model is based in part on the data model, but is viewed as nxteasable than the data model,
due to its support for certain nodes to provide more advaseedces to the overlay besides
routing and storage.

4.2.5 Advanced services in the overlay

Nodes in a peer-to-peer overlay offer services such asyguttorage and retrieval of resources.
These are the basic services that are necessary to suppdeyouperations. Apart from these
basic services, peers can also offer more advanced sendicexample is the discovery of peers
that are behind NATs and firewalls. Due to the use of NAT and #querading, the discovery
and reachability of nodes in the overlay becomes difficulipimcesses such as correctly popu-
lating routing tables, performing lookups and establighiassions. One approach that attempts
to solve this problem utilises peers which possess publadidesses to provide NAT traversal.
Peers would maintain connections between themselvesirfgransuper overlay, with clients es-
tablishing sessions through their respective peer nodeis. Hbwever relies on the presence of
numerous peers with public addresses and fails when allsna@ebehind NAT< [57].

There is a second approach that has been favoured by menilibesR2P SIP working group

and accepted by most P2P SIP protocol proposals. The carsseanshe group has been to
employ the use of Interactive Connectivity Establishmé@E( [66] which is a technique for

NAT traversal based on the offer/answer model [67], which @otocol for negotiating media
sessions using SDP (see secfion2.4.1). ICE works in cowgrSimple Traversal of UDP over

NATs (STUN) [68], which is supported by some NATs, and allowsles to discover the type of
NAT it is behind and the public address of its outgoing comivac This allows peers to test and
select valid IP address and port tuples in SDP offers and enssw

Another example of an advanced service in a P2P SIP overlafflise message and voicemail
storage. If a peer node that has been participating in theaysigns off, any communication
intended for that user will fail. Specifically, the lookupeyption that is executed by the calling
node will fail to retrieve the location binding for that usemce when that user signs off, their
registration record is removed from the location servides possible for one or more of the
peers that have high capacity storage capabilities to offene message storage and voicemail
services for peers that received calls whilst they werengfli
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Irrespective of what service an overlay offers its nodes,RBP SIP protocol must provide the
ability for the peer nodes to be able to advertise those @es\vand in turn, the ability for other
peers to be able to discover those services that are beiagedff One possible solution for
advertising services is to recycle the SIP addressing sehierareate a set of standard service
addresses. For example, it is possible to create a STUNceebbunding that relates a contact
address or addresses that map to the SIP address sip:sar@p2pdomain.org. Nodes that
desire to make use of this service can execute lookup rexjteesttrieve the locations of STUN
servers and subsequently use ICE to establish direct cbongevith other nodes, such as nodes
to be inserted as neighbours in a routing table. This nanongention could be applied to other
services such as offline message storage.

The data format described in sectlon4l.2.3 can provide a sapkisticated way of handling this
problem. By using a DHT key such as offline:bob@exampleanedtrieve operation for this key
can be executed when a Bob’s UA becomes active, and carveetniessages that were stored in
the overlay in his absence.

4.3 P2P SIP implementations - SIPDHT

The protocols that are to be used for P2P SIP have not yet haedasdised, though there is
growing consensus in the areas described above. It is dketg that implementations are being
developed and tested behind the scenes in academic iistgwEnd companies, but there is a
clear lack of code that has been made available to the P2P ddhihanity. At the time of
writing, the only project that has been released to the puislicalled SIPDHT, and is described
in this section.

SIPDHT is an open source project that was started by an acireber of the working group,
Enrico Marocco from Telecom Italia, and others in May 2006][3he aim of the project is to
provide running code for the working group which implemesdme of the design decisions that
are under debate and provide feedback to the rest of the nmembke software is now in its
version 2 release.

The initial release was based on an earlier proposal forldiséd SIP registration and resource
location [69] and employed a simple text based interfacefeating virtual nodes on a single
host machine or on a network. It embeds a SIP stack to providdudctionality and uses a
modified implementation of the CAN protocol described intwed3.2. 1.8 called pCAN (passive
CAN), to provide the distributed hash table functionalifite modified CAN algorithm is called
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passive since nodes don't participate in the DHT by defdult,must be invited to do so by
another node that is already in the overlay. The API expditedCAN is described below:

PUT Inserts a key-value pair into the DHT.
CET Retrieves a value associated with a key.
JA N Sent by a joining peer to a node in the DHT as a request to jeioterlay.

QUERY Queries the status of a peer in a given pCAN zone for a givenKey request is routed
in the DHT until the node responsible for the key is located.

UPDATE A message exchanged with a node’s neighbours when the $thi&t aode changes.

TAKEOVER Sent by a node to a neighbour as a request for the neighboartoadd that node’s
zone to its zone of responsibility.

The maintenance of the DHT and session establishment id bBida protocol called eXtensible

Peer Protocol (XPP)I70]. XPP is a binary transfer protodailclr uses UDP for transport and is
designed to be NAT friendly by using ICE and STUN servers taldish connections between

peers, using simultaneous session establishment thrdBgbr SDP. XPP uses keep-alive mes-
sages to regularly refresh NAT bindings between peers. r€[d@B shows how a typical XPP

session is established between two users.

ALICE BOB
c=INIP410.0.0.10

m = application 1234 UDP/XPP
a = tag OXAAAA

¢=IN1P410.0.0.20
m = application 4321 UDP/XPP
a = tag 0xBBBB

SYN (OxAAAA, 0xBBBE)  SYN (OXBBBB, OXAAAA)

ACK

ACK

Figure 4.3: An example XPP session between two users. Sdifije
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4.4 Summary

The P2P SIP working group within the IETF is driving the effmwards the standardisation of

protocols for P2P SIP. There is a wealth of proposals thag baen produced by members of the
group, often describing very different behaviours of P2P &ttities, which reflects contrasts in
the way people conceptualise the protocols. There is hawageowing consensus in some core
features, and it is possible to use some of the areas of agreeta sketch an outline of what the

standardised protocol may look like in future.

The following chapter begins the next phase of this thesddsgribing the design of a candidate
peer-to-peer framework for SIP which has been the focuseoivitrk reported in this thesis. The
framework is based on a SIP over P2P approach and it is pegsildiscern how some of the
ideas that have been presented in this chapter have had aenicdl on the design. However,
the design is novel in nature and represents a new contibti the debate on the P2P SIP
protocols.



Chapter 5
Designing the Peer-to-Peer layer

The introduction of suitable abstractions is our only méraa to organize and
master complexity

- E.W. Dijkstra

The previous chapter provided an overview of the most popratocols and algorithms that

have been proposed for P2P SIP, some of which are likely tarean the final standard. The

work undertaken towards this project was strategicallggiat a time of high activity in the P2P

SIP working group, and as such, was able to benefit from expdsiseveral design options for
a possible framework for a peer-to-peer system for SIP. Atitihe of writing, there are several

protocol proposals that describe the higher level funetiipnof a P2P SIP system, but there is
a lack of design implementations that can be used to testl@ojpleas and provide results that
can be used to better inform the standardisation process.dé&helopment of such a system is
the main objective of this project, but a good implementatiwust originate from a good, well

structured model.

This chapter describes the design of a modular peer-tofpaaework for decentralised object
storage and location based on either structured or unstectcprotocols. The original intention
was to use this framework in a P2P SIP setting, but it is betiétaat it is possible to use it with a
broader range of applications beyond telephony based o BéEmodularity property manifests
itself in discrete, functional layers, most of which can éakfferent physical implementations.
Much like an extension cord that has many sockets to powey mevices, the model supports
the use of many types of overlays, and as such the model haslhbbedOverCord

62
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5.1 OverCord: A modular, layered framework

Applications

Network Discovery Maintenance and
Queries Node Operations

Plugin |
Control !

Abstraction Layer

Overlay Plugin l
| Interfaces |

Overlay
Specific APl

Transport Others
Layer —_— = -

Figure 5.1: The layered architecture of the OverCord fraotkwAdapted from[[71].

The architecture of OverCord is shown in Figlird 5.1. Theiappbns and services are located at
the topmost layer, and access the lower layers in a trangfashion. The core of the OverCord
framework consists of the resource database, discovearg;iplmanagement, overlay plug-in
and overlay repository layers, which are contained withmlhounding box in the figure above.
The various layers are described in the next six sections.

5.1.1 Discovery layer

The discovery layer assists the application to discoveoior gverlays, by communicating and
establishing connections with live nodes in those overl&yprevious chapters, it was empha-
sised that the different types of overlays rely on certairctimaaisms that allow them to search
for, discover and join an overlay through a special nodesdadl bootstrap node, once the locus
of that node has been obtained. The discovery layer thereits as aelperlayer to the other
overlay-aware elements of the system, by using other potdend mechanisms to discover
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potential bootstrap nodes.

This layer is critical because the system’s ability to fumctrelies almost entirely on the suc-
cessful discovery of overlays. In order to improve the disey layer’s effectiveness, instead of
using a single protocol, several protocols and mechanism&e incorporated into the discovery
layer in order to provide a multiplicity of options for the ¢®to choose from. The discovery
layer can therefore be described as a storehouse for maag tffprotocols and mechanisms
for performing discovery, which can be initiated in paratbe sequentially, depending on the
implementation. The greater the number of options, thetgreéhe probability of finding many
candidate bootstrap nodes. Also, when more results arénebtahe chances increase of being
able to successfully join the overlay. This is importantitnations such as a node crashing or
becoming unavailable before it can completely servicedierpquest, whereby other candidate
nodes may be attempted afterward. Fiduré 5.2 shows a pessibinal structure of the discov-
ery layer in an OverCord node. OverCord may contain an IrsgBaof discovery mechanisms,
but it is designed to allow developers to add others aftedsar

Figure 5.2: A possible construction of the discovery layer.

5.1.2 Resource database

The resource database is an abstract storage space forcesthat are shared in the overlay.
No physical implementation is tied to this layer, and it caketon many different forms. It is
expected that developers would implement a common dataatdimat defines how the resources
in this layer are stored across all nodes in the system. Ttaddse layer does not enforce any
constraints that pertain to how data is stored, retrievediated or removed. It is up to the
developer to reconcile the storage and the data accesspi®io a common way across all
OverCord nodes.
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5.1.3 Overlay repository

The overlay repository is reserved for all structured ansturctured protocol implementations
that are used by OverCord to provide the routing and lookngaaes in the overlay. OverCord’s
agnostic approach towards the overlays it interacts wiltwal for overlay pluggability which
means that different protocols can be inserted into theesysto that the user agent that embeds
OverCord can participate in several different overlays.

The results obtained through the discovery procedure atecylarly relevant to the overlay
repository layer, as the overlays need this informatiorctmenplish tasks such as joining. Figure
shows that each overlay has its own properties and ARfsas such, expects to interact in
a standard way with any application that is layered overhisposes a challenging problem in
that the application must know how to communicate approéglsiavith the underlying overlays.
Sectiof 5. 1M explains how OverCord solves this problewuitin the use of a generic interface.

5.1.4 The generic interface

The effect of overlay pluggability is that the manner in whi@verCord interacts with the overlay
repository layer can change depending on the specific gveutiéch it needs to communicate
with at any given time. "Hard-wiring” the procedures to béldawed on a per overlay basis
would seriously hamper the scalability of the system, asamgé in the core of OverCord would
need to be made every time a new overlay is incorporatedheteytstem. A better design would
be to define a standard way in which OverCord interacts wélethbedded overlays, in a manner
which is independent of the type of overlay that is being used

OverCord provides this functionality in the form of an abstion layer. The layer manifests
itself in a generic interface which is used across all tydesverlays. Since the protocol that
determines the interaction is defined in one single place.can be reused across all overlays,
the full benefit of overlay pluggability can be realised slpiossible to draw on the protocols that
have been proposed by members of the P2P SIP working grouprpase this interface, since
those protocols cover many of the types of interactions dhaépplication must have with the
overlay. The outline of the generic interface is given inlteeéng below, defined in pseudocode:
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define interface:

define Overlay Managenent Met hods:

j oi nOver | ay(boot st rapNode)
| eaveOverl ay()
updat eSt at us(type, val ue)

defi ne Node Operations:
put (key, val ue, options)
get (key, options) returns vector
renove(key, val ue, options)

In the pseudocode above, thei nOver | ay procedure is used to insert the new node into an
overlay, given the locus of an existing bootstrap node. [Té@veCOver | ay procedure is used
to exit the overlay, and restore any resources to the rebeadverlay in a manner defined by the
overlay itself, and not by OverCord. Thigdat eSt at us procedure allows designers to define
a set of network related messages identified by a messagetygketakes on a specific value that
conveys information for maintaining the overlay. Tpet , get andr enove procedures are
responsible for inserting, retrieving, updating and remgvesources from the location service
respectively. Aput operation indicating a key that already exists in the oyadanterpreted as

a request to update the value associated with the key. Thensgiarameter allows designers to
define options such as a TTL (time to live) for a resource ousgcrelated information.

5.1.5 Plug-in layer

The interface described in the previous section is detaftued any kind of overlay. There
needs to be a component in the system that makes use of thifac#g and is able to translate
between the API it exposes to the application, and the qooreting proprietary APIs exported
by the underlying overlay implementations. OverCord aadsethis through the plug-in layer.
The plug-in layer is a repository for software constructewn as plug-ins that help interface
between the overlay and the application. Fiduré 5.3 ilates the interplay between the plug-in
layer and the underlying overlays.
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Application
Requests

ABSTRACTION LAYER

join  get
Plugin layer | leave put
remove

Structured Unstructured Structured
— Protocol 1 Protocol 1 Protocol 2
Overlay layer &
Proprietary API
join,  gety join,  get, joing  gets
\__ leave; puts leave, put; leave; puts
remove, remove; removes

Figure 5.3: Plug-in layer and overlay layer with proprigtaPI.

A plug-in can be associated with one or more overlays, whielms that a single plug-in can be
used to join different overlays, albeit one at a time. Whaezé is such a one-to-many mapping
of plug-ins to overlays, it is anticipated that the differexerlays would have to be very similar,
and have similar internal mechanisms, since the plug-inldvase a common instruction set to
interact with the overlays. Such a situation would arisengtances such as where there exists
two implementations of a single structured or unstructymedocol that have similar APIs, but
represent different release versions of the software, eldyeperhaps one has more advanced
features than the other, such as efficiency. OverCord alsovsb user to join more than one
overlay by using different plug-ins operating at once.

It is possible to define properties for plug-ins so that thaly provide descriptive information
about themselves. Many kinds of methods are possible, sorasdeable ones are given in the
listing below, as an extension to the interface defined itice&.T.3:
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define interface:

i nport Managenent Met hods
i mport Node QOperations
define descriptors:

get Ver si onNunber ()
get Overl ays() returns vector
get Boot strapHost () returns vector

Theget Ver si onNunber procedure is a way of distinguishing the release versionsiifa
ware plug-in, which may be important for compatibility reas if a plug-in has been modified.
It is anticipated that participants of an overlay will alvgayse a common version of a plug-in,
or at least versions of a plug-in that do not introduce an@aahto the system, such as the data
format of the resources database. The problem of perforstfigrare upgrades for a distributed
system such as OverCord is considered out of scope, but asgbpmsolution is discussed in
[72]. Theget Over | ays procedure is able to return all the overlays that this plug-compat-
ible with. The last procedure returns details about thesbsit were discovered by the discovery
layer, and will be attempted when joining the overlay.

5.1.6 Plug-in management

The plug-in management layer performs all administrativecfions regarding the management
and use of plug-ins in OverCord. There are four main fundtitirat it is responsible for per-
forming:

Plug-in Detection The plug-in management layer must be able to detect therelffglug-ins
hosted within the OverCord system. It does so by browsingutiin all the overlay im-
plementations contained in the overlay repository, ancaeig details about each. It can
choose to display information about the plug-ins to a hunser,for example. The de-
tection ability is important in order to perform plug-in Végation, a process which is
explained next.

Plug-in Verification When the responses to a discovery probe reach an OverCopmbietid
the plug-in management layer must determine which of thelay® in those responses
correspond to plug-ins that are supported by the node. & doeby comparing tokens
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in the responses against the properties of the individual-pis, and can then relay any
matches to the application interface so a user can seleotdriy they would like to join.

Plug-in Creation It cannot be known before-hand what plug-in will be used wthenapplica-
tion starts since this information can only be made avadlaldien the user has selected the
overlay they would like to join, and an appropriate plug-astbeen identified for use in
that overlay. Thus when the user has selected an overlayntat@ correct plug-in must
be created at runtime. The plug-in management layer mudtleé¢@handle this dynamic
requirement.

Plug-in Control Once a plug-in has been started, the plug-in managemenmtrtays be able to
exercise control over the plug-in. All the overlay maintec@ and node operations must
be passed to the active plug-in through this layer, whiclésdnly layer that has direct
access to the plug-ins themselves.

OverCord is a modular framework, intended to support anyliegtpn that makes use of a
distributed location service based on either structurednstructured protocols. Peer-to-peer
Internet telephony based on SIP, is an example of one sucitael his assertion is justified in
the next section, where the architecture of OverCord isudised with specific relevance to P2P
SIP.

5.2 Analysis of the OverCord framework

The next few sections describe how the modules of OverCor# tegether to provide the core

features and services that constitute a P2P SIP node. Angtie made to relate the features of
OverCord with the protocols that will probably be standsedi by the P2P SIP working group,
such as those stipulated in the concepts document (seerdd@)).

5.2.1 Peers and clients

In future, a P2P SIP network may be divided into special naddled peers which participate

actively in the overlay, and clients who rely on peers for phavision of services. The aim of

OverCord is to support any implementation choice, regasdtéd whether or not the developer
supports the separation of nodes into peers and clientsisladction, we describe how OverCord
can be used to support both modes of operation.
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The trivial case is where there is no distinction that is miadiae types of nodes in a P2P SIP
overlay, such that all nodes are peers. OverCord is built pater functionality in mind, and as
such nothing is affected by this design choice: simply, alles in the overlay have full access
to the interface defined in sectibn511.4.

Where a distinction is made between nodes, two scenarigzoaseble. The first is where peer

nodes are defined to be those that embed the OverCord systechieats are those that do not,

such as conventional SIP UAs. In this setting, the unmod&ill UAs would need to use the

proxy and location services of the overlay. In the abseneecehtral SIP server, the conventional
UAs could be manually configured (or discover OverCord pasisg the sip.mcast.net address,
or using other protocols) to point to an OverCord node, ardtuss its SIP proxy server. This is

similar to the SIP client adaptor described in sediioh 411his way, a P2P SIP overlay consists
of OverCord nodes as peers and conventional SIP UAs as<liamthis instance, the P2P SIP
client protocol is just the SIP protocol itself.

The other scenario is where all nodes embed the OverCordmy$tut there is a distinction
in the way the system is used between those that are peerd@swl that are clients. Clients
by definition do not contribute resources to the overlay,relit on peers to perform resource
management on their behalf. This would mean that the resalatabase layer in client nodes
would be empty, or non-existent. Also, because OverCoaddrde client protocol as a subset of
the peer protocol, it would be possible to replace the dedminf the interface in the abstraction
layer with a modified version. This, however would have a adsw effect on the overlay plug-
ins and would necessitate the use of different kinds of jahsgn the same overlay between peers
and clients. A neater design would be to keep the interfadetanplug-ins intact, and rather have
a switchingfunctionality that switches the action mode of a plug-imfrapeer moddo aclient
mode The switch could be controlled by the plug-in managemeygrlavhich could control the
mode in which the plug-in operates. A user action supponédtie application interface could
cause this change in plug-in mode to occur.

5.2.2 Protocol layering

P2P SIP can either be achieved by modifying the SIP protacobtivey peer-to-peer informa-
tion, or by servicing SIP by using a separate peer-to-peaiopol stack. One of the aims of
OverCord is to be extensible to many different applicatidasr this reason, OverCord is more
suited to an approach that layers services, such as thoselgiddoy SIP, over a peer-to-peer
layer. In so doing, the higher level application can be stiied for another type of applica-
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tion, without changing the underlying layer. This is not sbene peer-to-peer information is
embedded in SIP messages because in this case, the twogts@me merged together in such a
way that they cannot be decoupled. This results in a protbedlcannot be reused for purposes
beyond communication based on SIP. Furthermore, it is\esdié would be more advantageous
for the P2P SIP protocol to incorporate two separate progiacks, a peer-to-peer stack and an
unmodified SIP stack, as it would make it easier to recon@le 8IP with pure SIP.

5.2.3 Location service

The location service for P2P SIP stores resource bindirggsaite needed for session establish-
ment, such as SIP AOR to SIP contact address bindings. Gihesfof data that may need to
be stored includes binary data such as audio voicemail messH the overlay supports offline
voicemail storage. In OverCord, this ability is providedthg resource database layer, which
represents an abstract repository for the storage of resstinat are shared across the overlay.
Developers are free to implement this layer in any way theshwbut the solution would have to
take into consideration the storage space limitations eretidpoints.

5.2.4 Data and service models

The basic services in a P2P SIP overlay are routing, stonageedrieval. OverCord provides
these services through the plug-in infrastructure and ¢seurce database layer. These basic
services are the foundation for session establishmenthbte are different approaches to using
these basic services to support session establishmenplased in sectiof 4.2.4.

In the data model approach, each peer has access to the DHBamdtrieve resource records
from it for session establishment. OverCord supports th& m@del approach using the embed-
ded plug-ins that implement the DHT operations defined irath&raction layer, to allow peers

to manage keys. A peer can then use the contact addressadectirom the retrieved resource
to send the SIP message to the appropriate destinationstinak&ons.

In the service model approach, a peer must first locate thicegpeer that is responsible for
the destination user’s resources. OverCord supports thdehas well through the embedded
plug-ins which can be used to locate the service peer thrthgylookup operation which maps
a SIP AOR to the location of the service peer. The plug-indaga return this location to the

SIP layer, so that a SIP message can be constructed and skeatstervice peer. When the SIP
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message reaches the service peer, the service peer carstharDiHT operation to retrieve the
key in the resource database and either redirect the callee tappropriate destination or use the
location information to proxy the SIP message to the destinan the caller’s behalf.

5.2.5 Interoperating overlays

Sectior 3.2 described a paper that presents a common ARtdictured overlays, that involves
breaking down the structured protocols into a simpler kesedarouting (KBR) API, to which
all structured protocols reduce to. Other more sophigtptotocols could similarly be reduced
to the abstractions provided by the protocols that weredaseKBR, and so on [39]. This
reduced API would be used to build applications that were Rgnostic, and would access the
underlying layers in a transparent fashion.

The OverCord design provides an alternative solution tgtioblem of allowing decentralised
applications to utilise various types of overlays. The s8oluthat OverCord proposes is also
based on an abstraction, which is realised in the genegadate. However, instead of achieving
the abstraction at the tier O level (see Figurd 3.5), therattsdn is achieved between the tier
1 protocols and the tier 2 services. The plug-in layer caneganded in this respect as a tier 1
abstraction.

The disadvantage with the OverCord framework is that it sgssut on the lowest common
denominator effect of the KBR API, and as such has to exhalgimplement plug-ins for each
type of overlay. This is in contrast with the KBR API, whichnche viewed as a super plug-in
for all things DHT. However, the advantage that is achieve@®verCord is that overlays with
special features in their native APIs are allowed to reta@irtspecial functionality, whereas the
KBR API can, in certain circumstances, stifle particularreloteristics of certain protocols [39].

5.3 Summary

The development of a standard P2P SIP protocol relies ohles$tad ideas that ultimately solve
the problem of decentralised SIP. In order to complementabik that has been done by the
working group on paper, a design was needed that address¢®tioe core areas of consensus
in order to give a possible framework for a P2P SIP system.QVverCord model achieves this
since it extends the applicability of the framework to otkervices beyond SIP telephony, pro-
vides a modular design that can take on many physical formsko encourages development
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from third parties to provide plug-ins for overlay implentations that are already available. The
next chapter details one possible implementation of OvetC®o prove its viability, this im-
plementation was used to develop a peer-to-peer systemiPpaswill be described in chapter

[a.



Chapter 6
Implementing the Peer-to-Peer Layer

First comes thought; then organization of that thoughtpiitteas and plans; then
transformation of those plans into reality.

- Napoleon Hill

This chapter details an example implementation of the Coet@amework. The aim of the
software is to provide a proof of concept system that testifithe modularity and flexibility of
OverCord. An implementation of the discovery layer is préed which uses a combination of
multicast and unicast. The overlay repository consistavofwell known DHT implementations,
OpenChord and Bamboo. Plug-ins were developed for eactes€tBbHTSs that implemented a
common version of the generic interface that has been peapos plug-in management com-
ponent was developed that shows how the plug-ins can be dgaliyrcreated and controlled.
Lastly, a simple application is described that creates Oort nodes, and shows how an applica-
tion such as a SIP user agent can issue commands to the gaygirin a way that is independent
of the underlying DHT.

74
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6.1 Overview

The implementation that is described here followed a bottiprdesign that began with the iden-
tification of suitable DHT implementations that could bedrmorated into the system. After two
candidate DHT implementations had been selected and autjoranderstanding of them had
been achieved, plug-ins could be developed for each. A sim@inmand line version of the
plug-in management layer could then be realised was abletexctdlembedded plug-ins, allow
the selection of a plug-in to use, dynamically create thgituand issue standard commands to
it.

Once this had been established and tested, it was possibtedte several virtual nodes on a
single machine to test the ability for communication. Agdhre behaviour of the system was
monitored. Afterward, a discovery capability was addedhtogystem to allow nodes to generate
multicast requests so that they did not need to be manuallyé®tstrap node locations, but
could discover them themselves. Lastly, these same inte@nac¢hat were performed on a single
machine were attempted and tested between hosts on a LaaN&twork (LAN).

The rest of the chapter is dedicated to describing in moraildetw each layer was developed
and also explains some of the design decisions that were.takppendixX’/A shows output of
the sample application that was built over OverCord. Resflbperations such as insertion and
retrieval of data sets are clearly labelled.

6.2 ldentification of overlay implementations

There has recently been a keen interest in the practicalfu3el® protocols. This is evidenced
by the existence of projects such as IRIS (see seffionl 32a®)re dedicated to researching
large scale, fault-resistant, distributed systems thatbased on DHTs. As a result, there are
a number of DHT implementations that have been releasedulolicpuse in the form of open
source software. In order to populate the overlay repgsi&yer, these needed to be investigated
to determine their suitability for OverCord. Moreover, rmdhan one DHT implementation was
needed to fully prove the pluggability claim. The suitayitbf the DHTs that would be imported
into the system would be determined by the degree of easeraf theese protocols together (i.e.
operating system, software dependencies, programmiggiéee and other factors). At the end
of the investigation, two Java based DHTs were chosen, Opantnd Bamboo. The two DHT
implementations are described in the next section. Aftedwthe steps used to develop plug-ins
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for each are detailed.

6.3 DHT implementations

6.3.1 OpenChord
6.3.1.1 Overview

OpenChord is a Java based, open source implementation@httre protocol which is available

for free under the GNU General Public license. It was dewadoat Bamberg University in

Germany by the Distributed and Mobile Systems Group. Oailfyrreleased in January 2006
under version 1.0.0, development on the OpenChord impl&tien continued and is now, at
the time of writing, at version 1.0.4. The architecture ofe@@hord is given in Figure8.1. A
detailed description of these layers follows, derived géiiormation gathered from the manual
[73] and knowledge gained through experiments with the code

AsynChord Chord
Interface Interface

Endpoint

Proxylmpl Endpointimpl

Figure 6.1: Architecture of OpenChord. Sourcel [73].
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6.3.1.2 Communication Layer

The communication layer is the lowest layer in the architectind forms the basis of the com-
munication between nodes in an OpenChord network. One @fithe of OpenChord is to allow
a wide range of communication protocols to be used, depgrahinthe preferences of the de-
veloper. However, OpenChord natively supports two formsafimunication: one is thread
based, where an OpenChord network is run on a single madhmether uses Java Sockets for
nodes that must communicate over a real network such as a TA&lprotocol used by a node
is determined by its URL which begins with the strioocal or osocket for thread based
and socket based communications respectively.

6.3.1.3 Communication Abstraction Layer

The communication abstraction layer provides two clag@esxy andEndpoi nt in order to
abstract from the underlying communication protocols.sTayer provides factory methods for
Pr oxy andEndpoi nt to create instances of themselves for specific communitatiotocols.

An instance of thé>r oxy class references all the remote nodes with which the locdé tom-
municates. An instance of tiendpoi nt class on the local node provides a connection point
for remote endpoints to communicate with the local node.hBbeol ocal andosocket
protocols described above have their own associated ingol&ations, and developers who wish
to add their own communication protocols must naturallateenew implementations of these.

6.3.1.4 Chord Logic

This layer is responsible for providing some of the alganghand procedures described in the
original Chord protocol specification such as how to locatesssors of the local node, how to
replicate data to successors, and other forms of overlagterance. This layer is kept neatly
independent of the application interfaces defined in the sestion which OpenChord exports
to applications layered over it.

6.3.1.5 AsynChord and Chord Interfaces

Figure[6.2 illustrates how OpenChord provides Java agmics with two types of interfaces
to the Chord logicAsynChor d and Chor d. The difference between the two interfaces is
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thatChor d provides synchronous methods wher@agnChor d provides asynchronous, non-
blocking methods to do the same operations. The methodgigablay the two interfaces support
overlay management (i.e. joining and leaving) and DHT ojpama (i.e. inserting, retrieving and

removing keys) and internally handle connection managémetwveen peers (i.e. neighbours
that have crashed and are no longer accessible). Higureh6vizsshat most of the methods
provided by the interfaces are semantically similar.

Asynchord Interface Chord Interface

( asynchronous )( common interface ]( synchronous W

interface methods methods interface methods
) getURL()

. retrieve(key,callback) setURL(nodeURL) retrieve (key)
insert(key,entry,callback) getlD() insert(key,entry)
remove(key,entry,callback) setlD(nodelD) remove(key,entry)

retrieveAsync(key) create()
insertAsync(key,entry) create(localURL)

create(localURL locallD)
join(bootstrapURL)
join(localURL ,bootstrapURL)
join(localURL locallD)
bootstrapURL)
leave()

Figure 6.2: Summary of AsynChord and Chord interfaces.v@drfrom [73].

In an OpenChord overlay, each node has a unique URL whicleé&enl by appending the com-
munication protocol type (i.eol ocal orosocket ) to the IP address and port number of the
node. A custom hash function is used to generate a uniquelbofte the local node by using
the URL string. Thecr eat e methods are used to create OpenChord overlays and are thvoke
only by the first node in the overlay. Thei n methods allow new nodes to join a currently
existing overlay. When a new node joins an existing oveitaypust pass th¢ oi n method a
string representation of the URL of the bootstrap node itteémuse. A node calls tHeeave
method to exit the overlay.

The two interfaces have different methods for the DHT openatdue to the fact that one inter-
face provides synchronous methods and the other asynalsddioor d uses basicet ri eve,

i nsert andr enove methods, each blocking the thread that invokes them. Thieadstof the
AsynChor d interface are divided into two types. The aim of each type ddtermine the suc-
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cess or failure of each DHT operation performed. The firsbéatethods achieves this through
the use of an instance of tl@hor dCal | back interface, which is notified when an operation
has completed, and throws an exception if there was a failure second set returns an instance
of theChor dFut ur e interface, which returns a boolean value through g®one method, to
notify the thread whether the operation has been completedtp and throws an exception if
the operation ultimately fails. Both interfaces store tegses in memory.

6.3.2 Bamboo DHT
6.3.2.1 Overview

Bamboo is a mature DHT loosely based on the Pastry prototd.similar to Pastry in terms
of the pattern of the neighbour links that are formed in a layerut uses different joining
and neighbour management algorithingd [33]. It is claimedttiese differences allow Bamboo
to perform better than Pastry in certain situations suclinaiseld bandwidth environments and
where there is high churi[B3]. Like OpenChord, Bamboo is dés/a based and was popularised
by its adoption in the OpenDHT project described in sediigh132. The development of the
protocol implementation was done largely as part of a PhBareh project at the University of
California (Berkeley), with additional development donerbembers of other projects.

6.3.2.2 Sandstorm Event Driven Architecture

The design of Bamboo is based on the Sandstorm Event Driveimtacture (SEDA) . SEDA is
an alternative form of design targeted at large, highly corent systems [74, ¥5]. Traditionally,
services such as the Web and FTP were powered by high capacigrs which use a threading
model to service client requests whereby a new thread isrsg@dvor each request. These types
of systems are known not to scale well and generate signifaseanhead, lowering performance
as the number of threads increases. SEDA applications poeteel to perform better than ap-
plications conforming to traditional service designs, anel robust to large variations in load
[75].

6.3.2.3 Bamboo Stages

An application for Bamboo is implemented as a stage in thatek@ven architecture. When an
event is dispatched to the event driven server - which is thie thread on the Bamboo node - it
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is passed to all stages that have been registered with ther sAn application can receive events
it registers to receive through @avent Handl er method and can also dispatch events either
for the local node or remote nodes witldaspat ch_| at er method [76]. A Bamboo stage
has three basic parts:

Constructor This initialises the data of the stage and registers evétstage wants to be
notified of.

Event Registration This occurs in thé ni t function of the stage, which fetches configuration
parameters set in the configuration file.

Event Handling This occurs through thikandl eEvent method of the stage, which is called
every time an event that the stage has registered for aaineseeds to be handled.

6.3.2.4 Configuration File

When a stage is registering for events, there a number ofhdeas that can be fetched. The
values of these parameters are set in a configuration fileargét of mandatory and optional tags
that resemble XML markup. The format of the file is borroweahfranother project at Berkeley

called Oceanstore[77]. An example of a configuration filevsigbelow showing some standard
Bamboo stages as well as a custom stage called SimpleStage:
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<sandst or n>

<gl obal >
<initargs>
node_id | ocal host: 3200
<initargs>
</ gl obal >
<st ages>
<Net wor k>
cl ass banboo. net wor k. Net wor k
<initargs>
</initargs>
</ Net wor k>
<Rout er >
cl ass banboo. rout er. Rout er
<initargs>
gateway_count 1
gat eway O | ocal host: 3200
</initargs>
</ Rout er >
<Si npl eSt age>
cl ass banboo. apps. Si npl eSt age
<initargs>
debug level 1
node sender
</initargs>
</ Si npl eSt age>
</ st ages>

</ sandst or n»

In this configuration file, there are several portions to note

Global Variables Global variables accessible by all stages are containeleigltobal tag.
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This section defines the node identifier of the Bamboo nodechms running on the
localhost at port 3200.

Initialisation of Arguments All settings of stage specific parameters are wrappediman a-
r gs tag.

StagesNet wor k, Rout er and Si npl eSt age stages are defined here. Each stage must
specify the class to be loaded upon execution. ForNa@ewor k stage, that class is
banmboo. net wor k. Net wor k. The Rout er stage also defines the gateway node to
be contacted when joining the DHT (in this case, this nodéesfirst node in the DHT,

So it is its own gateway). The example ste§jenpl eSt age also defines some custom
parameters it fetches in itsi t method.

6.3.2.5 DHT/Data Layer

In staying with the staged, event driven nature of Bambocctassical DHT operations of in-
serting, retrieving and removing data from the overlay casudpported with the inclusion of the
banboo. dht . DHT class as a stage in the configuration. The inclusion of thigesallows an
application to participate in the DHT by storing data. TheDdfage is aided by two other stages,
Dat aManager andSt or eManager . TheDat aManager stage manages the data stored on
the Bamboo node and allows a programmer to set parametdrasube data replication factor
for data items stored in the DHT. Ti& or ageManager stage interfaces between the DHT
interfaces and the actual database platform for the stafggdues in the DHT, allowing a pro-
grammer to set parameters such as the location to storetihigeda file, or the maximum size of
the node cache.

The database platform for Bamboo is in the form of the emblgldd#atabase called the Berkeley
Database [/8]. This is a lightweight storage system whigfestdata in key-value pairs, allowing
for high performance and easy deployment. The Berkeleylaatis highly configurable and

needs no administrative effort to maintain, making it a geadironment for developing peer-

to-peer systems. In Bamboo, the database is imported aspdesijar file and can be readily

used.

6.3.2.6 Gateway layer

Another important stage in Bamboo is tBat eway stage which provides access to the DHT
storage infrastructure. Nodes implementing this stageissure commands using SUN RPC
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over TCP/IP. DHT operations are supported by nodes runmiiggstage through the classes
banboo. dht. Get,banboo. dht . Put andbanboo. dht . Renove. By convention, a Bam-
boo node listening on port 3630 which runs ket eway stage will listen for DHT requests on

a different port, such as 3632. Example uses of the integfasegiven in the code below.

java bamboo.dht.Put <server_host> <server_port> <kewghsew <TTL> [secret]
java bamboo.dht.Get <server_host> <server_port> <keyax[wals]
java bamboo.dht.Remove <server_host> <server_port>>keglue> <TTL> [secret]

In the code above, TTL determines the expiry time for the mdkcd he parameters secret and
max vals that are enclosed in square brackets are optional. ddretgparameter associates a
password with the insertion or retrieval of data recordshim DHT. The max_vals parameter
determines how many values associated with the key are tetbened to the requestor.

6.4 Development of plug-ins

A significant amount of time was spent understanding andraxeating with the DHT imple-
mentations described in the previous section. Both of tem@ource DHT projects have mailing
lists which were instrumental in solving problems and ustierding concepts that were unclear.
The Bamboo DHT is shipped with helpful sample code and exarophfiguration scripts that
help to orientate the beginner. OpenChord has a manual wlleistribes the interfaces and pro-
vides code snippets that show how the interfaces are us&lbas a custom shell that can be
used to simulate network overlays on the local machine or Bl.LEEquipped with a thorough
understanding of the DHTSs, it was then possible to creatg-pis for them.

In order to create a system that was consistent and ordeelyyamspace overcord.overlays was
created which contained each of the two types of DHT impldéatems. This resulted in the
two namespaces overcord.overlays.openchord and ovesgerthys.bamboo. The plug-ins that
were developed would be separate from the DHTs themselndSpamed the two namespaces
overcord.plugins.openchordplugin and overcord.plugasbooplugin.

In creating the plug-ins, a Java interface class needed tteteloped from which the plug-
ins could inherit a common API. The interface that was usedmbles the interface defined in
section 5.1}, in the proper Java syntax. AppefidiX B.1 shbe$ull Java source code for the
interface.
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The next two sections detail the process of developmentwhatfollowed. The plug-ins that
were developed were based on version 1.0.3 of OpenChordchariddrch 2006 snapshot of the
Bamboo source code.

6.4.1 The OpenChord plug-in

The overcord.plugins.openchord namespace consistsaaf thaissesChor dPl ugi n, Stri n-
gKey andURLCr eat or . Chor dPI ugi n is the main plug-in class that implements the generic
interface. Thést ri ngKey class is based on the Jasfar i ng class and provides the mandatory
implementation of théey interface which represents a unique data element in the DH&.
get Byt es method of theéSt r i ngKey class allows it to generate a byte array which is used to
create a hash value of the data item using a hash fun¢tion TF8URLCr eat or class helps
create a custom URL for the OpenChord node.

6.4.1.1 Overlay management

When the OpenChord plug-in is started, it accepts as paeagibie bootstrap node IP address or
hostname as well as the bootstrap node’s port number. Ifdte i3 the first node in the overlay,
itis passed its own IP address and the port number 0, in wiaish it creates a local instance of a
Chor d class and invokes itsr eat e method to create a new overlay. If it is not the first node, it
uses the bootstrap parameters to executg thier method of theChor d instance. The plug-in
forces the node to listen for connections on port 49370 baudef When multiple OverCord
nodes are started on a single host, the new node first looks fime port greater than 49370
before it tries to start, in order to avoid port clashes. Whaerode must leave the overlay, the
plug-in executes theeave method of the node.

6.4.1.2 DHT Operations

When the plug-in needs to insert a new record into the oveitigpasses twt r i ng objects
representing the key-value pair. It creates a 1@wi ngKey object and inserts the resource,
calling the node’put method. When a record, or records under the same key, aevestfrom
the overlay, the plug-in calls the nodgjet method. The retrieval operation retrieves a single
result or a set of results, which are stored in an array olojettemory. A removal operation is
performed by passing the key-value pair to the nodesove method.
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6.4.2 The Bamboo plug-in

The overcord.plugins.bamboo namespace consists of fisgeg®anbooPl ugi n, Conf i gF-

i | eCreator, Put Val ue, Get Val ue andRenoveVal ue. BanbooPl ugi n is the main

plug-in class that implements the generic interface. Thef i gFi | eCr eat or class allows

the plug-in to dynamically create a Sandstorm configuratiilenthat is formatted correctly to
help the plug-in start. The last three classes assist thgiplto perform DHT key insertion,
retrieval and removal operations.

6.4.2.1 Overlay Management

The Bamboo plug-in obtains its bootstrap node address arichpmber and starts a Bamboo
node using similar techniques to those of the OpenChord-iplugxcept that the first Bamboo
node in an overlay tries to run on the port number 49360. Nodeng is however slightly
more complicated in Bamboo than in OpenChord since a cofigur file must be created
before the node can create or join the overlay, as explaineské¢tion[6.3.214. The custom
Confi gFi | eCr eat or class assists the node by dynamically creating a configurfite and
formats it appropriately. By studying tmen-javascript that is shipped with the Bamboo source,
it was understood that the clalsanboo. | ss. Dust Devi | is responsible for starting a Bam-
boo node, parsing the configuration file, loading the stagéscannecting them. It was then
possible to automate this process by automatically runtiirgcommand in a Javar ocess
object. Leaving the overlay involves terminating the pssce

6.4.2.2 DHT Operations

The Bamboo plug-in has access to custom cre®dKey, Get Val ue and RenpoveKey
classes. Each of these wrap the native DHT operations deskin sectiof 6.3.2.6. Since every
Bamboo node started by the plug-in runs the Gateway stagg cdn all send DHT commands
using SUN RPC over TCP/IP.

6.5 Plug-in management

After the plug-ins for each DHT had been developed, it wasssary to create sample appli-
cations, one for each plug-in, that were able to test theesscof the generic interface. The
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applications that were developed were relatively simpldiaations that merely created a spe-
cific plug-in and passed commands to it. In the initial stagesas tolerable to have separate
applications for each plug-in, so as to test the successeofj¢imeric interface. Once this had
been established, the separate applications needed torgedriato a single application, re-
sulting in the development of the plug-in management laygaction[5.1J6 provided a list of
requirements for this layer. It is implemented in the ovedgauginmanagement namespace,
where thePl ugi nManager class mainly coordinates the activities of this layer. At

[Al provides terminal outputs of experiments made usingRhegi nManager class as a stan-
dalone application.

The detection of resident plug-ins is made possible by toetfaat plug-ins are located in a
standard location within the OverCord system. As it can b&eoled from the description of
the plug-ins in sectiof 8.4, it is possible to have many nlgHin, supporting classes within the
same namespace. A naming convention is enforced such @t plig-in class must contain
the string "Plugiri in its name in order to be recognised by Pleugi nManager . The plug-in
verification function is described in sectibnl6.6.

The creation of the plug-ins is made possible through Jatgiport for dynamic class loading
(this has long been a feature of the Java programming lamgarag will not be discussed here,
but for more information on the topic, the reader is refeteff2]). When the plug-in manager
has detected the plug-ins, it is able to present the listuxf-nhs to the user, who can then select
the desired plug-in and start the node. With the possibditgynamically creating plug-ins,
transparent control of the plug-in is achieved.

6.6 The discovery layer

Up until this stage, the OverCord system still required madministration and support, since
the plug-in manager still relied on the human user to supplytéirap details so it could start
the DHT node. It was decided to attempt the use of multicastife purpose of discovery,
so that nodes that wished to discover new DHT nodes could senchulticast requests to the
sip.mcast.net address, and receive responses in unicaatring the details needed to join the
overlay. The reason multicast was chosen is because it iscii@aed protocol for locating SIP
entities such as registraid [9], is well supported in Javhiareasy to implement. However, it
is acknowledged that most network routers block such tradficl thus nodes on opposite sides
of a router would not be able to locate and participate in #mesoverlay when using only this
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protocol for discovery.

For the purposes of discovery, the overlay plug-ins wereredéd to incorporate multicast and
unicast capabilities. When a node has successfully creatgoined an overlay, it spawns a
thread that listens on the next free port after port numb&58%or incoming requests tar-
geted at the sip.mcast.net address. When a new node genanaquest, it sends out a UDP
packet to the address and appends the message MCAST_BO®@PA%a payload. This dis-
tinguishes a join request from any other possible use of thiicast address so the listening
node can respond appropriately. When a node detects animgonessage, it parses it. If the
MCAST_BOOTSTRAP message is found, the receiving node mnéesa single unicast UDP
packet containing a message which conforms to the patte EBRDMAYNAME PLUGINCLASS
HOST PORT. In this way, the responding node informs the j@gmode what overlay it is in,
the plug-in class the new node will need to join that ovenelyat its hostname (or IP address)
is and what port it is running on. The discovery module on theinpg node collects all unicast
responses it obtains and presents all unique overlay nantles plug-in manager. It is then that
the plug-in manager can perform the plug-in verification bynparing the plug-in class token
from the responses obtained through discovery with allrugjasses that are detected on the
local node. Plug-in creation can then be achieved usingghelyprocedures.

Sectio 8P discusses how dynamic DNS support was addedei©Oxd to allow interoperation
with conventional SIP networks. When this technique wagtatbinto the system, it became
clear that it could also be used for discovery as an alterm&tithe use of multicast. If an overlay
has a fully qualified domain name (FQDN) and has an entry in Dif&n a node desires to join
that overlay it can perform a DNS lookup operation to discdkie location of a representative
node in the overlay, and use that node to join.

If there is an overlay that a plug-in on the local node canterdaat was not detected by the
discovery module, the node will be allowed to create thelayeas the first node in that overlay.

It is important to note, however, that in a lossy network,fdhe requesting node waits for too

short a time, a new node may attempt to create an overlay thgtaineady exist. Thus the

waiting period in OverCord is set to a high value of ten sesornifithe user suspects that there
has simply been a delay in the acknowledgment of the reqtlest,ser is able to issue new
discovery requests.

AppendiXA.2 shows an example of how the discovery modulséiby the plug-in manager to
discover existing overlays and bootstrap a desired overlay
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6.7 Interoperating peer-to-peer overlays

In OverCord, a peer-to-peer lookup serves as the preludeytéoam of SIP-based communica-
tion, the most common purpose being to obtain the contaaieaddf the user to which a SIP
message is to be sent. It has been established that a resogtcas a SIP URI must first be
hashed, and the hash can used as the key for a lookup opendiicim propagates through the
overlay until it reaches the node whose identifier is cloggshe hashed string. Typically, the
record sought exists in the same overlay in which the requégihates and relates information
pertaining to another user in that same overlay. Howevdrgifocal user wants to communicate
with a buddy in another overlay, the corresponding recoifgl exists in that users overlay, and
therefore the lookup will fail to retrieve the correct infioation. Indeed, if no intervention is
taken to distinguish between users in the local overlay bhogé in foreign overlays, the lookup
operation still maps to a node in the local overlay (throughrhapping of the key to a node ID),
but that node will not possess the binding for the desiredsisee that binding exists elsewhere.
If the lookup operation itself cannot be used to discovesueses in other overlays, then support
must be provided from elsewhere.

A naive approach to solving the problem would be to attemptgdert keys into foreign overlays
so as to allow users who have buddies in other overlays tosexpeir contact addresses to them,
by inserting and refreshing those bindings in the foreigertay. This approach would not work
for DHTSs since the insertion operation relies on the natdakup function in order to determine
the location of the node where the key is to be stored. Eveamitesnon-DHT protocol were used
to facilitate this sharing of keys across overlays, thestiilsa need to perform hash negotiations
when the overlays concerned use different hash functiopeotuce keys. This is because there
is no single hash function which is used across all types of §Hhough SHA-1 has proven
popular in a few protocols such as Chord and Pastry. Alsg,dbiution does not scale well,
since users would have to insert and refresh bindings invalilays from which they would like
to be reachable.

In networking environments, in order to allow traffic to flow and out of one network into

another, a gateway is deployed. To devices outside of a gisemork, the network is represented
by its gateway. In turn, to devices inside the network, thst of the world is only accessible

through the gateway itself. The concept of a gateway coulabipdied to the problem of overlay
interoperation whereby a gateway is used to represent atague all other overlays that the

local overlay would like to communicate with.

In their paper, Singlet al [53] present a design for interoperation between overlhgs Wises
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gateways. The design relies on the existence of super nodesal overlays, as well as a super
overlay (global overlay) of super nodes, which assistsaballoverlays to interoperate. In each
overlay, nodes keep two configuration settings, domain axttlevel. The domain is the name
of the domain for the node and the next-level is the next dormathe hierarchy, such as the
global overlay. Bootstrap nodes in the global overlay anmafigored with these parameters as
empty. When a node joins a domain, it assigns the domaimgettithe name of the domain itis
participating in and the next-level setting to the next domrathe hierarchy that it is configured
with. If the node is a gateway, it registers its location in ®Nnder the name of the domain. If
its next-level setting is not empty, it performs a DNS lookapthe next-level domain and sends
a SIP REGISTER message to the resolved host. The next-lewshid will then store location
records for the local overlay using the details suppliedHgygateway. Ordinary nodes in local
overlays simply send REGISTER requests to the gatewaysteegd in DNS when joining the
overlay. This design is illustrated in Figurel6.3.

When a node in the local overlay wishes to setup a sessionanitbde in the same overlay, it
uses the local location service to locate that node and seag@@opriate SIP message directly.
If a node wishes to create a session with a node that is noeisame overlay, it discovers that
its domain setting is not the same as the domain indicatdtkidéstination user’s SIP AOR and
it sends the request to its local gateway node. The localvggt@ode then proceeds to proxy
the request to the domain indicated in its next-level sgttimhich may be the global overlay
itself. Since all overlays have registrations in the globatrlay, ultimately the gateway node
that resides in the overlay the user would like to contadtlvalavailable, and the request can be
sent to that gateway. The gateway in the foreign overlayloan proxy the request to the desired
user, and communication can be established.

domain=private.com domain={} domain=example.com
next-level=sippeer.net next-level={} next-level=sippeer.net

Figure 6.3: A solution for interoperation of overlays. Atieghfrom: [53].
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Gateways are common entities in networking environmerdsdanhave some benefits. In their
paper [80], Garces-Ericet al argue that hierarchical peer-to-peer systems are adwemiag
because they reduce the average number of lookups and aacertee lookup latency when
peers in the same group are topologically close. When imgastg the possibility of using
OverCord for overlay interoperation, the use of gateways emnsidered, but was not used as a
solution to the problem of interoperation for two main reasd-irstly, while the use of gateways
does provide interconnection, it does not take full advgetaf the properties of a decentralised
system since the gateway represents a single point of daillirthe gateway crashes, external
gueries can no longer be serviced. Secondly, if there isge lanmber of local nodes that have
friends in foreign overlays, the gateway becomes the tasfjatlarge amount of query traffic
which can put much strain on it. It becomes necessary totsetstes that have long online
time, sufficient bandwidth and processing power as gatewiyis means that the gateway must
generally be a higher capacity node that can handle thisdigiain, which can be problematic
for interconnecting overlays consisting of low end devjsgh as in mobile ad-hoc networks
where there may not necessarily be a "reliable” peer. Ulighyait is a strict requirement that
does not always fit all peer-to-peer models well. It is pdsstb deploy a large number of
redundant gateways to combat this problem, but this doesaad¢ well either, and may require
external administrative effort, which defeats the purpafsz dynamic, self sustaining system.

OverCord manages to solve the problem of overlay interdjperavhile maintaining a flat, non-

hierarchical overlay topology. The solution does not depen any centralised protocols in
order to achieve this, including DNS. It does this by levargghe DHT protocols by using

other peer-to-peer mechanisms (such as those used foveig@nd lookup by the unstructured
peer-to-peer protocols described in seclion B.2.3), to pedvide a discovery service for locating
foreign overlays, with the purpose of executing the lookuthat overlay. Obviously, the ability

to perform the lookup will depend on the node possessingppeoariate plug-in for use in that
overlay. The protocols that assist the DHTS, sit at the disgolayer in the OverCord node
design given in Figurg5.1.

In order to differentiate between keys that are resolvalieimvthe local overlay and those that
are not, before passing the key to the DHT lookup infrastmégtthe plug-in management layer of
the node examines the domain portion of the key, and compaxéh the FQDN of the overlay

in which it belongs. If the FQDN matches the domain portiothaf key, the key is hashed and
resolved locally. If not, the key is preserved as is, and sspd to the discovery module for
guery in a foreign overlay. The procedure from this pointimikr to that which is followed

for bootstrapping an overlay. What differentiates thisnse® with the bootstrapping scenario



CHAPTER 6. IMPLEMENTING THE PEER-TO-PEER LAYER 91

is that, rather than leaving the overlay in which the nodeuisently participating in to join a
foreign one, the node creates a temporary plug-in that & keg the foreign overlay, and uses
this plug-in to join that overlay. The other differentiagifactor is that the life-time of the plug-in
is very short, as its purpose immediately after it has joisdd execute a lookup and return the
appropriate record to the application. The temporary phug-subsequently terminated, and the
node can use the obtained binding to setup a new SIP sesgpendiXA.3 shows examples of
resource retrievals that occur between nodes in heterogsmerlays.

6.8 Summary

This chapter has described an example implementation oDtteeCord system that was out-
lined in the previous chapter. This implementation is ontg @f several possible realisations
of the OverCord model, since OverCord is not bound to anyipgdatform or programming
language. The implementation is limited by the discoveppbfgm, since there is limited support
for multicast across routers. Itis anticipated that dgvete would implemented their own, more
effective protocols to improve this. Subsequent implemmgoihs may also attempt to secure the
data in the DHT to avoid attacks from malicious nodes. It almains to be seen how easy
it is to implement plug-ins for unstructured protocols givbat this implementation benefited
from the fact that structured protocols have many simiksjtand it is easy to conform them to a
common API. The next chapter details the next step towamlg&my OverCord’s suitability for
P2P SIP, where its incorporation into an open source SIP Wadsimented.



Chapter 7

Incorporating OverCord into a SIP User
Agent

It is no paradox to say that in our most theoretical moods wg benearest to our
most practical applications

- Alfred North Whitehead

The previous chapter has described in detail the developofem peer-to-peer system based
on the OverCord model. Our attention now focuses on the paration of OverCord into a
currently existing SIP user agent and how such a modifiedagent behaves. To demonstrate
this, an open source SIP user agent that was developed arehees at the National Institute
of Science and Technology (NIST) called the JAIN SIP Applediie was obtained, and an in-
corporation of OverCord was performed on it. This chapteaiteehow the incorporation was
achieved and what modifications were necessary. It alsoshow various forms of multi-
media communications were made possible using this modied agent, thus validating the
effectiveness of OverCord as an appropriate peer-to-gsé&ra for SIP. The chapter also shows
how the OverCord implementation supports interoperatewben user agents in heterogeneous
overlays.

92
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7.1 Implications for conventional SIP user agents

FigureZ1 shows the configuration frame of a popular voickvéaeo phone called WengoPhone
[B1]. Many user agents such as WengoPhone participateseaioetworks which usually require
the user to create an account via a website. Alternativelygraced users can configure the client
to communicate with any other SIP service of their choiceguFeé[Z.1 shows the SIP account
details of a user with extension number 7521 who is served 8{Paserver reachable on the
hostname sip.ict.ru.ac.za and port 5060.

Q GONhgHTation) (€3]

A General —SIP Profile Configuration

OLanguage Username: |}'521

v style Userid: {7521

m Audio Settings Password: |

[l Video Settings Realm: |5ip.ict.ru.ac.za

L Advanced —
(i T Server: |5|p_|ct.ru_ac_za

£ sie profile

: : Proxy: sip.ict.ru.ac.za t |5060

ﬁ\_ﬁ\ucho Codecs 4 | p

#‘fvideo Codecs [% Force Register Through Proxy

Qnregister| | Reagister

Figure 7.1: WengoPhone client configuration frame.

Figure[Z1 highlights two important features of any SIP wsgnt configuration. Firstly, there
is a user identity bound to the user agent which identifiesitie® to the network. When a user
joins a SIP network, their user agent uses the credentialseirtonfiguration to create a SIP
REGISTER request which is sent to the indicated SIP servatthentication. Secondly, there
is the networking aspect which relates to the network idgiatnd location of the SIP proxy or
registrar. The hostname or IP address of the host servinglthaetwork informs the user agent
as to the location to which to send registration requestsyedisas all other SIP requests that
must be proxied to their destinations. It is this propertyaliis most interesting in the case of
P2P SIP. This is so because there is no fixed point to refer émwamode needs a message to be
proxied, rather the proxy method is distributed among adirtay peers. Lastly, users may want
to be involved in many overlays, thus the user agent must leetaliscover multiple overlays,
and possibly allow them to join and operate in multiple cagslsimultaneously.

These ideas were examined when planning for the incorporatithe OverCord implementation
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into a currently existing SIP user agent. To ease the pregneto this stage, since the plug-ins
described in sectidn 8.4 were developed in the Java progiagrianguage, software written in
that language was sought. The next three sections desbeb&dtus of Java in IP telephony,
define the different platform options that Java programmmesested in SIP telephony have to
choose from and justify the selection of a particular SIR agent.

7.2 Javain IP telephony

The National Institute of Science and Technology (NIST) isoa-regulatory body within the
USA's Department of Commerce that conducts research iwstiopics in science and engi-
neering through several research programs. One of the rajbcfs in the NIST laboratories
program is the IP Telephony ProjeCt[82], which deals excilg with the use of the SIP pro-
tocol for Internet telephony and other next generationisesv Historically, the C and C++
programming languages have had a monopoly in the telecomeations scene, as evidenced
by the popularity of a vast number of SIP stacks such as SCHRAB3], oSIP[[84] and SIPX
[85] as well as SIP Application Servers and Service Credgilatforms such as SER [86], CIN-
EMA [B7] and VOCAL [88], which are based on those languagessedrchers at NIST however,
joined a group of other data communications and telecomeations companies in an effort to
bring the Java programming language to the fore in this area.

The Java Community Process (JCP), is a consensus buildooggs which allows interested
parties to participate in the extension and developmenh@fJava languagé [89] through the
definition of specifications called Java Specification RetpieISRs). This process was followed
and resulted in the definition of four JSRs dealing with SIB}[These are:

JAIN SIP A general purpose stateless, transaction and dialog stateérface to SIP, for de-
signing user agents and proxiesi[91].

SIP Servlet APl An API for developing application servers which can have 8l HTTP
components for the provision of converged servites [92].

JAIN SIP Lite A lightweight specification designed for either the J2SE2ME platforms for
the development of stateful user ageits [93].

SIP API for J2ME A SIP interface specifically for use by lower end devices arwhised on the
Connected Limited Device Configuration (CLDC) frameworkhin the J2ME platform
[94].
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The description of the different Java specifications fagrfaicing with the SIP protocol highlights
the fact that user agents are of different levels of compte&sIP Lite and the SIP API for J2ME
are the least complicated and least powerful. The JAIN amdl&eAPIs are richer and can be
used to develop more powerful and sophisticated user ager$sP servers. P2P SIP nodes
must be intelligent endpoints, capable of performing muatessing to fulfill the traditional
server roles, which means that the JAIN and Servlet plaosould be the most appropriate to
work with for designing these types of SIP entities. The aesle chose the JAIN SIP platform
since it allows designers to develop user agents and matg8IP signaling whereas the Servlet
applications are service oriented and are in any case wa@itdAIN SIP itself. The next section
describes the architecture of the JAIN platform for SIP.

7.3 Designing applications with JAIN

NIST laboratories currently provides download accesseal&iN version 1.2 SIP library to the
open source Java community [95]. The API is fully documeirtetie reference implementation
documentation [86] which defines the structure of JAIN Sifg & also illustrated in Figufe1.2.

SETUP createListener() SIP getinstance()
FUNCTION LISTENER

Event
Registration
createProvider()
v
SIP
PROVIDER Pa—
= createStack()
Network
PROPRIETARY PROPRIETARY

SIP STACK SIP STACK

Figure 7.2: Architecture of JAIN SIP. Sourc&{].

Figure[Z2 shows that a SIP user agent is started by the aneattiaSi pSt ack object. The
stack object defines the methods used to represent a peogr&P protocol stack. Values can be
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passed to th&i pSt ack that define properties such as the device IP address, thenstare and
outbound proxy address and proxy port. g St ack is only accessed through one or more
Si pProvi der objects. TheSi pSt ack also registers one or mote st eni ngPoi nt ob-
jects to aSi pPr ovi der (one listener per transport protocol, such as UDP and TCiRhnde-
fine the local addresses at which the application can recedgsages. Again, ma®y pPr ovi -
der objects can be associated with a singig@Li st ener object which acts as a proxy, pass-
ing all SIP requests and responses as events to the higleéaflication.

7.4 Choosing a user agent

As an offshoot of the IP telephony project, researchers &fNlaboratories also provide down-
load access to the source code of several SIP user agenterarctsg82] that they have devel-
oped. They are listed below:

JAIN SIP PRESENCE PROXY A proxy server with presence support, an instant messaging
client and a SIP gateway with RTP bridging between two ndtaor

JAIN SIP APPLET PHONE A user agent with presence, instant messaging and audiogupp
(either with realtime RTP or voice messaging).

JAIN SIP APP SERVER Allows users to upload and control services written usiregJAIN
SIP API and control these services using a web frontend.

JAIN SIP 3PCC A third party call controller which can setup and manage isassbetween
two SIP endpoints.

An investigation was conducted in order to determine whikcthe applications listed above to
use for the insertion of the OverCord implementation. Thalfdecision would be based on
three factors: the foreseen ease of performing the integrathe complexity of the code and
the ability of the application to provide support for mulgdia services. Thus, it was easy to
rule out the third party call controller and the SIP applimatserver since they mainly concern
themselves with signalling and do not cater for media. The@esence proxy bundles a server
and a client which can be run with each other. 1t was found tegflexible in providing media
services (the client only supports instant messaging amdehver only handles presence), and
so the applet phone was selected to prototype a P2P SIP niodeigerCord.
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The next section details how the user agent was modified fpasti@verCord. The prototype
designed here uses the February 2007 JAIN SIP Applet Ph8@déjJsource code snapshot, and
JAIN version 1.2 libraries.

7.5 Modifying the JAIN SIP applet phone

The JSAP application consists of a large number of sourceditel as such, was released with
the necessary support to allow for the use of the Java bwlcctdled Ant [98] for building and
launching the application. JSAP can be launched in a webdmoas well. It has multimedia
capabilities provided by Java Media Framework (JMF) lilegrand uses an implementation of
the XML data format for presence describedin/[99].

Several parts of the JSAP source code were changed duripgabess of integrating OverCord.
Some of these changes were inconsequential with regare totégration process, and as such
are not discussed here but will be submitted at a later dateetproject as patches. However,
there were three main aspects of user agent design that meatant. Firstly, the configu-
ration aspect, since in a peer-to-peer environment, usgrtagannot use static configurations.
Secondly, registration takes on a different form sincedhemo central registrar. Thirdly, the
provision of services is different in OverCord since thevgss are not centralised but distributed
across all nodes in the overlay. The next three sectionsidesww JSAP currently handles these
issues and how the application was changed to be more suftatd decentralised environment.

7.5.1 Configuration

The main class in JSAP is thd st Messenger class. This class creates an instance of the
configuration class (appropriately nam@ahf i gur at i on) which is responsible for collecting
information necessary for the client to operate on the nd¢wbhis includes the IP addresses and
listening port numbers of both the client machine and thes®iver serving the client, as well
as the signalling and media transport protocols (such as &ORCP) the client and server will
use. These values are needed for the correct instantidtibie &IP stack interface (see section

[Z.3).

In the original design, users would have to set these pammatanually in the source code.
During the investigation, the configuration class was medifn order to detect the host’'s IP
address automatically when the application is startedhdfitost has more than one network
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| Stack Property | Description |
javax.sip.IP_ADDRESS Sets the IP address of the SIP stack.
javax.sip.STACK_NAME Sets a user friendly name for the underlying
stack implementation.
javax.sip.OUTBOUND_ PROXY Sets the outbound proxy of the SIP stack.
javax.sip.ROUTER_PATH Sets the fully qualified classpath to the

application supplied Router object that
determines how to route messages before a
dialog is established.
javax.sip.EXTENSION_METHODS Informs the underlying implementation of
supported extension methods that create new
dialogs.
javax.sip.RETRANSMISSION_FILTER A helper function for user agents that enables
the SIP stack to handle retransmission of ACK
requests, 1XX and 2XX responses to INVITE
transactions for the application.

Table 7.1: JAIN SIP stack properties. Derived framl[97].

interface or there are several IP addresses bound to tm¢'sletwork interface, the application
detects this and select one of these at random (the user Weudtlowed to select a different
address to use later if desired). By default, the applicdigiens on port 5060, but if there is a
clash, it searches for the next free port greater than 5066.configuration was also modified
to specify the outbound proxy as the bootstrap node that ged 10 join the overlay.

Once configuration information has been set, khat Messenger class creates an instance
of theMessenger Manager class, which manages all SIP messaging that the clientrpesfo
This object creates an instance of MessageLi st ener class which implements ti& pLi -

st ener interface described in section17.3. Thessageli st ener class creates the SIP
stack object and uses this to registeériat eni ngPoi nt to aSi pPr ovi der. In creating the
stack object, the listener class passes the necessaryuwmaitifigp information to it.

In addition to IP addresses and port numbers, there are aeruvhistack properties that need
to be redefined for the purposes of peer-to-peer. The piepat the stack interface are sum-
marised in Tablg711.

Of those listed in TablE~4.1 only the outbound proxy and nopégh properties of the SIP stack
are directly relevant when working in a peer-to-peer payadi The settings of the outbound
proxy have already been explained. The router settingsnapertant if the node has run out
of options and needs to send out a SIP request. By defaul® $8Aply passes the outbound
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proxy settings to the router class, though other more caxmaoleting procedures are possible.
In the modified version, JSAP still uses the outbound proxtrges, but as explained, these are
those of the bootstrap node that was used to join the oveflag advantage here is that the
bootstrap node is not static, but changes often since tladslef the bootstrap node are obtained
by discovery protocols. This allows the node to self-confgitself in a dynamic environment
that changes frequently.

7.5.2 Registration

Once the stack has been appropriately instantiated, tloegsmf registration can occur. Section
[Z2 defines registration as the process by which a SIP di&QIR is associated with one or more
contact addresses. In the modified JSAP application, a new b called networks.xml was
created which is used to map an overlay to a username. WheilConeehas detected overlays, a
matching is made between the overlay and the appropriatearse to use for that overlay which
is derived from the file. Thus when a user selects and joingubday, the plug-in is started and it
can use the indicated username to create a SIP AOR mappin@wiintact address. It achieves
this through a DHT put operation which inserts this recotd the location service.

This intervention in JSAP’s design required a modificatibthe Messenger Manager class.
This class is responsible for initiating the registratiowl @ypically obtains the outbound proxy
details and uses them to construct and send a SIP REGISTEBageeto the proxy. In the
new design, thevessenger Manager class was modified to send a request to OverCord’s
plug-in manager to create a plug-in that can operate in tledaythe user has selected to join.
Afterward, it sends a second request to the plug-in manageplying it with a SIP AOR and
contact address, requesting it to perform a resource inogento the overlay.

7.5.3 Services

Currently, when a user creates a session using JSAREetheenger Manager calls a method
such assendl nvi t e which creates a SIP INVITE message and formats it apprabyiatt
then creates a client transaction and passes control theHesagelLi st ener which uses a
Si pProvi der to send the message to the appropriate destination. Thesajenodel is pre-
served in the modified user agent but with one difference: ustfirst obtain the location of
the target user from the distributed location service. R, tit uses the plug-in data retrieval
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method, after which, it can then send the message to the ipdegénation. This process is il-
lustrated in Figur&713 which shows how a lookup is propat#iteough the network and a SIP
message is subsequently sent to the intended target user.

USER A USER B USER C USERD

GET(USER D

______ L

GET(USER D)

—_— — — — —

LOCATION(USER D)

SIP MESSAGE

Figure 7.3: Message relay in OverCord.

\oice, instant messaging and presence services are enaldguker-to-peer environment with
only slight differences between them. TMessenger Manager has asendMessage method
to send an instant messags,endl nvi t e method to request an audio sessionsaddSubs-
scri be andsendNot i f y methods to request and return presence information.

In any case the user agent must first obtain the locationlgletiawhere the destination host is
available. These records are present in the location dsgatbiatributed among all the nodes.
The user agent must therefore then use the active plug-ierform this query and obtain the
location. TheMessenger Manager object obtains a representation of this binding through
the plug-in framework, and then uses the binding to resemnthe hop destination. This is
necessary since in the absence of a static proxy, the seasimgigent must continually redirect
this property to the intended user. The user agent doesyhisdetting theConf i gur ati on
object properties outboundProxy and proxyPort accorglinghe user agent’Si pPr ovi der
creates a new client transaction for the request and seadsdhksage.

An extension to the SIP messaging system that the user agesduces is the use of an overlay
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name header. This header is appended to each outgoing reg¢lsags sent, where the value
associated with the header name corresponds with the Useakoverlay name which is ob-
tained by parsing the user’s SIP AOR. The advantage of thigighe receiving endpoint is able
to parse this header and make an association between a tieeamal an overlay which can be
inserted into a bootstrap list in case the endpoint shoultt fegoin this overlay at another time.
Over time, each user agent could build up a list of potentat&trap hosts that can be attempted
in addition to the usual discovery protocols.

When a message reaches the destination user ageriteisageli st ener object detects
the incoming request event and must determine how the mesgiihe processed. The lis-
tener hagpr ocessRequest andpr ocessResponse methods which pass control to the
instance of thévessagePr ocessor class to handle the specific actions associated with mes-
sage handling, such @s ocessl nvi t e andpr ocessMessage for processing INVITE and
MESSAGE requests respectively. The receiving user agentribeds to parse the SIP message
that it has received to obtain the identity of the sending asé obtain the corresponding con-
tact address or addresses associated with that user. Sinagsér agent may have a different
next hop configuration from a previous communication sesaith another user, it reconfigures
them appropriately so that the response can be sent to tleoniof the request. The destination
user agent creates a new server transaction for this newseand responds using the processor
object.

7.5.3.1 Audio Capabilities

There is a special need for discovering the capabilitiestbérousers in the overlay without
ringing the other party through the use of the SIP method OB as described iri_[1D0].
One use of this method is for establishing audio sessionsieSmnonical SIP networks allow
user agents with incompatible media codecs to communigatadviding media transcoding
on their behalf. In the user agent, while some nodes may geaviis service on the behalf of
the overlay, user agents may send OPTIONS messages togarties to discover their abilities
before they transmit a media invitation. The user will bafrex if there is a problem with media
compatibility.

7.5.3.2 Presence Capabilities

TableZ1 defined the SIP method PUBLISH as a request methbdsthsed by SIP user agents
to advertise presence status to a presence agent such apr@&iRce server. Other SIP devices
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known as watchers subscribe to this status using the SUBBRERiethod and the presence
agent returns a NOTIFY to the watcher as a notification. In B there is no dedicated
presence server to receive PUBLISH methods and as suchtenyuUBSCRIBE and NOTIFY
methods are used in a peer-to-peer fashion. In the user,agesih the presence status of a user
changes, the list of watchers with valid subscriptions &spnce state is collected and NOTIFY
messages are sent to each in sequence. Higure 7.4 showslthelistiof a user in the domain
bamboo.dyndns.org. The figure shows that this user is alulletton presence information about
users in their own overlay and in other overlays.

==

Menu Settings Help

(Online)

call: | = @

[ Buddies | DTMF |

*]

1_ alfredo@bamboo. dyndns. argionling)
}ﬂ alice@chord. cyndns. orglaway)

john@bamboo.dyndns.orgibusy

bob@chord. dyndns. orgibusyh

i_ mallory@chord. dyndns. org{onling)

% george@bamboo. dyndns. orgi{offline) If

| ADDNEW | | REMOVE

Figure 7.4: Presence support across heterogeneous areitaythe JAIN Applet.

7.5.3.3 Instant Messaging

Table[21 defined the SIP method MESSAGE which is used to gongtant messaging infor-
mation. These messages can be exchanged between eachresty. dFigure.Zb shows an
instant messaging session between users in differentayser|
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‘B Talking to alice@chord.dyndns.org = [x1]

mtsietsi@bamboo.dyndns.org = Hello Alicel
alice@chord.dyndns.org> Hello how are you?
mtsietsi@bamboo.dyndns.org = Fine and you?
alice@chord.dyndns.org > Very well thanks

e T e T T T

Figure 7.5: Instant messing session across heterogeneerays with the JAIN Applet.

7.6 Summary

Currently, there is little support for peer-to-peer comigation in most conventional SIP user
agents. It is likely that when P2P SIP becomes a standardnéere st in the technology grows,
developers will be interested in modifying existing SIPnegents to embed peer-to-peer func-
tionality. This chapter has described such a modificatiorivipecifically shows how currently
existing Java user agents based on the JAIN SIP stack camberked with relative ease to
become peer-to-peer enabled. The next chapter takes asiggrd and addresses the interoper-
ation of peer-to-peer SIP user agents with user agents weational SIP networks.



Chapter 8

Interoperation with Conventional SIP
Networks

Only connect!

- E.M. Forster, Howards End

This thesis has demonstrated that OverCord can inter@pleeatveen overlays based on hetero-
geneous DHTs. However, it is very likely that users in thegsrlays will not only have contacts
in other decentralised overlays, but also in conventioh@l r&tworks. It would therefore be
beneficial to support interoperation between peer-to-pgerlays and traditional, centralised
systems. The crux of any form of interoperation in SIP systenthe ability to calculate the next
hop for routing messages from one network to the other. Thbasige with peer-to-peer systems
in this regard is that due to high rates of churn, the next hap amange frequently, therefore a
mechanism must be put into place that takes this dynamicepiyppf decentralised systems into
account. Dynamic DNS updates were identified as a possihié@a This chapter describes
how this solution can be used to interoperate peer-to-pasgtays with centralised systems and
how OverCord was extended to support this new feature.

104
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8.1 Interoperating with conventional SIP

If there has been a shortage of debate and literature thag sl interoperation between het-
erogeneous peer-to-peer overlays, there is even lessroamgexplicit solutions that describe
how decentralised overlays can interoperate with coneeatiSIP networks. Popular P2P SIP
protocol proposals such as those described in selcliod dohbt address this issue.

An early Internet Draft by Shinet al [101] was one of the first to propose a design for interop-
erating P2P SIP and conventional SIP systems, albeit frempénspective of a single composite
domain consisting of both peer-to-peer and non peer-togrgéies. The authors were aware of
the assymetry that exists between providing support foesaad a decentralised network to in-
teroperate with nodes in a centralised network, and vicgavero understand the reason for this,
consider two users: Bob who owns a user agent in a peer-toepeday, and Alice who uses a
centralised service. If Bob wishes to send a message to Haeto alice@example.com), Bob
simply needs to create a SIP message in the usual way, ankdeugetedures defined in [18] to
send the message. Since Alice’s user agent simply needsita sebsequent messages to Bob'’s
IP address, there usually is not problem with these usersmontating. The opposite case is
somwhat more complicated. The solutions that have beeropeapare provided in this section.

SIP Registrar
with Peer to

Peer Ability pyT(UA1 location)

Peer to Peer Cloud

SIP Registrar

®
y m L E
& = 5
C —_—
o) x| 5
Z = )
5 i)
m a o)
P 9 8
o =
Q - INVITE Y 3
o &
> \
ACK 0
User Agent1 User Agent 2
Client Server Peer to Peer
SIP User SIP User
Agent Agent

Figure 8.1: A call from a peer-to-peer overlay to clientveersystem. Adapted from [1D1].
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Figure[81 shows how a peer-to-peer user agent creates awgoation session with a client-
server user agent. Firstly, the peer-to-peer user agesrt&e location record into the distributed
location service. Similarly, the client-server user agantstructs a REGISTER message which
it sends to a SIP registrar server, which inserts the registr into a centralised location service.
This design depends on an improvised registrar server wduidhcates a peer-to-peer node that
enables it to insert registration records in the decestdliocation service for the user agents
that are not based on peer-to-peer protocols. In the figureealivhen user agent 2 wishes to
create a session with user agent 1, it retrieves the bindiiaigwas registered on the behalf of
user agent 1 by the registrar, and is then able to construl®® an8ssage and send it directly to
user agent 1.

The second part of the design addresses how client-sergeagents communicate with peer-
to-peer user agents, which is illustrated in Fiduré 8.2.rtteoto support this, the design defines
a SIP proxy which is similar to the SIP registrar in that ittaé®-locates a peer-to-peer node in
order to perform the proxy service on behalf of client-senser agents. The proxy performs the
lookup in the peer-to-peer overlay and forwards the recioebie relevant node to help establish
the session.
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SIP Registrar
with Peer to
Peer Ability pyT(UA1 location)
L o) Peer to Peer Cloud
SIP Registrar m
_i
A E g
- ¥ g
© = =
4 3 o
m = (®]
py S 8
=
Q INVITE INVITE R =)
User Agent 1 User Agent 2
| ACK A
Client Server SIP Proxy with Peer to Peer
SIP User Peer to Peer SIP User
Agent Ability Agent
Figure 8.2: A call from a client-server system to a peerdefverlay. Adapted fronh [101]

The design is interesting in that it recognises the possilbiiat in the future, SIP networks may
consist of both conventional and peer-to-peer SIP usertagend there will be a demand for
the network to support communication between them in a ssssfiishion. There are, however,
some problems with the design. Firstly, while within a sengbmain interoperation is possible,
the design is not easily extensible for interoperating eetwuser agents in separate domains, that
do not expose each other’s location services to one othen Ethe design were to be extended
to support this, sharing bindings with all possible domamthe world is not a practical way
of providing interoperation. Also, the design is problemmdtecause it relies on modified SIP
registrars and proxies, which do not currently exist. Thability of the design thus depends
on development in the area of open source SIP servers, oetrfagssure on manufacturers to
patch their products to embed peer-to-peer logic. A betsigth would not demand any change
in the current infrastructure, but would be able to work abthe differences.

In light of the limitations in this design, our aim was to kebp location services of decentralised
and centralised networks separate, and require no modficat current SIP infrastructure.

This is more difficult to provide since the design that is désd above hides the complexity
of interoperation in that it uses a common location servioenfwhich SIP servers can obtain
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bindings for peer-to-peer user agents. If this conveniencemoved, an alternative method is
needed.

A second solution for interworking P2P SIP overlays withwamtional SIP systems is provided
by Maroccoet alin [L0Z]. The proposed solution is illustrated in Figlirel 818 this design,
special UAs in the peer-to-peer overlay (namely a relay tagear and a P2P SIP proxy) help
provide interoperation between the two systems. The P2B&fay name must be a fully qual-
ified domain name (FQDN) where the P2P SIP proxy peer has angimdDNS. The proxy peer
is responsible for performing the proxy function betweengber-to-peer overlay and the outside
world, and thus becomes a connection point into the oveflag.relay agent peer uses protocols
such as Traversal Using Relay NAT (TURN)_[103] to provideayeld transport addresses for
allowing media streaming between UAs without direct cotindg. From the perspective of the
outside world, the peer-to-peer overlay is simply anotlo@wventional SIP system.

| P2P SIP :
I Overlay P2P SIP proxy peer i SIP proxy

sip:p2psip.org 1 sip:example.com

Figure 8.3: A solution for interoperation of overlays usP@gP SIP proxy. Adapted frorh [102] .

As shown in Figurd_813, when Carol (who is in a centralised @iojnwants to contact Alice
(who is in a peer-to-peer overlay), she forwards an INVITEéo SIP proxy. The proxy uses
mechanisms described in sectlonl 2.3 to locate the P2P Siy peer, which then uses its loca-
tion service to locate Alice and forward the INVITE to her. @hAlice receives the INVITE
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request, she queries the overlay for one or more relay pedrgdialises one for preparing an
ICE candidate. Then the session can be established betWwedwd users with media being
relayed through the relay peer.

The design that Marocoet al proposes should be able to provide a solution to the inteadipa
problem. However, it relies heavily on DNS to provide thipgart. Generally, peer-to-peer
networks are very dynamic systems, characterised by higk i churn. Thus the identity of
the P2P SIP proxy would need to change quite frequently, desarrive and leave the overlay,
since the proxy function would have to shift from node to naeguiring regular updates to the
DNS resource records. This property is at odds with DNS, vhgsumes a static relationship
between domain names and the hosts they map to. Thus cana&nfiNS is more suited to
environments where changes to the resource records arentefarabetween.

The challenge of being able to apply rapid changes of resea@aords is not unique to peer-to-
peer environments. Typically, a user who subscribes to terriat Service Provider (ISP) for
Internet connectivity, finds that the IP address of their mrae changes regularly. This is due to
the fact that in order to access the Internet, a user's machunst first obtain a lease on an IP
address through Dynamic Host Control Protocol (DHCP) [If¥écedures from their ISP. This
lease persists for a limited amount of time, typically a fevuts, after which the lease expires
and the machine must generate a new request. The motivatiprdviding varying IP addresses
is that IPv4 addresses are in short supply, which meansht@gtrovider must recycle a small set
of IP addresses among all their clients. Traditionally, ikage of the Internet has been client
based, meaning that users would use the Internet simpltriewe content from servers. That
model is changing into one whereby users are providing coftem their own machines to the
general public, such as web blogs. In order for other usessdess that service, they must keep
track of the actual IP address of the server even as it chasges the ISPs do not create DNS
records through which a client’s IP address can be assdowth a human readable domain
name.

In recognition of the need for support for dynamic updatestmurce records, a new operation
code was defined called UPDATE, which can be used to add aetedeNS resource records
[105]. This method allows these operations to be made inlikerace of manual administration,
and typically associates a DNS resource record with a vewylloL so that clients performing
name resolutions would not cache these records for long.usbeof dynamic updates to DNS
records is often referred to as Dynamic DNS (DDNS). This mégpire not only suits DHCP en-
vironments where clients must update records in realtimigf blso suits P2P SIP environments
where the identity of the P2P SIP proxy may change frequently
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The next section describes how the JSAP application wakdurnodified to support DDNS
so that it could be a candidate for a P2P SIP proxy peer in atpgager overlay, and how
interoperation with a conventional SIP system was achieved

8.2 Adding dynamic DNS support to OverCord

8.2.1 DDNS clients

A host that needs to perform dynamic updates of DNS recor#s afses an external DDNS
client. DDNS clients differ in complexity and configurabjlidepending on the policies of the
DDNS provider that renders the service. However, there asynproviders that use a com-
mon method for making the changes, which allows one cliebetosed across several DDNS
services. One such client is a Perl program called ddclE][ The ddclient program uses a
simple configuration script which defines several varialthese values a user can assign such
as the name of the DDNS provider, the DDNS domain name, thataddP address and the
relevant user credentials for the DDNS account. The cliantlwe run in the foreground or as
a daemon and can be invoked periodically through a schedwoleguter task such as a UNIX
cron job.

The ddclient software can be used with, among many otheesDymDNS.com[[107] service.
Through their web site, itis possible to create up to five fre&thames on several domains. Since
OverCord currently embeds two DHTSs, each of which can be teseckate an overlay, two such
hostnames were created, which could later be bound to eamtagv The hostnames for the
OpenChord and Bamboo overlays were chord.dyndns.org antdmdyndns.org respectively.
An example of the resource record associated with the attymdns.org domain name is given
below, which was extracted from the output of a packet snéfeer performing an nslookup
command for the hostname. Note that the TTL is one minuteghwvisithe minimum setting for
the provider.
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chord. dyndns.org: type A, class IN, addr 146.231.123.55
Nane: chord. dyndns. org
Type: A (Host address)
Class: I'N (0x0001)
Time to live: 1 mnute
Data |l ength: 4
Addr: 146.231.123.55

This new feature was found to have implications for the DHigpins themselves in that, the
plug-ins could be coded to be associated with a DDNS hostrignike plug-in developer, by
extending the generic interface implemented by the plygeipresent this hostname to the ap-
plication through a new method callgget Domai n. This is not a crucial feature of DHTS,
being only necessary for interoperating with client-sesystems, and OverCord can still func-
tion without it. If DDNS is not used, the plug-in developemcassign the name toul | or
alternatively, the empty string.

8.2.2 Afirst attempt - Importing a DDNS client

As a first attempt at incorporating DDNS capabilities intoe@ord, the configuration script
of the ddclient application was customised in the manneergm the sample below. It was
discovered that by running the ddclient client, the configjon parameters are collected together,
and the query is sent to the provider's server as an Hypei@xtsfer Protocol (HTTP) GET
request along a secure SSL channel.
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use=ip, i p=146. 231. 123. 55 # | P address

| ogi n=nt si et si # default login
passwor d=dyndnspass # default password
##

## dyndns. org dynam c addresses

#i

## (supports variabl es: w | dcard, nx, backupnx)

##

server =nenber s. dyndns. org, \

pr ot ocol =dyndns2 \

chor d. dyndns. or g, banboo. dyndns. org

It is possible to run the ddclient from the OverCord applmatvhen the node starts. After it
has obtained its IP address, a new class c@laaDNSHost was created, the purpose of which
is to query the availability of the local DDNS host. If the 8ing is found to be stale, the local
instance of this class allows the updating of the DDNS bigdmmthe new starting node’s IP
address. OverCord executes a command that runs the ddatiemmand, and uses file stream
readers to read the response from the server. The respogitigeisa success acknowledgment
or a failure message.

8.2.3 A second attempt - HTTP requests

The above method was easy to implement, but it was consideatd may not be the best way
of achieving the aim. Firstly, using programs like ddclianposes dependencies on the node
running OverCord. The ddclient application, for examplepehds on a working Perl installa-
tion on the node. Secondly, the overhead of an external@gin is unnecessary considering
the relatively simple process of performing a DDNS updatenfost DDNS providers. By run-
ning the ddclient in verbose mode, it was discovered thatlieat send the request to the URL
http://members.dyndns.org/nic/updared appends query string arguments for the domain to be
updated and the new IP address to this URL. Since it is pastibdietermine this information
from the application itself, a simpler technique could bevted that had with no extra de-
pendencies associated with it. For example, it is possd¢ate a connection to a URL by
constructing the string representation of the URL by coswating the base URL above with
appropriate query string arguments. Anput St r eanReader object is created which reads
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data from the connection to the DDNS provider. This new methas subsequently employed in
the OverCord clasBynDNSHost and included a custom Ja¥at hent i cat or class which
handles request authentication across the node’s HT TR ook for the DDNS user account.
The modified user agent has a GUI interface for specifyingdh&alues, which become inte-
grated into the node’s configuration. In normal use, theenttbator dialog is hidden, but when
enabled, each time a new update is made the following imagesag:

B Althorization Hequirad ™ x|

Host: members.dyndns.org
Realny: DynDNS APl Access

User Imtsietsi !
Password E----------l |
Ok ! Cancel !

-

Figure 8.4: Authentication dialog for DynDNS.com service.

8.2.4 Node behaviour in a DDNS enabled environment

When a new user joins a peer-to-peer overlay, the node rgrduerCord tries to discover if
the DDNS node serving that overlay is alive and acceptingeotions. Using the FQDN of the
overlay, it obtains the IP address of the P2P SIP proxy nodaeobverlay by a DNS lookup
procedure, and subsequently attempts to determine if te isareachable. The reachability of
the P2P SIP proxy is determined by whether or not it respamdsrobe within a set amount of
time. If it is not reachable, then the joining node assumasttie P2P SIP proxy is no longer
available, and it must update the DDNS binding. If the inthddP address is network reachable,
the joining node must determine if the port number 49152 ahhbst is open. This is the default
port used in the system for accepting probes from other niodéee overlay, and according to
the Internet Assigned Numbers Authority (IANA), is a priggort number that does not conflict
with any registered protocols [108]. If the port is not opiren the joining node must perform
a DDNS update and begin itself listening for connectionsh@n49152 port. If the DDNS node
is alive and accepting connections, the node starts as hdsatatarts a thread that periodically
sends probes to the P2P SIP proxy every ten minutes in ordetéct a failure or exit in future.

In addition to listening for probes from neighbour nodesg, B2P SIP proxy is the first point of
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contact into the overlay from the outside world. Any requiesitined for a user on that overlay,
reaches this node which bears the responsibility of forimgrthe request appropriately. When a
message is received by the proxy, the node must examine tsageto determine the target. If
the Request URI indicated in the message belongs to the tiateit processes it as normal. If
the Request URI does not belong to the node, it knows that st proxy it to the correct node,
by obtaining the contact address of the target user throygeato-peer lookup procedure, and
forwarding it to the intended target.

8.2.5 Results and discussion

In order to test the success of the use of DDNS for interojmerathe popular open source
SIP server called SIP Express Router (SER) [86] was usedn kxperiment, an OverCord-
enabled JSAP application was started which was owned by atlhgfcal user called Alice, a
member of the chord.dyndns.org domain. Her user agent veaBrt to join the domain, so
the host address of her machine was entered in the DNS refoorctsord.dyndns.org. The user
Alice had a hypothetical friend called linphone, a membeaafentralised domain known as
deebee.dsl.ru.ac.za, which is served by SER.

Firstly, presence subscription and advertisement weesngited. The user linphone registers
with SER and subsequently sends a PUBLISH method to thersefte PUBLISH message
attaches a Presence Information Document Format (PIDR)mdert which contains presence
information, which SER will store. The user then sends aestjto obtain the presence status
of the user Alice who is in the chord.dyndns.org domain. SEdXies the request to the decen-
tralised overlay by accessing the current P2P SIP proxy ipetire chord.dyndns.org domain,
which happens to be Alice’s machine itself. Signaling wasceasful, as shown by the message
below which promptly appears on Alice’s host machine, yatd her of the request from the
remote user:
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L .l
| £ New Contact @

IE‘ linphone@deebee.dsl.ru.acza wants to be added to your contacts, do you agree ?

Figure 8.5: Presence request from centralised user agpeeteto-peer UA.

In this case, Alice agrees to accept the subscription rédums the remote user linphone, and
sends a notification to that user. Alice will subsequentiyegate a request of her own, subscrib-
ing to the presence status of linphone. SER allocates a tgatiee presence status of linphone
to Alice and sends a NOTIFY message to Alice, informing hethefpresent status of this user.
The JSAP application must handle refreshing of these lesises the SIP stack does not do this
on the behalf of the UA itself. The contact list on the useptiane’s UA appears below in Fig-
ure[8.6 showing the insertion of the user Alice and her stafividence of a successful instant
messaging session between the two users is given in Higiire 8.
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£
Go Help

Sip address: 5
|sip: ‘ G-
Proxy to use: | sipideebee dslru.ac.za - |
Call or Hangup
answer or refuse

| or chat ! ‘

@ & Show more...

Controls ]I Presence | DTMF | My online friends

Name Presence ¢

m Alice <sip:alice@chord.dyndns.org= Online

I [+]

|Registration on sip:deebee.dsl.ru.ac.za sucessful,

Figure 8.6: Presence status of peer-to-peer UA acquireéiyadised UA.
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Chatwnthisipralicei@chord-dyndnsrorg: IEI@I
[sip:linphone@deebee.dsl.ru.ac.zal Hello Alice!
[<sip:alice@chord.dyndns.org=] :Hello linphone!
[sip:linphone@deebee.dsl.ru.ac.za] How ru?
[<sip:alice@chord.dyndns.org>]  Fine how r u?
[sip:linphone@deebee dsl.ru.ac.zal I'm ok

Text:“ l

[ Close l

Figure 8.7: Instant messaging session a client-server e@dtp-peer UA.

The screenshots shown above validate the fact that it iskdess achieve the interoperation
from centralised to decentralised networks using dynamdates in DNS. However, as has
been explained, OverCord is able to facilitate routing deexal messages to overlay nodes, by
virtue of the proxy behaviour embedded in the P2P SIP proryprbve that the design is able
to achieve this, another user is introduced, named Bob, wihs fhe chord.dyndns.org overlay
after Alice, but while Alice’s node is still the P2P SIP progger. In the experiment, it was
possible to provide presence and instant messaging coroatiom between linphone and Bob
through Alice’s user agent performing the proxy functiomshown in FigurE8l8 and FigureB.9.
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(e inphone I

Go Help

Sip address:
|sip: |
Proxy to use: [S\p:deebee.dsl.ru‘ac.za = ‘
Call or Hangup
answer or refuse

| or chat ! l

& & show more. .,

Controls l Presence l DTMF ‘ My online friends

MName Presence i

::'f_"_ Alice =sip:alice@chord.dyndns.org= Online:

\| Bob <sip:bob@chord.dyndns.org>=  Online

I [+

Registration on sip:deebee.dsl.ru.ac.za sucessful.

Figure 8.8: Presence status sharing supported by P2P Stf2 pro
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S Chatwithisiprbobtachord dyndnsiorg: IEI@I
[sip:linphone@deebee.dsl.ru.ac.za] Hello Bob!
[<sip:bob@chord.dyndns.org=]  :Hello linphone!
[sip:linphone@deebee.dsl.ru.ac.za] How ru?
[<sip:bob@chord.dyndns.org=]1  :Fine, how r u?
[sip:linphone@deebee.dsl.ru.ac.za] I'm fine

Text:“ l

l Close l

Figure 8.9: Instant messaging session supported by P2Pr&ti. p

8.2.6 Summary

The ability for OverCord to interoperate with client-sengystems is a valuable feature, es-
sentially bridging two types of network overlays, decelgel and conventional. The fact that
DDNS is used does not add a centrality component to peee¢o-pverlays since the aim of
DDNS is to accommodate a dynamic relationship between a moname and the resource
record it maps to, as well as incorporating redundancy tiitauaultiple bindings to a domain

name.

The free DDNS service used in the experiments describedisnctiapter provides only one
mapping per domain name, which means that high networkdgteray possibly lead to a node
assuming that the single DDNS node has failed due to a faitutennect. Even the five second
timeout employed may not be able to prevent this. This sdnanhay arise, for example, in

the event that a firewall or other security policy has beenlemgnted on the P2P SIP proxy
peer, which refuses unsolicited connections altogethkiciwmay happen with or without the
human user’s knowledge. In this case, the querying nodedvuauhecessarily update the DNS
resource record to map to its own address, despite the DDN8 actually being alive. This

kind of behaviour does not compromise the operation of tletesy, since, until the change
in the binding is realised globally across all client cachiége overlay will have two DDNS
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representatives, until those caches expire, and only thennde is used.



Chapter 9
Conclusion

The shrewd guess, the fertile hypothesis, the courageapddea tentative conclu-
sion - these are the most valuable coin of the thinker at work.

- Jerome S. Bruner, 1960

This thesis provides an overview of the effort towards tlamdardisation of protocols for P2P
SIP. Using this discussion as background, it presents thigmiand implementation of a unique
decentralised framework for SIP and details its subsequoeatporation into a conventional SIP
UA. The framework, which is called OverCord, addresses the fmain objectives that were
given in the introductory chapter by creating a distribusedvice platform that is able to ac-
commodate several structured peer-to-peer protocolss@ybrt interoperation between decen-
tralised overlays and conventional SIP networks. This tragpncludes the thesis by providing
an analysis of the work done, summarising the main contdbatand giving suggestions for
future work.
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9.1 Achieved objectives

In this section the set of objectives outlined secfion 1etravisited. The degree to which the
work discussed in this thesis was able to achieve thesetolgsavill be analysed, and other
important issues that arose as a result are discussed.

9.1.1 Investigate peer-to-peer protocols for SIP

The investigation into the area of peer-to-peer proto@isaled that there are two major groups:
structured and unstructured. By considering the requintsnaf a P2P SIP system, it is evident
that structured protocols such as DHTs are well suited teigeowhat is needed for the decen-
tralisation of SIP. The proposals by the IETF working groapR2P SIP have been completely
dominated by DHTSs, and as such, the project would focus llaaetheir use in a peer-to-peer

system. However, there is inconclusive evidence to sugpertise of DHTs over unstructured

protocols for P2P SIP.

9.1.2 Provide a framework for overlay pluggability

The second objective was to provide a framework that woldshaimplementations of DHTs to

be plugged into it as a means to create a DHT-agnostic pgegdplayer. This framework would
allow an application to interact with the underlying DHT éathrough a generic interface. To
support this, OverCord was designed to provide a simplifietitd a higher level application and
supports pluggability of DHTs by defining a space for thirdyp@lug-ins which interact directly

with the DHT modules. It was demonstrated through two exa® T implementations, Bam-

boo and OpenChord, that the complexity of the constructidheplug-ins was directly related
to the DHTs themselves and the manner in which they provitereal access to the plug-ins.

9.1.3 Interoperation between heterogeneous overlays

The third objective was to prove that the framework could beduas an overlay construction
tool that would allow interoperation between overlays & based on heterogeneous DHTS.
The ability to create and maintain overlays was demonstiayeneans of a sample application.
Furthermore, it was demonstrated that an overlay discolsmr could be incorporated into
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OverCord, that could be used to assist the DHTs with a disgduaction. As an example, a
combination of unicast and multicast were used.

9.1.4 Interoperation with client-server SIP systems

The last objective of the research was to study the podyibilinteroperating peer-to-peer over-
lays with conventional client-server based SIP networkss Was important so as to break out of
the limitations of a disconnected network, and would makie BEP more appealing. The thesis
shows that communication between the two types of netwarkklde provided through the use
of a P2P SIP proxy peer residing in the peer-to-peer ovenlayhtad a binding in DNS, and could
relay traffic between them. Support for dynamic updates t&DMuld also ensure that the churn
factor in peer-to-peer systems did not become an obstathe iprovision of interoperability.

9.2 Contributions to P2P SIP research community

The P2P SIP working group, like all IETF working groups, isoggen community of developers,
academics and researchers and is open to any interesteidiuads [109]. It was necessary in the
initial stages of this investigation to be attentive to deban the mailing lists in order to better
understand the crucial problems that needed to be solvddoayain a better appreciation for the
many different areas of contention. In time, it became fmssiot only to monitor exchanges,
but also to contribute personal opinions on several ocnasgmthe discussions that are currently
shaping the P2P SIP protocol. Notably, as far as can be dekiithe author was the first to
propose a design that interoperates between heterogepeeut-peer overlays in a way that is
not reliant on an hierarchical network topolo@y [110].

The successful creation of a framework for peer-to-peetesys made it possible to attempt to
embed peer-to-peer functionality into existing sourcescafhen a copy of the JAIN SIP applet
phone was obtained and an initial investigation into thévearie commenced, a number of bugs
were uncovered in the original software. In order to congtée integration of OverCord, it
was necessary to fix these bugs. At the time of writing, cpwadence with the developers
of the software has been initiated, and the possibility eheotting fixes to the code has been
welcomed. Moreover, the developers of the software haventbcinvited the author to be a
co-owner of the JAIN SIP Applet phone project in order to haluntain it, which may also lead
to OverCord becoming a possible component of the projectvasoée in future.
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9.3 Future work

OverCord was designed to be modular and thus support futoile and extensions. It has been

noted that the use of the multicast discovery techniquedmtitrent OverCord implementation is

limited since it cannot discover nodes across most IPv4ersuilThere are several other peer-to-
peer protocols that could be incorporated as future workused to improve the success of the
discovery layer. The investigation would also evaluategse of incorporating these protocols
into OverCord.

The current implementation of OverCord exclusively usesIBHut it is hoped that the generic
interface and the plug-in theory can also be applied to uostred protocols as well. Future
work could concentrate on the development of plug-ins fanes@f the unstructured protocols
such as those described in secfion 3.2.3. This work coutdiaestigate the ease of developing
these plug-ins in comparison to those for structured pasoc

The experiments that were performed using the simplifiegtiate to OverCord were conducted
on a LAN with only a few machines participating in the ovedayt is possible that some as-
pects of the design may require revision or optimisationwthe network size is significantly
larger than just a handful of nodes. This could help test dadability of the system. Virtual
machines could be used to simulate large networks and tesmnoaications between virtual
nodes. Another possible platform for conducting tests am@iLab([11l1], which can be used to
test OverCord across hundreds of nodes across the world.

OverCord was designed to support a wide range of servicesahde supported by a distributed
storage and retrieval system. In this project, this clains waly verified for the purposes of
supporting SIP applications. Future work could try to eksalihe suitability of OverCord for
supporting other distributed services besides telephodly as file sharing and peercasting.

The user agent that was modified with peer-to-peer fundiiyres part of this project was able
to support instant messaging, presence and audio comntiong# a distributed environment.
SIP allows for the provision of more complex telephony segisuch as call holding, call for-
warding, 3-way conferencing and call transifer [112]. Fetwork could evaluate the suitability
of OverCord to enable such services.



CHAPTER 9. CONCLUSION 125

9.4 Summary

This thesis has detailed an alternative deployment siydtedsIP where multimedia communi-
cations can be achieved without relying on static entitiethe network. At the time of writing,
a protocol for P2P SIP has not yet been standardised. This tichsocates for the use of DHTs
for this purpose and shows how interoperation between foepeer overlays and client-server
networks can be achieved.



References

[1] D Bryan, E Shim, and B Lowekamp. Use cases for peer-tg-pession initiation protocol
(p2p sip). Available Online, November 2005. Internet Drdfaft-bryan-sipping-p2p-02,
work in progress, http://www.p2psip.org/drafts/drafydmn-sipping-p2p-usecases-00.txt.

[2] Kazaa - Search Download and Share. Available Online. URlp://www.kazaa.com.
[3] BitTorrent URL: http://www.bittorrent.com/.

[4] lon Stoica, Robert Morris, David Karger, M. Frans Kaaskoand Hari Balakrishnan.
Chord: A Scalable Peer-to-Peer Lookup Service for Intefpglications. InNSIGCOMM
'01: Proceedings of the 2001 conference on Applicationshrielogies, architectures,
and protocols for computer communicatiopages 149-160, New York, NY, USA, 2001.
ACM Press.

[5] Antony Rowstron and Peter Druschel. Pastry: Scalabistributed Object Location and
Routing for Large-Scale Peer-to-Peer System#-IR/ACM International Conference on
Distributed Systems Platforms (Middlewarpages 329—350. ACM, November 2001.

[6] Sylvia Rathasamy, Paul Francis, Mark Handley, RichaatX and Scott Schenker. A
Scalable Content-Addressable Network. SIGCOMM °'01: Proceedings of the 2001
Conference on Applications, Technologies, Architectueasl Protocols for Computer
Communicationgpages 161-172, New York, NY, USA, 2001. ACM Press.

[7] Ben Y. Zhao, John D. Kubiatowicz, and Anthony D. Josepapdstry: An infrastructure
for fault-tolerant wide-area location and. Technical RepdCB/CSD-01-1141, Univer-
sity of California, Berkeley, Berkeley, CA, USA, April 2001

[8] A jain sip applet phone for the people! Available OnlingRL: https://jain-sip-applet-
phone.dev.java.net/.

126



REFERENCES 127

[9] J Rosenberg, H Schulzrinne, G Camarillo, A Johnston t8rBen, R Sparks, M Handley,
and E Schooler. RFC 3261: SIP: Session Initiation Prot@&i2.

[10] H Schulzrinne, S Casner, R Frederick, and V Jacobso@ E889: A Transport Protocol
for Real-Time Applications, January 1996.

[11] H Schulzrinne, R Rao, and R Lanphier. RFC 2326: Real T8tmeaming Protocol, April
1998.

[12] F Cuervo, N Greene, A Rayhan, C Huitema, and J RosenB#@. 3015: Megaco Proto-
col Version 1.0, November 2000.

[13] Gonzalo CamarilloSIP DemystifiedMcGraw Hill Professional, 2001.
[14] Alan JohnstonUnderstanding the Sessions Initiation ProtacAttech House, 2004.

[15] Gonzalo Camarillo. The Internet Multimedia ConferggcArchitecture. InSIP Demys-
tified, pages 56-59. McGraw Hill Professional, 2001.

[16] Alan Johnston. SIP and the Internet. Umderstanding the Sessions Initiation Protqgcol
pages 1-4. Artech House, 2004.

[17] Jorg Ott. Location servers. Seminar Series, 2001. URL.:
http://www.cs.columbia.edu/sip/talks/von2001-sip-gtgtus. pdf.

[18] J Rosenberg and H Schulzrinne. RFC 3263: Sessiontiotti#rotocol (SIP)- Locating
SIP Servers, June 2002.

[19] M Handley, V Jacobson, and C Perkins. RFC 4566: SDP:i@e&escription Protocol.
July 2006.

[20] AB Roach. RFC 3265: Session Initiation Protocol (S8pecific Event Notification, June
2002.

[21] A Niemi. RFC 3903: Session Initiation Protocol (SIP)témxsion for Event State Publica-
tion, October 2004.

[22] Stephanos Androutsellis-Theotokis and Diomidis 8pis. A Survey of Peer-to-Peer
Content Distribution Technologie&ACM Comput. Sury36(4):335-371, 2004.



REFERENCES 128

[23] M Castro, M Costa, and A Rowstron. Peer to Peer Overl&yaictured or Unstructured
or Both? Technical Report MSR-TR-2004-73, Microsoft Resealuly 2004.

[24] D Karger, E Lehman, T Leighton, R Panigrahy, M Levineddn Lewin. Consistent
Hashing and Random Trees: Distributed Caching ProtocoRdbeving Hot Spots on the
World Wide Web. INSTOC '97: Proceedings of the twenty-ninth annual ACM syimjpos
on the Theory of computingages 654—663, New York, NY, USA, 1997. ACM Press.

[25] Josh Cates. Robust and Efficient Data Management fostibuted Hash Table. Master’s
thesis, Massachusetts Institute of Technology, UniteteStaf America, June 2003.

[26] Frank Dabek. A Cooperative File System. Master’s theMassachusetts Institute of
Technology, United States of America, September 2001.

[27] Frank Dabek, M. Frans Kaashoek, David Karger, Robertridpand lon Stoica. Wide-
area cooperative storage with CFS. S@SP '01: Proceedings of the eighteenth ACM
symposium on Operating systems principjesyes 202—-215, New York, NY, USA, 2001.
ACM.

[28] Freepastry. Available Online. URL: http://freepgstice.edu/FreePastry/.

[29] Simpastry/VisPastry. Available Online. URL:
http://research.microsoft.com/users/Cambridge/faastfy/download.htm.

[30] Miguel Castro, Peter Druschel, Anne-Marie Kermargew] Antony Rowstron. Scribe: A
large-scale and decentralized application-level mugtiaafrastructure IEEE Journal on
Selected Areas in Communication (JSAZE):1489-1499, oct 2002.

[31] Antony Rowstron and Peter Druschel. Storage manageamehcaching in past, a large-
scale, persistent peer-to-peer storage utilitySMOSP '01: Proceedings of the eighteenth
ACM symposium on Operating systems principtegjes 188—201, New York, NY, USA,
2001. ACM.

[32] Sitaram lyer, Antony Rowstron, and Peter Druschel. i8gli A decentralized peer-to-
peer web cache. IRODC '02: Proceedings of the twenty-first annual symposium o
Principles of distributed computingages 213-222, New York, NY, USA, 2002. ACM.

[33] A Robust Open Source DHT. Available Online. URL: httpwww.bamboo-dht.org/.



REFERENCES 129

[34] OpenDHT: A Publicly Accessible DHT Service. Availabl®nline. URL.:
http://opendht.org/.

[35] JXTA: Meteor. Available Online. URL: https://jxta-rteor.dev.java.net/.
[36] Sipdht project. Available Online, 2007. URL: httpip/dht.sourceforge.net/.

[37] Swapnil Pundkar. Peer to peer communication over ttezmet. An open approach. Avail-
able Online, July 2007. URL: http://sipdht.sourceforg#/sipdht2/swapnil-report.pdf.

[38] Infrastructure for Resilient Internet Systems. Aadle Online. URL:http://project-
iris.net.

[39] Frank Dabek, Ben Zhao, Peter Druschel, John Kubiatoyaad lon Stoica. Towards a
Common API for Structured Peer-to-Peer OverlaysPéer to Peer Systems Molume
2735/2003, pages 33-44. Springer Berlin / Heidelberg, ata003.

[40] Overlay Weaver. An Overlay Construction Toolkit.  Alable Online. URL:
http://overlayweaver.sourceforge.net/.

[41] Gnutella. Available Online. Gnutella, http://www.gtella.com!/.

[42] Matei Ripeanu, Adriana lamnitchi, and lan Foster. Magghe gnutella networklEEE
Internet Computing6(1):50-57, 2002.

[43] Igor Ivkovic. Improving gnutella protocol: Protocohalysis and research proposals.
Available Online, 2001. URL: http://www.cs.cornell.egabple/egs/615/gnutella.pdf.

[44] Yatin Chawathe, Sylvia Ratnasamy, Lee Breslau, Nickhaan, and Scott Shenker. Mak-
ing Gnutella-like P2P Systems Scalable. StGCOMM ’'03: Proceedings of the 2003
conference on Applications, technologies, architectumes protocols for computer com-
municationspages 407-418, New York, NY, USA, 2003. ACM.

[45] E Lua, J Crowcroft, M Pias, R Sharma, and S Lim. A surveg enmparison of peer to
peer overlay network schemelEEE Communications Survey and Tutoyid(2):72-93,
March 2005.

[46] Shashidhar Merugu, Sridhar Srinivasan, and Ellen Z&gAdding Structure to Unstruc-
tured Peer-to-Peer Networks: The Use of Small-World GraghBarallel Distrib. Com-
put., 65(2):142-153, 2005.



REFERENCES 130

[47] Dongyu Qiu and R. Srikant. Modeling and performancdysig of bittorrent-like peer-to-
peer networks. IBIGCOMM '04: Proceedings of the 2004 conference on Appboat
technologies, architectures, and protocols for computenmunicationspages 367—-378,
New York, NY, USA, 2004. ACM Press.

[48] UDP Host Cache - Gnutella Specification. Available @ali May 2005. URL:
http://gnutella-specs.rakjar.de/index.php/UDP_HGsiche.

[49] Miguel Castro, Manuel Costa, and Antony Rowstron. Dédig some myths about struc-
tured and unstructured overlays.NisDI'05: Proceedings of the 2nd conference on Sym-
posium on Networked Systems Design & Implementapages 85-98, Berkeley, CA,
USA, 2005. USENIX Association.

[50] Daniel Stutzbach and Reza Rejaie. Understanding anyreer-to-peer networks. IiMC
'06: Proceedings of the 6th ACM SIGCOMM conference on Irdemeasuremenpages
189-202, New York, NY, USA, 2006. ACM.

[51] Columbia University. The p2p-sip archives. AvailableOnline.
URL:https://lists.cs.columbia.edu/pipermail/p2ptsip

[52] K Singh and H Schulzrinne. Peer-to-Peer Internet tedey using SIP. INOSSDAV '05:
Proceedings of the International Workshop on Network anér@jng Systems Support
for Digital Audio and Videppages 63—-68, New York, NY, USA, 2005. ACM Press.

[53] K Singh and H Schulzrinne. SIPPeer: A session initiaootocol (SIP)-based peer to
peer internet telephony client adaptor. Available Onlivéhite Paper), January 2005.
URL: wwwl.cs.columbia.edu/ kns10/publication/sip-p@gsign.pdf.

[54] D Bryan, B Lowercamp, and C Jennings. Sosimple: A séggst standards-based, p2p sip
communication system. IAAA-IDEA '05: Proceedings of Advanced Architectures and
Algorithms for Internet Delivery and Applications, Firsiternational Workshoppages
42-49. IEEE, 2005.

[55] Sipeerior technologies. Available Online. URL:htfpaww.sipeerior.com.

[56] P2psip working group charter. Available Online, 2007.
URL:http://www.ietf.org/html.charters/p2psip-chartegml.



REFERENCES 131

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

D Bryan, P Matthews, E Shim, and D Willis. Concepts andiiaology for peer to peer
sip. Available Online, June 2007. Internet Draft: dratt-ig2psip-concepts-00, work in
progress, http://www.ietf.org/internet-drafts/dradtF-p2psip-concepts-00.txt.

D Bryan, B Lowekamp, and C Jennings. dsip: A P2P ApprdacBIP Registration and
Resource Location. Available Online, February 2007. meeDraft, draft-bryan-sipping-
p2p-02, work in progress, URL:http://tools.ietf.org/\pg@psip/draft-bryan-p2psip-dsip-
00.txt.

C Jennings, J Rosenberg, and E Rescorla. Addressrsettteby peer to peer. Avail-
able Online, July 2007. Internet Draft: draft-jenningppp-asp-00, work in progress,
http://tools.ietf.org/html/draft-jennings-p2psipgaB0.txt.

D Bryan, M Zangrill, and B Lowecamp. Resource locati@nd discovery
(reload), July 2007. Internet Draft, draft-bryan-p2psgmad-01, work in progress,
http://tools.ietf.org/html/draft-bryan-p2psip-retb&1.txt.

D Bryan, P Matthews, E Shim, and D Willis. Concepts ananiaology for peer to
peer sip. pages 23—-24. June 2007. Internet Draft: drdfpRsip-concepts-00, work in
progress, http://www.ietf.org/internet-drafts/dradtt-p2psip-concepts-00.txt.

J. Hautakorpi and G Camarillo. The peer protocol for gigmetworks. Available On-
line, February 2007. Internet Draft: draft-hautakorpppi®-peer-protocol-00, work in
progress, draft-hautakorpi-p2psip-peer-protocolx@0.t

S Baset and H Schulzrinne. Peer to Peer Protocol (PZRRilable Online, July 2007. In-
ternet Draft: draft-baset-p2psip-p2pp-00, work in pragtdttp://tools.ietf.org/html/draft-
baset-p2psip-p2pp-00.txt.

K Singh and H Schulzrinne. Data format and interfacenexternal peer-to-peer network
for SIP. Available Online, May 2006. Internet Draft: drafiigh-p2p-sip-00, work in
progress, http://tools.ietf.org/html/draft-singh-p&p-00.txt.

K Singh and H Schulzrinne. Using an external DHT as a $tiation service. Technical
Report CUCS-007-06, Columbia University, USA, FebruarQ@0

J Rosenberg. Interactive connectivity establishn{e®): A protocol for network ad-
dress translator (nat) traversal for offer/answer prdgcdvailable Online, June 2007.



REFERENCES 132

Internet Draft: draft-ietf-mmusic-ice-16, work in progse http://tools.ietf.org/id/draft-
ietf-mmusic-ice-16.txt.

[67] J Rosenberg and H Schulzrinne. RFC 3264: An Offer/AmsWedel with Session De-
scription Protocol, June 2002.

[68] J Rosenberg, J Weinberger, C Huitema, and R Mahy. RFO:38#énple traversal of user
datagram protocol (UDP) through network address transl&MATs), March 2003.

[69] D Bryan, B Lowercamp, and C Jennings. A peer to peer aurdo sip registration
and resource location. March 2006. Internet Draft: drajahb-sipping-p2p-02, work in
progress, http://tools.ietf.org/html/draft-bryan4siipg-p2p-02.txt.

[70] E Marocco and E Ivov. Extensible peer protocol (xpp)neJl2007. Internet Draft:
draft-marocco-p2psip-xpp-00, work in progress, httpds.ietf.org/html/draft-marocco-
p2psip-xpp-00.txt.

[71] Mosiuoa Tsietsi, Alfredo Terzoli, and George Wells. AdP to Peer Layer for SIP Based
Realtime Multimedia Communication. BATNAC Conference Proceeding807.

[72] Sameer Ajmani, Barbara Liskov, and Liuba Shrira. Ma@ddoftware upgrades for dis-
tributed systems. liEuropean Conference on Object-Oriented Programming (E€HO
July 2006.

[73] Sven Kaffille and Karsten LoesingpenChord version 1.0.3 User's Manudamberg
University, third edition, October 2007.

[74] M Welsh. An Architecture for Highly Concurrent, Well-Conditioneatérnet Services
PhD thesis, University of California, Berkeley, August 200

[75] Matt Welsh, David Culler, and Eric Brewer. Seda: An aretture for well-conditioned,
scalable internet services. 80SP '01: Proceedings of the eighteenth ACM symposium
on Operating systems principlgsages 230-243, New York, NY, USA, 2001. ACM Press.

[76] Marcel Dischinger. A Flexible and Scalable Peer to Rdeatticast Application Using
Bamboo. Master’s thesis, University of Cambridge, June4200

[77] The OceanStore Project. Available Online. URL: hifpcéanstore.cs.berkeley.edul/.



REFERENCES 133

[78] Oracle Berkeley DB Java Edition. Available  Online. URL
http://www.oracle.com/database/berkeley-db/je/inkeml.

[79] Sheng Liang and Gilad Bracha. Dynamic class loadindheéava virtual machine. In
OOPSLA '98: Proceedings of the 13th ACM SIGPLAN conferemc®Ioject-oriented
programming, systems, languages, and applicatipages 36—44, New York, NY, USA,
1998. ACM.

[80] L Garces-Erice, EW Biersack, PA Felber, KW Ross, and @dy+Keller. Hierarchical
Peer to Peer Systems. Euro-Par 2003 Parallel Processingolume 2790/2004 oPeer
to Peer Computingpages 1230-1239. Springer Berlin/Heidelberg, 2004.

[81] Wengophone - call, talk, chat and share for free withcergy Available Online. URL.:
http://www.wengophone.com/.

[82] NIST - Project IP Telephony. Available Online. URL: bttwww-
x.antd.nist.gov/proj/iptel/.

[83] Sofia-sip library. Available Online, 2007. URL.: httfsofia-sip.sourceforge.net/.

[84] OSIP - The GNU oSIP Library. Available  Online. URL.:
http://www.gnu.org/software/osip/.

[85] SIPX - Open Source VOIP, The SIP Revolution Continuesilable Online, 2007. URL:
http://www.sipfoundry.org/.

[86] SIP Express Router. Available Online. URL:http://wwptel.org/ser.

[87] Cinema - columbia internet extensible multimedia @ssdture. Available Online. URL:
http://www.cs.columbia.edu/IRT/cinema/.

[88] Vocal - your source for open source communication. lde Online. URL:
http://www.vovida.org/.

[89] Java community process program -jcp procedures -jgpbeess document. Available
Online. URL: http://jcp.org/en/procedures/jcp2.

[90] P O’Doherty, A Kristensen, C Bouret, and M O’Doherty. PSlspecifica-
tions and the Java platforms. Available Online, Septemb6032 URL:
http://www.cs.columbia.edu/sip/Java-SIP-Specificatipdf.



REFERENCES 134

[91] JAIN SIP API Specification. Available Online, 2006. URL
http://jcp.org/en/jsr/detail?id=32.

[92] SIP Servlet API. Available Online, 2003. URL: httpcij.org/en/jsr/detail?id=116.
[93] JAIN SIP Lite. Available Online, 2002. URL: http://joprg/en/jsr/detail?id=125.

[94] SIP for J2ME Specification. Available Online, 2006. URL
http://jcp.org/en/jsr/detail ?id=180.

[95] JAIN SIP. Available Online. URL: https://jain-sip.d¢ava.net/.

[96] NIST Labs. Nist sip: Reference implementation for jaip 1.2. Available Online, 2006.
URL: http://snad.ncsl.nist.gov/proj/iptel/jain-sip2ljavadoc/.

[97] P O’Doherty. Jain SIP Tutorial - Serving the Developeon@nunity,http://www-
x.antd.nist.gov/proj/iptel/tutorial/jain-sip-tutatv2.pdf, 2003.

[98] Apache Ant - The Apache Ant Project. Available OnlineRLI http://ant.apache.org/.

[99] J Rosenberg, D Willis, R Sparks, B Campbell, H SchulzeinJ Lennox, B Aboba,
and C Huitema D Gurle. A data format for presence using XML. ailble On-
line, June 2000. Internet Draft: draft-rosenberg-impgHQI0, work in progress,
http://www.jdrosen.net/papers/draft-rosenberg-inpmtf-00.txt.

[100] J Rosenberg and H Schulzrinne. RFC 3840: Indicatirey agent capabilities in the
session initiation protocol (sip), 2004.

[101] E Shim, S Narayanan, and G Daley. An Architecture foerRe@ Peer Session Initia-
tion Protocol (P2P SIP). Available Online, February 2006tetnet Draft: draft-shim-
sipping-p2p-arch-00, work in progress, http://www.pppsig/drafts/draft-shim-sipping-
p2p-arch-00.txt.

[102] E Marocco and D Bryan. Interworking between P2PSIP rlays and Conventional
SIP Networks, March 2007. Internet Draft: draft-maroc@pgip-interwork-01, work
in progress, http://tools.ietf.org/html/draft-maroge®psip-interwork-01.txt.

[103] J Rosenberg. Traversal Using Relays around NAT (TURR8lay Extensions to Ses-
sion Traversal Utilities for NAT (STUN). Available Onlindjlovember 2007. Inter-
net Draft: draft-ietf-behave-turn-05, work in progrestpli/tools.ietf.org/html/draft-ietf-
behave-turn-05.



REFERENCES 135

[104] R Droms. RFC 2131: Dynamic Host Configuration Protpt8B7.

[105] P Vixie, S Thomson, Y Rekhter, and J Bound. RFC 2136: &yt Updates in the
Domain Name System (DNS UPDATE). Available Online, 1997.

[106] Sourceforge.net: ddclient. Available Online. URltph//sourceforge.net/projects/ddclient/.
[107] DynDNS.com. Dyndns — free dynamic dns (ddns) senAdeilable Online, 2007.

[108] Port numbers. Available Online. URL: http://www.grg/assignments/port-numbers.
[109] Overview of the IETF. Available Online. URL: http:/vmw.ietf.org/overview.html.

[110] Interoperation between heterogenous p2p overlayorgs. Available Online, August
2006. URL: http://www1.ietf.org/mail-archive/web/p2p&urrent/msg01304.html.

[111] An open platform for developing and accessing plawyesgrvices. Available Online.
URL.: http://www.planet-lab.org/.

[112] A Johnston, R Sparks, C Cunningham, S Donovan, and Knsnm Session Ini-
tiation Protocol service examples. Available Online, Jagu2007. Internet Draft:
draft-ietf-sipping-service-examples-12, work in praggehttp://tools.ietf.org/html/draft-
ietf-sipping-service-examples-12.



Appendix A

OverCord terminal outputs

A.1 Single node

This section provides the output of the experiment desdribeectio 66 where a preliminary
version of the plug-in management module was designed.

1. Plug-in listing - the application searches in the plugepository and tries to discover the
plug-ins that are embedded in the system. In this case,dbdess two, lists their names, and
allows the user to select which plug-in they would like tatsta

--- Initialising ---

--- Looking for installed plugins ..

2 plugin(s) |oaded. Nanes are:

chor dpl ugi n. Chor dPl ugi n

banmboopl ugi n. BanbooPI ugi n

--- You can start an overlay with any of the foll ow ng
--- >> 1. chordpl ugi n. ChordPl ugi n

--- >> 2. banboopl ugi n. BanbooPl ugi n

--- Your choi ce:
3. Plug-in creation and control - In the experiment, the @Rdugin plug-in which is based on

the OpenChord DHT implementation is chosen. As the first nddeaeates the overlay and
begins running on the default port 3730. After the plug-is baccessfully started, it provides
the user with options for some operations that can be pegdrm

136
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### Fi ni shed overlay di scovery and bootstrappi ng nodule ... ###
### Node instantiation ... ###

Usi ng pl ugi n: chordpl ugi n. Chor dPl ugi n
Starting: 146.231.123.55 as bootstrap peer...
Creating overlay: chord.ru. ac. za

Booti ng paraneters: 146.231.123.55 0

Runni ng node on 146. 231.123.55 on port 3730
[main] 1og4 configured with '|og4j.properties
*xxxx Node options ***xx*x

1. Insert record

2. Retrieve record

3. Renpve record

4. Leave overl ay

Your val ue: [0]
4. Resource insertion - To insert a key, option 1 is selectée. plug-in manager prints out the

syntax for inserting a new record, which is key followed byuea separated by a space. Only
records that contain the FQDN of the overlay can be inseft®ten the user has pressed the
enter key, the plug-in manager passes these values to thémphvhich uses the native syntax to
request the insertion into the DHT.

Synt ax: <key> <val ue> sip:ntsietsi @hord.ru.ac.za /
sip:msietsi @46.231. 123. 55: 5060

Key sip:ntsietsi @hord.ru.ac.za inserted
5. Resource retrieval - The record that was inserted in teeigus step can be retrieved by

choosing option 2 on the menu. The plug-in manager requiestader to enter the key, after
which it returns the value associated with the key.

Synt ax: <key> sip:ntsietsi @hord.ru. ac. za
Retrieved sip:ntsietsi @46.231.123. 55: 5060

A.2 Multiple Nodes

In the next stage of experimentation with the plug-in manatie discovery module is intro-
duced. The first node is kept alive and a new node on a différestt machine tries to join the
overlay by discovering any existing nodes.
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1. Node detection - When the new node performs the discoitdigds the first node, which
returns details that the joining node needs to know in ordgoih the overlay through it. By
choosing the option 0, the user tells the plug-in manageepeat the discovery procedure. If
option 1 is chosen, the node joins the overlay through theodiered node. If the option -1 is
chosen, the discovery procedure exits, and the user cao tyeate an overlay that was not
discovered (for which it will be the first node in that ovenay

### Starting overlay discovery and bootstrappi ng nodule ... ###
--- Listing overl ays:
--- Found overlay: (1)chord.ru.ac.za
--- Host: 146.231.123.55
--- Port: 3730
Your choice (0 to do rediscovery, -1 to quit discovery):
2. Bootstrapping existing overlay - Option 2 is chosen wipecbmpts the plug-in manager to
create the plug-in that is needed. The native join methoelsised to join the overlay through
the discovered node. The new node runs on port 3730. Optiengrasented to the user for
operations that can be performed.

### Node instantiation ... ###

Usi ng plug-in: chordpl ugi n. Chor dPI ugi n

Joi ning overlay: chord.ru.ac. za

Starting: 146.231.121.180 as non-bootstrap peer..
Booti ng paraneters: 146.231.123.55 3730

Runni ng node on 146.231.121.180 on port 3730
[main] 1 og4] configured with ’1og4j.properties’.
*xxxx Node options ***xx*x

1. Insert record

2. Retrieve record

3. Renpve record

4. Leave overl ay

Your val ue: [0]
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A.3 Heterogeneous overlays

The last stage of experimentation with the plug-in manageiresses interoperating between
heterogeneous overlays.

8. Resource insertion (Node A - OpenChord) - A node in the a&horac.za overlay inserts a
record into the location service.

Synt ax: <key> <val ue> sip:ntsietsi @hord.ru.ac.za /

sip:msietsi @46.231. 123. 55: 5060

9. Resource retrieval (Node B - Bamboo) - A node in the banmthax.za overlay needs the
contact record of the node above. The plug-in manager on émebBo node realises that this
resource record cannot be found in the local location sersince the RHS points to a for-

eign overlay. It performs a discovery and tries to find resgsrthat are specifically from the

chord.ru.ac.za overlay. It gets such a response and trigstiban appropriate plug-in for that

overlay. The plug-in is started and a get request is issuleel rdcord is retrieved and the contact
address is passed the plug-in manager of the Bamboo nodbendw plug-in is terminated.

Synt ax: <key> sip:ntsietsi @hord.ru. ac. za
Paranet ers: chord.ru.ac.za chordpl ugi n. ChordPl ugi n /
146. 231. 121. 180 3730
--- Conpatible plugin found
Starting: chordpl ugi n. ChordPl ugi n as non-bootstrap peer..
Booti ng paranmeters: |ocal host 3730
Runni ng node on 146.231.123.55 on port 3731 via bootstrap 3730
[main] 1og4] configured with ’1og4j.properties’.
Retrieved sip:ntsietsi @46.231.123. 55: 5060
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OverCord Classes

B.1 Plugin Interface

| %%
* Plugin: An interface class that all DHT plugins inplenent
* Al'l inplenmentors have to have a description nmethod as well
* as methods for inserting, retrieving and renoving keys
* fromthe DHT
*/
package gov. ni st. appl et. phone. | ocati onconponent . pl ugi nnmanagenent ;
| **
* @ut hor ntsi et si
* [
public interface Plugin {
/| Descriptors of plugin
voi d description();
String getOverlays();
int getPort();
String getBootstrapHost ();
i nt get Boot st rapHost Port();
/ | DHT menbership interface
voi d joi nOverlay();

140
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voi d | eaveOverl ay();

/

/ DHT managenent interface

void put(String key, String value);
String get(String key);
voi d renmove(String key, String val ue);

/

/ Conveni ence met hods

voi d set Donai n(Stri ng newDonai n) ;
voi d updateStatus(String type, String val ue);

B.2 Multicast Discovery

[ **
*
*
*

*

*

*

*/

Mcast Layer: Class for multicast discovery of overlays.
This class is used in Plugi nManager.

It multicasts a bootstrap requests to peers on the

si p.ntast. net address and awaits to receive bootstrap
information which is in the form

UNI CAST_OVERLAYI D_PLUG NCLASS HOST_PORT of the

cont act ed peer

package gov. ni st. appl et. phone. | ocati onconponent.

over |l aydi scovery. mul ti castdi scovery;

i mport java.io.| OException;

i nport java. net. Dat agr anPacket ;

i mport java. net. | net Address;

i mport java.net.Milticast Socket;
i nport java. net. Socket Excepti on;
inport java.util.StringTokeni zer;
i mport java.util. Vector;

| **
*

*

*/

@ut hor ntsi etsi

141
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public class MastLayer {
private int mlistenPort;
private bool ean m found;
private String m nessage, m strAddress;
private Milticast Socket m socket;
private | net Address m cast G oup;
private Dat agranPacket m packet;
private Vector m bootstrapLi st, m boot Di spl ayLi st;
private int mnunmResponses, m nunHi ts, m nunDi spl ay, m maxPort;
publ i c Mast Layer () {
mlistenPort = O;
m st r Address = "sip. ntast.net";
m | i st enPort Port Scanner. get Port () ;
m found = fal se;
m boot strapLi st = new Vector (5, 2);
m boot Di spl ayLi st = new Vector (5, 2);
m nunResponses = mnunHits = m maxPort = O;
}
public void clearList(){
m found = fal se;
m boot strapLi st = new Vector (5, 2);
m boot Di spl ayLi st = new Vector (5, 2);
m nunResponses = mnunHits = m nunDi splay = O;
}
public void discover() {
try{
/1join ncast group
m socket = new Mul ti cast Socket(m_|istenPort);
m cast Group = | net Addr ess. get ByNanme( m st r Addr ess) ;
m socket . set SoTi neout ( 1000) ;
/I m socket . joi nG oup(m cast G oup);
/|l set the nessage data
byte[] inbuf = new byte[512];
byte[] outbuf = new byte[512];
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m nmessage = new String("MCAST_BOOTSTRAP") ;
out buf = m nessage. get Byt es();
/|l set up sockets and dat agramns
m packet = new Dat agr anPacket ( m nessage. get Bytes(),
m nmessage. |l ength(), mcastGoup, mlistenPort);
/I send mul ticast nessage
m socket . send(m packet);
// set up datagram for receiving
m packet = new Dat agr anmPacket (i nbuf, inbuf.length);
/'l receive responses and store data
//1oop to get nultiple overlays
String unformattedDetails;
whil e(true){
try{
m socket . recei ve(m packet);
i nbuf = m packet . getDat a();
unformattedDetail s = new String(inbuf);
unformattedDetails = unformattedDetails.trin();
i f(unformattedDetails.startsWth("UN CAST")){
setDetail s(unformattedDetail s);
unformattedDetails = "";
set FoundOver |l ays(true);
m packet = new Dat agr amPacket (i nbuf, inbuf.length);
}
}cat ch( Socket Excepti on so_ex){
/| socket timed-out
set FoundOver | ays(fal se);
br eak;

}
}catch (I Oexception io_ex) {

}

//sets the relevant details for bootstrapping obtained
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//fromthe bootstrap node
public void setDetails(String details){
String tenp;
temp = "%,
String strDonain, strPluginC ass, strHost, strPort;
StringTokeni zer tokeni zer;
String[] tokens = new String[5];
Vect or general Vec new Vector();
Vect or di spl ayVec new Vector();
int counter = O;
strDomain = strPluginC ass = strHost = strPort = "";
/1 we are expecting to tokenize for five tokens
t okeni zer = new StringTokeni zer(details," ");
whi | e(t okeni zer . hasMor eTokens()){
t okens[ counter] = tokenizer. next Token();
count er ++;
}
strDomai n = tokens[1];
strPl ugi nC ass = tokens[2];
strHost = tokens[3];
strPort = tokens[4];
if(strPort.length() > 4){
st rPort strPort.substring(0,4);
}
st r Domai n strDomain.trim();
strPlugi nC ass = strPluginC ass.trin();
strHost = strHost.trim();
strPort = strPort.trim);
i f(!domai nExi st s(strDonain)){
/ I new domai n
di spl ayVec. i nsert El enent At (st r Domai n, 0) ;
di spl ayVec. i nsert El enment At (str Pl ugi nd ass, 1);
di spl ayVec. i nsert El enent At (strHost, 2);
di spl ayVec. i nsert El enent At (strPort, 3);
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}

m boot Di spl ayLi st. add( m_nunDi spl ay, di spl ayVec) ;
m_nunDi spl ay++;
}
el se{
/I have a binding already, but is it highest port nunber?
i f(isH gherPort(strPort)){
updat ePor t Bi ndi ng(strDomai n, strPort);

}

/linsert into general |ist

gener al Vec. i nsert El enent At (st r Domai n, 0) ;

gener al Vec. i nsert El ement At (str Pl ugi nd ass, 1);
gener al Vec. i nsert El enent At (strHost, 2);

general Vec. i nsert El ement At (strPort, 3);

m boot st rapLi st. add( m nunResponses, gener al Vec) ;
m _nunResponses++;

/|l updat es the bootstrap peer port for this domain
public voi d updatePortBi ndi ng(String domain, String port){

}

Vect or vec = new Vector();
String tenpDomai n;
for(int i =0; i < mbootDi splayList.size(); i++){
vec = (Vector)m boot Di spl ayLi st. el enment At (i);
tenpDomain = (String)vec. el enent At (0);
tenpDomain = tenpDomain.trin();
i f(tenpDonai n. conpar eTo(donai n) == 0){
vec. set El ement At (port, 3);
m boot Di spl ayLi st. set El enent At (vec,i);
br eak;

/1lists all the overlays that were detected
public void |istOverlays(){
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Vect or tenmpVec = new Vector();

String buildList ="";

String domain;

int counter = 0, peerCounter = O;

for(int i =0; i < mbootDi splayList.size(); i++){

try{
tempVec = (Vector) m boot Di spl ayLi st. el enent At (i);
domain = (String)tenpVec. el enent At (0);
Systemout.println("---Found overl ay:
("+I nteger.valueOf(counter+l).toString()+")"+
tenpVec. el ement At (0)) ;

Systemout.println("\t--- Host: "+tenpVec.elenmentAt(2));
Systemout.println("\t--- Port: "+tenpVec. el enent At (3));
Systemout.println("\t--- PluginC ass: "+
tenpVec. el ement At (1)) ;
count er ++;
}cat ch(C assCast Exception cl _ex){
br eak;

}

|/ sets the success of the bootstrap operation
public void set FoundOverl ays(bool ean fl ag){
m found = fl ag;
}
Il gets the success of the bootstrap operation
publ i c bool ean get FoundOverl ays(){
return mfound,
}
/1 gets the nunber of detected overlays
public int getNunmOverlays(){
/I return m nunResponses;
return m boot Di spl ayLi st. si ze();
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/ have we al ready got bootstrap details for this domain?
publ i ¢ bool ean domai nExi sts(String domain) {
String tenpDonai n;
Vector vec = new Vector();
for(int i = 0; i < mbootD splayList.size(); i++) {
vec = (Vector)m boot Di spl ayLi st. el ement At (i);
tenpDomain = (String)vec. el ement At (0);
tenpDomai n = tenpDomain.trin();
i f(tenpDonai n. conpar eTo(donai n) == 0)
return true;
}
return false;
}
/'l we want the highest port nunber possible
publ i c bool ean i sHi gherPort (String port){
Vector vec = new Vector();
i nt portNumtenpPort;
String strPort;
m boot Di spl ayLi st. size());

try{
port Num = | nt eger. parselnt(port);
for(int i = 0; i < mbootDi splayList.size(); i++){

vec = (Vector)m boot Di spl ayLi st. el ementAt(i);
strPort = (String) vec. el enent At (3);
strPort = strPort.trim);
tenpPort = Integer.parselnt(strPort);
i f(portNum > tenpPort){
return true;

}

return false;
} cat ch( Nunber For mat Excepti on num ex){
return fal se;



APPENDIX B. OVERCORD CLASSES 148

}
/1 gets the indicated overlay by selection index in term nal
/I gets hi ghest order port nunber
public Vector getOverlayProfile(int index){
Vector vec = new Vector();
String donain,tenp, port;
int max = 0,val ue = 0, desi redl ndex;
try{
vec = (Vector)m boot Di spl ayLi st. el enment At (i ndex) ;
return vec;
}cat ch(C assCast Exception cl _ex){
return null;

}
//gets the index of the sought after domain
/I gets hi ghest order port nunber
public int findOverlay(String key){
Vector vec = new Vector();
String donain,tenp, port;
int max = 0, val ue = 0, desi redl ndex;
for(int i =0; i < mbootDi splayList.size(); i++){
vec = (Vector)mbootDi spl ayLi st. el enent At (i);
domain = (String) vec. el enment At (0);
domain = domain.trim);
I f (key. contai ns(domain)) {
return i;

}

return -1;
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B.3 Plugin Manager

[ **

* Pl ugi nManagenent: main class for managi ng pl ugi ns

*/

package gov.
j ava.

i npor t
i npor t
i nport
i nport
i npor t
i mport
i mport
i npor t
i nport
i nport
i npor t
i npor t
i nport
i npor t
i npor t

[ **

j ava.
j ava.
j ava.
j ava.
j ava.

j ava
j ava

ni st. appl et. phone. | ocati onconponent . pl ugi nmanagenent ;
util. NoSuchEl enent Excepti on;

util. Vector;

util. Enumeration;

net. | net Addr ess;

net . Net wor kil nt erf ace;

net . Socket Excepti on;

.i0.File;

.1 0.1 CEXception;

j avax. xm . parsers. Docunent Bui | der Fact ory;

j avax. xm . par sers. Docunent Bui | der;

j avax. xm . parsers. Parser Confi gurati onExcepti on;
org. xm . sax. SAXExcepti on;

org. xnl . sax. SAXPar seExcepti on

org. w3c. dom *;

gov. ni st. appl et. phone. | ocati onconponent .

* @ut hor

* [

public
publ i
publ i
publ i
publ i
publ i
publ i
publ i
publ i
publ i

over |l aydi scovery. mul ti castdi scovery. *;

nt si et si

cl ass Pl ugi nManager extends Pl ugi nCreator ({

O O O O o o o O O

Enunerati on m enunPl ugi ns;
Mcast Layer m ntast Layer;
Pl ugi n m pl ugi n;

Pl ugin m_tenpPl ugi n;

| net Address m i net Addr ;
String mstrAddress;
Vect or m donmi ns;

Vect or m_user nanes;

bool ean m di scover;
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publ i c bool ean m boot strapPeer;

public String mbootstrapHost;

public int mbootstrapPort;

public Vector m bootstrapList;

publ i ¢ Docunent Bui | der Fact ory m docBui | der Fact ory;
publ i ¢ Docunent Bui | der m docBui | der;

publ i ¢ Docunent m docunent;

@uppr essWar ni ngs("unchecked")
publ i ¢ Pl ugi nManager () {
/'l Variabl e decl arations
String domain, plugindC ass;
i nt count FoundOver | ays, nunPl ugi ns, nunOver | ays;
bool ean foundaddr;
/1 Initializations
m ntast Layer = new Mast Layer () ;
m docBui | der Fact ory = Docunent Bui | der Fact ory. newl nst ance() ;
m domai ns = new Vector();
m user names = new Vector();
m boot strapLi st = new Vector();
m di scover = fal se;
m boot st rapPeer = fal se;
m pl ugin = nul |
m tenpPlugin = null;
/'l Ot her variabl es
pl ugi nCl ass = "";
m str Address = "";
count FoundOver |l ays = nunPl ugi ns = nunmOverl ays = O;
f oundaddr = fal se;
m_ i net Addr = nul | ;
try{
f oundaddr = fal se;
Enumer ati on enunface = Networ Kkl nterface. get Net workl nterfaces();
whi | e( enunf ace. hasMor eEl enents()) {
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Net wor kl nt erface netface = (Networklnterface)

enunf ace. next El enent () ;
i f(netface.getNane() '= "lo0o") {
Enunerati on enumaddr = netface. getl net Addresses();
whi | e (enumaddr . hasMor eEl enent s()) {
/ I enumaddr . next El ermrent () ;
m_i net Addr = (| net Address) enumaddr. next El enment () ;
m st r Address = m.i net Addr. get Host Address();

if(mstrAddress.indexOr("%) == -1 ) {
f oundaddr = true;
br eak;
}
}
}
i f(foundaddr)
br eak;

}

cat ch( NoSuchEl ement Excepti on un_ex) {
Systemout. println("Could not get nachine |IP address");
Systemout.println("failed to start node, exiting");
System exit(0);

}cat ch( Socket Excepti on sock_ex){
Systemout. println("Could not get nachine |IP address");
Systemout.println("Failed to start node, exiting");
System exit(0);

Systemout.println("");
Systemout.println("### Starting overlay discovery and

boot strappi ng nodul e ... ###");
m ntast Layer. cl earList();

m ntast Layer. di scover ();
m di scover = m ntast Layer. get FoundOverl ays();
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/1if we were able to discover overlays we list them
i f(m.discover) {
Systemout.println("--- Listing discovered overl ays:
("+m ntast Layer. get NunOverl ays()+")");
m nctast Layer. | istOverlays();
nunOver | ays = m ntast Layer. get NunOver | ays();
try{
f or (count FoundOverl ays = 0; count FoundOverl ays <
nunOver | ays; count FoundOverl ays++) {
try {
Vect or foundOverlay = m ntastLayer.
get Over |l ayProfil e(count FoundOverl ays);
domain = (String)foundOverl ay. el enent At (0) ;
pl ugi nCl ass = (String)foundOverlay.elenmentAt(1);
m boot st rapHost = (String)foundOverl ay. el ement At (2);
String tenp = (String)foundOverl ay. el ement At (3);
tenp = tenp.trim);
m boot strapPort = | nteger. parselnt(tenp, 10);
try {
i f(verifyPlugin(plugindass)) {
Systemout.println("---Conpatible plugin found:
"+pl ugi nCl ass);
m domai ns. add( count FoundOver | ays,
new String(domain));
Vect or bootlist = new Vector();
boot | i st. add(0, new String(pluginCl ass));
boot | i st. add(1, new String(m bootstrapHost));
boot | i st. add(2, new | nt eger (m boot strapPort));
m boot st rapLi st. add( count FoundQOver | ays, boot | i st);
[/ parse the xml file with user account details
m docBui | der = m docBui | der Fact ory.
newDocunent Bui | der () ;
m docunment = m docBui |l der. parse
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(new Fil e("networks. xm "));
m _docunent . get Docunent El enent (). normal i ze();
NodeLi st |istOf Overlays = m docunent.
get El ement sByTagName( " net wor k") ;

int nunOf Records = |istO Overl ays. getLengt h();
for(int i = 0; i < numORecords; i++) {
Node firstOverlayNode = listCOf Overlays.iten(i);

i f(firstOverl ayNode. get NodeType()
== Node. ELEMENT_NCDE) ({
El ement firstOverl ayEl enent =
(El ement) firstOverl ayNode;
NodeLi st overlayList = firstOverl ayEl enent.
get El enment sByTagNane( " overl ay");
El ement firstOverl ayNaneEl enent =
(El ement) overl ayLi st.itenm0);
NodeLi st text FOLi st = firstOverl ayNaneEl enent.
get Chi | dNodes() ;
String strFOList = textFOList.itenm(0).
get NodeVal ue().trin();
NodeLi st usernaneLi st = firstOverl ayEl enent.
get El enment sByTagNane( " user nane") ;
El ement user NaneEl enent =
(El ement ) user naneLi st.item0);
NodeLi st textUNLi st = user NanmeEl enent .
get Chi | dNodes() ;
String strUNLi st = textUNList.iten(0).
get NodeVal ue().trin();
i f(strFOLi st. conpareTol gnor eCase
(new String(domain)) == 0){
m user nanmes. add(new String(strUNList));
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el se {
Systemout.println("--- Inconpatible plugin class");
}
}cat ch( Pl ugi nNot Cr eat edExcepti on pn_ex) {
System out. printl n(pn_ex. get Message());
} cat ch( SAXPar seExcepti on saxpe) {
Systemout.println("--- SaxParse Exception!!");
}catch (SAXException e) {
Exception x = e.get Exception();
((x == null) ? e : x).printStackTrace();
}cat ch( Parser Confi gurati onException pce) {

Systemout.println("--- Parser Exception!!");
}cat ch(1l Oexception ioex) {
Systemout.println("--- | OException on Filel!");
}
} cat ch( Nunber For mat Excepti on num ex) {

}

}
}cat ch (NoSuchEl enment Exception e) {

Systemout.println("Invalid option!");

/'l we get here after discovered domai ns were enunerated
m_enunPl ugi ns = Pl ugi nDet ect or. detect();

i f(menunPlugins == null) {
Systemerr.println("Error while detecting plugins");
return;
}
el se {
Systemout.println("--- You can start an overlay with any

of the following :");
pluginC ass = "";
for ( ; menunPlugins. hasMoreEl ements() ; ) {

pl ugi nC ass = (String) menunPl ugi ns. next El enent () ;
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i f(isUniquePluginCl ass(pluginC ass)) {
try{
m pl ugi n = creat ePl ugi n( pl ugi nCl ass, m st r Addr ess, 0);
String strPlugi nDomai n = m _pl ugi n. get Domai n() ;
m domai ns. add( count FoundOver | ays,
new String(strPlugi nDomain)) ;
System out . printl n(plugi nC ass);
Vector bootlist = new Vector();
boot | i st. add(0, new String(pluginC ass));
boot | i st.add(1, new String(m strAddress));
boot | i st. add(2, new I nteger(0));
m boot st rapLi st. add( count FoundOver | ays,
(Vector)bootlist);
[/ parse the xml file with user account details
m docBui | der = m docBui | der Fact ory.
newDocunent Bui | der () ;
m document = m docBui |l der. parse(
new Fil e("networks. xm "));
m docunent . get Docunent El enent (). normal i ze() ;
NodeLi st |istCOf Overlays = m docunent.
get El ement sByTagName( " net wor k") ;

int nunOf Records = |istOFOverl ays. get Lengt h();
bool ean foundNane = fal se;

for(int i = 0; i < nunO>fRecords; i++) {

Node firstOverlayNode = listO Overlays.iten(i);

i f(firstOverl ayNode. get NodeType() ==
Node. ELEMENT _NODE) {
El ement firstOverl ayEl enent =
(El ement) first Overl ayNode;
NodeLi st overl ayList = firstOverl ayEl enent.
get El enment sByTagNane( "overl ay");
El ement firstOverl ayNanmeEl ement =
(El erent) overl ayList.item0);
NodeLi st text FOLi st = firstOverl ayNaneEl enent.



APPENDIX B. OVERCORD CLASSES 156

get Chi | dNodes() ;
String strFOList = textFOList.itenm(0).
get NodeVal ue().trinm();
NodeLi st usernaneLi st = firstOverl ayEl enent.
get El enment sByTagNane( " user nane") ;
El ement user NanmeEl enent =
(El ement ) user naneLi st.item0);
NodeLi st text UNLi st =
user NanmeEl enent . get Chi | dNodes() ;
String strUNLi st = textUNList.itenm(0).
get NodeVal ue().trim);
i f(strFOLi st. conpareTol gnor eCase(
m pl ugi n. get Domai n()) == 0){
m_user nanmes. add( count FoundOver | ays,
new String(strUNList));
f oundNanme = true;

}
}

}
i f(foundName == fal se){

m_user nanes. add( count FoundOver | ays,
new String("unassigned"));
}
}cat ch( Pl ugi nNot Cr eat edException e) {
Systemout.println("--- Plugin not created);
}cat ch(Cl assCast Exception e) {
Systemout.println("--- Tried to |l oad a non-plugin
as a plugin!!");
} cat ch( SAXPar seExcepti on saxpe) {
Systemout.println("---SaxParse Exception!!");
}catch (SAXException e){
Exception x = e.get Exception();
((x == null) ? e : x).printStackTrace();
}cat ch( Parser Confi gurati onException pce){
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Systemout.println("--- Parser Exception!!");
}catch(1l OException ioex) {
Systemout.println("--- | OCException on Filel!");

}
}

nunPl ugi ns++;

}
Systemout.print("");

}
publ i ¢ bool ean i sUni quePl ugi nCl ass(String plugi nCl ass) {
int counter;
bool ean flag = true;
counter = m bootstrapList.size();
if(counter == 0) return flag;
for (int i =0; i < counter; i++) {
Vect or vector = (Vector) m bootstrapList.elenmentAt(i);
String className = (String) vector.elenentAt(0);
i f(className. conpar eTol gnor eCase( pl ugi nCl ass) == 0) {
flag = fal se;
br eak;

}

return flag;
}
public void printBootlist() {
int counter;
counter = m bootstrapList.size();
for (int i =0; i < counter; i++) {
Vector vector = (Vector) mbootstrapList.elenmentAt(i);
String className = (String) vector.elenentAt(0);
String host = (String) vector.elenentAt(1);
I nteger port = (Integer) vector.elementAt(2);
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}
public void printDomains() {
int counter;
counter = m.domai ns. si ze();
for (int i =0; i < counter; i++) {
String domain = (String) mdomains. el ement At (i);
System out . printl n(domain);

}
public Plugin getPlugin() {
return mpl ugin;
}
public Vector getDomains() {
return mdomains;
}
public Vector getUsernanes() ({
return m.usernanes;
}
public Vector getBootList() {
return m bootstrapLi st;
}
public int getDHTPort () {
return mplugin. getPort();
}
public void register(String pluginToUse, String host,
int port) {
try{
m pl ugi n = createPl ugi n(pl ugi nToUse, host, port);
m pl ugi n. j oi nOverl ay();
}
cat ch( Pl ugi nNot Cr eat edException e) {
System out. println(e. get Message());

}
cat ch(C assCast Exception e) {
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Systemout.println("--- Tried to |l oad a non-plugin
as a plugint!");

}
public void deregister(String key, String value) {
m pl ugi n. renove(key, val ue);
m pl ugi n. | eaveOverl ay();
m plugin = null;
}
public void createBinding(String key, String value) {
m _pl ugi n. put ( key, val ue);
}
public String get(String key) {
String strvalue = "";
String domain = key. substring(key.indexOh("@) +1);
String user = key.substring(0, key.indexO("@));
i f(islnDomai n(domain)) {
strVal ue = m plugin. get (key);
return strVal ue;
}
el se {
m ncast Layer. clearList();
m ntast Layer. di scover ();
bool ean di scover = m ntast Layer. get FoundOverl ays();
i f(discover) {
i nt overlaylndex = m ntastLayer. findOverl ay(domain);
i f(overlaylndex !'= -1) {
Vect or overl ayChoi ce = m ntast Layer.
get Overl ayProfil e(overl ayl ndex);
String pluginC ass =
(String)overl ayChoi ce. el enent At (1);
String bootstrapHost =
(String)overl ayChoi ce. el ement At (2);
String tenp = (String)overlayChoice. el enent At (3);
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tenp = tenp.trim);
i nt bootstrapPort = Integer.parselnt(tenp, 10);
try {
i f(verifyPlugin(plugindass)) {
m t enpPl ugi n = creat ePl ugi n( pl ugi nC ass,
boot st rapHost, boot strapPort);

for(int i =0; i < 10; i++) {
strValue = mtenpPl ugi n. get d i ent Request (key);
i f(strVvalue != "GET_FAI LED")
br eak;
}

System out. printl n("Found "+strVal ue);
m tenpPl ugin = nul | ;

}
el se {

Systemout. println("Inconpatible plugin");
}

}cat ch( Pl ugi nNot Cr eat edExcepti on pn_ex) {
System out. println(pn_ex. get Message());

}
return strVal ue;
}
el sef
Systemout.println("Could not find overlay");
strVal ue = user+" @ +domai n+": 5060";
return strVal ue;
}
}
el se {
Systemout.println("Could not find overlay");
strVal ue = user+" @ +domai n+": 5060";
return strVal ue;
}
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}

publ i c bool ean i sl nDomai n(String domai n){
bool ean flag = true;
String plugi nDomai n = m pl ugi n. get Domai n() ;
i f (pl ugi nDomai n. conpar eTo(domai n) == 0){

flag = true;

}
el se flag = fal se;
return flag;

161



Appendix C
Accompanying CD-ROM

The accompanying CD-ROM contains the following:

MosiuoaTsietsi.pdf This thesis in pdf format.
/ReferencesElectronic copies of most of the reference material citethisithesis.

/SourceCode The source code of the standalone OverCord peer-to-peer dayl the modified
JAIN SIP Applet Phone that embeds OverCord.
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